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2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.
» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping
architecture”.

[2] 3GPP TR 33.919: "Generic Authentication Architecture (GAA); System description™.

[3] 3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the
Diameter protocol; Protocol details’.

4 3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for Subscriber
Certificates".

[5] 3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application
functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

[6] IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using
Authentication and Key Agreement (AKA)".

[7] 3GPP TS 23.003: "Numbering, addressing and identification".

[8] IETF RFC 3023: "XML Media Types'.

[9] IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.

[10] IETF RFC 3548: "The Basel6, Base32, and Base64 Data Encodings'.

[11] IETF RFC 2246: "The TLS Protocol Version 1.0".

[12] IETF RFC 2818: "HTTP over TLS'.

[13] 3GPP TS 24.228: "Signalling flows for the IP multimedia call control based on Session Initiation
Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[14] IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[15] IETF draft-ietf-tls-psk-045: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[16] PKCS#10 v1.7: "Certification Request Syntax Standard".

NOTE: ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-10/pkcs-10vl 7.pdf

[17] WAP Forum: "WPKI: Wireless Application Protocol; Public Key Infrastructure Definition”

NOTE: http://www1.wapforum.org/tech/documents/WAP-217-WPK1-20010424-a.pdf.

[18] IETF RFC 3546: "Transport Layer Security (TLS) Extensions”.
[19] Open Mobile Alliance: "ECM A Script Crypto Object"

NOTE: http://www.openmobilealliance.org.
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[20] Open Mobile Alliance: "WPKI"

NOTE: http://member.openmobilealliance.org/ftp/public_documents/SEC/Permanent_documents/.

[21] 3GPP TS 33.203: "3G security; Access security for |P-based services'.

[22] IETF RFC 2234: "Augmented BNF for Syntax Specifications: ABNF".

5.3.3.1 Authentication procedure
The authentication mechanism described in this clause is optional to implement in the UE and in the NAF.

The Pre-Shared Key Ciphersuites for TLS (PSK TLS) (draft-ietf-tls-psk-01 [15]) can be used with bootstrapped security
association as the authentication, confidentiality, and integrity protection method.

The PSK TLS (draft-ietf-tls-psk-01 [15]) handshake shall be used with bootstrapped security association as follows:
- the ClientHello message shall contain one or more PSK-based ciphersuites;

- the ClientHello message shall contain the server_name TL S extension as specified in RFC 3546 [18] and it shall
contain the hostname of the NAF;

- the ServerHello message shall contain a PSK-based ciphersuite selected by the NAF;

- the ServerKeyExchange shall be sent by the server and it shall contain the psk_identity hint field and it shall
contain a static string "3GPP-bootstrapping"”. The psk_identity hint field may contain alist of psk_identity hints
(see NOTE 1);

NOTE 1: Other psk identity name spaces than " 3GPP-bootstrapping” can be supported, however, they are out of the
scope of this specification.;

- the ClientkKeyExchange shall contain the psk_identity field and it shall contain a prefix
" 3GPP-bootstrapping”indicating selected psk identity name space, a separator character *;" and the B-TID;

- the UE shall derive the TLS premaster secret from the NAF specific key material (Ks_NAF) in the case of
GBA_ME, and the NAF specific external key material (Ks_ext NAF) in the case GBA_U as specified in
draft-ietf-tls-psk-01 [15];

NOTE 2: The NAF specific internal key material (Ks_int_NAF) in the case of GBA_U shall not be used with PSK
TLS.

An example flow of the PSK TLS procedure can be found in clause F.3.

5.33.2 Authentication failures

Authentication failures are handled as they are described in RFC 2246 [11] and in draft-ietf-tls-psk-01 [15].

5.3.3.3 Bootstrapping required indication

During TLS handshake, the NAF shall indicate to the UE that bootstrapped security association is required by sending a
ServerHello message containing a PSK -based ciphersuite, and a ServerK eyExchange message containing the
psk_identity _hint field which contains a static string "3GPP-bootstrapping”. This shall trigger the UE to run the
bootstrapping procedure over Ub interface.

NOTE: The NAF shall select a PSK-based ciphersuite only if the UE has offered one or more PSK-based
ciphersuites in the corresponding ClientHello message.
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5.3.34 Bootstrapping renegotiation indication

During usage of TLS session, the NAF shall indicate to the UE that bootstrapped security association has expired by
sending close_notify alert message to the UE. The UE may attempt resume the old TL S session by sending a
ClientHello message containing the old session ID. The NAF shall refuse to use the old session ID by sending a
ServerHello message with anew session ID. Thiswill indicate to the UE that the bootstrapped security association it
used has expired.

During TLS handshake, the NAF shall indicate to the UE that the bootstrapped security association has expired by
sending handshake_failure message as a response to the Finished message sent by the UE. Thiswill indicate to the UE
that the bootstrapped security association it used has expired.

5.3.4  Certificate based mutual authentication between UE and application
server

The authentication mechanism described in this clause is optional to implement in the UE and in the application server.

The certificate based mutual authentication between an UE and an application server shall be based on TL S as specified
in [ETF RFC 2246 [6] and IETF RFC 3546 [8].

Annex B in TS 33.222 [5] provides guidance on certificate mutual authentication between UE and application server.

5.35 Integrity protection

Integrity protection is provided by using authenticated TLS tunnel as described in RFC 2818 [12].

Annex F (informative):
Signalling flows for PSK TLS with bootstrapped security
association

F.1  Scope of signalling flows

This annex gives examples of signalling flows for using PSK TLS with bootstrapped security association.

F.2 Introduction

F.2.1 General

A bootstrapping session established using a bootstrapping procedure (cf., clause 4 and annex A) is used between a UE
and aNAF. The BSF provides to the NAF aNAF specific key material (Ks_NAF or Ks_ext NAF) which is derived
from the key material (Ksor Ks_ext). The NAF uses this key to authenticate and optionally secure (i.e. integrity protect
and encrypt) the communications between it and the UE. The BSF will aso provide the NAF the expiration time of the
bootstrapping session. When the bootstrapping session becomes invalid the NAF will stop using the session, and
indicate to the UE that bootstrapping session has expired and that new session needs to be established.

An example of the signalling flows of the authentication procedure using PSK TLS[15] isgiven in clause F.3.
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F.2.2 Key required to interpret signalling flows

The following key (rules) have been applied to TLS handshake signalling flows to improve readability, reduce errors
and increase maintai nability:

a) The description of TLS messages and their fields are identified by three fields: "TLS.MESSAGE.FIELD":
- "TLS"identifiesthat the messageisa TLS message;
- "MESSAGE" identifies the name of the TLS message (e.g. ClientHello);
- "FIELD" identifies the name of the TLS message field (e.g. client_version).

An example being "TLS.ClientHello.client_version", which identifies TLS message "ClientHello" and its data
field "client_version". The possible TLS message and TL S message field names as well astheir encoding to the
TLS protocol are specified in IETF TLS related specifications such as IETF RFC 2246 [11] and IETF RFC 3546
[18].

b) If multiple TLS messages are sent in sequence from one entity to another thisis described as one step.

- thefigures describe the sending of multiple TLS messagesin one step by listing the TLS message hamesin
separate lines,

- thedescription of the step contains the explanation of the messages and their parameters as described in
bullet a).

¢) Inorder to differentiate between TLS messages and other protocol messages, the TL S messages are marked with
simple arrow line, and all non-TLS messages with block arrows.

d) The flows show the signalling exchanges between the following functional entities:
- User Equipment (UE);
- Bootstrapping Server Function (BSF);

- Network Application Function (NAF).

F.3  Signalling flow demonstrating a successful PSK TLS
authentication procedure

The signalling flow in figure F.3-1 describes the generic message exchange between UE and NAF using PSK TLS.
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UE NAF BSF

ClientHell o(PSK-based ci phersuites
(1) ( P ) >

Server Hel | o( PSK- based ci phersuite)
Ser ver KeyExchange(PSK i dentity hint)
Ser ver Hel | oDone

(2) -

(3) Bootstrappi ng and generation
of NAF specific key material

C i ent KeyExchange(PSK identity)
ChangeCi pher Spec

(2) Fi ni shed >

(6) Authentication

ChangeCi p_he_rSpec
(7) | Fi ni shed

(8) Authentication

(9) < Application Data >

Figure F.3-1: PSK TLS handshake with bootstrapped security association.

1. TLShandshake message: ClientHello (UE to NAF)

The UE sends ClientHello message to the NAF. In order to indicate that the UE is capable of PSK-based
authentication it includes the PSK-based ciphersuites to the list of acceptable ciphersuites list. The UE also
includes to the ClientHello message the server_name TL S extension containing the hostname of the NAF.

TLS.ClientHello.client_version: the version of the TLS protocol in the UE is 3.1.
TLS.ClientHello.random: a UE generated random structure.

TLS.ClientHello.session_id: the ID of the TLS session is empty, i.e. no previous TLS session is used.
TLS.ClientHelo.cipher_suites: thelist of ciphersuites includes one or more PSK-based ciphersuites.
TL S.ClientHello.compr ession_methods: alist of the compression methodsis null.

TLS.ClientHello.client_hello_extension_list: list of extensions includes server _name extension that
contains the hostname of the NAF.

2. TLShandshake messages. ServerHello, Server KeyExchange, ServerHelloDone (NAF to UE)

If the NAF wants to use PSK-based authentication, it selects one of the acceptable PSK-based ciphersuites,
places the selected ciphersuite in the ServerHello message, and includes an appropriate ServerK eyExchange
message. The NAF can help the UE in selecting the correct PSK identity by providing alist of hintsin
ServerK eyExchange message. That list includes a static string " 3GPP-bootstrapping ".

TL S.ServerHello.server_version: the version of the TLS protocol in the NAF is 3.1.

TLS.ServerHello.random: a NAF generated random (must be different from ClientHello.random).
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TLS.ServerHello.session_id: theidentity of the TLS session generated by the NAF.

TLS.ServerHello.cipher_suite: the ciphersuite selected by the NAF is one of the PSK-based ciphersuites
listed in ClientHello.cipher_suites.

TL S.ServerHello.compression_method: the compression method selected by the NAF isnull.
TLS.ServerHello.server_hello_extension_list: list of extensionsis empty.

TL S.ServerKeyExchange.psk_identity _hint: the PSK identity hint contains the constant string " 3GPP-
bootstrapping”.

TLS.ServerHelloDone: this message does not have data fields.
3. Bootstrapping and generation of NAF specific key material at UE

The UE performs the bootstrapping procedure to produce B-TID and Ks_NAF as described in clause A.3. If
bootstrapping procedure has been done recently, the UE can use the B-TID and Ks_NAF produced from that
procedure.

4. TLShandshake messages: ClientK eyExchange, ChangeCipher Spec, Finished (UE to NAF)

The UE sets concatenated " 3GPP-bootstrapping” string, separator character ;" and the B-TID as the PSK
identity, and Ks_NAF as the pre-shared key. The UE then sends ClientK eyExchange containing the B-TID,
ChangeCipherSpec, and Finished messages to the NAF. The TLS premaster secret is derived from Ks_ NAF
as specified in draft-ietf-tls-psk-01 [15].

TL S.ClientK eyExchange.psk_identity: the PSK identity contains concatenated " 3GPP-bootstrapping”
string, separator character ;" and the B-TID.

TL S.ChangeCipher Spec.type: contains value 1 (change_cipher_spec).

TLS.Finished.verify_data: the verify data contains the hash of the handshake messages. For details, see
RFC 2246 [11].

5. Zn: NAF specific key procedure

The NAF extracts the B-TID from the ClientK eyExchange message and requests the NAF specific key
(Ks_NAF) from BSF. The BSF returns Ks_NAF that corresponds to the B-TID.

For detailed signalling flows see 3GPP TS 29.109 [3].

Table F.3-1: Bootstrapping authentication information procedure (NAF to BSF)

Message source and |Zn Information element | Information Source Description
destination name in TLS
NAF to BSF B-TID ClientkeyExchange.p |The bootstrapping transaction identifier is
sk_identity encoded in the
ClientkKeyExchange.psk_identity field
according to PSK TLS.

6. Authentication at NAF
The NAF validates the Finished message sent by the UE.

7. TLShandshake messages: ChangeCipher Spec, Finished (NAF to UE)
The NAF sends ChangeCipherSpec, and Finished messages to the UE.
TL S.ChangeCipher Spec.type: contains value 1 (change_cipher_spec).

TLS.Finished.verify_data: the verify data contains the hash of the handshake messages. For details, see
RFC 2246 [11].

8. Authentication at UE
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The UE validates the Finished message sent by the NAF.
9. Application data transfer

The UE and the NAF initiate application data transfer in the TLS session.
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