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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Bootstrapping infor mation: set of parameters that have been established during bootstrapping procedure
The information consists of a bootstrapping transaction identifier (B-TID), key material (Ks), and agroup of application
specific security parameters related to the subscriber.

Bootstrapped security association: association between a UE and a BSF that is established by running bootstrapping
procedure between them

The association is identified by a bootstrapping transaction identifier (B-TID) and consists of bootstrapping
information.

CA certificate—: The Certificate Authority public key isitself contained within a certificate, called a CA certificate.

The CA signs al certificates that it issues with the its private key that corresponds to the public key in the CA
certificate.

Delivery of CA certificate: procedure during which UE requests aroot certificate from PKI portal, who deliversthe
certificate to the UE
The procedure is secured by using GBA.

PK1 portal: certification authority (or registration authority) operated by a cellular operator

Reverse proxy: areverse proxy isagateway for servers, and enables one server (i.e., reverse proxy) to provide content
from another server transparently, e.g., when UE's request for a particular information isreceived at areverse proxy, the
reverse proxy is configured to request the information from another server. The reverse proxy functionality is
transparent to the UE, i.e., the UE does not know that the request is being forwarded to another server by the reverse

proxy.
Root certificate: a certificate that an entity explicitly trusts, typically a self-signed CA certificate

Subscriber certificate: certificate issued to a subscriber
It contains the subscriber's own public key and possibly other information such as the subscriber's identity in some
form.

Subscriber certificate enrolment: procedure during which UE sends certification request to PK1 portal and who issues
acertificate to UE
The procedure is secured by using GBA.

WAP Identity M odule (WIM): used in performing WTLS, TLS, and application level security functions, and
especialy, to store and process information needed for user identification and authentication

The WPKI may use the WIM for secure storage of certificates and keys (see 3GPP TS 33.221 [4], OMA ECMA Script
[19], and OMA WPKI [20] specifications).

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AKA Authentication and Key Agreement
AP Authentication Proxy

AS Application Server

AUTN Authentication Token
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AUTS Re-synchronisation Token

AV Authentication Vector

BSF BootStrapping Function

B-TID Bootstrapping - Transaction | Dentifier

CA Certification Authority

CK Confidentiality Key

DER Distinquished Encoding Rules

FQDN Fully Qualified Domain Name

GAA Generic Authentication Architecture

GBA Generic Bootstrapping Architecture

HSS Home Subscriber System

IK Integrity Key

IMPI IP Multimedia Private I dentity

IMPU IP Multimedia PUblic identity

Ks Key material

Ks NAF NAF specific key material

MAC Message Authentication Code

NAF Network Application Function

PKCS Public-Key Cryptography Standards

PKI1 Public Key Infrastructure

PSK Pre-Shared Secret

RAND RANDom challenge

RES authentication Response

SQN SeQuence Number

TLS Transport Layer Security

UE User Equipment

URI Uniform Resource Identifier

URN Uniform Resource Name

USIM User Service Identity Module

WIM WirelessWARP Identity Module

WPKI Wireless PKI

WTLS Wireless Transport Layer Security

XRES Expected authentication response
------------- NEXT CHANGE------------

4.2 Bootstrapping procedure

The UE shall initiate the bootstrapping procedure when:

a) the UE wantsto interact with a NAF and bootstrapping is required;

b) aNAF has requested bootstrapping required indication as described in subcluse 5.2.4 or bootstrapping
renegotiation indication as described in subclause 5.2.5; or

c) thelifetime of the key has expired in the UE if one or more applications are using that key.

A UE and the BSF shall establish bootstrapped security association between them by running bootstrapping procedure.
Bootstrapping security association consists of a bootstrapping transaction identifier (B-TID) and key material Ks.
Bootstrapping session on the BSF a so includes security related information about subscriber (e.g. user's private
identity). Bootstrapping session is valid for a certain time period, and shall be deleted in the BSF when the session
becomesinvalid.

Bootstrapping procedure shall be based on HTTP Digest AKA as described in 3GPP TS 33.220 [1] and in RFC 3310 [6]
with the modifications described below.

The BSF address is derived from the IMPI or IMS| according to 3GPP TS 32.220 [1].
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In the bootstrapping procedure, Authorization, WWW-Authenticate, and Authentication-Info HT TP headers shall be
used as described in RFC 3310 [6] with following exceptions:

a) the"ream" parameter shall contain the network name where the username is authenticated;
b) the quality of protection ("qop") parameter shall be "auth-int"; and
c) the"username" parameter shall contain user's private identity (IMPI).

NOTE: If the UE does not have an ISIM application with an IMPI, the IMPI will be constructed from IMSI,
according to 3GPP TS 23.003 [7].

In addition to RFC 3310 [6], the following apply:

a) Inthefirst request from the UE to the BSF, the UE shall include the private user identity IMPI in the "username”
parameter of the Authorization header of HTTP request.

b) Inthe message from the BSF to the UE, the BSF shall include bootstrapping transaction identifier (B-TID) and
the key lifetime to an XML document in the HTTP response payload. The BSF may a so include additional
server specific datato the XML document. The XML schema definition of this XML document is given in
Annex C.

¢) Authentication-Info header shall be included into the subsequent HTTP response after the BSF concluded that
the UE has been authenticated. Authentication-Info header shall include the "rspauth™ parameter.

After successful bootstrapping procedure the UE and the BSF shall contain the key material (Ks) and the transaction
identifierB-TID. The key material shall be derived from AKA parameters as specified in 3GPP TS 33.220 [1]. In
addition, BSF shall also contain a set of security specific attributes related to the UE.

An example flow of successful bootstrapping procedure can be found in clause A.3.

521 General

The HTTP Digest authentication model as described in RFC 2617 [9] can be used with bootstrapped security
association as the authentication and integrity protection method, if the application protocol used over Uainterface
between UE and NAF isbased on HTTP. The HTTP Digest authentication may be used for all protocols that have
adopted the HT TP authentication framework to mutually authenticate the UE and the NAF, and also optionally integrity
protect any payload being transferred between them.

The UE shall indicate to an application server (i.e. aNAF) that it supports 3GPP-bootstrapping based HTTP Digest
authentication by including a " product” token to the "User-Agent" header (cf. RFC 2616 [14]) that is a static string
"3gpp-gba’, which identifies the feature, i.e. support of GBA-based authentication. The User-Agent header field with
this "product” token shall be added to each outgoing HTTP request if the UE supports GBA-based authentication using
HTTP Digest. Upon receiving this " product" token, the application server if it supports NAF functionality may decide
to authenticate the UE using GBA-based shared secret by executing the authentication procedure.

The protocol stack of the Uainterface when HTTP Digest authentication is used is presented in figure 5.2-1. The details
are defined in the following subclauses.
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Application logic Application logic
inthe UE in the NAF
HTTP Digest HTTP Digest
HTTP (Note 1) HTTP (Note 1)
TCP TCP

Ua
IP IP

NOTE 1. HTTP.isnot the only protocol that can be used. Other protocols can also be used as long as the protocol
has adopted the HT TP authentication framework.

Figure 5.2-1: Protocol stack of Ua interface with HTTP Digest authentication

5.3.1 General

Prior to establishing HT TP, the UE and the NAF may perform authentication. Three different authentication
mechanisms may be used for UE and NAF authentication:

a) Shared key-based UE authentication (HT TP Digest) with certificate-based NAF authentication (TLS);
b) Shared key-based mutual authentication between UE and NAF (PSK TLS), and;
c) Certificate based mutual authentication between UE and AS;

The protocol stack of the Uainterface when TLSis used is presented in figure 5.3.1-1. and described in subclause 5.3.2.
The HTTP Digest authentication is described in subclause 5.2.

Application logic Application logic

inthe UE inthe NAF
HTTP Digest HTTP Digest

HTTP HTTP

TLS TLS

TCP TCP

Ua
IP IP

Figure 5.3.1-1: Protocol stack of Ua interface with TLS
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The protocol stack of the Uainterface when PSK TLSisused is presented in figure 5.3.1-2 and described in subclause
5.3.3. The HTTP Digest authentication is described in subclause 5.2.

Application logic Application logic
inthe UE in the NAF
TLS with support TLS with support
of PSK TLS of PSK TLS
TCP TCP

Ua
IP IP

Figure 5.3.1-2: Protocol stack of Ua interface with PSK TLS5.3-2—Shared-key-based UE
o . I T

5.3.2 Shared key-based UE authentication with certificate-based NAF
authentication

5.3.2.1 Authentication procedure
The authentication mechanism described in this section is mandatory to implement in the UE and in the NAF.

The UE and the NAF shall support the TLS version as specified in RFC 2246 [11] and RFC 2818 [18]. See chapter
5.3.1in TS 33.222 [5] for the detailed profiling of TLS.

a) When the UE starts communication via Ua reference point with the NAF, it shall establish a TLS tunnel with the
NAF. The NAF is authenticated to the UE by means of a public key certificate. The UE shall verify that the
server certificate corresponds to the FQDN of the NAF it established the tunnel with. No client authentication is
performed as part of TLS (no client certificate necessary).

b) The UE sendsan HTTP request to the NAF inside the TLS tunnel (HTTPS, i.e. HTTP over TLS) as described in
chapter 5.2.

¢) The NAF shall authenticate the HTTP request using HT TP Digest as specified in subclause 5.2.

5.3.3.1 Authentication procedure
The authentication mechanism described in this clause is optional to implement in the UE and in the NAF.

The Pre-Shared Key Ciphersuitesfor TLS (PSK TLS) (draft-ietf-tls-psk-01 [15]) can be used with bootstrapped security
association as the authentication, confidentiality, and integrity protection method.

The PSK TLS (draft-ietf-tls-psk-01 [ 15]) handshake shall be used with bootstrapped security association as follows:
- the ClientHello message shall contain one or more PSK-based ciphersuites;

- the ClientHello message shall contain the server_name TL S extension as specified in RFC 3546 [18] and it shall
contain the hostname of the NAF;

- the ServerHello message shall contain a PSK-based ciphersuite selected by the NAF;

- the ServerKeyExchange shall contain the psk_identity _hint field and it shall contain a static string
"3GPP-bootstrapping”. The psk_identity _hint field may contain alist of psk_identity hints (see NOTE 1);
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NOTE 1: Other psk identity name spaces than "3GPP-bootstrapping" can be supported, however, they are out of the
scope of this specification.;

- the ClientKeyExchange shall contain the psk_identity field and it shall contain a prefix
"3GPP-bootstrapping"indicating selected psk identity name space, a separator character *;" and the B-TID;

- the UE shall derive the TLS premaster secret from the NAF specific key material (Ks_NAF) in the case of
GBA_ME, and the NAF specific external key material (Ks_ext NAF) in the case GBA_U as specified in
draft-ietf-tls-psk-01 [15];

NOTE 2: The NAF specific internal key material (Ks_int_NAF) in the case of GBA_U shall not be used with PSK
TLS.

An example flow of the PSK TLS procedure can be found in clause F.3.

A.3  Signalling flows demonstrating a successful
bootstrapping procedure

The overall bootstrapping procedure in successful caseis presented in figure A.3-1. The bootstrapping Zh interface
performs the retrieval of an authentication vector by BSF from the HSS. The procedure corresponds to the step 2 in
figure A.3-1.

This clause specifiesin detail the format of the bootstrapping procedure that is further utilized by various applications.
It contains the AKA authentication procedure with BSF, and later the bootstrapping key material generation procedure.
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UE BSF HSS

1. initial GET

< 2. Zh interface >

3. Authentication vector
selection

4. 401 Unauthorized

5. Generation of response
and session keys

6. GET

4

7. Authentication and generation
of bootstrapping key material

8.200 OK

9. Generation of
bootstrapping key material

Figure A.3-1: Bootstrapping signalling

1. Initial GET request (UE to BSF) - see examplein table A.3-1

The purpose of this message isto initiate bootstrapping procedure between the UE and BSF. The UE sends
an HTTP request containing the private user identity towards its home BSF.

Table A.3-1: Initial GET request (UE to BSF)

GET / HITP/ 1.1

Host: registrar. honel. net: 9999

User - Agent : Boot strapping Cient Agent; Rel ease-6

Date: Thu, 08 Jan 2004 10:13:17 GVI

Accept: */*

Referer: http://pki-portal.honel. net: 2311/ pki p/ enrol |

Aut hori zati on: Digest username="userl_private@onel. net", real m="registrar.honel. net", nonce="",
uri="/", response=""

Request-URI:  The Request-URI (the URI that follows the method name, "GET", in the first line) indicates the
resource indication of this GET request. For bootstrapping server, thisis by default "/".

Host: Specifies the Internet host and port number of the BSF server, obtained from the original URI
given by referring resource.

User-Agent: Contains information about the user agent originating the request.
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Date: Represents the date and time at which the message was originated.
Accept: Mediatypes which are acceptable for the response.
Referer: Allows the user agent to specify the address (URI) of the resource from which the bootstrapping

procedure was initiated.

Authorization: It carries authentication information. The private user identity (userl private@homel.net) is
carried in the username field of the Digest AKA protocol. The "uri" parameter (directive) contains
the same value as the Request-URI. The reahm'"realm" parameter (directive) contains the network
name where the username is authenticated. The Request-URI and the "realm” parameter (directive)
value are obtained from the same field in the USIM and therefore, are identical. In this example, it
is assumed that a new UICC card was just inserted into the terminal, and there is no other cached
information to send. Therefore, "nonce" and "response” parameters (directives) are empty.

2. Zh: Authentication procedure
BSF retrieves the corresponding AV's from the HSS.
For detailed signalling flows see 3GPP TS 29.109 [3].

Table A.3-2: BSF authentication information procedure (BSF to HSS)

Message source and |Zh Information element | Information Source Description
destination name in GET
BSF to HSS Private User Identity Authorization: The Private User Identity is encoded in

the username field according to the
Authorization protocol.

3. Authentication vector selection

The BSF selects an authentication vector for use in the authentication challenge. For detailed description of
the authentication vector, see 3GPP TS 33.203 [21].

NOTE 1: The authentication vector can be of the form asin 3GPP TS 33.203 [21] (if IMS AKA isthe selected
authentication scheme):

- AV = RAND,[AUTN,[IXRES,||CK[IK, where:

* RAND: random number used to generate the XRES, CK, IK, and part of the AUTN. Itisalso used
to generate the RES at the UE.

e AUTN: Authentication token (including MAC and SQN); 128 bit value generated by the HSS.
¢ XRES: Expected (correct) result from the UE.
* CK: Cipher key (optional).
¢ IK: Integrity key.
4. 401 Unauthorized response (BSF to UE) - see examplein table A.3-3

BSF forwards the challenge to the UE in HTTP 401 Unauthorized response (without the CK, 1K and XRES).
Thisisto demand the UE to authenticate itself. The challenge contains RAND and AUTN that are populated
in nonce field according to RFC 3310 [6].

Table A.3-3: 401 Unauthorized response (BSF to UE)

HTTP/ 1.1 401 Unauthori zed

Server: Bootstrapping Server; Rel ease-6

Date: Thu, 08 Jan 2004 10:13:17 GMI

WAV Aut hent i cat e: Di gest real n¥"regi strar. honel. net", nonce= base64(RAND + AUTN + server specific
data), al gorithmrAKAv1l-MD5, qop="auth-int"

Server: Contains information about the software used by the origin server (BSF).
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Date: Represents the date and time at which the message was originated.

WWW-Authenticate: The BSF challenges the user. The nonce includes the quoted string, base64 encoded value
of the concatenation of the AKA RAND, AKA AUTN and server specific data.

NOTE 2: The actual nonce value in the WWW-Authenticate header field is encoded in base64, and it can look like:
nonce="A34Cm+Fva37UY WpGNB34JP".

5. Generation of response and session keys at UE

Upon receiving the Unauthorized response, the UE extracts the MAC and the SQN from the AUTN. The UE
calculates the XMAC and checks that XM AC matches the received MAC and that the SQN isin the correct
range. If both these checks are successful the UE cal cul ates the authentication challenge response (using RES
and other parameters as defined in RFC 3310 [6]), and also computes the session keys IK and CK. The
authentication challenge response is put into the Authorization header and sent back to the BSF in the GET
request.

6. GET request (UE to BSF) - seceexamplein table A.3-4
The UE sendsan HTTP GET request again, with the RES, which is used for response calculation, to the BSF.

Table A.3-4: GET request (UE to BSF)

GET / HITP/1.1

Host: registrar. honel. net: 9999

User - Agent : Boot strapping Cient Agent; Rel ease-6

Date: Thu, 08 Jan 2004 10:13:18 GMI

Accept: */*

Referer: http://pki-portal.honel. net: 2311/ pki p/ enrol |

Aut hori zation: Di gest usernane="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), uri="/", gop=auth-int, nc=00000001,
cnonce="6629f ae49393a05397450978507c4ef 1", response="6629f ae49393a05397450978507c4ef 1",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41", al gori t hmrAKAv1- MD5

Authorization: This carries the response to the authentication challenge received in step 4 along with the private
user identity, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opague,
and the algorithm.

7. Authentication and generation of key material at BSF

Upon receiving an integrity protected GET request carrying the authentication challenge response, the BSF
checks that the expected response (cal culated by the BSF using XRES and other parameter as defined in RFC
3310 [6]) matches the received challenge response. If the check is successful then the user has been
authenticated and the private user identity isregistered in the BSF.

The BSF generates the bootstrapping transaction identifier (B-TID) for the IMPI and stores the tuple
<B-TID,IMPI,CK,IK>.

For detailed bootstrapping key material generation procedure see 3GPP TS 33.220 [1].
8. 200 OK response (BSF to UE) - see examplein table A.3-5

The BSF sends 200 OK response to the UE to indicate the success of the authentication.

Table A.3-5: 200 OK response (BSF to UE)

HTTP/ 1.1 200 K

Server: Bootstrapping Server; Rel ease-6

Aut henti cati on-1 nfo: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef 1",
cnonce="6629f ae49393a05397450978507c4ef 1", nc=00000001

Dat e:

Expires: Thu, 08 Jan 2004 10:23:17 GMI

Cont ent - Type: application/vnd. 3gpp. bsf +xmnl

Content-Length: (...)

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Boot st rappi ngl nf o xm ns="uri : 3gpp- gha" >
<bti d>user @sf. operat or. conx/ btid>
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<lifeti me>2004- 05-28T13: 20: 00- 05: 00</lifeti me>
</ Boot st r appi ngl nf o>

Content-Type:  Contains the media type of the entity body.
Content-Length:  Indicates the size of the entity-body, in decimal number of OCTETSs, sent to the recipient.

Authentication-Info:  This carries the server authentication information. The header includes the "rspauth”
parameter which is calculated as specified in RFC 2617 [9] using RES for response calculation as
specified in RFC 3310 [6].

Expires: Gives the date/time after which the response is considered stale.
9. Generation of key material at UE

The key material Ksis generated in UE by concatenating CK and IK. The NAF specific key material

Ks NAF isderived from Ksin the case of GBA_ME, or Ks_ext_ NAF is derived from Ks_ext in the case of
GBA_U, and used for securing the Uainterface. The UE stores the tuple <B-TID,Ks NAF> or
<B-TID,Ks_ext_NAF>.

For detailed bootstrapping key material generation procedure for NAF specific key (Ks_NAF or
Ks ext NAF) see 3GPP TS 33.220 [1].

B.3  Signalling flows demonstrating a successful
authentication procedure

The signalling flow in figure B.3-1 describes the generic message exchange between UE and NAF using HTTP Digest
Authentication. The conversation can take place inside a server-authenticated TLS (as described in RFC 2246 [11])
tunnel in which case TLS session has been established before step 1.
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UE NAF BSF

1. GET

A 4

2. 401 Unauthorized

l

3. Generation of NAF
specific key material

4. GET

v

< 5. Zn interface >

6. Authentication

7.200 OK

<

8. Authentication

Figure B.3-1: HTTP Digest Authentication with bootstrapped security association

1. GET request (UE to NAF) - seeexamplein table B.3-1

The UE sendsan HTTP request to a NAF to gain access to a service.

Table B.3-1: Initial GET request (UE to BSF)

GET / HITP/ 1.1

Host: naf 1. honel. net: 1234

User - Agent: NAF1 Application Agent; Rel ease-6 3gpp-gba
Date: Thu, 08 Jan 2004 10:50:35 GMI

Accept: */*

Referrer: http://nafl. honel. net: 1234/ service

Request-URI:  The Request-URI (the URI that follows the method name, "GET", in the first line) indicates the
resource indication of this GET request.

Host: Specifies the Internet host and port number of the NAF server, obtained from the original URI
given by referring resource.

User-Agent: Contains information about the user agent originating the request and it includes the static string
"3gpp-gba" to indicate to the application server (i.e. NAF) that the UE supports 3GPP-
bootstrapping based authentication.

Date: Represents the date and time at which the message was originated.

Accept: Media types which are acceptable for the response.

Referer: Allows the user agent to specify the address (URI) of the resource from which the URI for the
NAF was obtained.

NOTE 1. Thisstep can aso be a POST request in which case the request would contain a client payload in the
HTTP request and the corresponding Content-Type and Content-Length header values.
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2. 401 Unauthorized response (NAF to UE) - see examplein table B.3-2

Upon receiving an HTTP request that contains static string " 3gpp-gba’ in the User-Agent header, NAF can
choose to authenticate the UE using bootstrapped security association. If NAF chooses to authenticate the UE
using bootstrapped security association, it responds with HT TP response code 401 "Unauthorized" which
contains a WWW-Authenticate header. The header instructs the UE to use HT TP Digest Authentication with
a bootstrapped security association.

Table B.3-2: 401 Unauthorized response (NAF to UE)

HTTP/ 1.1 401 Unaut hori zed

Server: Apache/1.3.22 (Unix) nod_perl/1.27

Date: Thu, 08 Jan 2004 10:50: 35 GMI'

WAV Aut hent i cat e: Di gest real n¥"3GPP- boot st rappi ng@af . honel. net",
nonce="6629f ae49393a05397450978507c4ef 1", al gorithm=MD5, qop="auth, auth-int",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41"

Server: Contains information about the software used by the origin server (NAF).
Date: Represents the date and time at which the message was originated.

WWW-Authenticate: The NAF challenges the user. The header instructs the UE to use HTTP Digest
Authentication with a bootstrapped security association.

The options for the quality of protection (qop) attribute is by default "auth-int" meaning
that the payload of the following HT TP requests and responses should integrity protected.
If the conversation istaking place inside a server-authenticated TLS tunnel, the options for
the qop attribute can also contain "auth" meaning that the payload of the following HTTP
requests and responses are not protected by HTTP Digest. The integrity protectionis
handled on the TLS layer instead.

The realm attribute contains two parts delimited by "@" sign. Thefirst part is a constant
string " 3GPP-bootstrapping” instructing the UE to use a bootstrapped security association.
The second part isthe FQDN of the NAF.

3. Generation of NAF specific keysat UE

UE verifies that the second part of the realm attribute does correspond to the server it istalking to. In
particular, if the conversation is taking place inside a server-authenticated TL S tunnel, the UE shall verify
that the server name in the server's TLS certificate matches the server namein the realm attribute of the
WWW-Authenticate header.

UE derives the NAF specific key material Ks_NAF as specified in 3GPP TS 33.220 [1].

NOTE 2: If UE does not have a bootstrapped security association available, it obtains one by running bootstrapping
procedure over Ub interface

4. GET request (UE to NAF) - see examplein table B.3-3

UE generates the HT TP reguest by calculating the Authorization header values using the bootstrapping
transaction identifier B-TID it received from the BSF as the username and the NAF specific key material
Ks NAF (base64 encoded) as the password, and sends the request to NAF.

Table B.3-3: GET request (UE to NAF)

GET / HITP/1.1

Host: naf 1. honel. net: 1234

User - Agent: NAF1 Application Agent; Rel ease-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50: 35 GVl

Accept: */*

Referer: http://nafl. honel. net: 1234/ service

Aut hori zation: Digest usernane="(B-TID)", real n¥"3GPP-boot strappi ng@af.honel. net",
nonce="a6332f f d2d234==", uri="/", qop=auth-int, nc=00000001,

cnonce="6629f ae49393a05397450978507c4ef 1", response="6629f ae49393a05397450978507c4ef 1",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41", al gorit hm=NMD5
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Authorization: This carries the response to the authentication challenge received in step 2 along with the
username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque,
and the algorithm.

The qop attribute is set to "auth-int" by default. If the conversation is taking place inside a server-
authenticated TLS tunnel, the qop attribute can be set to "auth”" as well.

NOTE 3: If step 1 was a POST request then this request would also be POST request and contain the same client
payload in the HTTP request aswas carried in step 1.

5. Zn: NAF specific key procedure
NAF retrieves the NAF specific key material (Ks_NAF) from the BSF.
For detailed signalling flows see 3GPP TS 29.109 [3].

Table B.3-4: Bootstrapping authentication information procedure (NAF to BSF)

Message source and |Zn Information element | Information Source Description
destination name in GET
NAF to BSF B-TID Authorization The bootstrapping transaction identifier is

encoded in the username field according
to the Authorization protocol.

6. Authentication at NAF

NAF verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key
material Ks_NAF obtained from BSF. NAF calculates the corresponding digest values using Ks_NAF, and
compares the calculated val ues with the received values in the Authorization header.

The NAF also verifiesthat the DNS name in the realm attribute matches its own. If the conversation is taking
place inside a server-authenticated TL S tunnel, the NAF shall also verify that this DNS name is the same as
that of the TLS server certificate.

If the verification succeeds, the incoming client-payload request is taken in for further processing.
7. 200 OK response (NAF to UE) - see examplein table B.3-5

The NAF sends 200 OK response to the UE to indicate the success of the authentication. NAF generates a
HTTP response containing the server-payload it wants to send back to the UE. The NAF can use key
material Ks_ NAF to integrity protect and authenticate the response.

Table B.3-5: 200 OK response (NAF to UE)

HTTP/ 1.1 200 K

Server: Apache/1.3.22 (Unix) nmod_perl/1.27Content-Type: text/htm
Content-Length: 1234

Aut henti cati on-1 nfo: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef 1",
cnonce="6629f ae49393a05397450978507c4ef 1", nc=00000001

Date: Thu, 08 Jan 2004 10:50: 35 GMI'

Expires: Fri, 09 Jan 2004 10:50:36 GMI

<SERVER PAYLOAD>

Content-Type: Contains the media type of the entity body.
Content-L ength: Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.
Authentication-Info:  This carries the protection
Expires: Gives the date/time after which the response is considered stale.
8. Authentication at UE
UE receives the response and verifies the Authentication-Info header. If the verification succeeds, the UE can

accept the server-payload for further processing.
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NOTE 4: Additional messages can be exchanged using steps 4 through 8 as many times as is necessary. The
following HT TP reguestrequests and responses are constructed according to RFC 2617 [9].

C.1 Introduction

This annex contains the XML schema definition for an XML document carrying the bootstrapping transaction identifier
(B-TID), the key lifetime, and possibly other server specific data.

The "lifetime" attribute shall indicate the expiry time of the key.

Editor's note: The content-type "application/vnd.3gpp.bsf+xml" needs to be registered with IANA.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs: schema t ar get Nanespace="uri : 3gpp- gha"
xm ns: gba="uri: 3gpp- gha"
xm ns: xs="http://ww:.w3. or g/ 2001/ XM_Schema" >

<l-- definition of the root elenent containing B-TID and key lifetime -->
<xs: conpl exType nane="boot st rappi ngl nf oType" >
<xs: sequence>
<xs:el ement name="btid" type="xs:string"/>
<xs: el ement nanme="lifeti me" type="xs:dateTinme"/>
</ xs: sequence>
</ xs: conpl exType>

<!-- the root elenent -->
<xs: el ement nane="Boot st rappi ngl nfo" type="gba: boot st rappi ngl nfoType"/ >

</ xs: schema>
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