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Abstract of document:

The present document defines the stage 3 network protocol description to the 3GPP Generic User
Profile (GUP), which includes the elements necessary to realise the stage 2 requirements in 3GPP
TS 23.240.

Changes since last presentation to TSG Meeting #:
Details of the security solution have been added. Alignment with Liberty Alliance has mostly been
done. Rg definitions have been made more precise.

Outstanding Issues:

Access control:

Choices of condition languages

GUP XML schema:

1. Schema design framework.

2. Schema alignment with Liberty Alliance (common attributes).

3. Concrete schema for subset of GUP profile schema (final version of HSS component with agreed XML
definitions).

Editorial issues:

Some editor’s notes still exist.

Contentious Issues:

- Formalised approach to GUP XML Schema derivation using a defined UML approach with a
standardised translation mechanism.
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2 Foreword

This Technical Specification has been produced by't@eheration Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may changg fotimain
TSG approval. Should the TSG modify the contents of the present document, it witidbeaeed by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x the first digit:
1 presentd to TSG for information;
2 presented to TSG for approval,
3 or greater indicates TSG approved document under change control.

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z the thid digit is incremented when editorial only changes have been incorporated in the document.
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3 Introduction

The fact of having several domains within the 3GPP mobile system (e.g. Gvdtéhed, Packebwitched, IP

Multimedia Subsystem) and access techgiel® (e.g. GERAN, UTRAN and WLAN) introduces a wide distribution of

data associated with the user. Further, the new functions both in terminals and networks mean that the data related to
users, services and user equipment will be increased greatly. Tibesddifficulties for users, subscribers, network
operators and value added service providers to create, access and managedltaatsdata located in different

entities.

The objective of specifying the 3GPP Generic User Profile is to provide a toalcégscription to enable harmonised
usage of the useelated information located in different entities. Technically the 3GPP Generic User Profile provides
an architecture, data description and interface with mechanisms to handle the data.

4 Scope

The pesent document defines the stage 3 network protocol description to the 3GPP Generic User Profile (GUP), which
includes the elements necessary to realise the stage 2 requirements in 3GPP TS 23.240 [1].

5 References

The following documents contain provisiongich, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
nonspecific.

» For a specific reference, subsequent revisttmaot apply.

» For a nonspecific reference, the latest version applies. In the case of a reference to a 3GPP document (including
a GSM document), a nespecific reference implicitly refers to the latest version of that docuimdém same
Release as the present document.

[1] 3GPP TS 23.240: "3GPP Generic User Prof#echitecture; Stage 2

[2] "Web Services Description Language (WSDL) 1.1," Christensen, Erik, Curbera, Francisco,
Meredith, Greg, Weerawarana, Sanjiva, eds. World Wide Web Consortium WagI$dviarch
2001). http://www.w3.0rg/TR/2001/NOTF#sd20010315

[3] Thompson, H.S., Beech, D., Maloney, M., Mendleshon, N., eds. (May 2002). "XML Schema Part
1: Structures," Recommendation, World Wide Web Consortium
http://www.w3.0rg/TR/xmischeméa/

[4] Biron, P.V., Malhotra, A., eds. (May 2002). "XML Schema Part 2: Datatypes," Recommendation,
World Wide Web Consortium http://www.w3.org/TR/xmlschegia

[5] "Simple Object Access Protocol (SOAP) 1.1," Bbon, Ehnebuske, David , Kakivaya, Gopal,
Layman, Andrew, Mendelsohn, Noah, Nielsen, Henrik Frystyk, Thatte, Satish, Winer, Dave, eds.
World Wide Web Consortium W3C Note (08 May 2000). http://www.w3.0rg/TR/2000/NOTE

SOAP-20000508/

[6] RFC 2616 (June 1999)Hypertext Transfer ProtocelHTTP/1.1"

[71 3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and
message contents"

[8] 3GPP TS 23.008: "Organization of subscriber data"

[9] 3GPP TS 23.228: "IP Multimedia Subsystems$)MStage 2"

3GPP



Release 6 8 3GPP TS 29.240 V2.0.0 (2005-03)

[10] 3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message
contents”

[11] 3GPP TS 33.102: "3G Security; Security architecture”

[12] 3GPP TS 33.203: "3G security; Access security fendBed services"

[13] "Liberty ID-WSF Data Services Template Specification”, Liberty Alliance Project.

http://www.projectliberty.org/specs/drdiberty-idwsf-dstv2.0-01.pdf (draft)

[14] "Liberty ID-WSF SOAP Binding Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/libertgwsf-soapbinding-v1.1.pdf

[15] "Liberty ID-WSF Seurity Mechanisms Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/libertgwsf-securitymechanism1.0.pdf

[16] IETF RFC 2246:The TLS Protocol"

[17] "Liberty ID-WSF Discovery Service Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/libertgwsf-discosvevl.0.pdf

[18] IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax"

[19] IETF RFC 3261: "SIP: Session Initiation Protocol"

[20] IETF RFC 2486:" The Network Access ldentifier"

[21] 3GPP TS 23.003: "Numbering, addressing and identification"

[22] IETF RFC2821:" Simple Mail Transfer Protocol”

[23] "Liberty ID-WSF Interaction Service Specification", Liberty Alliance Project.

http://www.projectlibery.org/specs/draftiberty-idwsf-interactionsvc-1.0-erratavl1.0.pdf12

6 Definitions, symbols and abbreviations

6.1 Definitions

For the purposes of the present document the following definitions apply:

3GPP Generic User Profile (GUP): The 3GPP Generic UsErofile is the collection of user related data which affects
the way in which an individual user experiences services and which may be accessed in a standardised manner as
described in this specification.

GUP Component: A GUP component is logically an iivilual part of the Generic User Profile.
Data Element: the indivisible unit of Generic User Profile information.

Data Element Group: A pre-defined set of Data Elements and/or other Data Element Groups closely related to each
other. One or more Data Eleméddroups can constitute the GUP Component.

Data Description Method: A method describing how to define the data contained in the Generic User Profile

6.2 Symbols

For the purposes of the present document the following symbols apply:

Rg Reference Point betwee\pplications and the GUP Server.
Rp Reference Point between the GUP Server and GUP Data Repositories, and between Applications
and GUP Data Repositories.
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6.3 Abbreviations

For the purposes of the present document the following abbreviations apply:

GUP 3GPP Generic User Profile
RAF Repository Access Function

7 Main Concepts

This specification defines the binding of the GUP interfaces and proced B&AP protocol (defined in "Simple

Object Access Protocol (SOAP) 1.1" [5] ). Each interface is defintadims of the messages sent and received. The
payload of each message is XML, defined using an XML schema language. The framework, procedures, SOAP binding
and security solutions of GUP are based on the Liberty Alliance Project work.

Throughout the rest dhis specification the SOAP based binding of the 3GPP GUP is described

7.1 Definition methodology
The definition of the interfaces can be divided into the following sections:
- Definition of the operations (WSDL/XML)
- Common functions like security, authetiion and authorisation (WSDL/XML)

- Repository Access Function specific data contents for the operations (XML Schema)

7.2 Protocol layers

The protocol architecture of the Rg reference point is depicted in the figure 1. The essential contents of this
specifcation describe the functionality, semantics and the WSDL/XML definitions of the interfaces. Additionally the
special characteristics of the SOAP and http usage are defined. It is worth noting that part of the data is passed in the
SOAP headers but the md3UP specific data is placed in the SOAP message body.

Application GUP server
50|m3 50|f-‘-.|3
| |
HTTP HTTP
TCR/IP TCR/IP

Figure 1 GUP Rg reference point protocol architecture

The protocol architecture of the Rp reference point is depicted in the figure 2.
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R RAF
s C'|-"1"- F 5 O|.-’-'-. p
| |
HTTF HTTP
TCRATP TCR/TIP

Figure 2 GUP Rp reference point protocol architecture

The nterface between Repository Access Function (RAF) and GUP Data Repository is not defined by the present
specification because it is not required to be standardised in 3GPP TS 23.240: "3GPP Generic User Profile
Architecture; Stage 2 [1] The protocol cainis following layers:

- Application layer

o Application level interface specification. All the operations and data are described by XML elements
and attributes in an XML Schema and WSDL. The WSDL is defined by W3C in Web Services
Description Language (WSDL)1[2].

0 The standard XML Schema is defined by W3C in "XML Schema Part 1: Structures",
Recommendation [3] and "XML Schema Part 2: Datatypes," Recommendation [4].

o
- SOAP (Session layer)

o0 SOAP is an XML based messaging protocol that provides support for rereedure calls by
messaging. The SOAP protocol is defined by W3C in "Simple Object Access Protocol (SOAP) 1.1"

[5]-
o A few specific header types are defined for GUP e.g. for message IDs and time stamps.
- HTTP (Transport layer)

0 HTTP defines how messageg @aransmitted and formatted. HTTP is a stateless protocol, i.e. each
command is executed independently. HTTP is defined by RFC 2616 “Hypertext Transfer Rrotocol
HTTP/1.1” [6].

- TCP/IP (Network layer)

0 TCP/IP handles network communications between network nodes. GUP does not define any
special requirements for this layer.

8 General Guidelines

The GUP architecture has identified three kinds of entities: (1) client applications, (2) GUP servers and (3) data
repositories [point to stage 2]. For the communicakietween these entities, two interfaces have been defined, namely
Rp and Rg.

Communication between GUP entities is performed via the exchange of messages expressed as XML documents. XML
documents should include the XML declaration with the version aratlergattributes. The XML documents shall be
well-formed and valid. The W3C XML Schema [3,4] is used in GUP to define the structure of valid XML documents.

The implementation of the Rp and Rg interfaces follows the Liberty Alliance Data Service Tesppkifieation
[Liberty Alliance].
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From a Liberty Alliance point of view, GUP servers and data repositories will play the role of Liberty Alliance data
services.

8.1 Reusing Liberty Alliance DST

Liberty Alliance Data Service Template [13] specificationgmees a framework for web services that offer access to
data in general. In the context of GUP, the data services should be restricted to GUP user profile data.

The Data Service Template defines: (1) some abstract definitions about messages thatrateesmived by the web
service and (2) some guidelines regarding the structure of the data offered through the service.

More concretely, the Liberty Alliance Data Service Template [13] specification offers a set of incomplete XML
schemas with placeholddfer data types) that need to be filled based on the nature of the data offered by the data
service.

In the context of GUP, we will:
» fill the place holders with some GUP specific data types, and
» add some new messages that are not offered by the DataeSkEewiplate specification

The details of this instantiation of the Liberty Alliance Data Service Template for each GUP component are
summarized in corresponding check list tables presented in Annex A together with the actual definition of the GUP
component.

The guidelines and naming conventions recommended by Liberty alliance when using XML and XML Schemas are
directly applicable to GUP.

8.2 Guidelines for XML usage

As described in Liberty IDNSF Data Services Template Specification [13], the schemas dfffarent data services,
and GUP in patrticular, should follow a set of guidelines that are included in this specification with the purpose of
completeness.

8.3 GUP Specific Naming and Namespaces

The namespace URI for GUP specific XML documents is a 3$pREific namespace identifier 'httBgpp'followed
by a namespace specific string starting Wjthp'followed by'ns'and asubnamespacspecific for a certain
namespace. (The 'ns' is used to grouping instances of the namespace type of URIs@igettgpes of usage of
URIs may be defined latefThe subnamespaces are defined in GUP specifications and/or implementations.

Thus the syntax of the URI for all GUP specific namespacéttis://3gpp/gup/ns/<subamespace>'.

The subnamespace for hGUP Component specific Profile Components consists of the common ‘comp’ part followed
by the component name.

The following namespaces are defined for GUP:
- GUP Profile: 'http://3gpp/gup/ns/profile’
- Common Attributes: ‘http://3gpp/gup/ns/common/<nanie>
- GUP procedures: 'http://3gpp/gup/ns/proc/<name>'
- GUP Components:  'http://3gpp/gup/ns/comp/<component name>".
For example an HSS related component URN could be 'http://3gpp/gup/ns/comp/IMSSubscription'.

Editor’s note: This section should go into 23.0@3n the specification is getting to a stable condition.

WSO002: Liberty is using different syntax??? Check this and change this chapter.
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8.4 GUP Profile schema

If the Liberty Alliance data service template specifies the interfaces that can be usedddhasaata, it does not
specify the exact nature of the data. In the context of GUP, we need to explicitly define what the subscriber profile data
consists of.

3GPP GUP defines a global schema for the XML content of the user profile.
This schema is uniguand the same for every user. The schema is defined using W3C XML schemas.
The GUP user profile consists of profile components.

There are many manners to generate the schema for Generic User Profile. But irrespectively of the manner (e.g. one
single XML hema vs many schema nested within each other), the schema can always be transformed into a single
"canonical" XML schema. A user profile will be a valid instance of this "canonical" schema.

way to define the global schema

will be to define a set of stdchemas, each with its own namespace. The schema defines a set a single rooted XML
documents, each of them being a valid instance of one component defined by the schema. This fact enables easier
schema management as applications should not have to Wworrythe whole schema, but only the parts they are

interested in; when one schema component gets modified, only applications using this component should care about the
change. Guidelines for the construction of the profile schema

When designing the scheme want to achieve:
e Modularity
» Extensibility
* Readability

» Easy support for versioning

Isolation (only applications concerned by the schema component should be affected)

The recommended way to design the GUP schema is to split the schema into schema tena@ochesomponent
being defined as a separate XML schema document, with its own namespace.

Components are assembled together as optional content (minOccurs=0, maxOccurs=a) bfaronstruct.

Common attributes as defined in Liberty-WSF Data ServiceTemplate Specification [13] shall be used for GUP.

8.4.1 Example

To illustrate this, we show how we could define theltogel component of the GUP schema, as the "concatenation” of
four different sukschemas.

The component is defined by an XML schensgwment. The component namespace is defined by the targetNamespace
of the schema.

The subschemas used in the definition are referenced by (1) their namespace declaratiex gdthechema>
element and (2) by importing their corresponding schema docuirerstd: i nmport >).

Finally, the toplevel component is defined by a contembdel that concatenates the four-sechemas under an

<xsd: al | > contruct. We now illustrate how we can build components out of other components. Let's assume that we
have four compoents (cl ... c4), represented by four distinct namespaces (nscl ... nsc4) , described in four different
schema files, we can put them together as follows:

<?xm version="1.0"?>
<xsd: schema t ar get Nanespace="htt p:// 3gpp/ gup/ profile"
el enent For nDef aul t =" unqual i fi ed"
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schema"
xm ns: nscl="http://3gpp/ gup/ profilelcl"
xm ns: nsc2="http://3gpp/ gup/ profilelc2"
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xm ns: nsc3="http://3gpp/ gup/ profilelc3"
xm ns: nsc4="http://3gpp/ gup/ profil e/ c4">

<xsd: i nport nanespace="http://3gpp/gup/profile/cl"
schemaLocat i on="gup-profil e-cl. xsd"/>
<xsd:inport namespace="http://3gpp/ gup/profilel/c2"
schemaLocati on="gup-profil e-c2. xsd"/>
<xsd: i nport nanespace="http://3gpp/ gup/ profile/c3"
schemaLocat i on="gup-profil e-c3. xsd"/ >
<xsd:inport nanmespace="http://3gpp/ gup/profilel/c4"
schemaLocati on="gup- profil e-c4. xsd"/>

<xsd: el ement nanme="Top">
<xsd: conpl exType>
<xsd: al | >
<xsd: el ement ref="nscl:cl" m nCccurs="0" nmaxQccurs="1"/>
<xsd: el ement ref="nsc2:c2" m nCccurs="0" nmaxQccurs="1"/>
<xsd: el ement ref="nsc3:c3" m nCccurs="0" maxQccurs="1"/>
<xsd: el ement ref="nsc4:c4" m nCccurs="0" maxQccurs="1"/>
</ xsd:all >
</ xsd: conpl exType>
</ xsd: el ement >
</ xsd: schema>

Note the benefits that we achieve using this way of doing things:

*  Modularity: the GUP schema does not consist of a monolithic standalone document, but rather a collection of
small schemas that can be designed and maintained independently.

» Extensibility: at every level, it is possible to extend the schema by simply addirghibh to the
<xsd: al | >.

* Readability

*  Support for versioning

8.5 Data Referencing Language

For referencing components, the GUP Component Language (GCL) shall be used.
The GCL is a subset of the XPath 1.0 language [XPath reference], as defined below

Editor’s note: we only use the name "GCL" as a way to avoid confusion. In the final version of this document, the
name will be skipped or replaced.

Editor’s note: we need to define the LA name to identify the GCL for the discovery service. Probably something
like: xpath-gup-gcl.

8.5.1 Language Syntax for GCL

The following subset of XPath shall be supported by GCL:

< only the child:: and attribute:: axis of XPath are supported
e predicates are supported
« expressions inside predicates only apply to attribute nodesmemti@odes with no children

» expressions inside predicates shall be of the form "node <op> value" where <op> ranges over the usual string
and arithmetic operators.

« boolean negation is supported
< ordinal predicates are supported (e.g. [1], [last()], [pogiEc2])

Note: AND and OR are not part of the syntax because they can be emulated by already existing language constructs:
Alexpl AND exp2] corresponds to Alexpl][exp2]; Alexpl OR exp?2] corresponds to Alexpl] | Alexp2].
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8.5.2 Semantics

The semantics of th@ CL language can be defined as follows:
1. we evaluate the GCL expression on the document using the XPath semantics leading to a set of nodes
2. for each node in the set, we also include its descendants and its ancestors

This defines a new document, sdbcumetn of the original document.

WS note: This will be moved to the GUP Data types section.

8.6 GUP metadata

The 3GPP Rp and Rg interfaces define the management of data and metadata for user profile components. For the sake
of uniformity, Rp and Rg do not deé@rspecial procedures for metadata management. Rather, we distinguish between
user profile components (or data components) and metadata components.

We define two kinds of metadata components: access control metadata and mapping metadata. The defirétion of o
metadata components (e.g. billing, etc.) is beyond the scope of this specification.

In the following definition ResourcelDGroupndSelectTypeare defined by Liberty Alliance.

9 GUP Bindings

Liberty messageare designed so that they can be mamped various transport or transfer protocols, however Liberty
defines and recommends a specific binding to the SOAP protocol, in order to convey such messages.

Following a similar approach, the following section describes how to map GUP messages toRher&0Oeol.

Another bindings are not precluded, but are not described in this specification.

This specification defines the binding of the GUP interfaces and procad®&AP protocol (defined in "Simple

Object Access Protocol (SOAP) 1.1" [5]). Ideatlg to Liberty Alliance specifications, and as described in Liberty ID
WSF SOAP Binding Specification [14]. GUP procedures address specific aspects of message exchange (such as to
which system entity the message is to be sent, message correlation, lihaioseof message exchange, or security
context), mainly at the SOAP header part of the message

In order to address the specific aspects of GUP procedures message exchange functionality this specification reuses a
number of SOAP header blocks defined a$ pbthe Liberty IDWSF SOAP Binding Specification described in [14].

Another bindings are not precluded, but are not described in this specification.

9.1 General Principles

SOAP provides a mechanism for exchanging structured and typed informationrbpaeeg using XML. It is a generic

protocol which can also be used to carry remote procedure calls. Each SOAP message has an element "Envelope" and
its immediate child elements "Header" and "Body". SOAP carries the GUP procedure elements in its body part i
compliance with the SOAP standard "Simple Object Access Protocol (SOAP) 1.1" [5]. The GUP Procedure elements

are placed immediately below the Body element. If there are several requests or responses, the GUP Procedure elements
are carried one after aneth

GUP SOAP messages are specified to run over standard http, see “Hypertext Transfer-PHXOEUL.1" [6] as
specified in "Simple Object Access Protocol (SOAP) 1.1" [5] but implementations may also support other transport
mechanisms. If any SOAP lelerror is reported, no application data are returned. The used SOAP binding and error
reporting mechanisms are defined in Liberty\W5F SOAP Binding Specification [14].

Liberty ID-WSF Data Services Template Specification [13] currently defines somag¥MiL attributes and data
types. In general, it is recommended to make use of such information already in place, rather than defining GUP
specific elements to provide the same functionality

Editor’s note: we should mention that the "Document” styleafepred for SOAP messages.
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3GPP GUP SOAP messages will be declared according to the SOAP “document style” (I.e., 3GPP GUP messages will
be placed directly into the body portion of the SOAP envelope, eitheragncoded). This preference (versus the rpc
option) provides a number of benefits as:

* Full use of XML can be done, enabling description and validation oflkigH business documents
» Arigid business relationship between Web Services consumers and providers is not required.
* Asynchronous processirgimproved

» Object exchange becomes more flexible.

Editor’s note: we should provide the corresponding WSDL files in the appendix.

Editor’s note: we should mention how security is taken care of (work with SA3).

9.2 GUP headers

Editor’s note: This is the awent approved text on this:

We look at the SOAP headers needed by LA and abstract them into abstract headers that GUP will use. We then
map them back to SOAP for the GUP SOAP binding.

Liberty Alliance defines some headers needed when passing aroundeseSéace Liberty Alliance only defines a
SOAP binding, these headers are defined in terms of the SOAP protocol. But this is NOT mandatory, as mentioned in
[soapbinding],

"Although this binding [SOAP binding] is the only one given in this specification, other protocols could be used to convey ID-*
messages, with appropriateness depending on the protocol selected and the target operational context. "

In the context of GUP, we will define a set of abstract headers needed by the messages exchangedebedviees th
parties, against the Rp and Rg interfaces. The information contained in these headers will be described as XML data
even though the binding may decide to map the information using a different syntak$€H, ASN.1, etc.)In the

following sections, namespace "S" corresponds to the SOAP namespace.

We provide a normative binding to SOAP (see Annex F) for the GUP headers.
9.2.1 Correlation header

9.2.1.1 Description

Thecorrelation header block provides a means for messages. Messagéationis achieved by using the
messagel D attribute to identify individual messages. Additionally, a message may refer to another message by setting
itsr ef ToMessagel D attribute to the value of theessagel D of the message of interest.

9.2.1.2 Content

The contenbf the correlation header can be defined using the following type.

<xs:conpl exType nane="correl ati onType">
<xs:attribute nane="nessagel D' type="I|DType" use="required"/>
<xs:attribute nane="ref ToMessagel D' type="1DType" use="optional"/>
<xs:attribute nanme="tinestanp" type="xs:dateTinme" use="required"/>
<xs:attribute name="id" type="xs:ID' use="optional"/>
<xs:attribute name="nust Under st and" type="xs: bool ean" use="optional "/>
<xs:attribute name="actor"” type="xs:anyURI" use="optional"/>
</ xs: conpl exType>
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9.2.2 Provider header

9.2.2.1 Description

This header block provides a means for a sender to claim Haat it
is represented by a given providerID value. The sender may also claim that it is a member of a given affiliation. Such
claims are generallyerifiable by receivers by looking up these values in the sender’'s mefiaittatayMetadata]

9.2.2.2 Content

<xs: conpl exType name="Provi der Type" >
<xs:attribute name="providerl D' type="xs:anyURI" use="required"/>
<xs:attribute name="affiliationl D' type="xs:anyURI" use="optional"/>
<xs:attribute nane="id" type="xs:|ID' use="optional"/>
<xs:attribute nanme="nust Understand" type="xs:bool ean” use="optional"/>
<xs:attribute name="actor" type="xs:anyURI " use="optional"/>

</ xs: conpl exType>

9.2.3 ProcessingContext header

9.2.3.1 Description

This header block may be employed by a sender to signal to a receiver that the latter should add a specific additional
facet to the overaltrocessing context in which any action(s) are invoked as a result of procgssiy message also
conveyed in the overall message.

9.2.3.2 Content

<xs: conpl exType name="Processi ngCont ext Type">
<xs: si npl eCont ent >
<xs:extension base="xs:anyURl ">
<xs:attribute nanme="id" type="xs:|ID' use="optional"/>
<xs:attribute nane="nust Under st and" type="xs: bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURI " use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

9.2.4 Consent header

9.2.4.1 Description

The Consentheader block element MAY be employegldither a requester or a receiver. For example, the Principal
may be using a Libertgnabled client or proxy (common in the wireless world), and in that sort of environment the
mobile operator may cause the Principal’s terminal (AKA: cell phone) to gribarincipal for consent for some
interaction.

9.2.4.2 Content

<xs: conpl exType nane="consent Type">
<xs:attribute name="uri" type="xs:anyURI" use="required"/>
<xs:attribute name="timestanp" type="xs:dateTi me" use="optional"/>
<xs:attribute name="id" type="xs:ID' use="optional"/>
<xs:attribute nanme="nust Understand" type="xs: Bool ean” use="optional"/>
<xs:attribute name="actor"” type="xs:anyURI" use="optional"/>
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</ xs: conpl exType>

9.2.5 UsageDirective header

9.2.5.1 Description

Participants in théD-WSF framework may need to indicate the privacy policy associated with a message. To facilitate
this, senders, acting as either a client or a server, may add one aysageBirectivdheader blocks to the message

being sent. AUsageDirective headappering in a request messagppressemtended usage. A UsageDirective header
appearing in a response expredsasthe receiver of the responiseto use the response data.

9.2.5.2 Content

<conpl exType nane="UsageDirectiveType">
<sequence>
<xs:any nanmespace="##ot her" processContents="|ax" maxCccurs="unbounded"/ >
</ sequence>
<attribute name="ref" type="reference" use="required"/>
<attribute name="id" type="id" use="optional"/>
<attribute nanme="nust Under st and” type="xs: bool ean" use="optional "/>
<attribute name="actor" type="xs:anyURl" use="optional"/>
</ conpl exType>

9.2.6 ServicelnstanceUpdate header

9.2.6.1 Description

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a
different endpoint, or that they wish a different credential to be used than was originally specified by the entity for
access to the requested resource.

The ServicelnstanceUpdate headdlows a message receiver to indidhi&t a new endpoint, new credergjabr new
security mechanisms should be employed by the sender wietbgage.

The use of this header block allows the sender of the message to convey updates to security tokens, essentially
providing a token renewal mechanism. This is not discussed ifumtttés specification.

9.2.6.2 Content

<xs:conpl exType name="Servi cel nst anceUpdat eType" >
<Xs:sequence>
<xs: el enent nanme="SecurityMechl D' type="xs:anyURI " m nCccurs="0"
maxQOccur s="unbounded"/ >
<xs: el enent name="Credential" m nCccurs="0" naxCccurs="unbounded" >
<xs: conpl exType>
<Xs:sequence>
<XS:any namespace="##any" processContents="1ax"/>
</ Xxs: sequence>
<xs:attribute name="notOnOrAfter" type="xs:dateTi ne" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="Endpoi nt" type="xs:anyURI" m nQccurs="0"/>
</ Xxs: sequence>
<xs:attribute name="id" type="xs:ID' use="optional"/>
<xs:attribute name="nust Under stand" type="xs: bool ean" use="optional "/>
<xs:attribute nane="actor"” type="xs:anyURI" use="optional"/>
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</ xs: conpl exType>

9.2.7 Timeout header

9.2.7.1 Description

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount of
time. Such an entity would indicate their wish theTimeoutheader block.

9.2.7.2 Content

<xs: conpl exType nane="Ti neout Type" >

<xs:attribute nanme="nmaxProcessi ngTi ne" type="xs:integer"” use="required"/>
<xs:attribute name="id" type="xs:ID' use="optional"/>

<xs:attribute name="nust Under stand" type="xs:bool ean" use="optional "/>
<xs:attribute ref="actor" type="xs:anyURl" use="optional"/>
</ xs: conpl exType>

9.2.8 CredentialsContext header

9.2.8.1 Description

It may be necessary for an entity receiving aff ildessage to indicate the type of credentiladd should be used by
the requester in submitting a message.

9.2.8.2 Content

<xs: conpl exType nane="Credenti al sCont ext Type">
<Xs:sequence>
<xs:elenent ref="1ib: Request Aut hnCont ext" mi nCccurs="0"/>
<xs: el enent name="SecurityMechl D' type="xs:anyURI" m nCccurs="0"
maxQOccur s="unbounded"/ >
</ Xxs: sequence>
<xs:attribute name="id" type="xs:ID' use="optional"/>
<xs:attribute ref="S: nmustUnder stand" use="optional "/>
<xs:attribute ref="S:actor"” use="optional"/>
</ xs: conpl exType>

We need to provide 8OAP agnostic definition of lib:RequestAuthnContext.
9.2.9 wsse:Security header [LibertySecMech]
9.2.9.1 Description

9.2.9.2 Content

The content of this header is defined in \&&curity.

9.2.10 is:Userlnteraction header [Libertylnteract]

Editor’s note: @ we need it?
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9.2.10.1 Description

9.2.10.2 Content

9.3 GUP Data types

GCL: need to check how the namespaces are handled by XPath. We may need to provide some namespace declarations
in the GCL to resolve hamespaces.

9.3.1 GUP Resource identifiers

Accordingto Liberty Discovery Service specification [17], the Liberty Resourceld element takes the format of a URI,
and it could therefore host different types of identifiers.

In general, the GUP Resourceld shall be used as the Liberty Resourceld and it stz fiake:
"GUP:"<datavalue>"/"<identifier>

Where:
datavalue= The data value of the identifier as specified in the <identifier> part.
identifier = The identifier that is being used in the <datavalue> part of the subscriber identity.

A definitive list of Identifiers are defined in table X below:

Identifier Comment Example (informative)
IMSI Subscriber's IMSI as defined in 3GPP TS GUP:234150999999999/IMSI
23.003 [21].
MSISDN Subscriber's MSISDN as defined in 3GPP GUP:447748000000/MSISDN

TS 23.003 [21]. The number shall be
specified in international format (excluding
the "+" symbol).

IMS Private Identity | Subscriber's IMS Private Identity as GUP:user.name@abc.examplemno.com/IMPI
defined in 3GPP TS 23.003 [21].

IMS Public Identity | Subscriber's IMS Public Identity as defined | GUP:user.name@xyz.examplemno.com/IMPU
in 3GPP TS 23.003 [21].

E-mail Address An e-mail address of the subscriber, inthe | GUP:user.name@mail.examplemno.com/MAILTO
format specified in IETF RFC 2821 [19].

Generic Data A format which is locally defined by an GUP:av23asd46fjh230dm/GEN

Reference HPLMN.

Table 9.3.1: Composition of the Subscriber Identity

Editors note: There might be situations where these encoding schemes conflict with syntax of some identifiers (e.g.
SIP addresses). This is §F

Editors note: The content of this section may be moved to the 3GPP TS 23.003 once this specification is under
change control.

In particular, the identifier named “Generic Data Reference” could host an identifier that is meaningless for the
application €.g., a binary piece of data or a pseudonym), but understood by the GUP server. This mechanism would
allow that applications are able to reference a specific user, without revealing the user “s real identity to the application
(such as his/her MSISDN etuch identifier could be also obfuscated for even better privacy protection, as stated in
Liberty DST [13].
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9.3.2 GUP SelectType

TheSel ect Type is the type that must be defined by any service willing to be instantiated as a data service template
(see Anex A). For GUP, we need to distinguish two cases: simple queries (asking for a portion of one given user
profile) and list queries (asking of the list of profiles available from data repository). The SelectType consists of a
choice between the two cases.

Case 1 (regular queries): the type permits to access portions of the user profile. It consist of a GCL and an optional
component nam&CLType andConponent Type are defined as strings.

Case 2 (list queries): the type represent the search filteringaritepresented as a string.

<xs: conpl exType nane="Sel ect Type" >
<xs: choi ce>
<XS:sequence>
<xs: el enent nanme="Conponent"” type="Conponent Type" mni nCccurs="0"
maxQccur s="1"/ >
<xs: el enent name="GCL" type="GCLType" m nCccurs="1" maxQccurs="1"/>
</ xs: sequence>
<xs: el enent nane="SearchFilter" type="SearchFilterType" m nQccurs="1"
maxQOccur s="1"/>
</ xs: choi ce>
</ xs: conpl exType>

<xs: si nmpl eType nanme="GCLType" >
<xs:restriction base="xs:string"/>
</ xs:sinpl eType>

<xs: si npl eType name=" Conponent Type" >
<xs:restriction base="xs:string"/>
</ xs: sinpl eType>

<xs: si nmpl eType nanme="SearchFilterType">
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

9.3.3 Access control metadata type

The access control metadata component is defined byatypleor i zat i onType. It consists of a resource (defined
using theResour cel DG oup), the component defined by a GCL expression embedde8ahect Type, a list of
requestors, an action (read or write) and a condition.

The details of the condition language toused for access control is left for further study. Therefore, it represented as
<xs:any> intheaut hori zati onType.

<xsd: el ement nanme="aut hori zati on" type="authorizationType"/>

<xsd: conpl exType name="aut hori zati onType" >
<xsd: sequence>
<xsd: group ref="Resourcel DG oup” nmi nCccurs="0" maxCccurs="1"/>
<xsd: el enent name="Sel ect Type" type="Sel ect Type" nmaxCccurs="1"
m nCccur s="0"/>
<xsd: el enent name="requestors" nmaxCccurs="1" m nCccurs="1">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="requestor" m nCccurs="1"
maxCccur s="unbounded" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string"/>
</ xsd: si npl eType>
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</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="condition">
<xsd: conpl exType>
<xsd: sequence>
<xsd:any m nQccurs="0" maxCccurs="1" processCont ent s="ski p"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="action">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuneration value = "read"/>
<xsd: enuneration value = "wite"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent > </ xsd: sequence>
</ xsd: compl exType>

Editor’s note: for the condition, we should try to align with alreadytigsstandards such as XACML.

An example of an authorization component is given below:

<aut hori zati on>
<Resour cel D>j ohn. sm t h@ggp. or g</ Resour cel D>
<Sel ect Type>
<CCL>/ gup/identity</ GCL>
</ Sel ect Type>
<r equest or s>
<request or >* @gpp. or g</ request or >
</ request or s>
<condi tion>
<rule id="1">true</rul e>
</ condi tion>
<action>
</ action>
</ aut hori zati on>

9.3.4 Mapping metadata type

A mapping metadata component maps one or more user profile components expressed using the GCL into the RAF that
manageshis data.

The GCL expression is defined using #fel ect Type> of Liberty Alliance that we redefine for GUP.

The RAF is defined using theRAFTy pe>.

<xsd: si npl eType nanme="RAFType" >
<xsd:restriction base="xsd:string"/>
</ xsd: si mpl eType>
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<xsd: conpl exType name="Mappi ngType" >
<xsd: sequence>
<xsd: group ref="Resourcel D& oup” m nCccurs="0" maxCccurs="1"/>
<xsd: el enent nanme="Sel ect Type" type="Sel ect Type" m nCccurs="0"
maxCccur s="1"/>
< >
<xsd: el enent name="RAF" type="RAFType”
m nCccurs="1" nmaxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: compl exType>

<el ement nane=" Mappi ng” type="Mappi ngType”/ >

An example of a mapping metadata component is given below:

<Mappi ng>
<Resour cel D>j ohn. sm t h@ggp. or g</ Resour cel D>
<Sel ect Type>
<GCL>/gup/identity</ GCL>
</ Sel ect Type>
<RAF>i ds. 3gpp. or g</ RAF>
</ Mappi ng>

9.4 GUP error codes

The following result codes are defined for GUP:

Act i onNot Aut hori zed Act i onNot Support ed Al'l Ret ur ned ChangeHi st or yNot Support ed
ChangedSi nceRet urnsAl | | Dat aToolLong Exi st sAl r eady Ext ensi onNot Support ed

Fai | ed I nval i dDat a I nval i dResour cel D I nval i dSel ect

M ssi ngNewDat aEl enent M ssi ngResour cel DEl enent | M ssi ngSel ect Modi fi edSi nce

NoMor eEl enent s NoMul ti pl eAl | owed NoMul ti pl eResour ces (03¢

Ti meQut Unexpect edErr or Request or Not Aut hori zed | | nval i dRequest or Dat a

Editor’s note: we should mention the ones that are not part of LA.
RequestorNotAuthorized, InvalidRequestorData, InvokelD codes.

For the next section, wehould use the table to identify which result codes can be used or n@keddsgorNetAuthorized
to show that the result code is not applicable.

9.5 GUP Message Types

9.5.1 Create messages

9.5.1.1 Overview

The Create message is used by the applicasiadd a new profile component. There may be more than one Create
elements in one message.The CreateResponse message provides the result of the procedure. Create request type.
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9.5.1.2 Create request type

LA does not offer any message type for creatior.ed to provide our own type.

<xs: conpl exType nane="Creat eType" >
<XS:sequence>
<xs: group ref="Resourcel DG oup” m nCccurs="0"/>
<xs: el ement nane="Createltem nmaxCccurs="unbounded">
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="Sel ect" type="Sel ect Type" ni nCccurs="0"/>
<xs: el enent nanme="NewDat a" mi nCccurs="0">
<xs: conpl exType>
<xs:any m nQOccurs="0" maxCccurs="unbounded" />
</ xs: conpl exType>
</ xs: el ement >
</ Xs: sequence>
<xs:attribute nane="id" type="xs:I1D'/>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el enent ref="Extension" ninOccurs="0" maxCccurs="unbounded"/ >
</ Xxs: sequence>
<xs:attribute nane="id" type="xs:I1D'/>
<xs:attribute nane="item D' type="1DIype"/>
</ xs: conpl exType>

9.5.1.3 Create response type

<xs: conpl exType name="Cr eat eResponseType" >
<XS:sequence>
<xs:elenment ref="Status"/>
<xs: el enent ref="Extension" ninOccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:attribute name="id" type="xs:ID'/>
<xs:attribute name="itemnl DRef" type="IDReferenceType"/>
<xs:attribute name="tinmeStanmp" type="xs:dateTi ne"/>
</ xs: conpl exType>

9.5.1.4 Create example
Based on the above types, we can crg@teeat e> and<Cr eat eResponse> elements as follows:

<xs: el enent name="Create” type="CreateType"/>
<xs: el enent nanme="Creat eResponse” type="Creat eResponseType”/>

We provide a simple example to illustrate how these elements will be used.

<gup: Create item D="234" xm ns:gup="http://3gpp/gup">
<Resourcel D i d="a123"/ >
<Createltemid="cl">
<Sel ect >
<GCL>/ gup/ MyAddr essBook</ GCL>
</ Sel ect >
<NewDat a>
<gup: gup/ >
</ NewDat a>
</Createltenr
<Createltemid="c12">
<Sel ect >
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<GCL>/ gup/ MyAddr essBook</ GCL>
</ Sel ect >
<NewDat a>
<met a: aut hori zati on xm ns: meta="“http://3gpp/ gup/ mreta” >
<net a: Resour cel D></ met a: Resour cel D>
<net a: Sel ect Type>
<net a: GCL></ et a: GCL>
</ met a: Sel ect Type>
<nmet a: request or s>
<net a: request or/ >
</ met a: r equest or s>
<net a: condi ti on></neta: condi tion>
<met a: acti on></ neta: acti on>
</ nmet a: aut hori zati on>
</ NewDat a>
</Createltenr
</ gup: Cr eat e>

<gup: Creat eResponse iten DRef ="234" xm ns="http://3gpp/ gup">
<Status code="CK"/>
</ gup: Cr eat eResponse>

9.5.2 Delete messages
9.5.2.1 Overview

9.5.2.2 Delete Request type

LA does not offer any message type deletion. We need to provide our own type.

<xs: conmpl exType nane="Del et eType" >
<Xs:sequence>
<xs:group ref="Resourcel DG oup" ni nCccurs="0"/>
<xs: el enent nanme="Del etelten maxCccurs="unbounded" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="Sel ect" type="Sel ect Type" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="id" type="xs:I1D'/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent ref="Extension" m nCccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
<xs:attribute nanme="id" type="xs:I1D'/>
<xs:attribute nane="item D' type="I|DIype"/>
</ xs: conpl exType>

9.5.2.3 Delete Response type

<xs: el enent nanme="Del et eResponse" type="Del et eResponseType"/>
<xs: conpl exType nanme="Del et eResponseType" >
<XS:sequence>
<xs:elenent ref="Status"/>
<xs: el enent ref="Extension" m nCccurs="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
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<xs:attribute nane="id" type="xs:I1D'/>
<xs:attribute nane="item DRef" type="I|DReferenceType"/>

</ xs: conpl exType>
</ xs: schema>

9.5.2.4 Delete example

<Delete item D="234">
<Resourcel D i d="al1123"/ >
<Del eteltemid="al2">
<Sel ect >
<GCL>/ gup/ MyAddr essBook</ GCL>
</ Sel ect >
</ Del eteltenmr
</ Del et e>

<Del et eResponse itenl DRef =" 234" >
<Status code="CK"/>
</ Del et eResponse>

9.5.3 Modify messages
9.5.3.1 Overview

9.5.3.2 Modify request type

This type is already defined by LA Data Service Templatebak f y Type in liberty-idwsf-dstv2.0-01.xsd.

9.5.3.3 Modify response type

This type is already defined by LA Data Service Tempatebdi f yResponseType in liberty-idwsf-dstv2.0-

01.xsd.

9.5.3.4 Modify example

<Nodi fy>

<Resour cel D>sahuguet @ ucent . conx/ Resour cel D>

<Modi fication id="nodif1">

<Sel ect >

<@GCL>/ gup/ | ocat i on</ GCL>
</ Sel ect >
<NewDat a>

<My GQup>

<l ocati on>
<l atitude>12</I|atitude>

<l ongi t ude>12</1 ongi t ude>
<pr eci si on>- 1</ preci si on>

</l ocati on>
</ MyGQup>
</ NewDat a>
</ Modi fication>
<Mbdi fication id="nodif2">
<Sel ect >

<GCL>/ gup/ I denti ty/ phone</ GCL>

</ Sel ect >
<NewDat a>
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<gup>
<identity>
<Phone>908 582 6491</ Phone>
</identity>
</ MyQup>
</ NewDat a>
</ Modi fication>
</ Modi fy>

A positive response for the first modification request.

<Modi f yResponse item DRef ="nodi f 1" >
<St atus code="K"/>
</ Modi f yResponse>

A negativeresponse for the second modification request.

<Modi f yResponse it em DRef =" nodi f 2" >
<Status code="NOTI_K"/>
</ Modi f yResponse>

Editor’s note: This section is to be written in a similar way than clause 8.3.1.

9.5.4 Query messages
9.5.4.1 Overview

9.5.4.2 Query request type

This type is already defined by LA Data Service Templatguas y Ty pe in liberty-idwsf-dstv2.0-01.xsd.

9.5.4.3 Query response type

This type is already defined by LA Data Service TemplatQuas yResponseType in liberty-idwsf-dstv2.0-01.xsd.

9.5.4.4 Query example

<Query>
<Resour cel D>j ohn. sm t h@gpp. or g</ Resour cel D>
<Queryltemitem D="al2">
<Sel ect >
<GCL>/ gup/ Myl dentity( FirstName # LastName )</ GCL>
</ Sel ect >
</ Queryltenr
<Queryltemitem D="b23">
<Sel ect >
<GCL>/ gup/ MySt at us</ GCL>
</ Sel ect >
</ Queryltenr
</ Query>

The answer is:

<Quer yResponse>
<St at us code="K"></ St at us>
<Data itenl DRef ="al2">
<gup>
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<Mydentity>
<Fi r st Nane>John</ Fi r st Nane>
<Last Nane>Sm t h</ Last Nane>
</MWldentity>
<gup>
</ Dat a>
<Data item DRef ="b23" >
<gup>
<My St at us>
busy
</ MySt at us>
</ gup>
</ Dat a>
</ gup: Quer yResponse>

9.5.5 Subscribe messages
9.5.5.1 Overview

9.5.5.2 Subscribe request type

This type is already defined by LA Data SeevTemplate aSubscri beType in liberty-idwsf-dstv2.0-01.xsd.

9.5.5.3 Subscribe example

<Subscri be>
<Resourcel D i d="john.smith"/>
<Subscri ption invokel D="1234" starts="2004-08-07T12: 00: 00" expires="2004-08-
09T12: 00: 00" >
<Sel ect >
<CGCL>/ gup/ MyLocat i on</ GCL>
</ Sel ect >
<For mat >ChangedEl enent s</ For nat >
<Not i f yTo>gupSer ver @gpp. or g</ Noti f yTo>
<Not i f yEndedTo>gupSer ver @gpp. or g</ Not i f yEndedTo>
<Type>type of subscription defined by the service</Type>
<Trigger>type of trigger defined by the service</Trigger>
</ Subscri pti on>
</ Subscri be>

9.5.6 Unsubscribe message
9.5.6.1 Overview

9.5.6.2 UnSubscribe request type

This type is already defined by LA Data Service Templateudsscr i beType in liberty-idwsf-dstv2.0-01.xsd.

9.5.6.3 UnSubscribe example

<gup: Subscri be xm ns="http://3gpp/ gup">
<Resourcel D id="john.smth"/>
<Subscri ption subscriptionl D="1234">
<Not i f yTo>gupSer ver @gpp. or g</ Noti f yTo>
</ Subscri pti on>
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</ gup: Subscri be>

Editor’'s note: This section is to be written in a similar way ttlanse 8.3.1

9.5.7 Notify message
9.5.7.1 Overview

9.5.7.2 Notify response type

This type is already defined by LA Data Service Templateudscr i beResponseType in liberty-idwsf-dstv2.0-
01.xsd.

9.5.7.3 Notify example

<Subscri beResponse>
<Status code="CK"/>
<Noti fication subscriptionl D="1234">
<Dat a>
<gup>
<MyLocat i on>
not avail abl e
</ MLocati on>
</ gup>
</ Dat a>
</ Notification>
</ Subscri beResponse>

9.5.8 List message
9.5.8.1 Overview

9.5.8.2 List request type

This typeis already defined by LA Data Service Templat€asr y Type in liberty-idwsf-dstv2.0-01.xsd.

9.5.8.3 List response type

This type is already defined by LA Data Service Templat@uas yResponseType in liberty-idwsf-dstv2.0-01.xsd.

9.5.8.4 List example

<l-- Asking for the list of subscriptions of resource with id = a777. -->
<gup: Query xm ns="http://3gpp/ gup">
<Resourcel D i d="a777"/ >
<Queryltemitem D="al2">
<Sel ect >
<SearchFilter>filtering criteria</SearchFilter>
</ Sel ect >
</ Queryltenr

</ gup: QuerySubscri pti ons>
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<l-- Getting the list of subscriptions -->
<gup: QueryResponse xm ns="http://3gpp/ gup" >
<Status code="CK"/>
<Data item DRef ="al2">
<Li st>

</ List>
</ Dat a>
</ gup: Quer yResponse>

Editor’'s note: the details of éhresult of a List query need to defined. What is the syntax, what is the information
returned, etc.?

10 Rp interface

10.1 General Principles

The Rp interface corresponds to the interaction between the GUP server and the GUP data repositories.

10.2 Procedures

The various procedures of the Rp interface are described in terms of the messages defined in chapter 9.
10.2.1 Create Component procedure

10.2.1.1 General description
The Create Component procedure is used by the application to add a new profd@eoatipthe contacted repository.

The procedure consists of a request and response defined@nethiee andCr eat eResponse messages.

10.2.1.2 Detailed Behaviour

The RAF entity checks the request element contents as described in subclause 9.1.lar pastRAF entity checks

whether the component can be created for the given subscriber based on the existing policies. There is no requirement
for the user profile with the given subscriber identity to exist beforehand. However the subscriber(aentily as

other given data) shall be valid according to the operator’s policies and subscriber addressing rules. If the component
exists already, the error "InvalidResourcelD" is returned.

Next the RAF entity checks the correctness of the providdd data against the XML Schema related to the given
ComponentType. If the data are faulty or missing, the result édodaliiData" or "MissingNewDataElement" is
returned respectively

Finally, before creating the component instance, the RAF entitkshat the requestor data allow the operation

based on the authorisation information attached to the component type and/or to the specific subscriber data. If any
given part of the data cannot be created due to lack of authorisation, the Create Copmpoedare shall fail with the
result codeActionNotAuthorized" or "RequestorNotAuthorized”. The latter result code is returned if the failure is
caused by the given requestor information. The Create element processing shall also fail in otheesyioutdhe

other Create elements may be handled normally.

If the request message contains several Create elements, but the receiver implementation supports only one in a single
message, the result code "NoMultipleResources" is returned. If a single Eleratnt contains several Createltems,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

CreateResponse is sent with the status information. If not otherwise stated above, the contents of the $tatus are a
described in subclause 9.1.10.
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10.2.1.3 List of result codes
The following result codes may appear in CreateResponse:

- ActionNotAuthorized;

- ActionNotSupported;

- ExtensionNotSupported;

- Failed;

- InvalidData;

- InvalidRequestorData;

- InvalidResourcelD;

- MissingNewDataElement;

- MissingResourcelDElement;

- NoMultipleAllowed;

- NoMultipleResources;

- OK;

- RequestorNotAuthorized;

- TimeOut;

- UnexpectedError;
10.2.2 Delete Component procedure

10.2.2.1 General description
The Delete Component procedure is used by the apphicatidelete one or more profile components.

The procedure consists of a request and response definedp/l tiee andDel et eResponse messages.

10.2.2.2 Detailed Behaviour
If the referenced component exists and the deletion is authorized, the compaiedetad.

The RAF entity checks the request element contents as described in subclause 9.1. In particular the RAF entity checks
whether the component exists. If the component does not exist, the error "InvalidResourcelD" is returned.

Finally, before deliéng the component instance, the RAF entity checks that the requestor data allow the operation
based on the authorisation information attached to the component type and/or to the specific subscriber data. If not
authorized, the whole Delete element preggsgshall fail with the result codéé&tionNotAuthorized™ or
"RequestorNotAuthorized”. The latter result code is returned if the failure is caused by the given requestor information.
The Delete element processing shall also fail in other error caseébelmiher Delete elements may be handled

normally.

If the request message contains several Delete elements, but the receiver implementation supports only one in a single
message, the result code "NoMultipleResources" is returned. If a single Deletetalentains several Deleteltems,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

DeleteResponse is sent with the status information. If not otherwise stated above, the contents of the Status are as
descrbed in subclause 9.1.10.
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10.2.2.3 List of result codes
The following result codes may appear in DeleteResponse:

- ActionNotAuthorized

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidRequestorData

- InvalidResourcelD

- MissingResourcelDElement
- NoMultipleAllowed

- NoMultipleResources

- OK

- RequestorNotAuthorized
- TimeOut

- UnexpectedError

10.2.3 Modify Data procedure

10.2.3.1 General description

The Modify Data procedure is used by the application to modify profile components. One message may contain several
modification request elements and one such element may contain several changes to the profile data of the specific
subscriber.

The procedure consists of a request and response definedNbdihey andModi f yResponse messages.

10.2.3.2 Detailed Behavior

This procedure is defined according to the Liberty\3F Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
document is just intending frofile such specification. Note however that the use of the DS is mandatory in GUP just
for certain specific scenarios, being optional in another.

The RAF entity checks the request element contents as described in subclause 9.1. If no errors aretfeund and
modification is authorized, the contents of NewData are stored in the place identified by the ResourcelD and Select
parameters.

The RAF entity verifies that the given data matches with the data structure identified by the Select element. As a
genericrule the upper level data structure need not be created beforehand when providing data for the leaf elements.
However there may be profile component specific rules about which data are mandated to be provided.

If the request message contains several Maelgments, but the receiver implementation supports only one in a single
message, the result code "NoMultipleResources" is returned. If a single Modify element contains several Modification
items, but the receiver implementation supports only one, th# cesle "NoMultipleAllowed" is returned.

If any error is found in the request data, no modifications shall be made to any data as requested by this modification
element. However the possible other modify elements in the message shall be processbd normal

ModifyResponse is sent with the status information. If not otherwise stated above, the contents of the contents of the
Status are as described in subclause 9.1.10.

10.2.3.3 List of result codes

The following result codes may appear in responses:
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Act i onNot Aut hori zed Act i onNot Support ed AHHRetwrned ChangeHi st or yNot Support ed
ChangedSi-nceReturnsAHL | BataToolong Ba-stsAtready Ext ensi onNot Support ed

Fai | ed I nval i dDat a I nval i dResour cel D I nval i dSel ect

M ssi ngNewDat aEl ermrent

M ssi ngResour cel DEl enent

M ssi ngSel ect

Modi fi edSi nce

NoMpreElenents

NoMul ti pl eAl | owed

NoMul ti pl eResour ces

X

Ti meQut

Unexpect edErr or Request or Not Aut hori zed | | nval i dRequest or Dat a

10.2.4 Read Data procedure

10.2.4.1 General description

The Read Data procedure is used by the applicatioczatb profile data. One message may contain several Query
elements.

The procedure consists of a request and response defined@uethg andQuer yResponse messages.

10.2.4.2 Detailed Behaviour

This procedure is defined according to the Libert WiiSF DataServices Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
document is just intending to profile such specification. Note however that the usd>& ithenandatory in GUP just
for certain specific scenarios, being optional in another.

The RAF entity checks the request element contents as described in subclause 9.1. If the ResourcelDGroup and Select
have appropriate values and the query is authgrihedequested data are returned in the response element.

If the request message contains several Query elements, but the receiver implementation supports only one in a single
message, the result code "NoMultipleResources" is returned. If a single €lergnt contains several Query Items,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

If any error is found in the request data when processing a Queryltem, the data already processed for the other
Quenjtem’s may be returned, but the current Queryltem shall fail without any other results than the status element
which shows the reason for the error and indicates the faulty Queryltem. In this case the remaining Queryltems in the
Query element shall not lpeocessed. However the previous and next Query elements (if they exist) shall be processed
normally.

QueryResponse elements are sent with the data and status information. If not otherwise stated above, the contents of the
Status are4 as described in subs&9.1.10.

10.2.4.3 List of result codes

The following result codes may appear in responses:

Act i onNot Aut hori zed Act i onNot Support ed Al'l Ret ur ned ChangeHi st or yNot Support ed
ChangedSi nceRet urnsAl | | Batatoolong Ba-stsAtready Ext ensi onNot Support ed

Fai | ed Faval-i-dbata I nval i dResourcel D I nval i dSel ect

M ssi ngNewDat aEl enent M ssi ngResour cel DEl enent | M ssi ngSel ect Modi-HedSinee
NeMpreElerents NoMul ti pl eAl | owed NoMul ti pl eResour ces (03¢

Ti meQut Unexpect edErr or Request or Not Aut hori zed | I nval i dRequest or Dat a
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10.2.5 Subscribe To Data procedure

10.2.5.1 General description

The Subscribe To Data procedure is used by the application to request notifications about changes in the profile
component data.

The procedure consists of a request and response defined3ubther i be message.

10.2.5.2 Detailed Behavior

This procedure is defined according to the Libert MISF Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly deteenmnédchib

document is just intending to profile such specification. Note however that the use of the DS is mandatory in GUP just
for certain specific scenarios, being optional in another.

The RAF entity checks the request element contents as describddlzuse 9.1. If there is no authority to retrieve any
data defined by the Select elements, the status shall indicate "Failed" with the second level status code
"ActionNotAuthorized" or "RequestorNotAuthorized".

If the FilterData indicates immediate natdiion, the Notify Data procedure carries the current values for the data
defined by the Select element(s). If a time interval is specified in FilterData, the Notify Data procedure is invoked only
after that time period has passed after the Subscribe ml@vas received. In this case the Notify element shall contain
the current values of all the changed data structures defined by the Select element(s).

The RAF entity creates and returns an InvokelD that shall be unique within the RAF. Once an Involked&nhas
deleted because it is no longer required, another InvokelD with the same value can be created, without failing the
uniqueness test. The InvokelD is used by the Notify Data procedure to link the notification to the Subscribe element.

A SubscribeRespoaslement is sent with the status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.

10.2.5.3 List of result codes

The following result codes may appear in responses:

Act i onNot Aut hori zed Act i onNot Support ed AHHRetvrned ChangeH-steryNotSupported
ChangedSi-nceReturnsAHL | BataToolong Ba-stsAtready Ext ensi onNot Support ed

Fai | ed Fhaval-i-dbata I nval i dResourcel D I nval i dSel ect
M-ssinghNewbataklerent M ssi ngResour cel DEl enent | M ssi ngSel ect Modi-HedSinee
NoMoreElenent s NoMul ti pl eAl | owed NoMul ti pl eResour ces (0.4

Ti meQut Unexpect edErr or Request or Not Aut hori zed | tavali-dRequestorbata

- InvalidFilterData where is defined. Not part of LA.

10.2.6 Unsubscribe To Data procedure

10.2.6.1 General description

The Unsubscrib&o Data procedure is used by the application to cancel one or more existing subscriptions to
notification of data change.

The procedure consists of a request and response defined3ubther i be message.
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10.2.6.2 Detailed Behavior

This procedure is defigeaccording to the Liberty HWSF Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
document is just intending to profile such spectfma Note however that the use of the DS is mandatory in GUP just
for certain specific scenarios, being optional in another.

The RAF entity checks that whether there is an active subscription for the given InvokelD. If a subscription is active,
it will be cancelled. In other cases the error InvalidinvokelD or MissinglnvokelD is returned.

An Unsubscribeesponse element is sent with the status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.

10.2.6.3 List of result codes

The following result codes may appear in responses:

Act i onNot Aut hori zed Acti-onNot Supported ALl Returned ChangeH st oryNot Supported
ChangedSi-nceReturnsAH- | BataToolong Exi-stsAl-ready Ext ensi onNot Support ed
Failed lnvali-dbata I nval i dResourcel D I nval i dSel ect

- - - T -
NoMpreElenents NoMul ti pl eAl | owed NoMul ti pl eResour ces (0.4
Ti meQut Unexpect edErr or RequestorNotAut-horized | | nval i dRequest or Dat a

- InvalidinvokelD
- MissingnvokelD
Not defined by LA.

10.2.7 Notify Data procedure

10.2.7.1 General description

The Notify Data procedure is invoked by the RAF when the data which was identified in Subscribe To Data Changes
Notification procedure changes, or when the invoked Silles@o Data procedure requested immediate sending of the
current values of the referenced data. The procedure identifies the changed data and provides the new values.

The procedure consists of a response defined b$uthecr i beResponse message.

10.2.7.2 Detailed Behaviour

This procedure is defined according to the Libert WiiSF Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
documet is just intending to profile such specification. Note however that the use of the DS is mandatory in GUP just
for certain specific scenarios, being optional in another.

The Notify Data procedure is executed when the data for which there is a sidsstwighange notification have
changed in the GUP repository. The application can identify its subscription by the InvokelD element. The element
named Data contains the changed data.

When the application has processed this request, it shall immgdetteh a response message to the RAF.

A NotifyResponse element is sent with the status information. If not otherwise stated above, the contents of the Status
are as described in subclause 9.1.10.

Editor’s note: To be completed with the handling of ecanrditions
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10.2.7.3 List of result codes

The following result codes may appear in responses:
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Acti-onNotAut-horized Act i onNot Support ed AHHRetvrned ChangeH-steryNotSupported
ChangedSi-nceReturnsAHL | BataToolong Ba-stsAtready Ext ensi onNot Support ed

Fai | ed tavatbi-dbata +avali-dResourecelb Havali-dSeleet
NoMoreElenent s NoMul-ti-pleAl-owed NoMukti-pleResources (04

Ti meQut Unexpect edErr or ReguestorNetAdthortzed | tavaldRegquestorbata

- InvalidinvokelD
- MissinglnvokelD
Not defined by LA

11 Rg interface

11.1 General Principles

The Rg interface corresponds to the interaction between the GUP client application and the GUP server.

11.2 Procedures

The various procedures of the Rg interface are deskiibierms of the messages defined in chapter 9.
11.2.1 Create Component procedure

11.2.1.1 General description
The Create Component procedure is used by the application to add a new profile component in the contacted repository.

The procedure consist$ @ request and response defined byGheat e andCr eat eResponse messages.

11.2.1.2 Detailed Behaviour

The GUP server entity checks the request element contents as described in subclause 9.1. In particular the RAF entity
checks whether the component &&n created for the given subscriber based on the existing policies. There is no
requirement for the user profile with the given subscriber identity to exist beforehand. However the subscriber identity
(as well as other given data) shall be valid edicg to the operator’s policies and subscriber addressing rules. If the
component exists already, the error "InvalidResourcelD" is returned.

Next the RAF entity checks the correctness of the provided XML data against the XML Schema related to the given
ComponentType. If the data are faulty or missing, the result édodaliiData" or "MissingNewDataElement" is
returned respectively

Finally, before creating the component instance, the RAF entity checks that the requestor data allow the operation
basedon the authorisation information attached to the component type and/or to the specific subscriber data. If any

given part of the data cannot be created due to lack of authorisation, the Create Component procedure shall fail with the
result code ActionNotAuthorized" or "RequestorNotAuthorized”. The latter result code is returned if the failure is

caused by the given requestor information. The Create element processing shall also fail in other error cases, but the
other Create elements may be handledrdly.

3GPP



Release 6 36 3GPP TS 29.240 V2.0.0 (2005-03)

If the request message contains several Create elements, but the receiver implementation supports only one in a single
message, the result code "NoMultipleResources" is returned. If a single Create element contains several Createltems,
but the receier implementation supports only one, the result code "NoMultipleAllowed" is returned.

CreateResponse is sent with the status information. If not otherwise stated above, the contents of the Status are as
described in subclause 9.1.10.

11.2.1.3 List of result codes
The following result codes may appear in CreateResponse:

- ActionNotAuthorized;

- ActionNotSupported;

- ExtensionNotSupported;

- Failed;

- InvalidData;

- InvalidRequestorData;

- InvalidResourcelD;

- MissingNewDataElement;

- MissingResourcelDElement;

- NoMultipleAllowed,;

- NoMultipleResources;

- OK;

- RequestorNotAuthorized;

- TimeOut;

- UnexpectedError;
11.2.2 Delete Component procedure

11.2.2.1 General description
The Delete Component procedure is used by the application to delete one or more profile components.

The proedure consists of a request and response defined Dglled e andDel et eResponse messages.

11.2.2.2 Detailed Behaviour
If the referenced component exists and the deletion is authorized, the component is deleted.

The GUP server entity checks the requéshent contents as described in subclause 9.1. In particular the RAF entity
checks whether the component exists. If the component does not exist, the error "InvalidResourcelD" is returned.

Finally, before deleting the component instance, the RAF entityksh that the requestor data allow the operation

based on the authorisation information attached to the component type and/or to the specific subscriber data. If not
authorized, the whole Delete element processing shall fail with the result ActémNotAuthorized" or
"RequestorNotAuthorized". The latter result code is returned if the failure is caused by the given requestor information.
The Delete element processing shall also fail in other error cases, but the other Delete elements may be handled
nomally.
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If the request message contains several Delete elements, but the receiver implementation supports only one in a single
message, the result code "NoMultipleResources" is returned. If a single Delete element contains several Deleteltems,
but the receier implementation supports only one, the result code "NoMultipleAllowed" is returned.

DeleteResponse is sent with the status information. If not otherwise stated above, the contents of the Status are as
described in subclause 9.1.10.

11.2.2.3 List of result codes
The following result codes may appear in DeleteResponse:

- ActionNotAuthorized

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidRequestorData

- InvalidResourcelD

- MissingResourcelDElement
- NoMultipleAllowed

- NoMultipleResources

- OK

- RequestorNtAuthorized
- TimeOut

- UnexpectedError

11.2.3 Modify Data procedure

11.2.3.1 General description

The Modify Data procedure is used by the application to modify profile components. One message may contain several
modification request elements and one sucmetd may contain several changes to the profile data of the specific
subscriber.

The procedure consists of a request and response definedNiydtiney andvbdi f yResponse messages.

11.2.3.2 Detailed Behavior

This procedure is defined according to the LippéD-WSF Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
document is just intending to profile such specification. Note howeveththatse of the DS is mandatory in GUP just
for certain specific scenarios, being optional in another.

The GUP server entity checks the request element contents as described in subclause 9.1. If no errors are found and the
modification is authorized, theontents of NewData are stored in the place identified by the ResourcelD and Select
parameters.

The RAF entity verifies that the given data matches with the data structure identified by the Select element. As a
generic rule the upper level data structueed not be created beforehand when providing data for the leaf elements.
However there may be profile component specific rules about which data are mandated to be provided.

If the request message contains several Modify elements, but the receiver intpliemeaapports only one in a single
message, the result code "NoMultipleResources" is returned. If a single Modify element contains several Modification
items, but the receiver implementation supports only one, the result code "NoMultipleAllowed"riedetur
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If any error is found in the request data, no modifications shall be made to any data as requested by this modification
element. However the possible other modify elements in the message shall be processed normally.

ModifyResponse is sent with thegis information. If not otherwise stated above, the contents of the contents of the
Status are as described in subclause 9.1.10.

11.2.3.3 List of result codes
The following result codes may appear in responses:

- ActionNotAuthorized

- ActionNotSupported

- ChangeHistoryNotSupported
- ExtensionNotSupported

- Failed

- InvalidData

- InvalidRequestorData

- InvalidResourcelD

- InvalidSelect

- MissingNewDataElement

- MissingResourcelDElement
- MissingSelect

- ModifiedSince

- NoMultipleAllowed

- NoMultipleResources

- OK

- RequestorNotAuthdazed

- TimeOut

- UnexpectedError

11.2.4 Read Data procedure

11.2.4.1 General description

The Read Data procedure is used by the application to read profile data. One message may contain several Query
elements.

The procedure consists of a request and resptefseed by the€Quer y andQuer yResponse messages.

11.2.4.2 Detailed Behaviour

This procedure is defined according to the Libert WISF Data Services Template Specification [13] and where not
otherwise stated the functionality is exactly as defined bysgietification. Note however that GUP does not mandate
the use of the Discovery service.

The RAF entity checks the request element contents as described in subclause 9.1. If the ResourcelDGroup and Select
have appropriate values and the query is authorthedequested data are returned in the response element.

If the request message contains several Query elements, but the receiver implementation supports only one in a single
message, the result code "NoMultipleResources" is returned. If a single Gamenecontains several Query ltems,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.
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If any error is found in the request data when processing a Queryltem, the data already processed for the other
Querykem’s may be returned, but the current Queryltem shall fail without any other results than the status element
which shows the reason for the error and indicates the faulty Queryltem. In this case the remaining Queryltems in the
Query element shall not begqeessed. However the previous and next Query elements (if they exist) shall be processed
normally.

QueryResponse elements are sent with the data and status information. If not otherwise stated above, the contents of the
Status are as described in subate@d.10.

11.2.4.3 List of result codes

The following result codes may appear in responses:
- ActionNotAuthorized
- ActionNotSupported
- AllReturned
- ChangeHistoryNotSupported
- ChangedSinceReturnsAll
- ExtensionNotSupported
- Failed
- InvalidRequestorData
- InvalidResourcelD
- InvalidSelect
- MissingResourcelDElement
- MissingSelect
- NoMultipleAllowed
- NoMultipleResources
- OK
- RequestorNotAuthorized
- TimeOut

- UnexpectedError

11.2.5 Subscribe To Data procedure

11.2.5.1 General description

The Subscribe To Data procedure is uggdthe application to request notifications about changes in the profile
component data.

The procedure consists of a request and response defined3ubther i be message.

11.2.5.2 Detailed Behavior

This procedure is defined according to the Libert WiISF Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
document is just intending to profile such specification. Note however that thétheels is mandatory in GUP just
for certain specific scenarios, being optional in another.

The GUP server entity checks the request element contents as described in subclause 9.1. If there is no authority to
retrieve any data defined by the Select eleisighe status shall indicate "Failed" with the second level status code
"ActionNotAuthorized" or "RequestorNotAuthorized".
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If the FilterData indicates immediate notification, the Notify Data procedure carries the current values for the data
defined by tle Select element(s). If a time interval is specified in FilterData, the Notify Data procedure is invoked only
after that time period has passed after the Subscribe element was received. In this case the Notify element shall contain
the current values oflahe changed data structures defined by the Select element(s).

The RAF entity creates and returns an InvokelD that shall be unique within the RAF. Once an InvokelD has been
deleted because it is no longer required, another InvokelD with the same vaheeareated, without failing the
uniqueness test. The InvokelD is used by the Notify Data procedure to link the notification to the Subscribe element.

A SubscribeResponse element is sent with the status information. If not otherwise stated abovente®ttrde
Status are as described in subclause 9.1.10.

11.2.5.3 List of result codes
The following result codes may appear in responses:

- ActionNotAuthorized

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidFilterData

- InvalidRequestorData

- InvalidResourcelD

- InvalidSelect

- MissingResourcelDElement
- MissingSelect

- NoMultipleAllowed

- NoMultipleResources

- OK

- RequestorNotAuthorized
- TimeOut

- UnexpectedError

11.2.6 Unsubscribe To Data procedure

11.2.6.1 General description

The Unsubscribe To Data procedureised by the application to cancel one or more existing subscriptions to
notification of data change.

The procedure consists of a request and response defined3ubther i be message.

11.2.6.2 Detailed Behavior

This procedure is defined according to thiedrty ID-WSF Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
document is just intending to profile such specification. Note howhaéthe use of the DS is mandatory in GUP just
for certain specific scenarios, being optional in another.

The GUP server entity checks that whether there is an active subscription for the given InvokelD. If a subscription is
active, it will be canceli@. In other cases the error InvalidinvokelD or MissinginvokelD is returned.

An Unsubscribeesponse element is sent with the status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.
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11.2.6.3 List of result codes
The following result codes may appear in responses:

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidinvokelD

- InvalidRequestorData

- MissinglnvokelD

- NoMultipleAllowed

- NoMultipleResources

- OK

- TimeOut

- UnexpectedError

11.2.7 Notify Data procedure

11.2.7.1 General description

The Notify Data procedure is invoked by the RAF when the data which was identified in Subscribe To Data Changes
Notification procedure changes, or when the invoked Subscribe To Data procedure requested immeidigtef sthe
current values of the referenced data. The procedure identifies the changed data and provides the new values.

The procedure consists of a response defined b$uthecr i beResponse message.

11.2.7.2 Detailed Behaviour

This procedure is defed according to the Liberty HWSF Data Services Template Specification [13] and the
functionality is exactly as defined by that specification for all those aspects that are clearly determined there. This
document is just intending to profile such speaiiicn. Note however that the use of the DS is mandatory in GUP just
for certain specific scenarios, being optional in another.

The Notify Data procedure is executed when the data for which there is a subscription to change notification have
changed intte GUP repository. The application can identify its subscription by the InvokelD element. The element
named Data contains the changed data.

When the application has processed this request, it shall immediately return a response message to the RAF.

A NotifyResponse element is sent with the status information. If not otherwise stated above, the contents of the Status
are as described in subclause 9.1.10.

Editor’s note: To be completed with the handling of error conditions

11.2.7.3 List of result codes
The following result codes may appear in responses:

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidData

- InvalidinvokelD

- MissinglnvokelD
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- OK
- TimeOut

- UnexpectedError

12 Authentication, authorization and security

Editor’'s Note: description of gerarsecurity, authentication and authorization mechanisms. The clauses 8 and 9
may provide additional reference point specific issues.

12.1 Principles

GUP Architecture and Protocols include secure mechanisms for the transfer of User Profile data ta, fremvesan
authorised entities. Access to User Profile data shall only be permitted in an authorised and secure manner.

Security mechanisms to be applied over Rg and Rp reference points are defiiteettyy D-WSF Security
Mechanisms Specificatiojii5] specification.

In addition to managing the registration and discovery of GUP Server and profile informBigmoeery Service (DS)
as defined irLiberty ID-WSF Discovery Service Specificatigh7] may also act as a centralized policy information and
decison point issuing the necessakythentication and/or Authorization statements.

Interactions of GUP requestors towards the Discovery Service shall be as described in Lii¢8ly Mscovery
Service Specification [17].

The GUP architecture with respectAathentication, Authorization and Security is summarized in Figure XXX.

Client Application

Client authenticates to DS.

Discovery
Service (DS)

GUP server ‘Server checks the vaiidity

of client's credentials.

Scope of 3GPP GUP
Figure 1: GUP Authentication, Authorization and Security architecture.

Liberty ID-WSF Security Mechanisms Specificatidrb] defines a set of combinationsmeer authentication and
message authentication mechanisms necessary to accommodate various deployment Beehactsbination is
defined by a URI with the formarn:liberty: security: 2003-08: peer mechanism: message mechanism.

Liberty ID-WSF Security Mekanisms SpecificatiofL5], Liberty ID-WSF SOAP Binding Specification [14] and
Liberty ID-WSF Discovery Service Specification [17] provide normative content for the implementation of the security
mechanisms that apply to GUP.
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The following chapters undemis section of the specification define how the different security mechanisms described in
the referred Liberty specifications shall be used in the context of GUP.

The following chapters specify the required set of security mechanisms that shall beesUfopdaBtUP.

12.2 Security and Authentication

12.2.1 Rq interface (client application / GUP server)
The required security mechanism for the Rg interfacensliberty:security:2003-08: TLS: SAML.

» The client and the server communicate over a secure chaotesdtpd by SSL/TLS (see sulause 12.2.3 for
list of supported cipher suites).

» The server is authenticated to the client using a x.509 seidecertificate.

* The client is authenticated to the server using the SAML assertion issued by the Discoveeyd®erearried
in theGUP wsse:Security header (see saluse 9.2.9)

12.2.2 Rp interface (GUP server / RAF)
The required security mechanism for the Rp interfacensliberty:security:2003-08: ClientTL S:null.

» The server and the RAF communicate overcaisgechannel protected by SSL/TLS (see 12.2.3 for list of
supported cipher suites).

» The server is authenticated to the RAF using a x.509 didstcertificates.
* The RAF is authenticated to the server using a x.509 ssidecertificate.

Note: since he number of RAFs is limited and the connections between the server and the RAFs-fwedong
(multiple requests sent on the same connections), this should not create too much overhead for either key
management or cryptographic processing.

12.2.3 Cryptographic requirements
The security infrastructure requires the following cryptographic entities:
1. existence of one or more x.509 certification authorities (CA)
2. existence of a certificate for each GUP server signed by a valid CA
3. existence of a certificate felach RAF signed by a valid CA
4

public knowledge and public access to the various certificates

Note: For signing and verification of protocol messages, communicating entities SHOULD use certificates and
private keys that are distinct from the certificated private keys applied for SSL or TLS channel
protection. [ fromliberty-idwsf-securitymechanisms1.1]

The cipher suites to be used for peése encryptiorare:
+ TLS_RSA WITH_RC4_128_SHA
« TLS_RSA_WITH_3DES_EDE_CBC_SHA

- TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
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« TLS_RSA WITH_AES_CBC_SHA

« TLS_DHE_DSS WITH_AES_CBC_SHA

Editor’s note: the choice of a set of mandated ciphers for GUP is left FFS.

12.2.4 End-to-End Example (informative)

The following diagram represents a possible interaction between a client application and a GUP server.

[Client Application ‘ | GUP server ‘

Y

. S

SASL authentication

i\-¥ The client now{ has a
wsse: Security header
with a SAML agsertion

signed by the DS,

Y

o
%j}

&b

ﬁ SSL/TLS v:with server certificates

: Ei E’[ SSL/TLS \ivith server + client certilficates

' Eam] SAML assértion signed by the DS

Figure 2: GUP security flow

12.2.5 Example of GUP wsse:Security header (informative)

The following header authentites the application defined bgppl i cati on1@gpp. org.

<wsse: Security>
<saml : Assertion>
<sanl : Condi ti ons>
<l —

e.g. not before now, not after 5 mnutes from now
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only for GUP servers from provider.com

</ sam : Condi ti ons>
<sam : Aut henti cati onSt at enent >
<sanl : Subj ect >appl i cati on1@gpp. or g</ sam : Subj ect >
</ sam : Aut henti cati onSt at enent >
<ds: Si gnat ur e>
<I-- Digital signature of the whole assertion, signed by the DS -->
</ ds: Si gnat ur e>

</sanl : Assertion>
<wsse: Security>

12.3 Authorization

12.3.1 Principles

Liberty ID-WSF Security Mechanisms Specificatidrd] definesOPTIONAL mechanisms to convey authorization and
resource access information (supplied by a Trusted Authority), which may be necessary to access a service.
Authentication and Authorization Authorities may belgaocated.

In the context of GUP and when the operator’s policies so require, it is recommended that a Discovery Service as
described byiberty ID-WSF Discovery Service Specificatifh7] also acts aa Trusted Authority issuing
Authorization assertions.

In general, GUP authorization can be seen to consist of the following functional components:
- Management of authorization related data (authorization rules) which also refer to actual authorized data
- Access/storage of the authorization rules
- Encapsulation of a set of authorization rules (privacy policy) together with the transported actual data.

- Execution of authorization logic based on thegeéned authorization rules and information received in the
request or otherwise related to the request

The functional components are discussed more in the following subclauses.
12.3.2 Authorization related data

12.3.2.1 Authorization attributes

Authorization attributes are defined to be used as basic input eékeaiehe authorization rules and thus as a basis for
the authorization decisions. It is not required that all the authorization attributes defined hereafter are included in a
request.

The following types of authorization attributes are considered:
- Identity of the target subscriber (or a group of subscribetbg GUP subscriber;
- Component type being accessed and more detailed data reference;

- ldentity of the requestor (application ID and arskr ID) or group of requestors;

TheWeb Services Security SAMPRrofile [wss-saml] shall be useas the means by which GUP requestor over
Rg and/or Rp authenticate to the recipient (i.e. GUP Server and GUP Repository respectively). Each
communicating peer performs message level authentication by demonstrating pasdesfsion of a subject
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confirmation key. The assertion issuer (i.e. Discovery Service) binds the subject confirmation key to the
assertion by signing the assertion. This attestation assures the consumer of the assertion that the subject
confirmation key $ that of the intended sender. Thus the senders subject confirmation key can be recognized
by the recipient as belonging to the remote peer.

- Requestor related data received in the request as Authorization Assertions

The authorization model supports thgeuance of assertions, which convey information regarding the resource to

be accessed, the entity attempting to access the resource, the mechanism by which the accessing entity must use to
demonstrate its identity to the recipient and the ability for thesming entity to access the resource on behalf of

another system entity. Thus the authorization model supports a constrained proxy mechanism, which permits a
proxy (the sender) to access the resource on behalf of some other system entity.

Processing rukefor the generation of authorization assertions is normatively defirdoeaty ID-WSF Security
Mechanisms Specificatioji5].

- Requested Operatig@uery, Modify, Create, Delete, Subscribe, List);
- Other attributes (e.g. the time schedule) relatedeadhuest case;
- Privacy Policy included in the request

Liberty ID-WSF SOAP Binding Specificatioii4] defines a <UsageDirective> SOAP Header Block in which
GUP requestors could express policy in terms of intent of usage of the requested data if released.

- Other data relevant for access control included in the request

o Liberty ID-WSF SOAP Binding Specificatigi4] defines a <consent> SOAP Header Block in which
GUP requestors could indicate whether the-esel consented the request.

o Identity information réated to active proxies in the communicating channel may be conveyed in
<Pr oxySubj ect >, <Pr oxyTr ansi t edSt at enent > and<Pr oxyl nf oConf i r mat i onDat a>
schema elements within tk@sse: Security> SOAP Security Header as defined.iberty ID-
WSF Security Mechaniss Specificatiorf15] specification.

0 Session status of the communicating peers may be convey8esisi onCont ext > and
<Sessi onCont ext St at enent > schema elements within thesse: Securi ty> SOAP Security
Header as defined iniberty ID-WSF Security MechanisenSpecificatiorj15] specification.

0 Resource access information is captured<dResour ceAccessSt at enent > schema elements
within the<wsse: Securi ty> SOAP Security Header as defined.iberty ID-WSF Security
Mechanisms Specificatioidl5] specification. Th purpose of this statement is to convey sufficient
information regarding the accessing entity and the resource for which access is being attempted.

12.3.2.2 Authorization rules

The basic set of authorization rules define to whom, to which part ofddtor which purpose the authorization is
given. All or some of the Authorization data considered above may be applicable.

GUP requestors over Rg and/or Rp reference points shall include relevant authorization data in the SOAP message
requests. In partidar Authorization assertions shall be conveyed following the processing rules defiileet iyt 1D-
WSF Security Mechanisms Specificatidrb].

The authorization rules consist of the following binlelements:

- authorization attributes and/or referentepredefined (commonly used) contents of attributes
- references to the actual GUP data

- actions (e.g. the decision, encapsulation of the privacy policy).
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12.3.2.3 Management of authorization related data

The GUP procedures defined for the Rp and Rg nedereoints (see the clauses 8 and 9) may be used for managing
authorization related data (using GUP metadata components).

1.1.1 Execution of authorization logic

The authorization logic compares the information conveyed in the request (and possilealdaftrmation related

to the moment when the request is received) with the information defined in the authorization rules. When the logic
leads to a decision to accept the request in principle, the requested data is compared with the authoriaéal et of d
discrepances are found a GUP authorization entity may either restrict to reply to the authorized content or deny the
request. Note that this depends on the policy in the GUP authorization entity and the nature of the request.

12.3.4 Roles of GUP entities related to the authorization

Figure 10.1 shows the logical entities involved in GUP authorization.

Rp/Rg: requestor data

:I Authorisation Logic
A

plicati

Read, Response

Figure x. Logical entities of GUP authorization

12.3.4.1 GUP Requestor

GUP requestors over Rg and/or Rp reference pdmat$ isclude relevant authorization data in the SOAP message
requests. In particular, Authorization assertions issued and received from a Discovery Service as defined in-Liberty 1D
WSF Discovery Service Specification [17] shall be conveyed following theepsing rules defined aiberty ID-WSF
Security Mechanisms Specificati¢lb].

Other relevant authorization attributes as defined in chapter 12.2.2.1 of this specification may be also present in the
requests.

12.3.4.2 GUP server and RAF

The GUP Serveand RAF (including the Data Repository) have access to the authorization rules. The interface between
the authorization related data storage and GUP Server (and RAF) is out of the scope of this specification. Note that the
GUP Server and RAF may act asadstorage entities. The GUP Server or the RAF (or both of them) are responsibles

for the execution of the authorization logic.
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The authorization issues handled by the GUP Server typically concern the GUP profile and GUP Component level
issues; the authomtion handled by RAF may be based on more detailed data references (items inside a GUP
component). The set of authorization attributes specified for GUP can be used by both the GUP Server and the RAF.

The GUP Server and the RAF may also add to the traesbactual data, a <UsageDirective> SOAP Header Block as
defined in Liberty IBDWSF SOAP Binding Specificatigii4] including privacy policies that the GUP requestor shall
follow when using, storing and/or distributing the received data. If during thetexteofithe authorization logic, GUP
Server or RAF find out that further authorization information from thewead is required in order to decide whether or
not the request shall be served, the user interaction mechanisms defined in Liberty Alliaacgédnt8ervice [22]
specification may be used.

12.3.4.3 Management entity

The authorization rules can be managed by the authorized entities: e.g
- the entity administrating the GUP Data Storage,;
- the RAF and/or GUP Server,;

- the GUP Subscriber itself.

The GUP Subscriber is normally allowed to manage a limited set of his own user profile data, e.g., certain GUP
Components or certain data inside a GUP Component. Additionally, there might be restrictions on the allowed
operations.

The entityadministering th&UP Data Storagmay define common or default authorization rules for GUP Subscribers.
The entity may also prdefine contents for authorization attributes, e.g. user groups, to which the authorization rules
can refer. The entitgdministering the GUP DatStoragenay also manage GUP Subscriber specific authorization rules
(e.g., on behalf of the GUP Subscriber).
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Annex <A> (normative):
Component Data Definitions

A.1 HSS IMS GUP Component definition

The purpose of this annex is to provide GUP Profile Gomept definition for the IMS data of the HSS.

A.1.1 General description

The followingFigure A3 gives an outline of the UML model of the logical view of the HSS IMS GUP
Components. The main Component is called HSSIMSData.

Each elenent in that figure represents a part of the XML Schema structure, either a GUP Component or a lower
level block of data contained in a GUP Component. Elements marked with the same background colour make up
an independently manageable GUP Component, wioasés marked with ‘<<GUP Component>>’.

All HSS IMS GUP Components can be managed with the procedures provided by GUP.

Component and attribute naming has been taken mainly from 3GPP TS 23.008 [8] where appropriate. If a name
consists of more than one wood abbreviated word, capitalization is used to improve the readability of long
names. Each word begins with capital letter.

If Component does not have a unique key of its own from the reference specification, it has been created for it.
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<<GUP Component>>|

-OptionalCapability:String []
-PreferredSCSCF:String []

-MandatoryCapability:String []

HSSIMSData

Registration

i
i
i
i

-HSSIMSDataKey:Key K>————

-SCSCFName:String
-DiameterClientAddressOfSCSCF:String

1

CoreNetworkServicesAuthorization

-SubscribedMediaProfileldentifier:String

0.1

1

0.*

PrivateUserldentity

1.

0.*

<<GUP Component>>
SubscriptionldentificationAndNumbering

-Identity:Key
-SubscriptionidentificationAndNumberingReference:Re] 1 1 | -AuthenticationAndCipheringKey:Key
-AuthenticationAndCipheringReference:Ref < -K:String

-Algorithm:String

-AMF:String

<<GUP Component>>
AuthenticationAndCiphering

-PrivateUserldentityReference:Ref

<<GUP Component>>
ServiceProfile

-PublicUserldentity:Key
-BarringIndication:String

<<GUP Component>>
ImplicitlyRegisteredldSet

-ListOfAuthorizedVisitedNetworkldentifiers:String []
-ServicesRelatedToUnregisteredState:String
-PrivateUserldentityReference:Ref []
-ServiceProfileReference:Ref
-ImplicitlyRegisteredldSetReference:Ref

-ServiceProfileKey:Key 1

-ImplicitlyRegisteredidSetKey:Key
-SubscriptionldentificationAndNumberingReference:Ref ||

-RegistrationStatus:String
-SubscriptionldentificationAndNumberingReference:Re!

<

1
1
0.*
InitialFilterCriteria ApplicationServer 0.*
. ) 1 1 K RepositoryData
-Priority:String LS -ServerName:String
-DefaultHandling:String -AdditionalShData:String
-Servicelnfo:String
1
0.1
TriggerPoint
-ConditionTypeCNF:String
1
1.
ServicePointTrigger
-ConditionNegated:String <
-Group:String Y
RequestURI Method SIPHeader SessionCase SessionDescription
-RequestURI:String -Method:String -Header:String] | -SessionCase:String -Line:String
-Content:Stringj -Content:String

Figure A.3 Logical data model of the HSS IMS GUP Components

A.1.1.1 XML Schema files for HSS IMS GUP Components

XML Schema files attached to this specification combine together whole HSS IMS GUP Component data. XML
Schema files are intended to lied by an XML parser.

Table Al lists HSS IMS GUP Components and XML Schema files that include those. CommonDataTypes file contains
common data types, i.e. it is not a stand alone GUP Component on its own.

Table A.1 HSS IMS GUP Components in XML Schema files

HSSIMS GUP Component XML Schemafile

AuthenticationAndCiphering AuthenticationAndCiphering.xsd
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HSSIMSData HSSIMSData.xsd

ImplicitlyReqgisteredldSet ImplicitlyReqgisteredldSet.xsd

SubscriptionldentifiationAndNumbering SubscriptionldentificationAndNumbering.xsd

ServiceProfile ServiceProfile.xsd

Component independent data XML Schemafile

- CommonDataTypes.xsd

A.1.2 Element addressing

Contents for HSS IMS GUP Components can be addressed with XpPagbamtation format as an input parameter for
select clauses. Each GUP Component has a unique key.

Example

Following Select element addresses the Barringindication element in the SubscriptionldentificationAndNumbering
GUP Component. Public User Identisyspecified by ResourcelD in the procedure message element, e.g. Query.

<Select>
<ComponentType>

http://3gpp/gup/ns/comp/SubscriptionldentificationAndNumbering

</ComponentTge>

<GCLRef>
/ISubscriptionldentificationAndNumbering/Barringindication

</GCLRef>

</Select>

A.1.3 Relationships of the HSS IMS GUP Components

Each HSS IMS GUP Component contains a native key element, or if that is not available, an artificial key has been
generated for it. Table A.1 shows how HSS IMS GUP Components can refer each other.

Referencing Component is the referencing GUP Component. Referencing element is the referencing element of that
GUP Component.

Referenced Component is a referenced GUP CoermgoReferenced key element is the referenced key element of that
GUP Component.

ResourcelD Identifier (see 7.1 ResourcelD) type describes which type of value is contained in the key. Each instance of
these GUP Components can be addressed directly witiparndResourcelD value.

Table A.2 Relationships of the HSS IMS GUP Components

Referencing Referencing Referenced Referenced key element Resourcel D I dentifier
Component element Component type
AuthenticationAn | PrivateUserldentityR HSSIMSDda Identity of IMS Private Identity
dCiphering eference ) _

PrivateUserldentity
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HSSIMSData AuthenticationAndC | AuthenticationAn | AuthenticationAndCipheri| Generic Data Reference
ipheringReference | dCiphering ngKey
Subscriptionldentific| Subscriptionldentii PublicUserldentity IMS Public Identity
ationAndNumbering | ficationAndNumb
Reference ering

ImplicitlyReqgister

Subscriptionldentific

Subscriptionldenti

PublicUserldentity

IMS Public Identity

edldSet ationAndNumbering | ficationAndNumb
Reference ering
Subscriptionident| PrivatdJserldentityR | HSSIMSData Identity of IMS Private Identity

ificationAndNum
bering

eference

PrivateUserldentity

ServiceProfileRefere
nce

ServiceProfile

ServiceProfileKey

Generic Data Reference

ImplicitlyReqgistered|
dSetReference

ImplicitlyReqgister
edldSet

ImplicitlyReqgisteredldSet
Key

Generic Data Reference

ServiceProfile

Subscriptionldentific

Subscriptionldenti

PublicUserldentity

IMS Public Identity

ationAndNumbering | ficationAndNumb
Reference ering
HSSIMSData HSSIMSDataKey Generic Data Reference

A.2 HSS IMS GUP Component structure

HSS IMS GUP Component model includes following Components:

- HSSIMSData

- AuthenticationAndCiphering

- SubscriptionldentificationAndNumbering

- ImplicitlyRegisteredldSet

- ServiceProfile

This model is mainly based on the HSS data described in 3GPP TS 23.00&H8hti&ation information is

described in TS 33.203 [12] and TS 33.102 [11]. Data relationships are mainly based on descriptions from 3GPP

TS 23.228 [9], 3GPP TS 29.328 [10] and 3GPP TS 29.228 [7].

Editor's note: CAMEL related data is FFS

Editor’s note: Chaying related data is FFS

A.2.1 HSSIMSData GUP Component

HSS IMS Data contains-SSCF Selection Registrationand Private User Identity information.

HSS IMS Data contains also following data for Component linking purposes.

- HSSIMSDataKey

0 HSS IMS Data Keys a primary key to uniquely identify HSS IMS Data Component.

0 This value must be unique within all HSS IMS Data Components.

A.2.1.1 SCSCFSelection

S-CSCF Selection contains the following data, which are described in 3GPP TS 23.008 [8].
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- MandatoryCapability
- OptionalCapability
- PreferredSCSCF

A.2.1.2 Registration

Registration contains the following data, which are described in 3GPP TS 23.008 [8].
- SCSCFName
- DiameterClientAddressOfSCSCF

A.2.1.3 PrivateUserldentity
Private User Identity contains the following datdich is described in 3GPP TS 23.008 [8].
- Identity (Private User Identity)

In addition to the data listed above, Private User Identity element contains the following data for component linking
purposes.

- SubscriptionldentificationAndNumberingReference

0 Subscription Identification And NumberinBeference list links this Private User Identity element to
zero or more Public User IdentitiesSubscription Identification And NumberitgUP Component.

- AuthenticationAndCipheringReference
o Authentication And Ciphennig Reference links this Private User Identity element to the

Authentication And Ciphering GUP Component.

A.2.2 AuthenticationAndCiphering GUP Component

[Editor’s note: to be defined in more detail]

Authentication and Ciphering contains the following dataich are described in 3GPP TS 33.102 [11].
- K
- Algorithm
- AMF

K parameter can contain either Secret Key or Encrypted Secret Key value. The encryption algorithm is implementation
specific.

In addition to data listed above, Authentication And Ciphering Compamuantains the following data for component
linking purposes.

- AuthenticationAndCipheringKey

o0 Authentication And Ciphering Key is a primary key to uniquely identify Authentication And
Ciphering Component.

- PrivateUserldentityReference

o Private User Identity &erence links this Authentication And Ciphering GUP Component to one
Identity element of the Private User Identity element in HSS IMS Data GUP Component.

3GPP



Release 6 54 3GPP TS 29.240 V2.0.0 (2005-03)

A.2.3 SubscriptionldentificationAndNumbering GUP Component

Subscription Identification And Numberir@omponent contains the following data, which are described in 3GPP TS
23.008 [8].

- PublicUserldentity
- BarringIndication
- ListOfAuthorizedVisitedNetworkldentifiers
- ServicesRelatedToUnregisteredState
Public User Identity is a primary key element for the Supson Identification And Numbering Component.

In addition to the data listed above, Subscription Identification And Numbering Component contains the following data
for component linking purposes.

- PrivateUserldentityReference

o Private User Identity Refereadist links this Subscription Identification And Numbering Component
to one or more Identity elements of the Private User Identity element in HSS IMS Data GUP
Component.

- ServiceProfileReference

0 Service Profile Reference links this Subscription IdentiticeAnd Numbering Component to a
Service Profile Key element in Service Profile GUP Component.

- ImplicitlyRegisteredldSetReference

o Implicitly Registered Id Set Reference links this Subscription Identification And Numbering
Component to an Implicitly Regised Id Set Key element in Implicitly Registered Id Set GUP
Component.

A.2.3.1 RepositoryData
Repository Data contains additional-Bkerface data, which are described in 3GPP TS 29.328 [10].
- AdditionalShData
Editor’s note: to be defined in more detalil

Editor’'s note: CAMEL related data is FFS

A.2.4 ServiceProfile GUP Component

The present sub clause presents the Service Profile GUP Component contents, which are defined based on the 3GPP TS
29.228 [7].

There exist some naming convention differences betwegricd Profile GUP Component XML Schema and XML
Schema for Cx interface described in 3GPP TS 29.228 [7]. GUP XML Schema uses data type in a format XxxType,
where XML Schema for Cx interface uses format tXxx.

E.g. corresponding GUP data element type foviSeProfileType is tServiceProfileCx element type. This rule is
valid to data types under ServiceProfileTwgata type.

Service Profile contains the following data for Component linking purposes.
- ServiceProfileKey
o Service Profile Key is a primary key tmiquely identify Service Profile Component.

o0 This value must be unique within all Service Profile data.
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- SubscriptionldentificationAndNumberingReference

0 Subscription Identification And Numbering Reference list links this Service Profile Component to
zero @ more Public User Identity element in Subscription Identification And Numbering
Components.

A.2.4.1 CoreNetworkServiceAuthorization
Core Network Service Authorization contains the following data, which are described in 3GPP TS 29.228 [7].
- SubscribedMedia@fileldentifier

A.2.4.2 InitialFilterCriteria

Initial Filter Criteria contains the following data, which are described in 3GPP TS 29.228 [7]. All data under Initial
Filter Criteria are described in 3GPP TS 29.228 [7].

- Priority

A.2.4.2.1 ApplicationServer

The present sub clause presents the Application Server element contents, which are defined based on the 3GPP TS
29.228 [7].

- ServerName
- DefaultHandling

- Servicelnfo

A.2.4.2.2 TriggerPoint

The present sub clause presents the Trigger Point element conteatsaxe defined based on the 3GPP TS 29.228
[71.

- ConditionTypeCNF

A.2.4.2.2.1 ServicePointTrigger

The present sub clause presents the Service Point Trigger element contents, which are defined based on the 3GPP TS
29.228 [7].

Corresponding data element@x reference point is SePoTri.
- ConditionNegated
- Group

Service Point Trigger contains one of the following data structures described below.

A.2.4.2.2.1.1RequestURI
The present sub clause presents the Request URI element contents, which are definedima8&PehTS 29.228 [7].

- RequestURI

A.2.4.2.2.1.2Method
The present sub clause presents the Method element contents, which are defined based on the 3GPP TS 29.228 [7].

- Method
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A.2.4.2.2.1.3SIPHeader
The present sub clause presents the SIP Header elenéstts, which are defined based on the 3GPP TS 29.228 [7].
- Header

- Content

A.2.4.2.2.1.4SessionCase
The present sub clause presents the Session Case element contents, which are defined based on the 3GPP TS 29.228 [7

- SessionCase

A.2.4.2.2.1.5SessionDescription

The present sub clause presents the Session Description element contents, which are defined based on the 3GPP TS
29.228 [7].

- Line

- Content

A.2.5 ImplicitlyRegisteredidSet GUP Component
Implicitly Registered Id Set contains the following data, whéctescribed in 3GPP TS 29.228 [7].
- RegistrationStatus

In addition to data listed above, Implicitly Registered Id Set Component contains the following data for component
linking purposes.

- ImplicitlyRegisteredldSetKey

o Implicitly Registered Id Set Key is aipary key to uniquely identify Implicitly Registered Id Set
Component.

0 This value must be unique within all Implicitly Registered Id Set data.
- SubscriptionldentificationAndNumberingReference

o0 Subscription Identification And Numbering Reference list lifilks tmplicitly Registered Id Set
Component to zero or more Public User Identity element in Subscription Identification And
Numbering Components.

A.3 Common Data Types

GUP Components share some common data types defined in the CommonDataTypéddlx&thema file.

That XML Schema file includes the following elements or element types used by other GUP XML Schema files:

Extension

o Will be used as an extension element

ExtensionType

o Extension element type

GenericDataType

o Will be used as a generic data type

GeneicComponentReferenceType
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o Will be used as a generic Component reference type

A.4  Data Services Template Checklist tables

GUP is an instance of a data service as described by Liberty Alliance Data Services Template [13] specification and all
its stipulatons are hereby incorporated unless expressly waived or modified in this specification.

This section presents the checklist tables as defined in Liberty Alliance Data Service Template [13] specification filled
in with the values corresponding of the use3MS GUP Data component.

Table ??. General Service Parameters(1/2)

Parameter Value

<Servi ceType>

Discovery Options

Data Schema

Sel ect Type Definition

Semantics of theSel ect >
element

Table ??. General Service Parameters (2/2)

Parameter Value

Element uniqueness

Data Extension Supported

Tablexx. Query Parameters (1/2)

Parameter Value

Support querying

Multiple <Quer y> elements

Multiple <Queryl t en»
elements

Support sorting

Sort Type definition

SupportchangedSi nce

Supported formats

Tablexx. Query Parameters (2/2)

Par ameter | Value
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Supporti ncl udeConmon
Attributes

Support pagination

Support static sets

<Ext ensi on> in <Query>

Table xx. M odify Parameters

Par ameter

Value

Support modication

Multiple <Modi f y>
elements

Multiple <Modi fi cati on>
elements

Support partial success

Support
not ChangedSi nce

<Ext ensi on> in
<Modi fy>

Table xx. Subscribe Parameters (1/2)

Par ameter

Value

Support subscribing to
notifications

Use of the<Subscri be>
element for modifying and
renewing subcriptions.

Multiple <Subscri be>
elements

Multiple <Subscri pti on> ele
ments

Use of the<Not i f yEndedTo>
element

TypeType ddinition

Table xx. Subscribe Parameters (2/2)

Par ameter

Value

Tri gger Type definition

Start of a subscription

Subscription expiration

Use ofexpi res anddurati on
at

tributes

Supportexpi res==starts

Support zeraur at i on

<Ext ensi on> in
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<Subscri be>

Table xx. QuerySubscriptions Parameters

Par ameter

Value

Support querying existing
subscripions

Multiple
<Quer ySubscri pti ons>
elements

<Ext ensi on> in
<QuerySubscrip

Table xx. Notify Parameters

Parameter

Value

Support ndfications

Are notffications acknowledged

<Ext ensi on> in<Noti fy>

Table xx. EndNotify Parameters

Par ameter

Value

Support end ndiications

Are end nofiications
acknowledged

<Ext ensi on> in <Ended>

Annex <B> (normative):

WSDL Definitions

Ediror’'s note: This shall include operations

Annex <C> (normative):
XML Schema Definitions

Ediror’'s note: This shall include content for operations
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Annex <D> (informative):
XML Schema Structure

There are several different XML Schemas needed fterdifit purposes in GUP. One set of schemas is needed to
describe the procedure level data (procedure names and their parameters) while another set of schemas are used to
describe the profile data carried with different procedures.

The following figure dexribes different kind of XML Schemas and their relations.

GUP Schemas
GUP Procedure Schema

Procedure parameters GUP Profile Common Definitions
<see structure from Figure 2> <XML Schema>
Data Payload Data Payload
XML elements XML elements
XML attributes XML attributes

Figure D.1. XML Schemas and their relations

The purpose of the GUP Procedure Schema is to describe all the GUP procedures and their parameters.

The XML Schemas of the GUP procedures includedefned places for conveying the actual profile data which have
XML Schemas of their own. E.g., the XML Schema definition of the Query procedure (the response element) includes
the 'Data’ element for placing data of GUP Components.

The following data spefic schemas are defined:

* Profile Component Schema Template
» Component type specific Profile Component Schemas
*  GUP Common Definitions Schemas.

The purpose of the Profile Component Schema Template is to give an example how guidelines of this specdfication a
implemented in practise in defining a new XML Schema. The template describes different items of definition. It is
recommended to check the definitions from the template when defineing Profile Component Schemas in order to have a
uniform structure for &lProfile Components.

For each type of GUP Component there is one Profile Component Schema, which may contain or refer to other XML
Schemas. GUP specifies certain Profile Component Schemas, e.g., HSS specific Profile Component Schema(s), and
guidelines orhow to specify additional GUP compatible Profile Component schemas. The Profile Component Schema
Template gives an example of a generic Profile Component Schema and shows how the guidelines are implemented in
practise.

The GUP Common Definitions Schemassdribe sets of XML items and XML data type definitions commonly used by
other GUP specific schemas. Also the needed metadata items are defined. The GUP Common Definitions Schemas
have no usage of their own, but they are utilized by most of the GUP setiémas.

There is no separate XML Schema describing the whole User Profile needed for the Rg reference point. However, the
present document shows how the profile XML document containing data from several GUP Components is composed
from a number of sepamProfile Component Schemas (see Figure 2). Even when there is no XML Schema, the Profile
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Component Schemas known by both the sending and receiving entity can be used to validate and interpret the data of
individual GUP Components. Note that the GUP Conegmts may reference other GUP Components that may be e.g.
for common use.

GUP Profile
<structure>
[
[ ]
GUP Component (*) GUP Component
Profile Component Schema Profile Component Schema
Guidelines -
<logical> | <same subelements with (*)>
Prof Comp Tmpl Schema
[ ]
GUP Component Data payload Common Definitions
Profile Component Schema XML elements <XML Schema>
XML attributes
<same subelements with (*)> Data Payload

XML elements
XML attributes

Figure D.2. XML Schemas composing a GUP Profile

More information about the XML Schemas and their structures can be found in clause 6 of the present document.
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Annex <F>: SOAP binding for GUP headers

Editor's note: copy/paste from Chapter 9.2 from version ONe@ds to be revised.

The SOAP protocol is applied in the Rp reference point. SOAP provides a mechanism for exchanging structured and
typed information between peers usiiiL. It is a very generic protocol which can also be used to carry remote
procedure calls. Each SOAP message has an element "Envelope" and its immediate child elements "Header" and
"Body". SOAP carries the GUP procedure elements in its body part in emoplvith the SOAP standard "Simple

Object Access Protocol (SOAP) 1.1" [5]. The GUP Procedure elements are placed immediately below the Body
element. If there are several requests or responses, the GUP Procedure elements are carried one after another.

GUP SOAP messages are specified to run over standard http , see “Hypertext Transfer PrHitddéll.1” [6] as
specified in "Simple Object Access Protocol (SOAP) 1.1" [5] but implementations may also support other transport
mechanisms. If any SOAP level eris reported, no application data are returned. The used SOAP binding and error
reporting mechanisms are defined in Liberty\WJ5F SOAP Binding Specification [14].

There are a number of SOAP Header elements defined for GUP. The first part of eachstaefied according to

the Liberty IDWSF SOAP Binding Specification [14] which specifies the following header blocks that are also
applicable in GUP:Editor’s note: Whether the GUP framework will support a subset of SOAP headers defined by
the SOAP specidiation and also by Liberty HOWSF SOAP Binding Specification [14] is FFS. Additionally some

GUP specific SOAP headers may also be required FFS. The implementation is FFS. Editor's note: Namespaces for

SOAP headers are FFS.

F.1 Correlation header

The corrd¢ation header is implemented using the CorrelationType defined by the LA SOAP binding.

<xs:conpl exType nane="correl ati onType">
<xs:attribute nanme="nessagel D' type="I|DType" use="required"/>
<xs:attribute name="ref ToMessagel D' type="I1DType" use="optional"/>
<xs:attribute nane="ti nestanp” type="xs:dateTime" use="required"/>
<xs:attribute nanme="id" type="xs:|ID' use="optional"/>
<xs:attribute ref="S: nmust Under stand" use="optional "/>
<xs:attribute ref="S:actor" use="optional"/>
</ xs: conpl exType>

F.2 Provider header

The provider header is implemented using the ProviderType defined by the LA SOAP binding.

<xs:conpl exType name="Provi der Type" >
<xs:attribute name="providerl D" type="xs:anyURl " use="required"/>
<xs:attribute nane="affiliationl D' type="xs:anyURl" use="optional"/>
<xs:attribute nanme="id" type="xs:|ID' use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>

</ xs: conpl exType>

F.3 ProcessingContext header

The ProcessingContext headeimplemented using the Processing ContextType defined by the LA SOAP binding.
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<xs: conpl exType nane="Processi hgCont ext Type" >
<xs: si nmpl eCont ent >
<xs:extension base="xs:anyURl ">
<xs:attribute name="id" type="xs:ID' use="optional"/>
<xs:attribute ref="S: must Under st and” use="optional "/>
<xs:attribute ref="S:actor” use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

F.4 Consent header

The consent header is implemented using the consentType defined by the LA SOAP binding.

<xs: conpl exType name="consent Type" >
<xs:attribute name="uri" type="xs:anyURlI" use="required"/>
<xs:attribute nane="ti nestanp” type="xs:dateTi me" use="optional"/>
<xs:attribute nane="id" type="xs:|ID' use="optional"/>
<xs:attribute ref="S: must Understand" use="optional "/>
<xs:attribute ref="S:actor" use="optional"/>

</ xs: conpl exType>

F.5 UsageDirective header

The UsageDirective header is implemented using the UsageDirectiveType defined by the LA SOAP binding.

<conpl exType nane="UsageDirectiveType">
<sequence>
<xs:any namespace="##ot her" processContents="1ax" maxOccurs="unbounded"/>
</ sequence>
<attribute name="ref" type="reference" use="required"/>
<attribute name="id" type="id" use="optional"/>
<attribute ref="8S: nust Under st and" use="optional "/>
<attribute ref="S:actor"” use="optional"/>
</ conpl exType>

F.6 ServicelnstanceUpdate header

The Servicelnstance header is implemented using the ServicelnstanceType defined by the LA SOAP binding.

<xs: conpl exType name="Servi cel nst anceUpdat eType" >
<XS:sequence>
<xs: el enent nanme="SecurityMechl D' type="xs:anyURI " m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el enent name="Credential" m nCccurs="0" nmaxCccurs="unbounded">
<xs: conpl exType>
<XS:sequence>
<XS:any nanespace="##any" processContents="|ax"/>
</ xs: sequence>
<xs:attribute name="notOnOrAfter" type="xs:dateTine" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="Endpoi nt" type="xs:anyURl" m nQccurs="0"/>
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</ Xxs: sequence>
<xs:attribute nanme="id" type="xs:ID' use="optional"/>
<xs:attribute ref="S:nmustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>

</ xs: conpl exType>

F.7 Timeout header

The Timeout header is implemented using the TimeoutTypeeatkhy the LA SOAP binding.

<xs: conpl exType name="Ti neout Type" >

<xs:attribute name="nmaxProcessi ngTi ne" type="xs:integer" use="required"/>
<xs:attribute nanme="id" type="xs:|ID' use="optional"/>

<xs:attribute ref="S: nmust Understand" use="optional "/>

<xs:attribute ref="S:actor" use="optional"/>

</ xs: conpl exType>

F.8 CredentialsContext header

The CredentialsContext header is implemented using the CredentialsContextType defined by the LA SOAP binding.

<xs: conpl exType name="Credenti al sCont ext Type" >
<Xs:sequence>
<xs:elenment ref="1ib: Request Aut hnCont ext" mi nCccurs="0"/>
<xs: el enent nane="SecurityMechl D' type="xs:anyURI " m nCccurs="0"
maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="id" type="xs:ID' use="optional"/>
<xs:attribute ref="S:nmustUnderstand" use="optional"/>
<xs:attribute ref="S:actor"” use="optional"/>
</ xs: conpl exType>

F.9wsse:Security header [LibertySecMech]
F.10 is:UserInteraction header [Libertylnteract]

F.11 Example

We now provide a simple example of the usage of the GUP headers in the context of the GUP SOAP binding.

Editor’s note: copypaste from the LA soabinding spec and make it GUP compliant.
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Annex G (informative):
Change history

Change history

Date TSG # |TSG Doc. |[CR |Rev |Subject/Comment Old New
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2003-09-30 Version of the draft specification after CN4#20 0.0.0 [0.1.0
2004-02-20 Version of the draft specification after CN4#22 0.1.0 |0.2.0
2004-04-20 N4-040492 Version of the draft specification after CN4#22bis 0.2.0 |0.3.0
2004-06-22 N4-040836 Version of the draft specification after CN4#23bis 0.3.0 (0.4.0
2004-06-23 N4-040851 Editorial changes to table of contents 0.4.0 (0.4.1
2004-08-19 N4-041149 Version of the draft specification after CN4#24 0.4.1 |0.5.0
2004-11-19 N4-041638 Version of the draft specification after CN4#24 050 ]0.7.1
2005-02-22 N4-050427 Version of the draft specification after CN4#26 100 |1.1.0
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e N4-050426 (GUP resource IDs)
e N4-050380 (DST tables in Annex A)
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authorization)
*  N4-050370 (editorial changes and missing
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