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Outstanding Issues:

- Details of the security solution
- Access control: choices of condition languages, placeholder default primitive condition language
- GUP profile schema structure:

1. Schema design framework.

2. Schema alignment with Liberty Alliance (common attributes).

3. Concrete schema for subset of GUP profile schema (final version of HSS component)

- 9.4 List procedure further definition (SA2 Discovery Service)

- 11 Rg definition checking (currently copied from Rp definition)
- Annex B: WSDL definitions
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Editorial Issues

- Profile definition in 8.4.2 is not according to chapter 8.3, Liberty DST guidelines nor TS 23.241.
- Component definitions and their usage are inadequately defined

- GCL is inadequately described

- Metadata concept is unclear in details and as a whole

- Liberty DST usage (include) unclear (schemas)

- Style needs revising (e.g. using "we", "LA" is not an official defined term)

- Filter in Select not described (query is just one kind of use of select)

Contentious Issues:

- Defining just SOAP binding without any additional abstract layer



3GPP TS 29240 V1.0.0 (2004-12)

Technical Specification

3rd Generation Partnership Project;

3GPP Generic User Profile;
Stage 3; Network
(Release 6)

T

The present document has been developed within the 3 Generation Partnership Project (3GPP ™) and may be further elaborated for the purposes of 3GPP.

The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPPonly. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP™ system should be obtained via the 3GPP Organizational Partners Publications Offices.




Release 6 2 3GPP TS 29.240 V1.0.0 (2004-12)

Keywords
3GPP, GUP, Network

3GPP

Postal address

3GPP support office address
650 Route des Lucioles - Sophia Antipolis
Valbonne - FRANCE
Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet
http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in al media

© 2004, 3GPP Organizational Partners (ARIB, CCSA, ETSI, T1, TTA, TTC).
All rights reserved.

3GPP



Release 6 3 3GPP TS 29.240 V1.0.0 (2004-12)

1 Contents

2 01 £= V1Yo (o R 7
3 [F 100 U Tox 4 o] o ISP 7
4 oo 0L 8
5 L= £ 107 ST 8
6 Definitions, symbols and abbreViations............coviieiiieeie e neas 9
6.1 DEfINIIONS. ...ttt e ettt e et e et e s be e s be e beeasesaeesaeesbeeabeeaseeaeeeseesbeesbeesteenseeneeeaeesaeereanns 9
6.2 Y 1010 0] KT S TSP 9
6.3 ADDBIEVIBLIONS ...ttt ettt e st e st e e be et e s aeesaeesaeeebeebeeabeaaeeebeeabeesbeesbeeseenneeneesaeeereereenns 9
7 Y= T T 0T Tor = TSP 9
7.1 (DT AT (0] 11 a0 e (o] o |V 2N 10
7.2 o]0 oo B = Y= £ 10
8 GENEIAl GUITEITINES ...ttt sttt st e te s bt e e s teeneeseesteentesseeneesesaeeeeneestesneensenen 11
8.1 ReusiNG LiDErty AITTANCE DST ......oiiieiriiiciestere ettt b bbbt e et b bbb sn e s nnas 11
82 GUIAETNES FOr XIML USAJE ....cvereeeirtieeteet ettt ettt b ekt b bbbt et b et b e b e e bt e ene e s 12
8.3 GUP Specific Naming and NAMESPECES.........c.uiuirirririiietirieieiert ettt ese s s b b es e e nnenes 12
84 GUP PrOfil@ SCREIMAL......eeeeeeeeee ettt st b bbbt et e b s bt sh e e bt e bt e st e e et e seeebenae e 12
84.1 Guidelines for the construction of the profile SChema..........ccocveceeicce s 13
8.4.2 L 0] o S 13
8.5 D e W e (o= 1o o = 1o U= o P 14
85.1 (=TT (U= o T Y0 = (o) o 14
85.2 SEIMIBNTICS. ...tttk b bt h et e e bt et e b e b e e h e e ae e e e s b e SE e eR e AR e R £ e R e e e e R e eR e R e Rt Rt eR e e e e e nee b nreeneas 14
8.6 GUP MELAOBLAL........c.eeceeeitiectie ettt ettt e te et e st e e s te e sbe e beeseeaeesaeeeseeseenbesabesaeesseesseesbeesreeaseenseensesnnens 15
9 LT ] =TT 0T [T 0T TP 15
9.1 GENETEl PrINCIPIES ...ttt bbbt bbbt b et b e bbbt et bt b e e 15
9.2 L1 = L= OSSPSR 15
9.21 COrTElALION NEATEN ...ttt bbb et b e bt bt et e e et seeeb e et e e e seenbesreeneas 16
9211 1S 1 (o) o P U 16
9212 LO(0 011 o | APPSR PPP 16
9.2.2 PrOVIAE! NEBAEN ... et b e bttt e b s et b e bt eae e b e e e e b e nee b e nne e 16
9.221 1S 1 (o) o P U 16
9.22.2 L0 011 | RS 16
9.23 ProcessiNgCONEXE NEAAEN .........ceiuiiiie ettt bbb bbb 16
9231 [D1= ol g oo ] IO TP ST URT PP 16
9.2.3.2 L0 011 | RS 16
9.24 CONSENE NBAET ...ttt e et e et et e et e et e e be e be e besaeesaeesaeesbeeaseeaseeabeeatesteesaeesreesreeanan 17
9241 [D1= ol g ol o] o IO OE PSR RUT PR 17
9.24.2 LO(0 011 o | APPSR PPP 17
9.25 USBOEDITECHIVE NEAMEN ......ceee ettt et e et e s te et e e s e esaeste e teeteeneesneesneesneanseensennsens 17
9.25.1 1S 1 ) o P TP 17
9.25.2 LO(0 011 o | APPSR PPP 17
9.2.6 ServicelNStaNCeUPALE NEATEY ..........oouieiiee et et e e e beereesreesreenneennas 17
9.26.1 [D1= ol g ol o] o IO OE PSR RUT PR 17
9.2.6.2 L0 011 | RS 18
9.2.7 TIMEOUL NEATEY ... .ottt e et e et e s eshe e she e ebeeabeeaeeebeeebe e beenbeeateensesanesaneereanseenes 18
9271 [D1= ot g oo ] o ISP ST URT TP 18
9.2.7.2 L0 011 | RS 18
9.2.8 Credential SCONEEXE NEBOEN ...........coeeeee ettt ettt et et e te e sbeeneeneesaeneesneeneas 18
9.28.1 1S 1 (o) o P 18
9.2.8.2 LO(0 01 o | APPSR 18
9.2.9 wsse: Security header [LibertySECMECN].........oiioii et e snae s 19
9.29.1 1S 1 (o) o P U 19
9.29.2 LO(0 01 o | APPSR 19
9.2.10 is:UserInteraction header [LibertylNtEraCt] ..........cooveuveeeeieriesierese et 19

3GPP



Release 6 4 3GPP TS 29.240 V1.0.0 (2004-12)

9.210.1 [D1= ol g ol 0] IO PE T URT PP 19
9.2.10.2 (001 o | AT 19
9.3 GUP D@BEYPES ...ttt sttt sttt e s r e s r e bbb e s e e e e et Rt s Rt e R e e et e as e e e ne e R e sheebe e e e renneerenreene e e en 19
931 GUP RESOUICE THENTITIEIS. ...ttt ket b et b e e e bbbt e e et e seeeresaeenean 19
932 GUP SEIECETYPE. ..ottt ettt st bbbt b et e s e e e eb ekt sh e eb e e he e st et e e et seeebe et enneseenbenbenneas 20
9.3.3 ACCESS CONLIOl MELAHALALYPIE. ... .ceveeeeeeeiesiie e sttt e e e e esee e e saeesaeesaeenteenseenaesseenseensennsennenss 20
9.34 Y=o o R o 1= = o F= = N Y o= 21
94 GUP BITOI COUES ...ttt ettt sttt e bbbt bt e a et e st s e e e R e e bt eh e e a e e e e b e se e ke s bt eb e ebeeheene e e e beneeabenreene 23
9.5 GUP M ESSA0E TYPES .ttt ittt st e st sttt e st e st e s st e sabe e s et e e sabe e s et e e ssbe e sh b e e nae e e sabeeabbeesabeenseeesabeeeabeesbeennbenens 23
951 CrEALE MESSAGES . ... veure st ereete ettt sr ettt h e b et e e s e e e s Rt s r e R e e aeea e e s e es e R e se e e R e e Rt eh e e ae e e et seeebeeaeesnenrearenrenneas 23
9511 OVEIVIBWW ...ttt ettt e te st et e e st e st et e e e eeseeeb e st eaeemeemeeneeseeabeaaeeaeeneensenteseeseeneenseneenseseenneas 23
9512 CrEatE MEOUESE LY. ettt sttt sttt ettt e e e e e Rt bt sa e b e e e nene e r e s Rt ebe e e e e e renr e erenre e 23
9513 CrEaLE MESPONSE LY. vttt sttt ettt h et e e Rt E e bR e e e e e en e r e sr e b e e e e re e r e 24
9514 CrEaLe EXAMPI ...ttt bbb bbbt b e b et b e bt b b et b e b e be b e ne b 24
952 DE B MESSAYES. ...tttk b ettt b b a bt bbb h e b e e R b e s E e b et e bt b et b e e b e b et b et e b b 25
9521 OVEIVIBIV ...ttt ettt et bt et bt h e st et e e et £e e eb e h e ehe e R e e e e abeoe e b e e b e eh e e he e e en b e ne e b e e neenbeas e benbenneas 25
9.5.2.2 DTSN (ol e o (1SS A Y o= 25
9.5.2.3 DTSN (ol e 00 LS 1Y o= 25
95.24 DTS T (= 0] oL =SS 25
9.5.3 oL Y 1S T 26
9531 OVEIVIBIV ...ttt sttt b et bt bt he et e e et se e eb e Rt ehe e R e e e e m b e HE £ R e e b e eh e eheeaeenbene e b e e neenbenn e benbenreas 26
9532 MOTITY FEOUESE LY ...ttt bbbt bbbt b et b bbbt b b 26
9533 MOTITY FESPONSE LYPIE ...ttt bbbt b et b e bbbt ene b 26
9534 MOTITY EXBIMPIE ...ttt b bbbt bbbt bbb b 26
954 QUETY IMESSAGES .....cueeuteresreereste st et et sr ettt s bt er e et e e s e e e s e e bt sb e eh e e et e s s e e e eR e e R e e R e eE e e et e s e e s e s e nbesaeeb e e st esneneearenrenneas 27
9541 OVEIVIBWW ...ttt ettt e te ettt s st e st et e s e eeseeeb e seeaeemeemeeneeseeebeaaeeaeeneensenteseenseeneensensenseseesneas 27
9.54.2 QUETY TEOUESE LY .ttt ettt ettt ettt ettt ettt et e e sttt et b e s b e e bt e sbe e e s b e e sae e e sb b e e nae e e s b beenate e sbbeenaeeesbbeenneeeneee 27
9.54.3 (O NS Y == o0 gL ol Y oSSR 27
9.5.4.4 (O 1T Y A== 1. o= PSSP 27
955 SUDSCIIDE MESSAQES. ......ee ettt e e s ae e re e s teesteeeeeneeeseaeseenseentesseesseesaeesseennennnan 28
9551 OVEIVIBIV ...ttt ettt et bt et bt h e st et e e et £e e eb e h e ehe e R e e e e abeoe e b e e b e eh e e he e e en b e ne e b e e neenbeas e benbenneas 28
9.55.2 U0 e g oL = o 0= A Y o1 TP 28
9553 SUDSCITDE EXAMPI ...ttt et b e bbbt b e bbbt be b 28
9.5.6 UNSUDSCITDE MESSAGE. ...ttt ettt b e bt b e bbbt b e bbbt b e b b e 29
9.5.6.1 OVEIVIBWW ...ttt ettt e te ettt s st e st et e s e eeseeeb e seeaeemeemeeneeseeebeaaeeaeeneensenteseenseeneensensenseseesneas 29
9.5.6.2 UNSUDSCIIDE FEOUESE LYPR. ... ettt bbbt b 29
9.5.6.3 UNSUDSCIIDE EXAMPIE.......oiiecieieee bbbt s b et b e 29
957 INOLTY MESSAG. ...ttt b bbbt bt h b e b st e b e b e st s b e b e st e b e b et e b et e e b b 30
95.7.1 OVEIVIBIV ...ttt ettt et bt et bt h e st et e e et £e e eb e h e ehe e R e e e e abeoe e b e e b e eh e e he e e en b e ne e b e e neenbeas e benbenneas 30
9.5.7.2 N L Y (== 00 01 = Y o= 30
9.5.7.3 N U Y =2 2] o =SS 30
9.5.8 LIS 0SS o 31
9581 OVEIVIBIV ...ttt b et bt bt h et e e e b se e eb e e Rt ehe e R e e e e abe1e e e b e bt eh e e he e e en b e ne e b e e neentenn e benbeereas 31
9582 LISt FEOUESE LY ...ttt b e et b e bt b e et b e bbbt b b et b e bt b et ne s 31
9583 LISt FESDONSE LY. ..ttt ettt sttt bbbt bbbt bbbt b bt bttt b e bt b e e b e 31
9584 LSt EXBIMPIE. ...ttt et b e bbbt se et b e e a bRt b et bt bt bt b ne e 31
O T o 1= 1 o= PP PRSR 32
10.1 LT aTc = T Voo -SSP 32
10.2 PIOCEAUIES ...ttt bbbt b ae e a et et e b e e h e eb e e h e eh e e e e n b e seeeb e e bt ebeeb e e ae et e ne e beneeerennis 32
10.21 Create COMPONENE PrOCEAUIE. ........c.eerteeieeiesieseeseesteesteeeeeseesteestee e e tesseesseesseesseeseanseeseesseessessseesseessenneen 33
10.2.1.1 (€T 0Tc = 0 == o o1 o) o 33
10.2.1.2 Detail €0 BENAVIOUI ......ceiiiceieeeee et b e bttt e bbbt e e e e e b e b nnis 33
10.2.1.3 RS 0 B =S oo L= 33
10.2.2 Delete COMPONENE PrOCEAUIE.........eiuieeeertieetertite ettt sb ettt s bbbt b et e e bt be e e bt sbe b e e b b 35
10.2.21 GENEIEl AESCITPIION .ttt bbb bbbt b e bt b bt b e b et b bt ene b 35
10.2.2.2 (DTS =T Lol 7= 7= Y/ o U ST 35
10.2.2.3 LISt Of FESUIT COUBS .....oviieeeieeeee ettt sttt ettt e e se e beseeereeaeeneeseeseesreeneenes 35
10.2.3 MOUiTY DBLAPIOCEAUIE........ccuieeiiite ittt ettt b bbbt b e bt b e b et bt b et b e bt e bt s b et bbb e 36
10.2.3.1 (€T 0Tc = 0 == o o1 o) o 36
10.2.3.2 Detail €0 BENAVIOF ...ttt bttt e bbbttt e s e e e b e erennis 36
10.2.3.3 LISt O FESUIT COUBS ...ttt ettt et b e bbbt e se e b sbe bt e bt et e sbe s eneenes 36

3GPP



Release 6 5 3GPP TS 29.240 V1.0.0 (2004-12)

10.24 REBA DELA PrOCEOUIE. ... ettt sttt sttt b et b bbb e ae b et he b e s e e ae b e e e bt sbene bt st et bt b e e b e 37
10.24.1 GENEIEl AESCITPIION ..ttt bbbt b bbbt b e bt b e bt b e bt b e bt b b 37
10.24.2 (DTS =T Lol 7= 7= Y/ o U ST 37
10.24.3 LISt O FESUIT COUBS ...ttt bttt s b e bttt se e bbbt eae et e e sb e s b eneenes 37
10.25 SUDSCIiDE TO Data PrOCEAUIE. .......ccveeieeieee ettt et e e teete e sae e s re e teeteenteenaessaesseesreenseennas 38
10.25.1 (€T 0T = 0 == o o1 ) o U 38
10.2.5.2 DEtall €0 BENAVIOT........eeeeiieiiciieie ettt ettt st sttt ne st 38
10.25.3 LISt Of FESUIT COUBS ...ttt ettt e bbbt se e b sbe bt ea e et se e ebe b eneenes 38
10.2.6 UNSUDSCriDE TO Dal@a PrOCEAUNE..........eeiueeeeeie ettt te et e ettt esae s e st e e te e tesneesneesseesneenseensennsens 39
10.26.1 GENEIEl AESCITPIION .ttt et b et b bbbt b bt b e bt b e b et b b e b b 39
10.2.6.2 (DTS =T =0l 7= 7= Y/ o SRR 39
10.2.6.3 RS o B =S oo U= S 39
10.2.7 NOLITY DBIAPIOCEAUIE.........eiveeeieite ettt sttt sttt b et b et bbb st bt b e e e bt e b et e bt b s b et bt b e e s e 39
10.2.7.1 GENEIEl GESCITPIION ..ttt bbb bbbt b e bt b e bt bt b et b e bt b b 39
10.2.7.2 (DTS =T Lol 7= 7= Y/ o U ST 39
10.2.7.3 LISt OF FESUIT COUBS .....eviieeeieieeee ettt bbbt b e bttt et st e b sb e e bt eae et neesb e e b ene s 40
O o 1= 4 =0 TSSOSO PPPTPRSTSN 41
11.1 LT aTc = I T Voo -SSR 41
11.2 (0 10= o L= 41
11.21 Create COMPONENT PrOCEOUIE..........eeiterieieete ettt ettt sttt se et st se et st se et b e et bese bt sbeneebe et e seeaesbe st e e eee b 42
11.211 GENEIEl AESCITPIION .ttt b bt b e s bt b e bt b b et e b b et b b e b b 42
11.21.2 (DTS =T Lol 7= 7= Y/ o U S 42
11.2.1.3 RS 0 B =S oo L= 42
11.2.2 Delete COMPONENE PrOCEAUIE.........civiieuirtieeterttie ettt sb ettt sttt be e b b e e bt st et bt sbe b e eee b 44
11.2.2.1 (€T 0Tc = 0 == o o1 o) o 44
11.2.2.2 Detall €0 BENAVIOUI ........couiiiiieiiiiiie ettt st sttt ne st 44
11.2.2.3 LISt O FESUIT COUBS ...ttt e bbbt se e b s bt e b e e bt et e se e ebesbeeneenes 44
11.2.3 Y Koo [N YA B =N oot o (U] = S 45
11.23.1 (€T 0Tc = 0 == o o1 o) o P 45
11.2.3.2 DEtall €0 BENAVIOT........eeeeiieiieieie ettt bttt sttt bt ne st 45
11.2.3.3 LISt Of FESUIT COUBS .....oviieeeieeeee ettt sttt ettt e e se e beseeereeaeeneeseeseesreeneenes 45
11.24 REBA DELA PrOCEOUIE. ...ttt sttt bttt b bbbt a e s b e ae b e e e ae e b e s e e bt sbene et s b et ebe b e e b e 47
11.24.1 GENEIEl AESCITPIION .ttt bbb bbbt b e bt b bt b e b et b bt ene b 47
11.24.2 (DTS =T Lol 7= 7= Y/ o U ST 47
11.24.3 LISt Of FESUIT COUBS .....oviieeeieeeee ettt sttt ettt e e se e beseeereeaeeneeseeseesreeneenes 47
11.25 SUBSCIiDE TO Data PrOCEAUIE. .......ccveeteeieee ettt e et e e te e teeaesae e s re e teeteenteeneessaesreesseenseennas 49
11.25.1 (€T 0Tc = 0 == o o1 o) o 49
11.25.2 DEtall €0 BENAVIOT........eeeiiieiieieie et ettt bttt et e ene st 49
11.25.3 LISt O FESUIT COUBS ...ttt ettt st bbbttt se e bbbt e bt e b seeebe b ene s 49
11.2.6 UNSUDSCriDE TO Dal@a PrOCEAUNE..........eeiueeie et eeieetees ettt ee e s re et et eesae s s e s teeste e tesneesaeesneesneenseensennsens 50
11.26.1 (€T 0Tc = 0 == o o1 o) o P 50
11.2.6.2 (DTS =T <ol 7= 7= Y/ o S 50
11.2.6.3 RS o B == oo U= S 50
11.2.7 NOLITY DBIAPIOCEAUIE. ..ottt ettt sttt sttt b e et bbb se bt b e e e bt s b et e bt ebe s be e ebe s b e e b e 51
11.2.7.1 GENEIEl GESCITPIION .ttt b bbbt b e b et bt b et bt bt b e bt b b 51
11.2.7.2 (DTS =T Lol 7= 7= Y/ o U ST 51
11.2.7.3 RS 0 B =S oo U= S 51
12 Authentication, authorization @nd SECUMITY ........cvieerireeseieeese e ste e e e 52
111 F U 11 gl0] 114 o] o TP P RO U T PUPTPR 52
1211 0 0 I T 0T o =SSR 52
12.1.2 11.1.2 AUthorization related ata..........cooerereeeeeee ettt see e e 52
12121 2 AW g To .z o I U= SR 52
12.1.2.2 11.1.2.2 AUthOriZation @ITDULES.........ooiieieeeeee ettt s sae e ene e 52
12123 11.1.2.3 Management of authorization related data............cooeererererineree e 53
12.1.3 11.1.3 Execution of authorization [0QIC ........ccueeririeieirieieree e 53
12.14 11.1.4 Roles of GUP entities related to the authOriZation...........cccooiieiieeeieee e 53
1214111 N ] o] 1o 1§ o o S 53
1214112 GUP SErVEr @NO RAF ...ttt sttt e 54
1214113 IV Pz T 1= 0 0= T A= o SRR 54
1215 11.1.5 AUthorization dat@afOrMEL ............ooiiiiiiieeeee e et sr e 54

3GPP



Release 6 6 3GPP TS 29.240 V1.0.0 (2004-12)

12151 11.1.5.1 Example Of aUthoriZation data...........coveeririeiririeeeeeere e 54
ANNEX KA (NOMMIBLIVE): ....vvevicieeieie ettt st s e e s be e re e aesreereenne s Component Data Definitions55
Al HSS IMS GUP Component AefiNitiON.........c.ciueiiiiieie e te e st saessaesreesreesneenneennas 55
All LT 0TC = 0 === ] oo o 55
All1l XML Schemafilesfor HSSIMS GUP COMPONENES........ccoveiieriieiieieseeseeseesieeseesseeseeseessessseesseesses 56
A.l.2 LI e L= o [0 (= S o S 57
A.l13 Relationships of the HSS IM'S GUP COMPONENES .......ccveeieiieiieieesieesis e seesieesse e seesseesreeseesesseessaessens 57
A2 HSS IMS GUP COMPONENE SEFUCLUNE ..ottt sttt sn e s en et re e nre s 58
A21 HSSIMSData GUP COMPONENT ..ottt st sr e sresr e nesn e resresrenne e 58
A211 S O O S o (o o PSR 59
A.212 REGISIIALTON ...ttt bbb bbb s bbb bbbt b b e e r s 59
A.2.13 PrVEIEUSETAENTITY. ...ttt bbbt bbbt b 59
A.2.2 AuthenticationAndCiphering GUP COMPONENL..........ccceiiiieiieeieiseeseeseeseeiesseeseesaeseesseesseesseeseeseseens 59
A.2.3 Subscriptionl dentificationAndNumbering GUP COMPONENL..........ccveieereriieiieseeseesieeesee e e e see s 60
A.231 S 0T (0] Y - - VSR 60
A.24 ServiceProfile GUP COMPONENT ...........oiieiieie e seesees e e etesee st et eeaeseesseesreeseeaeeneesseesseenseesseesseeneas 60
A.241 CoreNetworkServiCEAULNOII ZAETON ..........cocueieiie e bbb 61
A.24.2 L L L= (O (= - TP PP PR RO 61
A2421 APPITCATONSEIVES ...ttt bbbt b bbb st bt et s bt et ene b 61
A.2422 THIGOEIPOINE. ...ttt ettt et b et b e et b e et b e e e st b e e e st e bese st e bt e e nnne 61
A.24221 SNV CEPO NI TFIGUEN ..ttt ettt ettt b bbbt b e bt b e bt eb e s b e e bt s e et ebese e e ebeseennebenre e 61
A24221.1 REQUESIURI ...ttt sb e bt e be e e bt e e ne e e be e e neeeabeeenneeenaee 61
A.242212 Y/ oo ST 61
A.242213 SIPHEAOEY ...ttt st sttt e st e e seeebeseeeaeese e e eneese e beseeneeenan 62
A242214 SESSIONCASE. ...ttt ettt ettt b bbbt b e et b s E e bt b he R et e bR e R e Rt Rt b e et et ne e b e enenns 62
A.242215 SESS ONDESCIIPLION. ... ceteeieeie et ee sttt et e e s et este e teestesseesneesaeesaeenseenseeneansenssenss 62
A.25 ImplicitlyRegisteredldSet GUP COMPONENT........ceiciieeieeseerieeieeeesteeseeseeseesaesasseesreesseeseesaesneessesssenss 62
A3 (0ol 00 100To A BT = Bl 1Y o1 T PRI 62
ANNEX <B> (NOFMALIVE): .....eoieiiiecee ettt sttt be s e be s re et e saesreenre e WSDL Definitions63
ANNEX <C> (NOFMELIVE): ...veeveeieieieee ettt e et e et a e tesaeenaesresreeneens XML Schema Definitions63
ANNEX <D> (INFOrMEALIVE): ... XML Schema Structure64
ANNEX <E> (INFOrMALIVE): ... DST check list66
Annex <F>: SOAP binding for GUP headers..........cocoiiiieicncieeee e 67
F.1 COrrelation NBAUEN .........oiiiireeeeeee ettt sa bt e e 67
F.2 ProVIAEr NEBATEN ......ocuiieeeeeee ettt sae b st eeneas 67
F.3 ProcessingCONIEXt NEATEY .........ociiiieeeeeiee e 67
F.4 (O] 015 < o 0= T [ 68
F.5 USAQEDITECHIVE NEATEN ...t 68
F.6 Servicel nstancelpdate hEAAEY ..........ccooeeiiii i e 68
F.7 TIMEOUL NBATEN ...ttt b bttt e e e 69
F.8 Credential SCONIEXt NEAAEY .........cceeiiecee e e 69
F.9 wsse: Secur ity header [LiDertySECMECh] .....ccuoviiiieicce e 69
F.10 is:User Interaction header [LiDertylNteract]........ccoooveieieieiiiiinsesereseseseseeeeeen 69
F.11 =101 0] [PPSR 69
F N 1 0Tc (110 g7 1Y) S Change history 70

3GPP



Release 6 7 3GPP TS 29.240 V1.0.0 (2004-12)

2 Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y thesecond digit isincremented for al changes of substance, i.e. technical enhancements, corrections,
updates, €tc.

z thethird digit isincremented when editoria only changes have been incorporated in the document.

3 Introduction

The fact of having several domains within the 3GPP mobile system (e.g. Circuit-Switched, Packet-Switched, IP
Multimedia Subsystem) and access technologies (e.g. GERAN, UTRAN and WLAN) introduces a wide distribution of
data associated with the user. Further, the new functions both in terminals and networks mean that the data related to
users, services and user equipment will be increased greatly. This causes difficulties for users, subscribers, network
operators and value added service providers to create, access and manage the user-related datalocated in different
entities.

The objective of specifying the 3GPP Generic User Profileis to provide a conceptua description to enable harmonised
usage of the user-related information located in different entities. Technically the 3GPP Generic User Profile provides
an architecture, data description and interface with mechanisms to handle the data.
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4 Scope

The present document defines the stage 3 network protocol description to the 3GPP Generic User Profile (GUP), which
includes the elements necessary to realise the stage 2 requirementsin 3GPP TS 23.240 [1].

5 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 23.240: "3GPP Generic User Profile - Architecture; Stage 2

[2] "Web Services Description Language (WSDL) 1.1," Christensen, Erik, Curbera, Francisco,
Meredith, Greg, Weerawarana, Sanjiva, eds. World Wide Web Consortium W3C Note (15 March
2001). http://www.w3.0rg/TR/2001/NOT E-wsdl-20010315

[3] Thompson, H.S., Beech, D., Maoney, M., Mendleshon, N., eds. (May 2002). "XML Schema Part
1: Structures,” Recommendation, World Wide Web Consortium
http://www.w3.0org/TR/xmlschema-1/

4 Biron, P.V., Malhotra, A., eds. (May 2002). "XML Schema Part 2: Datatypes," Recommendation,
World Wide Web Consortium http://www.w3.org/ TR/xmlschema-2/

[5] "Simple Object Access Pratocol (SOAP) 1.1," Box, Don, Ehnebuske, David , Kakivaya, Gopal,
Layman, Andrew, Mendel sohn, Noah, Nielsen, Henrik Frystyk, Thatte, Satish, Winer, Dave, eds.
World Wide Web Consortium W3C Note (08 May 2000). http://www.w3.0rg/ TR/2000/NOTE-

SOA P-20000508/

[6] RFC 2616 (June 1999): "Hypertext Transfer Protocol —HTTP/1.1"

[7 3GPP TS29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and
message contents’

[8] 3GPP TS 23.008: "Organization of subscriber data"

[9] 3GPP TS 23.228: "IP Multimedia Subsystems (IMS); Stage 2"

[10] 3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message
contents"

[11] 3GPP TS 33.102: "3G Security; Security architecture”

[12] 3GPP TS 33.203: "3G security; Access security for 1P-based services'

[13] "Liberty ID-WSF Data Services Template Specification", Liberty Alliance Project.

http://www.projectliberty.org/specs/draft-liberty-idwsf-dst-v2.0-01.pdf (draft)

[14] "Liberty ID-WSF SOAP Binding Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/liberty-idwsf-soap-binding-v1.1.pdf
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[15] "Liberty ID-WSF Security Mechanisms Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/liberty-i dwsf-security-mechani sms-v1.0.pdf

[16] IETF RFC 2246: "The TLS Protocol”

[17] "Liberty ID-WSF Discovery Service Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/liberty-i dwsf-disco-sve-v1.0.pdf

[18] IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax"

[19] IETF RFC 3261: "SIP: Session Initiation Protocol”

[20] IETF RFC 2486:" The Network Access |dentifier"

[21] 3GPP TS 23.003: "Numbering, addressing and identification”

[22] IETF RFC 2821:" Simple Mail Transfer Protocol"

6 Definitions, symbols and abbreviations

6.1 Definitions

For the purposes of the present document the following definitions apply:

3GPP Generic User Profile (GUP): The 3GPP Generic User Profileisthe collection of user related data which affects
the way in which an individual user experiences services and which may be accessed in a standardised manner as
described in this specification.

GUP Component: A GUP component islogicaly anindividual part of the Generic User Profile.
Data Element: theindivisible unit of Generic User Profile information.

Data Element Group: A pre-defined set of Data Elements and/or other Data Element Groups closely related to each
other. One or more Data Element Groups can constitute the GUP Component.

Data Description Method: A method describing how to define the data contained in the Generic User Profile

6.2 Symbols

For the purposes of the present document the following symbols apply:

Rg Reference Point between Applications and the GUP Server.
Rp Reference Point between the GUP Server and GUP Data Repositories, and between Applications
and GUP Data Repositories.

6.3 Abbreviations

For the purposes of the present document the following abbreviations apply:

GUP 3GPP Generic User Profile
RAF Repository Access Function

7 Main Concepts

The interfaces between the various el ements of the GUP framework are based on the SOAP protocol. Each interfaceis
defined in terms of the messages sent and received. The payload of each messageis XML, defined using an XML
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schema language. The framework, procedures, SOAP binding and security solutions of GUP are based on the Liberty
Alliance Project Project work.

7.1 Definition methodology
The definition of the interfaces can be divided into the following sections:
- Definition of the operations (WSDL/XML)
- Common functions like security, authentication and authorisation (WSDL/XML)

- Repository Access Function specific data contents for the operations (XML Schema)

7.2 Protocol layers

The protocol architecture of the Rg reference point is depicted in the figure 1. The essentia contents of this
specification describe the functionality, semantics and the WSDL/XML definitions of the interfaces. Additionally the
specia characteristics of the SOAP and http usage are defined. It is worth noting that part of the datais passed in the
SOAP headers but the most GUP specific datais placed in the SOAP message body.

Application GUP server
SO|.-'1‘-.F‘ SO|.-“-'-.F'
| |
HTTF HTTP
TCR/IP TCR/IP

Figure 1 GUP Rg reference point protocol architecture

The protocol architecture of the Rp reference point is depicted in the figure 2.

R RAF
s C'|-"1"- F 5 O|.-’-'-. p
| |
HTTF HTTP
TCRATP TCR/TIP

Figure 2 GUP Rp reference point protocol architecture
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The interface between Repository Access Function (RAF) and GUP Data Repository is not defined by the present
specification because it is not required to be standardised in [2] 3GPP Generic User Profile — Architecture. The protocol
contains following layers:

- Application layer

o Application level interface specification. All the operations and data are described by XML elements
and attributesin an XML Schemaand WSDL. The WSDL is defined by W3Cin [2].

0 Thestandard XML Schemais defined by W3C in [3] and [4].
0
- SOAP (Session layer)

0 SOAPisan XML based messaging protocol that provides support for remote procedure calls by
messaging. The SOAP protocol is defined by W3Cin[5].

0 A few specific header types are defined for GUP e.g. for message IDs and time stamps.
- HTTP (Transport layer)

0 HTTP defines how messages are transmitted and formatted. HTTP is a statel ess protocal, i.e. each
command is executed independently. HTTP is defined by RFC 2616 [6].

- TCP/IP (Network layer)

0 TCP/IP handles network communications between network nodes. GUP does not define any
special requirements for this layer.

8 General Guidelines

The GUP architecture has identified three kinds of entities: (1) client applications, (2) GUP servers and (3) data
repositories [point to stage 2]. For the communication between these entities, two interfaces have been defined, namely
Rp and Rg.

Communication between GUP entities is performed via the exchange of messages expressed as XML documents. XML
documents should include the XML declaration with the version and encoding attributes. The XML documents shall be
well-formed and valid. The W3C XML Schema[3,4] is used in GUP to define the structure of valid XML documents.
(once wetalk about LA, al of thisisredundant).

The implementation of the Rp and Rg interfaces follows the Liberty Alliance Data Service Template specification
[Liberty Alliance].

From a Liberty Alliance point of view, GUP servers and data repositories will play the role of Liberty Alliance data
Services.

8.1 Reusing Liberty Alliance DST

Liberty Alliance Data Service Template proposes a framework for web services that offer accessto datain general. In
the context of GUP, the data services should be restricted to GUP user profile data.

The Data Service Template defines: (1) some abstract definitions about messages that are sent and received by the web
service and (2) some guidelines regarding the structure of the data offered through the service.

More concretely, the Liberty Alliance Data Service Template specification offers a set of incomplete XML schemas
with placeholders (for datatypes) that need to be filled based on the nature of the data offered by the data service.

In the context of GUP, we will:

« fill the place holders with some GUP specific datatypes, and
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* add some new messages that are not offered by the Data Service Template specification

The details of thisinstantiation of the Liberty Alliance Data Service Template are summarized in the DST check list
presented in the Annex E.

The guidelines and naming conventions recommended by LA when using XML and XML Schemas are directly
applicableto GUP.

8.2 Guidelines for XML usage

WS001: Rewrite this chapter to align with Liberty DST.

8.3 GUP Specific Naming and Namespaces

The namespace URI for GUP specific XML documents is a 3GPP specific namespace identifier 'http://3gpp’ followed
by a namespace specific string starting with ‘gup’ followed by 'ns' and a sub-namespace specific for a certain
namespace. (The 'ns' is used to grouping instances of the namespace type of URIs together. Other types of usage of
URIs may be defined later.) The sub-namespaces are defined in GUP specifications and/or implementations.

Thus the syntax of the URI for all GUP specific namespaces is: 'http://3gpp/gup/ng/<sub-namespace>'.

The sub-namespace for the GUP Component specific Profile Components consists of the common ‘comp' part followed
by the component name.

The following namespaces are defined for GUP:

- GUP Prdfile: ‘http://3gpp/gup/ng/profile

- Common Attributes:  'http://3gpp/gup/ns/common/<name>'

- GUP procedures: 'http://3gpp/gup/ng/proc/<name>'

- GUP Components: 'http://3gpp/gup/ns/comp/<component name>'.

For example an HSS related component URN could be 'http://3gpp/gup/ns/comp/I M SSubscription'.
Editor’s note: This section should go into 23.003 when the specification is getting to a stable condition.

WS002: Liberty is using different syntax??? Check this and change this chapter.

8.4 GUP Profile schema

If the Liberty Alliance data service template specifies the interfaces that can be used to access this data, it does not
specify the exact nature of the data. In the context of GUP, we need to explicitly define what the subscriber profile data
consists of.

3GPP GUP defines a global schema for the XML content of the user profile.
This schemais unique and the same for every user. The schemais defined using W3C XML schemas.
The GUP user profile consists of profile components.

Editor’s note: there are many manners to generate the schema for Generic User Profile. But irrespectively of the manner
(e.g. one single XML schemavs many schema nested within each other), the schema can always be transformed into a
single "canonica" XML schema. A user profile will be avalid instance of this"canonical™ schema.

There are more than one way to define the global schema.

Option 1: the global schema defines a single rooted XML document that isavalid instance of the globa schema.
Option 2: the global schema consists of aset of sub-schemas, each with its own namespace. The schemadefines aset a
single rooted XML documents, each of them being a valid instance of one component defined by the schema.

We need to look at the pros and cons of both approaches in terms of : schema management and how this affects the
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applications. More precisely: applications should not have to worry about the whole schema, but only the parts they are
interested in; when one schema component gets modified, only applications using this component should care about the
change. [End of Editor’s note]
8.4.1 Guidelines for the construction of the profile schema
When designing the schema we want to achieve:

*  Modularity

¢ Extendghility

*  Readability

»  Easy support for versioning

» Isolation (only applications concerned by the schema component should be affected)

The recommended way to design the GUP schemais to split the schemainto schema components, each component
being defined as a separate XML schema document, with its own namespace.

Components are assembl ed together as optional content (minOccurs=0, maxOccurs=1) of an <al | > construct.

Editor’s note: thislast statement needs to be resolved. See option 1 and option 2 in the previous editor’ s note.

8.4.2 Example

To illustrate this, we show how we could define the top-level component of the GUP schema, as the " concatenation™ of
four different sub-schemas.

The component is defined by an XML schema document. The component namespace is defined by the targetNamespace
of the schema.

The sub-schemas used in the definition are referenced by (1) their namespace declaration in the <xsd: schena>
element and (2) by importing their corresponding schema documents (<xsd: i mport >).

Finaly, the top-level component is defined by a content-model that concatenates the four sub-schemas under an

<xsd: al | > contruct. We now illustrate how we can build components out of other components. Let’s assume that we
have four components (c1 ... c4), represented by four distinct namespaces (nscl ... nsc4) , described in four different
schemafiles, we can put them together as follows:

<?xm version="1.0"?>
<xsd: schema t ar get Nanespace="htt p:// 3gpp/ gup/ profile"
el enent For nDef aul t =" unqual i fi ed"
xm ns: xsd="ht t p: // www. wW3. or g/ 2001/ XM_Schema"
xm ns: nscl="http://3gpp/ gup/ profilelcl"
xm ns: nsc2="http://3gpp/ gup/ profilelc2"
xm ns: nsc3="http://3gpp/ gup/ profilel/c3"
xm ns: nsc4="http://3gpp/ gup/ profil e/ c4">

<xsd:inport nanmespace="http://3gpp/ gup/profile/cl"
schemalLocat i on="gup-profil e-cl. xsd"/>
<xsd: i nport nanespace="http://3gpp/gup/ profilel/c2"
schemaLocati on="gup-profil e-c2. xsd"/>
<xsd:inport nanmespace="http://3gpp/ gup/profile/c3"
schemalLocat i on="gup-profil e-c3. xsd"/ >
<xsd: i nport nanespace="http://3gpp/gup/ profilel/c4"
schemaLocati on="gup- profil e-c4. xsd"/>

<xsd: el ement nane="Top">
<xsd: conmpl exType>
<xsd:al | >
<xsd: el ement ref="nscl:cl" m nCccurs="0" maxQccurs="1"/>
<xsd: el ement ref="nsc2:c2" m nCccurs="0" maxQccurs="1"/>
<xsd: el ement ref="nsc3:c3" m nCccurs="0" nmaxQccurs="1"/>
<xsd: el ement ref="nsc4:c4" m nCccurs="0" maxQccurs="1"/>
</ xsd: al | >
</ xsd: conpl exType>
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</ xsd: el ement >
</ xsd: schema>

Note the benefits that we achieve using this way of doing things:

e Modularity: the GUP schema does not consist of a monalithic standa one document, but rather a collection of
small schemas that can be designed and maintained independently.

» Extenghility: at every level, it is possible to extend the schema by simply adding one child to the
<xsd: al | >.

e Readability
e Support for versioning

Editor’s note: the common attributes are optional for LA. Are we going to use them in GUP or should we just say that
we are not using them.

8.5 Data Referencing Language

For referencing components, the GUP Component Language (GCL) shall be used.
The GCL is a subset of the XPath 1.0 language [ X Path reference], as defined below

Editor’s note: we only use the name "GCL" as away to avoid confusion. In the fina version of this document, the
name will be skipped or replaced.

Editor’s note: we need to define the LA name to identify the GCL for the discovery service. Probably something
like: xpath-gup-gcl.
8.5.1 Language Syntax for GCL

The following subset of XPath shall be supported by GCL :

e only thechild:: and attribute:: axis of XPath are supported
e predicates are supported
e expressionsinside predicates only apply to attribute nodes or element nodes with no children

* expressionsinside predicates shall be of the form "node <op> value" where <op> ranges over the usual string
and arithmetic operators.

¢ boolean negation is supported
e ordina predicates are supported (e.g. [1], [last()], [position()<=2])

« theunion operator ("[') can be used at any level of nesting (not permitted for XPath 1.0, but OK with XPath
2.0)

Note: AND and OR are not part of the syntax because they can be emulated by already existing language constructs:
Alexpl AND exp2] corresponds to A[expl][exp2]; A[expl OR exp2] correspondsto A[expl] | A[exp2].

8.5.2 Semantics

The semantics of the GCL language can be defined as follows:

1. weevauate the GCL expression on the document using the XPath semantics leading to a set of nodes
2. for each nodein the set, we aso include its descendants and its ancestors
This defines a new document, sub-document of the origina document.
WS note: Thiswill be moved to the GUP Data types section.
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8.6 GUP metadata

The 3GPP Rp and Rg interfaces define the management of data and metadata for user profile components. For the sake
of uniformity, Rp and Rg do not define specia procedures for metadata management. Rather, we distinguish between
user profile components (or data components) and metadata components.

We define two kinds of metadata components. access control metadata and mapping metadata. The definition of other
metadata components (e.g. billing, etc.) is beyond the scope of this specification.

In the following definition, Resour cel DG oup and Sel ect Type are defined by Liberty Alliance.

9 GUP Bindings

Editor’s note: SOAP binding based on LA SOAP bindings (include reference).
Add an introduction paragraph.

We should say that GUP needsto remain protocol independent and therefore should not be tied to SOAP. We will
provide some bindings but the core of the spec is defined in terms of abstract messages.

9.1 General Principles
Editor’s note: talk about the LA philosophy about itemlD et al.
Editor’s note: copy/paste some stuff 9.1.1 (from version 0.3.0).
Editor’s note: LA version 1 vs LA version 2.
Editor’s note : how to properly include LA xsd types into our xsd types.
Editor’s note: we should mention that the "Document" style is preferred for SOAP messages.
Editor’s note: we should provide the corresponding WSDL filesin the appendix.

Editor’s note: we should mention how security is taken care of (work with SA3).

9.2 GUP headers

Editor’s note: Thisisthe current approved text on this:

We look at the SOAP headers needed by LA and abstract them into abstract headers that GUP will use. We then
map them back to SOAP for the GUP SOAP binding.

Liberty Alliance defines some headers needed when passing around messages. Since Liberty Alliance only defines a
SOAP binding, these headers are defined in terms of the SOAP protocol. But thisis NOT mandatory, as mentioned in
[soap-binding],

"Although this binding [SOAP binding] is the only one given in this specification, other protocols could be used to convey ID-*
messages, with appropriateness depending on the protocol selected and the target operational context. "

In the context of GUP, we will define a set of abstract headers needed by the messages exchanged between the various
parties, against the Rp and Rg interfaces. The information contained in these headers will be described as XML data
even though the binding may decide to map the information using a different syntax (e.g. ASCII, ASN.1, etc.). Inthe
following sections, namespace"S" corresponds to the SOAP namespace.

We provide a normative binding to SOAP (see Annex F) for the GUP headers.

3GPP



Release 6 16 3GPP TS 29.240 V1.0.0 (2004-12)

9.2.1 Correlation header

9.2.1.1 Description

The correlation header block provides a means for messages. Message correlation is achieved by using the
nessagel D attributeto identify individual messages. Additionally, a message may refer to another message by setting
itsr ef ToMessagel D attribute to the value of the nessagel D of the message of interest.

9.2.1.2 Content

The content of the correlation header can be defined using the following type.

<xs:conpl exType nane="correl ati onType">

<xs:attribute nane="nessagel D' type="I|DType" use="required"/>
<xs:attribute nanme="ref ToMessagel D' type="IDType" use="optional "/>
<xs:attribute name="tinestanp" type="xs:dateTine" use="required"/>
<xs:attribute name="id" type="xs:|D'" use="optional"/>

<xs:attribute name="nust Understand"” type="xs:bool ean" use="optional "/>
<xs:attribute nane="actor" type="xs:anyURI" use="optional"/>
</ xs: conpl exType>

9.2.2 Provider header

9.2.2.1 Description

This header block provides a means for a sender to claim that it 545
isrepresented by a given providerID value. The sender may also claim that it is a member of a given affiliation. Such
claims are generally verifiable by receivers by looking up these values in the sender’ s metadata [LibertyM etadata).

9.2.2.2 Content

<xs:conpl exType nanme="Provi der Type">
<xs:attribute name="providerl D' type="xs:anyURl " use="required"/>
<xs:attribute name="affiliationl D" type="xs:anyURl" use="optional"/>
<xs:attribute nanme="id" type="xs:ID"' use="optional"/>
<xs:attribute nanme="nust Understand" type="xs:bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl " use="optional"/>

</ xs: conpl exType>

9.2.3 ProcessingContext header

9.2.3.1 Description
This header block may be employed by a sender to signal to areceiver that the latter should add a specific additional

facet to the overall processing context in which any action(s) areinvoked as aresult of processing any message also
conveyed in the overall message.

9.2.3.2 Content

<xs:conpl exType nane="Processi ngCont ext Type" >
<xs: si nmpl eCont ent >
<xs:extensi on base="xs:anyURl ">
<xs:attribute name="id" type="xs:|D'" use="optional"/>
<xs:attribute name="nust Understand" type="xs:bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
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9.2.4 Consent header

9.2.4.1 Description

The Consent header block element MAY be employed by either arequester or areceiver. For example, the Principal
may be using a Liberty-enabled client or proxy (common in the wireless world), and in that sort of environment the
mobile operator may cause the Principal’ sterminal (AKA: cell phone) to prompt the principal for consent for some
interaction.

9.2.4.2 Content

<xs: conpl exType nane="consent Type">
<xs:attribute name="uri" type="xs:anyURl" use="required"/>
<xs:attribute name="tinestanp" type="xs:dateTine" use="optional"/>
<xs:attribute name="id" type="xs:I1D' use="optional"/>
<xs:attribute nanme="nust Understand" type="xs: Bool ean" use="optional "/>
<xs:attribute nane="actor" type="xs:anyURI" use="optional"/>

</ xs: conpl exType>

9.2.5 UsageDirective header

9.2.5.1 Description

Participants in the ID-WSF framework may need to indicate the privacy policy associated with a message. To facilitate
this, senders, acting as either aclient or a server, may add one or more UsageDirective header blocks to the message
being sent. A UsageDirective header appearing in a request message expresses intended usage. A UsageDirective header
appearing in aresponse expresses how the receiver of the responseis to use the response data.

9.2.5.2 Content

<conpl exType name="UsageDi rectiveType">
<sequence>
<XS:any nanmespace="##ot her" processContents="|ax" maxQccur s="unbounded"/>
</ sequence>
<attribute name="ref" type="reference" use="required"/>
<attribute name="id" type="id" use="optional"/>
<attribute name="must Under stand” type="xs:bool ean” use="optional "/>
<attribute name="actor" type="xs:anyURl " use="optional"/>
</ conpl exType>

9.2.6 ServicelnstanceUpdate header

9.2.6.1 Description

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a
different endpoint, or that they wish a different credential to be used than was originally specified by the entity for
access to the regquested resource.

The ServicelnstanceUpdate header allows a message receiver to indicate that a new endpoint, new credentias, or new
security mechanisms should be employed by the sender of the message.

The use of this header block allows the sender of the message to convey updates to security tokens, essentially
providing atoken renewa mechanism. Thisis not discussed further in this specification.
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9.2.6.2 Content

<xs: conpl exType nane="Servi cel nst anceUpdat eType" >
<XS:sequence>
<xs: el enent name="SecurityMechl D' type="xs:anyURI" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el enent name="Credential" m nCccurs="0" maxQccur s="unbounded" >
<xs:conpl exType>
<XS:sequence>
<xs:any namespace="##any" processContents="I|ax"/>
</ xs: sequence>
<xs:attribute name="notOnOr After" type="xs:dateTi ne" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs:el enent nanme="Endpoint" type="xs:anyURI" mi nCccurs="0"/>
</ xs: sequence>
<xs:attribute nanme="id" type="xs:ID"' use="optional"/>
<xs:attribute name="nust Understand" type="xs: bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl" use="optional"/>
</ xs: conpl exType>

9.2.7 Timeout header

9.2.7.1 Description

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount of
time. Such an entity would indicate their wish viathe Timeout header block.

9.2.7.2 Content

<xs: conpl exType name="Ti meout Type" >

<xs:attribute name="naxProcessingTi ne" type="xs:integer" use="required"/>
<xs:attribute nane="id" type="xs:ID"' use="optional"/>

<xs:attribute name="nust Understand" type="xs: bool ean" use="optional "/>
<xs:attribute ref="actor" type="xs:anyURl" use="optional"/>
</ xs: conpl exType>

9.2.8 CredentialsContext header

9.2.8.1 Description

It may be necessary for an entity receiving an ID-* message to indicate the type of credentials that should be used by
the requester in submitting a message.

9.2.8.2 Content

<xs:conpl exType nane="Credenti al sCont ext Type" >
<XS:sequence>
<xs:elenment ref="1ib: Request Aut hnCont ext” m nCccurs="0"/>
<xs: el enent nanme="SecurityMechl D' type="xs:anyURI" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="id" type="xs:ID"' use="optional"/>
<xs:attribute ref="S: must Under stand" use="optional "/>
<xs:attribute ref="S:actor" use="optional"/>
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</ xs: conpl exType>

We need to provide a SOAP agnostic definition of lib:RequestAuthnContext.

9.2.9 wsse:Security header [LibertySecMech]

9.2.9.1 Description

9.2.9.2 Content

The content of this header is defined in WS-Security.

9.2.10 is:Userlnteraction header [Libertylnteract]

Editor’s note: do we need it?

9.2.10.1 Description

9.2.10.2 Content

9.3 GUP Data types

GCL: need to check how the namespaces are handled by X Path. We may need to provide some hamespace declarations
in the GCL to resolve namespaces.

9.3.1 GUP Resource identifiers

Different types of subscriber identity may be specified. The format of a subscriber identity shall take the form:

"GUP:"<datavalue>"/"<identifier>

Where:

datavalue = The datavalue of theidentifier as specified in the <identifier> part.

identifier

A definitivelist of Identifiers are defined in table X below:

Theidentifier that is being used in the <dataval ue> part of the subscriber identity.

Identifier Comment Example (informative)
IMSI Subscriber's IMSI as defined in 3GPP TS GUP:234150999999999/IMSI
23.003 [21].
MSISDN Subscriber's MSISDN as defined in 3GPP GUP:447748000000/MSISDN

TS 23.003 [21]. The number shall be
specified in international format (excluding
the "+" symbol).

IMS Private Identity

Subscriber's IMS Private Identity as
defined in 3GPP TS 23.003 [21].

GUP:user.name@abc.examplemno.com/IMPI

IMS Public Identity

Subscriber's IMS Public Identity as defined
in 3GPP TS 23.003 [21].

GUP:user.name@xyz.examplemno.com/IMPU

E-mail Address

An e-mail address of the subscriber, in the
format specified in IETF RFC 2821 [19].

GUP:user.name@mail.examplemno.com/MAILTO

Generic Data
Reference

A format which is locally defined by an
HPLMN.

GUP:av23asd46fjh230dm/GEN

Table X: Composition of the Subscriber Identity

Editors note: There might be situations where these encoding schemes conflict with syntax of some identifiers (e.g.
SIP addresses). Thisis FFS.
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Theseidentifiers are defined using the following XML data types:

9.3.2 GUP SelectType

The Sel ect Type isthetype that must be defined by any service willing to be instantiated as a data service template
(see Annex E). For GUP, we need to distinguish two cases. simple queries (asking for a portion of one given user
profile) and list queries (asking of the list of profiles available from data repository). The SelectType consists of a
choi ce between the two cases.

Case 1 (regular queries): the type permits to access portions of the user profile. It consist of a GCL and an optiona
component name. GCLTy pe and Conponent Type are defined as strings.

Case 2 (list queries): the type represent the search filtering criteria, represented as a string.

<xs: conpl exType nane="Sel ect Type" >
<xs: choi ce>
<XS:sequence>
<xs: el enent nanme="Conponent" type="Conmponent Type" m nCccurs="0"
maxQccur s="1"/ >
<xs: el enent name="CGCL" type="CGCLType" m nCccurs="1" maxQOccurs="1"/>
</ xs: sequence>
<xs: el enent nanme="SearchFilter" type="SearchFilterType" m nQccurs="1"
maxQccur s="1"/ >
</ xs: choi ce>
</ xs: conpl exType>

<xs: si nmpl eType name="CCLType" >
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

<xs: si nmpl eType name="Conponent Type" >
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

<xs: si npl eType nanme="SearchFilterType">
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

9.3.3 Access control metadata type

The access control metadata component is defined by type aut hor i zat i onType. It consists of aresource (defined
using the Resour cel DG oup), the component defined by a GCL expression embedded in a Sel ect Type, alist of
reguestors, an action (read or write) and a condition.

The details of the condition language to be used for access control isleft for further study. Therefore, it represented as
<xs:any>intheaut hori zati onType.

<xsd: el enment nanme="aut hori zation" type="authori zationType"/>

<xsd: conpl exType nanme="aut hori zati onType" >
<xsd: sequence>
<xsd: group ref="Resourcel DG oup” nmi nCccurs="0" maxCccurs="1"/>
<xsd: el enent nanme="Sel ect Type" type="Sel ect Type" maxCOccurs="1"
m nCccurs="0"/>
<xsd: el enent nanme="requestors" maxCccurs="1" m nCccurs="1">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="requestor" m nCccurs="1"
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maxCccur s="unbounded" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string"/>
</ xsd: si npl eType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="condition">
<xsd: conpl exType>
<xsd: sequence>
<xsd:any m nCccurs="0" maxCccurs="1" processCont ent s="skip"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent nanme="action">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuneration value = "read"/>
<xsd: enuneration value = "wite"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement > </ xsd: sequence>
</ xsd: conpl exType>

Editor’ s note: for the condition, we should try to align with already existing standards such as XACML.

An example of an authorization component is given below:

<aut hori zati on>
<Resour cel D>j ohn. sm t h@ggp. or g</ Resour cel D>
<Sel ect Type>
<GCL>/ gup/identity</ GCL>
</ Sel ect Type>
<r equest or s>
<request or >* @gpp. or g</ r equest or >
</ request ors>
<condi ti on>
<rule id="1">true</rul e>
</ condition>
<action>
</ action>
</ aut hori zati on>

9.3.4 Mapping metadata type

A mapping metadata component maps one or more user profile components expressed using the GCL into the RAF that
manages this data.

The GCL expression is defined using the <Sel ect Type> of Liberty Alliance that we redefine for GUP.
The RAF isdefined using the <RAFType>.
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<xsd: si npl eType nanme="RAFType" >
<xsd:restriction base="xsd:string"/>
</ xsd: si npl eType>

<xsd: conpl exType name="Mappi ngType" >
<xsd: sequence>
<xsd: group ref="Resourcel D& oup" m nCccurs="0" maxCccurs="1"/>
<xsd: el enent nanme="Sel ect Type" type="Sel ect Type" mi nCccurs="0"
maxCccur s="1"/>
< >
<xsd: el enent nanme="RAF" type="RAFType”
m nCccurs="1" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<el ement nane=" Mappi ng” type="Mappi ngType”/ >

An example of a mapping metadata component is given below:

<Mappi ng>
<Resour cel D>j ohn. sm t h@ggp. or g</ Resour cel D>
<Sel ect Type>
<CGCL>/ gup/identity</ GCL>
</ Sel ect Type>
<RAF>i ds. 3gpp. or g</ RAF>
</ Mappi ng>
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9.4 GUP error codes

Thefollowing result codes are defined for GUP:

Act i onNot Aut hori zed Act i onNot Support ed Al'l Ret ur ned ChangeHi st or yNot Support ed
ChangedSi nceRet urnsAl | | Dat aToolLong Exi st sAl r eady Ext ensi onNot Support ed

Fai | ed I nval i dDat a I nval i dResour cel D I nval i dSel ect

M ssi ngNewDat aEl enent M ssi ngResour cel DEl enent | M ssi ngSel ect Modi fi edSi nce

NoMor eEl enent s NoMul ti pl eAl | owed NoMul ti pl eResour ces (03¢

Ti meQut Unexpect edErr or Request or Not Aut hori zed | | nval i dRequest or Dat a

Editor’ s note: we should mention the ones that are not part of LA.
ReguestorNotAuthorized, InvalidRequestorData, Invokel D codes.

For the next section, we should use the table to identify which result codes can be used or not. Use RequestorNetAuthorized
to show that the result codeis not applicable.

9.5 GUP Message Types

9.5.1 Create messages

9.5.1.1 Overview

The Create message is used by the application to add a new profile component. There may be more than one Create
elements in one message. The CreateResponse message provides the result of the procedure. Create request type.

9.5.1.2 Create request type

LA does not offer any message type for creation. We need to provide our own type.

<xs: conpl exType nane="Creat eType">
<XS:sequence>
<xs:group ref="Resourcel D& oup" m nCccurs="0"/>
<xs: el ement nane="Createlten! nmaxOccurs="unbounded">
<xs: conpl exType>
<XS: sequence>
<xs: el enent nane="Sel ect” type="Sel ect Type" m nCccurs="0"/>
<xs: el enent name="NewDat a" m nCccurs="0">
<xs: conpl exType>
<xs:any m nCccurs="0" maxCccurs="unbounded" />
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
<xs:attribute name="id" type="xs:1D'/>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement ref="Extension" m nOccurs="0" maxQccurs="unbounded"/>
</ xs: sequence>
<xs:attribute name="id" type="xs:1D"/>
<xs:attribute name="item D' type="I|DType"/>
</ xs: conpl exType>

WS-note: make sure that we are using the correct LA spec and not the one modified by Arnaud. Are we using DST v2.0
or amore recent one?
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9.5.1.3 Create response type

<xs: conpl exType nane="Cr eat eResponseType" >
<XS:sequence>
<xs:element ref="Status"/>
<xs: el ement ref="Extension" m nOccurs="0" maxCccurs="unbounded"/>
</ Xxs: sequence>
<xs:attribute nanme="id" type="xs:ID'/>
<xs:attribute nanme="item DRef" type="I|DReferenceType"/>
<xs:attribute name="tineStanp" type="xs:dateTine"/>
</ xs: conpl exType>

9.5.1.4 Create example
Based on the above types, we can create <Cr eat e> and <Cr eat eResponse> elements as follows:

<xs: el enent nane="Create” type="CreateType"/>
<xs: el enent nane="Creat eResponse” type="CreateResponseType’/>

We provide asimple example to illustrate how these el ements will be used.

<gup: Create item D="234" xm ns:gup="http://3gpp/ gup">
<Resourcel D i d="al23"/ >
<Createltemid="cl">
<Sel ect >
<GCL>/ gup/ MyAddr essBook</ GCL>
</ Sel ect >
<NewDat a>
<gup: gup/ >
</ NewDat a>
</Createltenp
<Createltemid="c12">
<Sel ect >
<GCL>/ gup/ MyAddr essBook</ GCL>
</ Sel ect >
<NewDat a>
<met a: aut hori zati on xm ns: meta="http://3gpp/ gup/ mreta” >
<net a: Resour cel D></ et a: Resour cel D>
<net a: Sel ect Type>
<net a: GCL></ et a: GCL>
</ met a: Sel ect Type>
<nmet a: request or s>
<net a: requestor/ >
</ met a: r equest or s>
<net a: condi ti on></ neta: condition>
<met a: acti on></ neta: acti on>
</ nmet a: aut hori zati on>
</ NewDat a>
</Createltenr
</ gup: Cr eat e>

<gup: Creat eResponse itenl DRef ="234" xm ns="http://3gpp/ gup">
<Status code="K"/>
</ gup: Cr eat eResponse>
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9.5.2 Delete messages
9.5.2.1 Overview

9.5.2.2 Delete Request type

LA does not offer any message type for deletion. We need to provide our own type.

<xs: conpl exType nane="Del et eType" >
<XS:sequence>
<xs:group ref="Resourcel D& oup" m nCccurs="0"/>
<xs: el enent nanme="Del eteltem' nmaxCccurs="unbounded">
<xs:conpl exType>
<XS:sequence>
<xs: el enment nane="Sel ect” type="Sel ect Type" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="id" type="xs:1D"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent ref="Extension" m nOccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:attribute nanme="id" type="xs:1D"/>
<xs:attribute nane="item D' type="IDType"/>
</ xs: conpl exType>

9.5.2.3 Delete Response type

<xs: el enent nane="Del et eResponse” type="Del et eResponseType"/ >
<xs: conpl exType nane="Del et eResponseType" >
<Xs:sequence>
<xs: el enent ref="Status"/>
<xs: el enent ref="Extension" ninOccurs="0" maxCccurs="unbounded"/ >
</ Xxs: sequence>
<xs:attribute nane="id" type="xs:ID'/>
<xs:attribute name="itenl DRef" type="|DReferenceType"/>
</ xs: conpl exType>
</ xs: schema>

9.5.2.4 Delete example

<Del ete item D="234">
<Resourcel D i d="a1123"/ >
<Del eteltemid="al2">
<Sel ect >
<GCL>/ gup/ MyAddr essBook</ GCL>
</ Sel ect >
</Del eteltenr
</ Del et e>

<Del et eResponse item DRef="234">
<Status code="K"/>
</ Del et eResponse>
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9.5.3 Modify messages
9.5.3.1 Overview

9.5.3.2 Modify request type
Thistypeis aready defined by LA Data Service Template as Modi f y Ty pe in liberty-idwsf-dst-v2.0-01.xsd.

9.5.3.3 Modify response type

Thistypeis aready defined by LA Data Service Template as Modi f yResponseType in liberty-idwsf-dst-v2.0-
01.xsd.

9.5.3.4 Modify example

<Modi fy>
<Resour cel D>sahuguet @ ucent . conx/ Resour cel D>
<Mbdi fication id="nodif1l">
<Sel ect >
<GCL>/ gup/ | ocat i on</ GCL>
</ Sel ect >
<NewDat a>
<My Gup>
<l ocati on>
<l atitude>12</1latitude>
<l ongi t ude>12</ | ongi t ude>
<pr eci si on>- 1</ pr eci si on>
</l ocation>
</ MyQup>
</ NewDat a>
</ Modi fi cati on>
<Mbdi fication id="nodif2">
<Sel ect >
<GCL>/ gup/ I denti ty/ phone</ GCL>
</ Sel ect >
<NewDat a>
<gup>
<identity>
<Phone>908 582 6491</ Phone>
</identity>
</ MyGQup>
</ NewDat a>
</ Modi fi cati on>
</ Modi fy>

A positive response for the first modification request.

<Modi f yResponse it emnl DRef =" nodi f 1" >
<Status code="K"/>
</ Modi f yResponse>

A negative response for the second modification request.

<Modi f yResponse it emnl DRef =" nodi f 2" >
<Status code="NOT_OK"/>
</ Modi f yResponse>

Editor’s note: This section isto be written in asimilar way than clause 8.3.1.
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9.5.4 Query messages
9.5.4.1 Overview

9.5.4.2 Query request type
Thistypeis aready defined by LA Data Service Template as Quer yType in liberty-idwsf-dst-v2.0-01.xsd.

9.5.4.3 Query response type
Thistypeis dready defined by LA Data Service Template as Quer yResponseType in liberty-idwsf-dst-v2.0-01.xsd.

9.5.4.4 Query example

<Query>
<Resour cel D>j ohn. smi t h@gpp. or g</ Resour cel D>
<Queryltemitenm D="al2">
<Sel ect >
<GCL>/ gup/ Myl dentity( FirstNanme # LastName )</ CGCL>
</ Sel ect >
</ Queryltenr
<Queryltemitem D="b23">
<Sel ect >
<GCL>/ gup/ My St at us</ GCL>
</ Sel ect >
</ Queryltenr
</ Query>

The answer is:

<Quer yResponse>
<St atus code="K"></ St at us>
<Data itenl DRef ="al2" >
<gup>
<Mydentity>
<Fi r st Name>John</ Fi r st Nane>
<Last Nane>Sm t h</ Last Nanme>
</ Myl dentity>
<gup>
</ Dat a>
<Data item DRef ="b23">
<gup>
<My St at us>
busy
</ MySt at us>
</ gup>
</ Dat a>
</ gup: Quer yResponse>
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9.5.5 Subscribe messages
9.5.5.1 Overview

9.5.5.2 Subscribe request type
Thistypeisaready defined by LA Data Service Template as Subscr i beType in liberty-idwsf-dst-v2.0-01.xsd.

9.5.5.3 Subscribe example

<Subscri be>
<Resourcel D i d="j ohn.smith"/>
<Subscription invokel D="1234" starts="2004-08-07T12: 00: 00" expires="2004-08-
09T12: 00: 00" >
<Sel ect >
<CGCL>/ gup/ MyLocat i on</ GCL>
</ Sel ect >
<For mat >ChangedEl enent s</ For mat >
<Not i f yTo>gupSer ver @gpp. org</ Noti f yTo>
<Not i f yEndedTo>gupSer ver @gpp. or g</ Not i f yEndedTo>
<Type>type of subscription defined by the service</Type>
<Trigger>type of trigger defined by the service</Trigger>
</ Subscri pti on>
</ Subscri be>
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9.5.6 Unsubscribe message
9.5.6.1 Overview

9.5.6.2 UnSubscribe request type
Thistypeisaready defined by LA Data Service Template as Subscr i beType in liberty-idwsf-dst-v2.0-01.xsd.

9.5.6.3 UnSubscribe example

<gup: Subscri be xm ns="http://3gpp/ gup">
<Resourcel D i d="j ohn.smith"/>
<Subscri ption subscriptionl D="1234">
<Not i f yTo>gupSer ver @gpp. org</ Noti fyTo>
</ Subscri pti on>
</ gup: Subscri be>

Editor’s note: This section isto be written in asimilar way than clause 8.3.1
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9.5.7 Notify message
9.5.7.1 Overview

9.5.7.2 Notify response type

Thistypeis aready defined by LA Data Service Template as Subscr i beResponseType in liberty-idwsf-dst-v2.0-
01.xsd.

9.5.7.3 Notify example

<Subscri beResponse>
<Status code="K"/>
<Notification subscriptionlD="1234">
<Dat a>
<gup>
<MyLocat i on>
not avail abl e
</ MyLocat i on>
</ gup>
</ Dat a>
</ Notification>
</ Subscri beResponse>
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9.5.8 List message
9.5.8.1 Overview

9.5.8.2 List request type
Thistypeis aready defined by LA Data Service Template as Quer yType in liberty-idwsf-dst-v2.0-01.xsd.

9.5.8.3 List response type
Thistypeis aready defined by LA Data Service Template as Quer yResponseType in liberty-idwsf-dst-v2.0-01.xsd.

9.5.8.4 List example

<l-- Asking for the list of subscriptions of resource with id = a777. -->
<gup: Query xm ns="http://3gpp/ gup">
<Resourcel D i d="a777"/ >
<Queryltemitem D="al2">
<Sel ect >
<SearchFilter>filtering criteria</SearchFilter>
</ Sel ect >
</ Queryltenpr

</ gup: QuerySubscri pti ons>

<l-- Getting the list of subscriptions -->
<gup: QueryResponse xnml ns="http://3gpp/ gup">
<St atus code="K"/>
<Data item DRef ="al2">
<Li st >

</ L| st >
</ Dat a>
</ gup: Quer yResponse>

Editor’s note: the details of the result of aList query need to defined. What is the syntax, what is the information
returned, etc.?
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10Rp interface

10.1 General Principles

The Rp interface corresponds to the interaction between the GUP server and the GUP data repositories.

10.2 Procedures

The various procedures of the Rp interface are described in terms of the messages defined in chapter 9.
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10.2.1 Create Component procedure

10.2.1.1 General description
The Create Component procedure is used by the application to add a new profile component in the contacted repository.

The procedure consists of a request and response defined by the Cr eat e and Cr eat eResponse messages.

10.2.1.2 Detailed Behaviour

The RAF entity checks the request element contents as described in subclause 9.1. In particul ar the RAF entity checks
whether the component can be created for the given subscriber based on the existing policies. There is no requirement
for the user profile with the given subscriber identity to exist beforehand. However the subscriber identity (as well as
other given data) shall bevalid according to the operator’s policies and subscriber addressing rules. If the component
exists aready, the error "InvalidResourcel D" is returned.

Next the RAF entity checks the correctness of the provided XML data against the XML Schemarelated to the given
ComponentType. If the data are faulty or missing, the result code "InvalidData" or "MissingNewDataElement” is
returned respectively.

Finally, before creating the component instance, the RAF entity checks that the requestor data allow the operation
based on the authorisation information attached to the component type and/or to the specific subscriber data. If any
given part of the data cannot be created due to lack of authorisation, the Create Component procedure shall fail with the
result code "ActionNotAuthorized" or "RequestorNotAuthorized". The latter result codeis returned if the failureis
caused by the given regquestor information. The Create element processing shall also fail in other error cases, but the
other Create elements may be handled normally.

If the request message contains severa Create elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources' is returned. If asingle Create e ement contains several Createltems,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

CreateResponse is sent with the status information. If not otherwise stated above, the contents of the Status are as
described in subclause 9.1.10.

10.2.1.3 List of result codes
The following result codes may appear in CreateResponse:

- ActionNotAuthorized;

- ActionNotSupported;

- ExtensionNotSupported;

- Faled;

- InvaidData;

- InvalidRequestorData;

- InvalidResourcel D;

- MissingNewDataElement;

- MissingResourcel DElement;

- NoMultipleAllowed;

- NoMultipleResources,

- OK;

- ReguestorNotAuthorized;
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- TimeOut;

- UnexpectedError;

3GPP



Release 6 35 3GPP TS 29.240 V1.0.0 (2004-12)

10.2.2 Delete Component procedure

10.2.2.1 General description
The Delete Component procedure is used by the application to delete one or more profile components.

The procedure consists of a request and response defined by the Del et e and Del et eResponse messages.

10.2.2.2 Detailed Behaviour
If the referenced component exists and the deletion is authorized, the component is deleted.

The RAF entity checks the request element contents as described in subclause 9.1. In particular the RAF entity checks
whether the component exists. If the component does not exist, the error "InvalidResourcel D" is returned.

Finally, before deleting the component instance, the RAF entity checks that the requestor data alow the operation
based on the authorisation information attached to the component type and/or to the specific subscriber data. If not
authorized, the whole Delete element processing shall fail with the result code "ActionNotAuthorized" or
"RequestorNotAuthorized". The latter result code is returned if the failureis caused by the given requestor information.
The Delete element processing shall aso fail in other error cases, but the other Delete elements may be handled
normally.

If the request message contains several Delete elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources’ is returned. If asingle Delete element contains several Deleteltems,
but the receiver implementation supports only one, the result code "NoM ultipleAllowed" is returned.

DeleteResponseis sent with the status information. If not otherwise stated above, the contents of the Status are as
described in subclause 9.1.10.

10.2.2.3 List of result codes
Thefollowing result codes may appear in Del eteResponse:

- ActionNotAuthorized

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidRequestorData

- InvalidResourcel D

- MissingResourcel DElement
- NoMultipleAllowed

- NoM ultipleResources

- OK

- RequestorNotA uthori zed
- TimeOut

- UnexpectedError
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The Modify Data procedure is used by the application to modify profile components. One message may contain several
modification request elements and one such element may contain several changes to the profile data of the specific

subscriber.

The procedure consists of a request and response defined by the Modi f y and Modi f yResponse messages.

10.2.3.2 Detailed Behavior

This procedure is defined according to the Liberty ID-WSF Data Services Template Specification [13] and where not
otherwise stated the functionality is exactly as defined by that specification. Note however that GUP does not mandate
the use of the Discovery service.

The RAF entity checks the request element contents as described in subclause 9.1. If no errors are found and the
modification is authorized, the contents of NewData are stored in the place identified by the Resourcel D and Select

parameters.

The RAF entity verifies that the given data matches with the data structure identified by the Select element. Asa
generic rule the upper level data structure need not be created beforehand when providing datafor the leaf elements.
However there may be profile component specific rules about which data are mandated to be provided.

If the request message contains several Modify elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources' is returned. If asingle Modify element contains several Modification
items, but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

If any error isfound in the request data, no modifications shall be made to any data as requested by this modification
element. However the possible other modify elementsin the message shall be processed normally.

ModifyResponseis sent with the status information. If not otherwise stated above, the contents of the contents of the
Status are as described in subclause 9.1.10.

10.2.3.3 List of result codes

Thefollowing result codes may appear in responses.

Act i onNot Aut hori zed Act i onNot Support ed AHHRetwrned ChangeHi st or yNot Support ed
ChangedSi-nceReturnsAHL | BataToolong Ba-stsAbready Ext ensi onNot Support ed
Fai | ed I nval i dDat a I nval i dResourcel D I nval i dSel ect

M ssi ngNewDat aEl enent

M ssi ngResour cel DEl enent

M ssi ngSel ect

Modi fi edSi nce

NoMpreElenents

NoMul ti pl eAl | owed

NoMul ti pl eResour ces

X

Ti meQut

Unexpect edErr or

Request or Not Aut hori zed

I nval i dRequest or Dat a
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10.2.4 Read Data procedure

10.2.4.1 General description

The Read Data procedure is used by the application to read profile data. One message may contain several Query
elements.

The procedure consists of a request and response defined by the Quer y and Quer yResponse messages.

10.2.4.2 Detailed Behaviour

This procedure is defined according to the Liberty ID-WSF Data Services Template Specification [ 13] and where not
otherwise stated the functionality is exactly as defined by that specification. Note however that GUP does not mandate
the use of the Discovery service.

The RAF entity checks the request el ement contents as described in subclause 9.1. If the Resourcel DGroup and Select
have appropriate values and the query is authorized, the requested data are returned in the response element.

If the request message contains several Query elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources’ is returned. If asingle Query element contains several Query Items,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

If any error isfound in the request data when processing a Queryltem, the data already processed for the other
Queryltem’s may be returned, but the current Queryltem shall fail without any other results than the status el ement
which shows the reason for the error and indicates the faulty Queryltem. In this case the remaining Queryltemsin the
Query element shall not be processed. However the previous and next Query elements (if they exist) shall be processed
normally.

QueryResponse el ements are sent with the data and status information. If not otherwise stated above, the contents of the
Status are4 as described in subclause 9.1.10.

10.2.4.3 List of result codes

Thefollowing result codes may appear in responses.

Act i onNot Aut hori zed Act i onNot Support ed Al | Ret ur ned ChangeHi st or yNot Support ed
ChangedSi nceRet urnsAl | | Batatoolong Exi-stsAl-ready Ext ensi onNot Support ed

Fai | ed Fnvali-dbata I nval i dResour cel D I nval i dSel ect

M ssi ngNewDat aEl ermrent M ssi ngResour cel DEl enent | M ssi ngSel ect Modi-fi-edSince
NoMoreElenent s NoMul ti pl eAl | owed NoMul ti pl eResour ces (04

Ti meQut Unexpect edErr or Request or Not Aut hori zed | | nval i dRequest or Dat a
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10.2.5 Subscribe To Data procedure

10.2.5.1 General description

The Subscribe To Data procedure is used by the application to request notifications about changesin the profile
component data.

The procedure consists of arequest and response defined by the Subscr i be message.

10.2.5.2 Detailed Behavior

The RAF entity checks the request element contents as described in subclause 9.1. If thereis no authority to retrieve any
data defined by the Select elements, the status shall indicate "Failed" with the second level status code
"ActionNotAuthorized" or "RequestorNotAuthorized".

If the FilterData indicates immediate naotification, the Notify Data procedure carries the current values for the data
defined by the Select element(s). If atimeinterval is specified in FilterData, the Notify Data procedure is invoked only
after that time period has passed after the Subscribe element was received. In this case the Notify element shall contain
the current values of all the changed data structures defined by the Select element(s).

The RAF entity creates and returns an Invokel D that shall be unique within the RAF. Once an Invokel D has been
deleted because it is no longer required, another Invokel D with the same value can be created, without failing the
uniquenesstest. The Invokel D is used by the Notify Data procedure to link the notification to the Subscribe element.

A SubscribeResponse eement is sent with the status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.

10.2.5.3 List of result codes

Thefollowing result codes may appear in responses.

Act i onNot Aut hori zed Act i onNot Support ed AHHRetwrned ChangeH-steryNotSupported
ChangedSi-nceReturnsAHL | BataToolong Ba-stsAtready Ext ensi onNot Support ed

Fai | ed Faval-i-dbata I nval i dResourcel D I nval i dSel ect
M-ssingNewbataElerent M ssi ngResour cel DEl enent | M ssi ngSel ect Modi-fi-edSi-nee
NoMoreElenent s NoMul ti pl eAl | owed NoMul ti pl eResour ces (04

Ti meQut Unexpect edErr or Request or Not Aut hori zed | Havali-dRequestorbata

- InvaidFilterDatawhereis defined. Not part of LA.
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10.2.6 Unsubscribe To Data procedure

10.2.6.1 General description

The Unsubscribe To Data procedure is used by the application to cancel one or more existing subscriptions to
notification of data change.

The procedure consists of a request and response defined by the Subscri be message.

10.2.6.2 Detailed Behavior

The RAF entity checksthat whether there is an active subscription for the given Invokel D. If a subscription is active,
it will be cancelled. In other cases the error Invalidinvokel D or Missinglnvokel D is returned.

An Unsubscribe response e ement is sent with the status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.

10.2.6.3 List of result codes

Thefollowing result codes may appear in responses.

Act i onNot Aut hori zed Acti-onNot Supported ALl Returned ChangeHi st oryNot Supported
ChangedSi-nceReturnsAHL | BataToolong Ba-stsAtready Ext ensi onNot Support ed
Faited +avat-dbata I nval i dResour cel D I nval i dSel ect
NeMpreElerents NoMul ti pl eAl | owed NoMul ti pl eResour ces (03¢

Ti meQut Unexpect edErr or ReguestorNotAuthorized | | nval i dRequest or Dat a

- InvalidinvokelD
- Missinglnvokel D
Not defined by LA.

10.2.7 Notify Data procedure

10.2.7.1 General description

The Notify Data procedure isinvoked by the RAF when the data which was identified in Subscribe To Data Changes
Notification procedure changes, or when the invoked Subscribe To Data procedure requested immediate sending of the
current values of the referenced data. The procedure identifies the changed data and provides the new values.

The procedure consists of a response defined by the Subscr i beResponse message.

10.2.7.2 Detailed Behaviour

The Notify Data procedure is executed when the data for which thereis a subscription to change notification have
changed in the GUP repository. The application can identify its subscription by the Invokel D element. The element
named Data contains the changed data.

When the application has processed this request, it shall immediately return a response message to the RAF.

A NotifyResponse dement is sent with the status information. If not otherwise stated above, the contents of the Status
are as described in subclause 9.1.10.

Editor’s note: To be completed with the handling of error conditions
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10.2.7.3 List of result codes

Thefollowing result codes may appear in responses.

Acti-onNotAut-horized Act i onNot Support ed AHHRetwrned ChangeH-steryNotSupported
ChangedSi-nceReturnsAHL | BataToolong Ba-stsAtready Ext ensi onNot Support ed

Fai | ed tavati-dbata +avali-dResourecelb +avali-dSeleet
M-ssi-ngNewbat aEl-erent M-ssi-ngResourcel DELenent | M-ssingSelect Modi-fi-edSi-nce
NoMoreElenent s NoMul-ti-pl-eAl-Howed NoMubti-pleResources (0.4

Ti meQut Unexpect edErr or ReguestorNetAdthortzed | tavaldReguestorbata

- Invalidinvokel D

- Missinglnvokel D

Not defined by LA
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11Rg interface

11.1 General Principles

The Rg interface corresponds to the interaction between the GUP client application and the GUP server.

11.2 Procedures

The various procedures of the Rg interface are described in terms of the messages defined in chapter 9.
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11.2.1 Create Component procedure

11.2.1.1 General description
The Create Component procedure is used by the application to add a new profile component in the contacted repository.

The procedure consists of a request and response defined by the Cr eat e and Cr eat eResponse messages.

11.2.1.2 Detailed Behaviour

The RAF entity checks the request element contents as described in subclause 9.1. In particul ar the RAF entity checks
whether the component can be created for the given subscriber based on the existing policies. There is no requirement
for the user profile with the given subscriber identity to exist beforehand. However the subscriber identity (as well as
other given data) shall bevalid according to the operator’s policies and subscriber addressing rules. If the component
exists aready, the error "InvalidResourcel D" is returned.

Next the RAF entity checks the correctness of the provided XML data against the XML Schemarelated to the given
ComponentType. If the data are faulty or missing, the result code "InvalidData" or "MissingNewDataElement” is
returned respectively.

Finally, before creating the component instance, the RAF entity checks that the requestor data allow the operation
based on the authorisation information attached to the component type and/or to the specific subscriber data. If any
given part of the data cannot be created due to lack of authorisation, the Create Component procedure shall fail with the
result code "ActionNotAuthorized" or "RequestorNotAuthorized". The latter result codeis returned if the failureis
caused by the given regquestor information. The Create element processing shall also fail in other error cases, but the
other Create elements may be handled normally.

If the request message contains severa Create elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources' is returned. If asingle Create e ement contains several Createltems,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

CreateResponse is sent with the status information. If not otherwise stated above, the contents of the Status are as
described in subclause 9.1.10.

11.2.1.3 List of result codes
The following result codes may appear in CreateResponse:

- ActionNotAuthorized;

- ActionNotSupported;

- ExtensionNotSupported;

- Faled;

- InvaidData;

- InvalidRequestorData;

- InvalidResourcel D;

- MissingNewDataElement;

- MissingResourcel DElement;

- NoMultipleAllowed;

- NoMultipleResources,

- OK;

- ReguestorNotAuthorized;
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- TimeOut;

- UnexpectedError;
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11.2.2 Delete Component procedure

11.2.2.1 General description
The Delete Component procedure is used by the application to delete one or more profile components.

The procedure consists of a request and response defined by the Del et e and Del et eResponse messages.

11.2.2.2 Detailed Behaviour
If the referenced component exists and the deletion is authorized, the component is deleted.

The RAF entity checks the request element contents as described in subclause 9.1. In particular the RAF entity checks
whether the component exists. If the component does not exist, the error "InvalidResourcel D" is returned.

Finally, before deleting the component instance, the RAF entity checks that the requestor data alow the operation
based on the authorisation information attached to the component type and/or to the specific subscriber data. If not
authorized, the whole Delete element processing shall fail with the result code "ActionNotAuthorized" or
"RequestorNotAuthorized". The latter result code is returned if the failureis caused by the given requestor information.
The Delete element processing shall aso fail in other error cases, but the other Delete elements may be handled
normally.

If the request message contains several Delete elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources’ is returned. If asingle Delete element contains several Deleteltems,
but the receiver implementation supports only one, the result code "NoM ultipleAllowed" is returned.

DeleteResponseis sent with the status information. If not otherwise stated above, the contents of the Status are as
described in subclause 9.1.10.

11.2.2.3 List of result codes
Thefollowing result codes may appear in Del eteResponse:

- ActionNotAuthorized

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidRequestorData

- InvalidResourcel D

- MissingResourcel DElement
- NoMultipleAllowed

- NoM ultipleResources

- OK

- RequestorNotA uthori zed
- TimeOut

- UnexpectedError
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11.2.3 Modify Data procedure

11.2.3.1 General description

The Modify Data procedure is used by the application to modify profile components. One message may contain several
modification request elements and one such element may contain several changes to the profile data of the specific
subscriber.

The procedure consists of a request and response defined by the Modi f y and Modi f yResponse messages.

11.2.3.2 Detailed Behavior

This procedure is defined according to the Liberty ID-WSF Data Services Template Specification [13] and where not
otherwise stated the functionality is exactly as defined by that specification. Note however that GUP does not mandate
the use of the Discovery service.

The RAF entity checks the request element contents as described in subclause 9.1. If no errors are found and the
modification is authorized, the contents of NewData are stored in the place identified by the Resourcel D and Select
parameters.

The RAF entity verifies that the given data matches with the data structure identified by the Select element. Asa
generic rule the upper level data structure need not be created beforehand when providing datafor the leaf elements.
However there may be profile component specific rules about which data are mandated to be provided.

If the request message contains several Modify elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources' is returned. If asingle Modify element contains several Modification
items, but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

If any error isfound in the request data, no modifications shall be made to any data as requested by this modification
element. However the possible other modify elementsin the message shall be processed normally.

ModifyResponseis sent with the status information. If not otherwise stated above, the contents of the contents of the
Status are as described in subclause 9.1.10.

11.2.3.3 List of result codes
The following result codes may appear in responses.

- ActionNotAuthorized

- ActionNotSupported

- ChangeHistoryNotSupported
- ExtensionNotSupported

- Failed

- InvalidData

- InvalidRequestorData

- InvalidResourcel D

- InvalidSelect

- MissingNewDataElement

- MissingResourcel DElement
- MissingSel ect

- ModifiedSince

- NoMultipleAllowed

- NoM ultipleResources

3GPP



Release 6

OK

ReguestorNotA uthorized
TimeOut
UnexpectedError
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11.2.4 Read Data procedure

11.2.4.1 General description

The Read Data procedure is used by the application to read profile data. One message may contain several Query
elements.

The procedure consists of a request and response defined by the Quer y and Quer yResponse messages.

11.2.4.2 Detailed Behaviour

This procedure is defined according to the Liberty ID-WSF Data Services Template Specification [ 13] and where not
otherwise stated the functionality is exactly as defined by that specification. Note however that GUP does not mandate
the use of the Discovery service.

The RAF entity checks the request el ement contents as described in subclause 9.1. If the Resourcel DGroup and Select
have appropriate values and the query is authorized, the requested data are returned in the response element.

If the request message contains several Query elements, but the receiver implementation supports only onein asingle
message, the result code "NoMultipleResources’ is returned. If asingle Query element contains several Query Items,
but the receiver implementation supports only one, the result code "NoMultipleAllowed" is returned.

If any error isfound in the request data when processing a Queryltem, the data already processed for the other
Queryltem’s may be returned, but the current Queryltem shall fail without any other results than the status el ement
which shows the reason for the error and indicates the faulty Queryltem. In this case the remaining Queryltemsin the
Query element shall not be processed. However the previous and next Query elements (if they exist) shall be processed
normally.

QueryResponse el ements are sent with the data and status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.

11.2.4.3 List of result codes

Thefollowing result codes may appear in responses.
- ActionNotAuthorized
- ActionNotSupported
- AllReturned
- ChangeHistoryNotSupported
- ChangedSinceReturnsAll
- ExtensionNotSupported
- Failed
- InvalidRequestorData
- InvalidResourcel D
- InvalidSelect
- MissingResourcel DElement
- MissingSel ect
- NoMultipleAllowed
- NoM ultipleResources
- OK
- RequestorNotA uthorized
- TimeOut

3GPP



Release 6 48 3GPP TS 29.240 V1.0.0 (2004-12)

- UnexpectedError
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11.2.5 Subscribe To Data procedure

11.2.5.1 General description

The Subscribe To Data procedure is used by the application to request notifications about changesin the profile
component data.

The procedure consists of a request and response defined by the Subscr i be message.

11.2.5.2 Detailed Behavior

The RAF entity checks the request element contents as described in subclause 9.1. If thereis no authority to retrieve any
data defined by the Select elements, the status shall indicate "Failed" with the second level status code
"ActionNotAuthorized" or "RequestorNotAuthorized".

If the FilterData indicates immediate notification, the Notify Data procedure carries the current values for the data
defined by the Select dement(s). If atime interval is specified in FilterData, the Notify Data procedure is invoked only
after that time period has passed after the Subscribe element was received. In this case the Notify element shall contain
the current values of all the changed data structures defined by the Select el ement(s).

The RAF entity creates and returns an Invokel D that shall be unique within the RAF. Once an Invokel D has been
deleted because it is no longer required, another Invokel D with the same value can be created, without failing the
uniqueness test. The Invokel D is used by the Notify Data procedure to link the notification to the Subscribe element.

A SubscribeResponse element is sent with the status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.

11.2.5.3 List of result codes
Thefollowing result codes may appear in responses.

- ActionNotAuthorized

- ActionNotSupported

- ExtensionNotSupported
- Faled

- InvalidFilterData

- InvaidRequestorData

- InvalidResourcel D

- InvaidSelect

- MissingResourcel DElement
- MissingSelect

- NoMultipleAllowed

- NoMultipleResources

- OK

- RequestorNotAuthorized
- TimeOut

- UnexpectedError
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11.2.6 Unsubscribe To Data procedure

11.2.6.1 General description

The Unsubscribe To Data procedure is used by the application to cancel one or more existing subscriptions to
notification of data change.

The procedure consists of a request and response defined by the Subscri be message.

11.2.6.2 Detailed Behavior

The RAF entity checksthat whether there is an active subscription for the given Invokel D. If a subscription is active,
it will be cancelled. In other cases the error Invalidinvokel D or Missinglnvokel D is returned.

An Unsubscribe response e ement is sent with the status information. If not otherwise stated above, the contents of the
Status are as described in subclause 9.1.10.

11.2.6.3 List of result codes
The following result codes may appear in responses.

- ActionNotSupported

- ExtensionNotSupported
- Faled

- Invalidinvokel D

- InvaidRequestorData
- Missinglnvokel D

- NoMultipleAllowed
- NoMultipleResources
- OK

- TimeOut

- UnexpectedError
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11.2.7 Notify Data procedure

11.2.7.1 General description

The Notify Data procedure isinvoked by the RAF when the data which was identified in Subscribe To Data Changes
Notification procedure changes, or when the invoked Subscribe To Data procedure requested immediate sending of the
current values of the referenced data. The procedure identifies the changed data and provides the new values.

The procedure consists of a response defined by the Subscr i beResponse message.

11.2.7.2 Detailed Behaviour

The Notify Data procedure is executed when the datafor which thereis a subscription to change notification have
changed in the GUP repository. The application can identify its subscription by the Invokel D element. The element
named Data contains the changed data.

When the application has processed this request, it shall immediately return a response message to the RAF.

A NotifyResponse element is sent with the status information. If not otherwise stated above, the contents of the Status
are as described in subclause 9.1.10.

Editor’s note: To be completed with the handling of error conditions

11.2.7.3 List of result codes
The following result codes may appear in responses.

- ActionNotSupported

- ExtensionNotSupported
- Failed

- InvalidData

- Invalidinvokel D

- Missinglnvokel D

- OK

- TimeOut

- UnexpectedError
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12 Authentication, authorization and security

Editor’s Note: description of general security, authentication and authori zation mechanisms. The clauses 8 and 9
may provide additional reference point specific issues.

11.1 Authorization

12.1.1 11.1.1 Principles

In general, GUP authorization can be seen to consist of the following functional components:
- management of authorization related data (authorization rules) which aso refer to actual authorized data
- accesystorage of the authorization rules

- execution of authorization logic based on the pre-defined authorization rules and information received in the
request or otherwise related to the request

- encapsulation of aset of authorization rules (privacy policy) together with the transported actual data.

The functional components are discussed more in the following subclauses.

12.1.211.1.2 Authorization related data

12.1.2.1 11.1.2.1 Authorization rules

The basic set of authorization rules define to whom, to which part of data and for which purpose the authorization is
given. Additiona conditions, e.g., based on a certain time schedul e or additional information given in the request, may
be applicable.

Editor’s note: In order to make an authorization decision some contextual information (propose of the request etc.)
needs to be available. We need to make sure that procedures in the Rp and Rg interfaces provide a place holder to
carry thisinformation.

The authorization rules consist of the following built-in elements:

- authorization attributes and/or references to pre-defined (commonly used) contents of attributes
- referencesto the actual GUP data

- actions (e.g. the decision, encapsul ation of the privacy policy).

12.1.2.2 11.1.2.2 Authorization attributes

Authorization attributes are defined to be used as basic elements of the authorization rules and thus as a basis for the
authorization decisions.

The following types of authorization attributes are specified:
- identity of thetarget subscriber (or agroup of subscribers) —the GUP subscriber;
- component type and more detailed data reference;
- identity of the requestor (application ID and end-user ID) or group of requestors;
- other requestor related data received in the request as the Authorization Assertions,
- alowed operations (Query, Modify, Create, Delete, Subscribe, List);
- other atributes (e.g. the time schedule) related to the request case;
- actions (accept, deny, the privacy policy to be included in the request).

3GPP



Release 6 53 3GPP TS 29.240 V1.0.0 (2004-12)
NOTE: The exact names and format of the authorization attributes are specified in the subclause 10.1.5.

12.1.2.3 11.1.2.3 Management of authorization related data

The GUP procedures defined for the Rp and Rg reference points (see the clauses 8 and 9) are used for managing
authorization related data.

12.1.311.1.3 Execution of authorization logic

The authorization logic compares the information conveyed in the request (and possible additional information related
to the moment when the request is received) with the information defined in the authorization rules. When the logic
leads to adecision to accept the request in principle, the requested data is compared with the authorized set of data. If
discrepances are found a GUP authorization entity may either restrict to reply to the authorized content or deny the
request. Note that this depends on the policy in the GUP authorization entity and the nature of the request.

In some pre-defined cases the authorization may already have been executed by some other entities. Then it is possible
to by-pass the execution of the authorization logic by the GUP entities. The GUP entities simply check the validity of
the assertion received in the request. This type of authorization can be used, for example, for 3" parties requesting GUP
data.

12.1.4 11.1.4 Roles of GUP entities related to the authorization

Figure 10.1 shows thelogicd entities involved in GUP authorization.

Rp/Rg: requestor data

:I Authorisation Logic
A

plicati

Read, Response

Figure x. Logical entities of GUP authorization

12.1.4.1.1.1 Application

The Application (= requestor) provides information about the intended use of the requested data as well as identity
information related to the requestor. The intended usage can be deduced from the operation; in addition a separate
privacy policy document may be conveyed within the request.

The Application may also provide the Authorization Assertionsin the request. The Application may have obtained the
assertions by contacting an appropriate entity dedicated to authorization before sending the GUP request.
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The Application which receives user related data via GUP procedures shall follow the privacy policy possibly conveyed
with the actual data when using, storing and distributing the data.

12.1.4.1.1.2 GUP server and RAF

The GUP Server and RAF (including the Data Repository) have access to the authorization rules. The interface between
the authorization related data storage and GUP Server (and RAF) is out of the scope of this specification. Note that the
GUP Server and RAF may act as data storage entities. The GUP Server or the RAF (or both of them) are responsibles
for the execution of the authorization logic.

The authorization issues handled by the GUP Server typically concern the GUP profile and GUP Component level
issues; the authorization handled by RAF may be based on more detailed data references (itemsinside a GUP
component). The set of authorization attributes specified for GUP can be used by both the GUP Server and the RAF.

The GUP Server and the RAF may also add authorization rules (the privacy policy) to be transported with the actual
data. See the subclause 9.4 for UsageDirective SOAP header block and Liberty ID-WSF Data Services Template
Specification [13] and Liberty ID-WSF SOAP Binding Specification [14] for more information on the privacy policy
handling.

12.1.4.1.1.3 Management entity

The authorization rules can be managed by the authorized entities: e.g
- the entity administrating the GUP Data Storage;
- the RAF and/or GUP Server;
- the GUP Subscriber itsalf.

The GUP Subscriber is normally allowed to manage alimited set of his own user profile data, e.g., certain GUP
Components or certain datainside a GUP Component. Additionally, there might be restrictions on the allowed
operations.

The entity administering the GUP Data Storage may define common or default authori zation rules for GUP Subscribers.
The entity may also pre-define contents for authorization attributes, e.g. user groups, to which the authorization rules
can refer. The entity administering the GUP Data Storage may also manage GUP Subscriber specific authorization rules
(e.g., on behalf of the GUP Subscriber).

12.1.511.1.5 Authorization data format

Editor’s Note: to specify the structure of the authorization datain more detail a XML (Schema) based "language”
should be selected. The usability of the existing authorization rule languages, e.g., XACML should be
studied more. The selected language should be capable at least for the following: definition of the
authorization attributes supported by GUP, referencing to pre-defined data definitions (and privacy
policy), definition of authorization rules to be common to several GUP subscribers. As an option, the
language could support defining the privacy policies delivered with the GUP data.

12.1.5.1 11.1.5.1 Example of authorization data

Editor's Note: an example of an authorization related GUP Component is to be added here
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Annex <A> (normative):
Component Data Definitions

A.1 HSS IMS GUP Component definition

The purpose of this annex isto provide GUP Profile Component definition for the IMS data of the HSS.

A.1.1 General description

The following Figure A.1 gives an outline of the UML modéd of thelogica view of the HSS IMS GUP
Components. The main Component is called HSSIM SData.

Each element in that figure represents a part of the XML Schema structure, either a GUP Component or alower
level block of data contained in a GUP Component. Elements marked with the same background colour make up
an independently manageable GUP Component, whose root is marked with ‘<<GUP Component>>',

All HSS IM S GUP Components can be managed with the procedures provided by GUP.

Component and attribute naming has been taken mainly from 3GPP TS 23.008 [8] where appropriate. If a name
consists of more than one word or abbreviated word, capitalization is used to improve the readability of long
names. Each word begins with capitd |etter.

If Component does not have a unique key of its own from the reference specification, it has been created for it.
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<<GUP Component>>|

-MandatoryCapability:String []
-OptionalCapability:String []
-PreferredSCSCF:String []

HSSIMSData

Registration

i
i
i
i

-SCSCFName:String
-HSSIMSDataKey:Key >———— -DiameterClientAddressOfSCSCF:String

1

CoreNetworkServicesAuthorization

-SubscribedMediaProfileldentifier:String

0.1

1

0.*

PrivateUserldentity

-Identity:Key
-SubscriptionidentificationAndNumberingReference:Re] 1 1
-AuthenticationAndCipheringReference:Ref

1.

0.*

<<GUP Component>>
SubscriptionldentificationAndNumbering

<<GUP Component>>
AuthenticationAndCiphering

-AuthenticationAndCipheringKey:Key
-K:String

-Algorithm:String

-AMF:String
-PrivateUserldentityReference:Ref

<<GUP Component>>
ServiceProfile

-ServiceProfileKey:Key
-SubscriptionldentificationAndNumberingReference:Ref

-PublicUserldentity:Key

-BarringIndication:String

0.+ | ~ListOfAuthorizedVisitedNetworkidentifiers:String []
-ServicesRelatedToUnregisteredState:String
-PrivateUserldentityReference:Ref []
-ServiceProfileReference:Ref
-ImplicitlyRegisteredldSetReference:Ref

0.*

InitialFilterCriteria ApplicationServer

-Priority:String S -ServerName:String
-DefaultHandling:String

-Servicelnfo:String

1
0.1

TriggerPoint

0.%
RepositoryData

-AdditionalShData:String

<<GUP Component>>
ImplicitlyRegisteredidSet

-SubscriptionldentificationAndNumberingReference:Re

-ImplicitlyRegisteredidSetKey:Key
-RegistrationStatus:String

-ConditionTypeCNF:String
1
1%
ServicePointTrigger
<
-ConditionNegated:String <
-Group:String e
RequestURI Method SIPHeader SessionCase SessionDescription
-RequestURI:String -Method:String -Header:String] | -SessionCase:String -Line:String
-Content:String -Content:String

Figure A.1 Logical data model of the HSS IMS GUP Components

A.1.1.1 XML Schema files for HSS IMS GUP Components

XML Schemafiles attached to this specification combine together whole HSS IMS GUP Component data. XML
Schemafiles are intended to be used by an XML parser.

Table A.1listsHSS IMS GUP Components and XML Schemafiles that include those. CommonDataTypes file contains
common datatypes, i.e. it is not a stand alone GUP Component on its own.

Table A.1 HSS IMS GUP Components in XML Schema files

HSSIM S GUP Component

XML Schemafile

AuthenticationAndCiphering

AuthenticationAndCiphering.xsd
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HSSIM SData HSSIM SData.xsd

ImplicitlyRegisteredl dSet ImplicitlyRegisteredldSet.xsd

Subscri ptionl dentificationAndNumbering | Subscriptionl dentificationAndNumbering.xsd

ServiceProfile ServiceProfilexsd
Component independent data XML Schemafile
- CommonDataTypes.xsd

A.1.2 Element addressing

Contents for HSS IMS GUP Components can be addressed with XPath representation format as an input parameter for
select clauses. Each GUP Component has a unique key.

Example

Following Select dement addresses the Barringl ndication element in the Subscriptionl dentificationAndNumbering
GUP Component. Public User Identity is specified by Resourcel D in the procedure message element, e.g. Query.

<Select>
<ComponentType>
http://3gpp/gup/ns/comp/Subscri pti onl dentificationAndNumbering

</ComponentType>
<GCLRef>
//Subscri ptionl dentificationAndNumbering/Barringl ndication
</GCLRef>
</Select>

A.1.3 Relationships of the HSS IMS GUP Components

Each HSS IMS GUP Component contains a native key element, or if that is not available, an artificial key has been
generated for it. Table A.1 shows how HSS IMS GUP Components can refer each other.

Referencing Component is the referencing GUP Component. Referencing element is the referencing element of that
GUP Component.

Referenced Component is areferenced GUP Component. Referenced key element is the referenced key element of that
GUP Component.

Resourcel D Identifier (see 7.1 Resourcel D) type describes which type of valueis contained in the key. Each instance of
these GUP Components can be addressed directly with a proper Resourcel D value.

Table A.2 Relationships of the HSS IMS GUP Components

Referencing Referencing Referenced Referenced key element | Resourcel D Identifier
Component element Component type
AuthenticationAn | PrivateUserldentityR | HSSIMSData | dentity of IMS Private ldentity
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dCiphering eference PrivateUserldentity

HSSIMSData AuthenticationAndC | AuthenticationAn | AuthenticationAndCipheri | Generic Data Reference
ipheringReference dCiphering ngKey
Subscriptionldentific | Subscriptionldenti | PublicUserldentity IMS Public Identity
ationAndNumbering | ficationAndNumb
Reference ering

ImplicitlyRegister | Subscriptionldentific | Subscriptionldenti | PublicUserldentity IMS Public Identity

edl dSet ationAndNumbering | ficationAndNumb

Reference

ering

Subscriptionl dent
ificationAndNum
bering

PrivateUserldentityR | HSSIM SData I dentity of IMS Private Identity
eference . )

PrivateUserldentity
ServiceProfileRefere | ServiceProfile ServiceProfileKey Generic Data Reference
nce
ImplicitlyRegisteredl | ImplicitlyRegister | ImplicitlyRegisteredldSet | Generic Data Reference
dSetReference edldSet Key

ServiceProfile

Subscriptionldentific
ationAndNumbering
Reference

Subscriptionl denti
ficationAndNumb
ering

PublicUserldentity

IMS Public Identity

HSSIMSData

HSSIMSDataK ey

Generic Data Reference

A.2 HSS IMS GUP Component structure

HSS IMS GUP Component model includes following Components:

- HSSIMSData

- AuthenticationAndCiphering

- Subscriptionl dentificationAndNumbering

- ImplicitlyRegisteredidSet

- ServiceProfile

This model is mainly based on the HSS data described in 3GPP TS 23.008 [8]. Authentication information is
described in TS 33.203[12] and TS 33.102 [11]. Data relationships are mainly based on descriptions from 3GPP
TS23.228[9], 3GPP TS 29.328 [10] and 3GPP TS 29.228 [7].

Editor’s note: CAMEL related datais FFS

Editor’s note: Charging related datais FFS

A.2.1 HSSIMSData GUP Component

HSS IMS Data contains S-CSCF Selection-, Registration- and Private User Identity information.

HSS IM S Data contains also following data for Component linking purposes.

- HSSIMSDataK ey

(o]

o
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A.2.1.1 SCSCFSelection

S-CSCF Selection contains the following data, which are described in 3GPP TS 23.008 [8].
- MandatoryCapability
- Optional Capahility
- PreferredSCSCF

A.2.1.2 Registration

Registration contains the following data, which are described in 3GPP TS 23.008 [8].
- SCSCFName
- DiameterClientAddressOf SCSCF

A.2.1.3 PrivateUserldentity
Private User Identity contains the following data, which is described in 3GPP TS 23.008 [§].
- ldentity (Private User Identity)

In addition to the data listed above, Private User Identity element contains the following data for component linking
purposes.

- Subscriptionl dentificationAndNumberingReference

0 Subscription Identification And Numbering Reference list links this Private User Identity element to
zero or more Public User Identities in Subscription Identification And Numbering GUP Component.

- AuthenticationAndCipheringReference
0 Authentication And Ciphering Reference links this Private User Identity element to the
Authentication And Ciphering GUP Component.
A.2.2 AuthenticationAndCiphering GUP Component
[Editor’s note: to be defined in more detail]
Authentication and Ciphering contains the following data, which are described in 3GPP TS 33.102 [11].
- K
- Algorithm
- AMF

K parameter can contain either Secret Key or Encrypted Secret Key value. The encryption algorithm is implementation
specific.

In addition to data listed above, Authentication And Ciphering Component contains the following data for component
linking purposes.

- AuthenticationAndCipheringK ey

0 Authentication And Ciphering Key is aprimary key to uniquely identify Authentication And
Ciphering Component.

- PrivateUserldentityReference

0 Private User Identity Reference links this Authentication And Ciphering GUP Component to one
Identity element of the Private User Identity element in HSS IMS Data GUP Component.
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A.2.3 SubscriptionldentificationAndNumbering GUP Component

Subscription Identification And Numbering Component contains the following data, which are described in 3GPP TS
23.008[8].

- PublicUserldentity
- Barringlndication
- ListOf AuthorizedVisitedNetworkldentifiers
- ServicesRelatedToUnregisteredState
Public User Identity is a primary key element for the Subscription Identification And Numbering Component.

In addition to the data listed above, Subscription Identification And Numbering Component contains the following data
for component linking purposes.

- PrivateUserldentityReference

0 Private User Identity Reference list links this Subscription Identification And Numbering Component
to one or more Identity elements of the Private User Identity element in HSS IMS Data GUP
Component.

- ServiceProfileReference

0 Service Profile Reference links this Subscription Identification And Numbering Component to a
Service Profile Key element in Service Profile GUP Component.

- ImplicitlyRegisteredldSetReference

o Implicitly Registered Id Set Reference links this Subscription Identification And Numbering
Component to an Implicitly Registered |d Set Key element in Implicitly Registered 1d Set GUP
Component.

A.2.3.1 RepositoryData
Repository Data contains additional Sh-interface data, which are described in 3GPP TS 29.328 [10].
- Additiona ShData
Editor’s note: to be defined in more detail

Editor’s note: CAMEL related datais FFS

A.2.4 ServiceProfile GUP Component

The present sub clause presents the Service Profile GUP Component contents, which are defined based on the 3SGPP TS
29.228[7].

There exist some naming convention differences between Service Profile GUP Component XML Schemaand XML
Schema for Cx interface described in 3GPP TS 29.228 [7]. GUP XML Schema uses datatype in aformat XxxType,
where XML Schemafor Cx interface uses format tXxx.

E.g. corresponding GUP data element type for ServiceProfileType istServiceProfile —Cx element type. Thisruleis
valid to datatypes under ServiceProfileType —datatype.

Service Profile contains the following data for Component linking purposes.
- ServiceProfileKey
0 ServiceProfile Key isaprimary key to uniquely identify Service Profile Component.

0 Thisvaue must be unique within al Service Profile data.
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- Subscriptionl dentificationAndNumberingReference

0 Subscription Identification And Numbering Reference list links this Service Profile Component to
zero or more Public User Identity element in Subscription I dentification And Numbering
Components.
A.2.4.1 CoreNetworkServiceAuthorization
Core Network Service Authorization contains the following data, which are described in 3GPP TS 29.228 [7].

- SubscribedMediaProfilel dentifier

A.2.4.2 InitialFilterCriteria

Initial Filter Criteria contains the following data, which are described in 3GPP TS 29.228 [7]. All data under Initia
Filter Criteriaare described in 3GPP TS 29.228 [7].

- Priority

A.2.4.2.1 ApplicationServer

The present sub clause presents the Application Server element contents, which are defined based on the 3GPP TS
29.228[7].

- ServerName
- DefaultHandling

- Servicelnfo

A.2.4.2.2 TriggerPoint

The present sub clause presents the Trigger Point element contents, which are defined based on the 3GPP TS 29.228
[7].

- ConditionTypeCNF

A.2.4.2.2.1 ServicePointTrigger

The present sub clause presents the Service Point Trigger element contents, which are defined based on the 3GPP TS
29.228[7].

Corresponding data element in Cx reference point is SePoTri.
- ConditionNegated
- Group

Service Point Trigger contains one of the following data structures described below.

A.2.4.2.2.1.1RequestURI
The present sub clause presents the Request URI element contents, which are defined based on the 3GPP TS 29.228 [7].

- RequestURI

A.2.4.2.2.1.2Method
The present sub clause presents the Method el ement contents, which are defined based on the 3GPP TS 29.228 [7].
- Method
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A.2.4.2.2.1.3SIPHeader
The present sub clause presents the SIP Header el ement contents, which are defined based on the 3GPP TS 29.228 [7].
- Header

- Content

A.2.4.2.2.1.4SessionCase
The present sub clause presents the Session Case e ement contents, which are defined based on the 3GPP TS 29.228 [7].
- SessionCase

A.2.4.2.2.1.5SessionDescription

The present sub clause presents the Session Description element contents, which are defined based on the 3GPP TS
29.228 [7].

- Line

- Content

A.2.5 ImplicitlyRegisteredidSet GUP Component
Implicitly Registered Id Set contains the following data, which is described in 3GPP TS 29.228 [7].
- RegistrationStatus

In addition to datalisted above, Implicitly Registered |d Set Component contains the following data for component
linking purposes.

- ImplicitlyRegisteredldSetK ey

o Implicitly Registered Id Set Key is aprimary key to uniquely identify Implicitly Registered 1d Set
Component.

0 Thisvalue must be unique within all Implicitly Registered Id Set data.
- Subscriptionl dentificationAndNumberingReference

0 Subscription Identification And Numbering Reference list links this Implicitly Registered Id Set
Component to zero or more Public User Identity element in Subscription Identification And
Numbering Components.

A.3 Common Data Types
GUP Components share some common data types defined in the CommonDataTypes.xsd - XML Schemafile.
That XML Schemafile includes the following elements or element types used by other GUP XML Schema files:
- Extension
0  Will be used as an extension element
- ExtensionType
0 Extension element type
- GenericDataType
0  Will be used as a generic datatype

- GenericComponentReferenceType
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Annex <B> (normative):
WSDL Definitions

Ediror’s note: This shall include operations

Annex <C> (normative):
XML Schema Definitions

Ediror’s note: This shall include content for operations
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Annex <D> (informative):
XML Schema Structure

There are several different XML Schemas needed for different purposesin GUP. One set of schemasis needed to
describe the procedure level data (procedure names and their parameters) while another set of schemas are used to
describe the profile data carried with different procedures.

The following figure describes different kind of XML Schemas and their relations.

GUP Schemas
GUP Procedure Schema

Procedure parameters GUP Profile Common Definitions
<see structure from Figure 2> <XML Schema>
Data Payload Data Payload
XML elements XML elements
XML attributes XML attributes

Figure 1. XML Schemas and their relations

The purpose of the GUP Procedure Schemais to describe all the GUP procedures and their parameters.

The XML Schemas of the GUP procedures include pre-defined places for conveying the actud profile data which have
XML Schemas of their own. E.g., the XML Schema definition of the Query procedure (the response element) includes
the 'Data element for placing data of GUP Components.

The following data specific schemas are defined:

»  Profile Component Schema Template
»  Component type specific Profile Component Schemas
»  GUP Common Definitions Schemas.

The purpose of the Profile Component Schema Template is to give an example how guidelines of this specification are
implemented in practise in defining anew XML Schema. The template describes different items of definition. It is
recommended to check the definitions from the template when defineing Profile Component Schemasin order to have a
uniform structure for al Profile Components.

For each type of GUP Component there is one Profile Component Schema, which may contain or refer to other XML
Schemas. GUP specifies certain Profile Component Schemas, e.g., HSS specific Profile Component Schema(s), and
guidelines on how to specify additional GUP compatible Profile Component schemas. The Profile Component Schema
Template gives an example of a generic Profile Component Schema and shows how the guidelines are implemented in
practise.

The GUP Common Definitions Schemas describe sets of XML items and XML data type definitions commonly used by
other GUP specific schemas. Also the needed metadataitems are defined. The GUP Common Definitions Schemas
have no usage of their own, but they are utilized by most of the GUP specific schemas.
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There is no separate XML Schema describing the whole User Profile needed for the Rg reference point. However, the
present document shows how the profile XML document containing data from several GUP Components is composed
from anumber of separate Profile Component Schemas (see Figure 2). Even when thereisno XML Schema, the Profile
Component Schemas known by both the sending and receiving entity can be used to validate and interpret the data of
individual GUP Components. Note that the GUP Components may reference other GUP Components that may be e.g.
for common use.

GUP Profile
<structure>
[
[ ]
GUP Component (*) GUP Component
Profile Component Schema Profile Component Schema
Guidelines -
<logical> <same subelements with (*)>
Prof Comp Tmpl Schema
[ [ ]
GUP Component Data payload Common Definitions
Profile Component Schema XML elements <XML Schema>
XML attributes
<same subelements with (*)> Data Payload

XML elements
XML attributes

Figure 2. XML Schemas composing a GUP Profile

More information about the XML Schemas and their structures can be found in clause 6 of the present document.
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Annex <E> (informative): DST check list

To be contributed by Ericsson.
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Annex <F>: SOAP binding for GUP headers

Editor’s note: copy/paste from Chapter 9.2 from version 0.5.0. Needsto be revised.

The SOAP protocol is applied in the Rp reference point. SOAP provides a mechanism for exchanging structured and
typed information between peers using XML. It isavery generic protocol which can also be used to carry remote
procedure calls. Each SOAP message has an element "Envelope” and its immediate child elements "Header" and
"Body". SOAP carries the GUP procedure elements in its body part in compliance with the SOAP standard [5]. The

GUP Procedure elements are placed immediatel y below the Body element. If there are several requests or responses, the
GUP Procedure elements are carried one after another.

GUP SOAP messages are specified to run over standard http [6] as specified in [5] but implementations may also
support other transport mechanisms. If any SOAP level error is reported, no application data are returned. The used
SOAP binding and error reporting mechanisms are defined in Liberty ID-WSF SOAP Binding Specification [14].

There are anumber of SOAP Header elements defined for GUP. The first part of each header is defined according to
the Liberty ID-WSF SOAP Binding Specification [14] which specifies the following header blocks that are also
applicablein GUP:Editor’ s note: Whether the GUP framework will support a subset of SOAP headers defined by
the SOAP specification and also by Liberty ID-WSF SOAP Binding Specification [14] is FFS. Additionally some
GUP specific SOAP headers may also be required FFS. The implementation is FFS. Editor’ s note: Namespaces for

SOAP headers are FFS.

F.1 Correlation header

The correlation header isimplemented using the CorrelationType defined by the LA SOAP binding.

<xs:conpl exType nane="correl ati onType">
<xs:attribute name="nessagel D' type="|DType" use="required"/>
<xs:attribute nane="ref ToMessagel D' type="IDType" use="optional "/>
<xs:attribute nane="tinestanp" type="xs:dateTime" use="required"/>
<xs:attribute name="id" type="xs:|D'" use="optional"/>
<xs:attribute ref="S: mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</ xs: conpl exType>

F.2 Provider header

The provider header isimplemented using the ProviderType defined by the LA SOAP binding.

<xs:conpl exType name="Provi der Type">
<xs:attribute name="providerl D' type="xs:anyURl " use="required"/>
<xs:attribute nane="affiliationlD'" type="xs:anyURl" use="optional"/>
<xs:attribute name="id" type="xs:|D'" use="optional"/>
<xs:attribute ref="S: nmustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>

</ xs: conpl exType>

F.3 ProcessingContext header

The ProcessingContext header isimplemented using the Processing ContextType defined by the LA SOAP binding.

| <xs: conpl exType nane="Processi ngCont ext Type" >
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<xs: si nmpl eCont ent >
<xs:extensi on base="xs:anyURl ">
<xs:attribute nanme="id" type="xs:|D"'" use="optional"/>
<xs:attribute ref="S: mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

F.4 Consent header

The consent header isimplemented using the consentType defined by the LA SOAP binding.

<xs: conpl exType nane="consent Type">
<xs:attribute name="uri" type="xs:anyURl" use="required"/>
<xs:attribute name="tinestanp" type="xs:dateTine" use="optional"/>
<xs:attribute nanme="id" type="xs:ID"' use="optional"/>
<xs:attribute ref="S: must Under stand" use="optional "/>
<xs:attribute ref="S: actor" use="optional"/>

</ xs: conpl exType>

F.5 UsageDirective header

The UsageDirective header isimplemented using the UsageDirectiveType defined by the LA SOAP binding.

<conpl exType name="UsageDi rectiveType">
<sequence>
<xs:any nanespace="##ot her" processContents="|ax" nmaxCccurs="unbounded"/>
</ sequence>
<attribute name="ref" type="reference" use="required"/>
<attribute name="id" type="id" use="optional"/>
<attribute ref="S: nustUnder st and" use="optional"/>
<attribute ref="S: actor" use="optional"/>
</ conpl exType>

F.6 ServicelnstanceUpdate header

The Servicelnstance header isimplemented using the Servicel nstanceType defined by the LA SOAP binding.

<xs:conpl exType nane="Servi cel nst anceUpdat eType" >
<Xs:sequence>
<xs: el enent name="SecurityMechl D' type="xs:anyURI " m nCccurs="0"
maxQOccur s="unbounded"/ >
<xs: el enent name="Credential" m nCccurs="0" maxQccur s="unbounded" >
<xs: conpl exType>
<Xs:sequence>
<XS:any nanmespace="##any" processContents="|ax"/>
</ Xxs: sequence>
<xs:attribute name="notOnOrAfter" type="xs:dateTi me" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="Endpoi nt" type="xs:anyURI " m nCccurs="0"/>
</ Xxs: sequence>
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<xs:attribute nane="id" type="xs:ID"' use="optional"/>
<xs:attribute ref="S: must Under stand" use="optional "/>
<xs:attribute ref="S:actor" use="optional"/>

</ xs: conpl exType>

F.7 Timeout header

The Timeout header isimplemented using the TimeoutType defined by the LA SOAP binding.

<xs: conpl exType name="Ti meout Type" >

<xs:attribute name="naxProcessingTi ne" type="xs:integer" use="required"/>
<xs:attribute name="id" type="xs:|D' use="optional"/>

<xs:attribute ref="S: must Understand" use="optional "/>

<xs:attribute ref="S:actor" use="optional"/>

</ xs: conpl exType>

F.8 CredentialsContext header

The Credential sContext header is implemented using the Credentia sContextType defined by the LA SOAP binding.

<xs: conpl exType nane="Credenti al sCont ext Type">
<Xs:sequence>
<xs:elenment ref="1ib: Request Aut hnContext" m nCccurs="0"/>
<xs: el enent name="SecurityMechl D' type="xs:anyURI" m nCccurs="0"
maxQOccur s="unbounded"/ >
</ Xxs: sequence>
<xs:attribute name="id" type="xs:|D'" use="optional"/>
<xs:attribute ref="S: nmustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</ xs: conpl exType>

F.9wsse:Security header [LibertySecMech]
F.10 is:UserlInteraction header [Libertylnteract]

F.11 Example

We now provide a simple example of the usage of the GUP headers in the context of the GUP SOAP binding.

Editor’s note: copy-paste from the LA soap-binding spec and make it GUP compliant.
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Annex G (informative):
Change history
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2004-06-23 N4-040851 Editorial changes to table of contents 0.4.0 (0.4.1
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