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*** Frst Modification ***

7.3 Tunnel Management Messages

7.3.1 Create PDP Context Request

A Create PDP Context Reguest shall be sent from a SGSN node to a GGSN node as a part of the GPRS PDP Context
Activation procedure. After sending the Create PDP Context Request message, the SGSN marks the PDP context as
‘waiting for response’. In this state the SGSN shall accept G-PDUs from the GGSN but shall not send these G-PDUsto
the MS. A valid request initiates the creation of atunnel between a PDP Context in a SGSN and a PDP Context in a
GGSN. If the procedure is not successfully completed, the SGSN repeats the Create PDP Context Request message to
the next GGSN addressin the list of IP addresses, if there isone. If the list is exhausted the activation procedure fails.

The Tunnel Endpoint Identifier Data | field specifies a downlink Tunnel Endpoint Identifier for G-PDUswhichis
chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
downlink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies a downlink Tunnel Endpoint Identifier for control plane
messages which is chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of
al subsequent downlink control plane messages which are related to the requested PDP context. If the SGSN has
aready confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer GGSN, thisfield
shall not be present. The SGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane the
GGSN when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header
from the GGSN.

The MSISDN of the MS is passed to the GGSN inside the Create PDP Context Request; This additional information
can be used when a secure access to a remote application residing on a server is needed. The GGSN would be in fact
able to provide the user identity (i.e. the MSISDN) to the remote application server, providing it with the level of trust
granted to users through successfully performing the GPRS authentication procedures, without having to re-authenticate
the user at the application level.

If the M S requests a dynamic PDP address and a dynamic PDP address is allowed, then the PDP Addressfield in the
End User Address information element shall be empty. If the MS requests a static PDP Address then the PDP Address
field in the End User Address information element shall contain the static PDP Address. In case the PDP addresses
carried in the End User Address and optionally in the Protocol Configuration Option information element contain
contradicting information, the PDP address carried in the End User Address information element takes the higher
precedence. The Quality of Service Profile information element shall be the QoS val ues to be negotiated between the
MS and the SGSN at PDP Context activation.

The SGSN shall include an SGSN Address for control plane and an SGSN address for user traffic, which may differ
from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use
them when sending control plane on this GTP tunnel or G-PDUs to the SGSN for the MS.

The SGSN shall include a Recovery information element into the Create PDP Context Request if the SGSN isin contact
with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not
yet been indicated to the GGSN or if the SGSN has noticed that the path between itself and the GGSN has failed at
some point and has deleted al the active PDP contexts, MBM S UE contexts, and MBM S Bearer contexts associated
with the GGSN as aresult and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that
receives a Recovery information element in the Create PDP Context Request message element shall handleit in the
same way as when receiving an Echo Response message. The Create PDP Context Request message shall be considered
as avalid activation request for the PDP context included in the message.

The SGSN shall include either the MS provided APN, a subscribed APN or an SGSN selected APN in the message; the
Access Point Name may be used by the GGSN to differentiate accesses to different external networks.

The Selection Maode information element shall indicate the origin of the APN in the message.

For contexts created by the Secondary PDP Context Activation Procedure the SGSN shall include the linked NSAPI.
Linked NSAPI indicates the NSAPI assigned to any one of the already activated PDP contexts for this PDP address and
APN.
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The Secondary PDP Context Activation Procedure may be executed without providing a Traffic Flow Template (TFT)
to the newly activated PDP context if all other active PDP contexts for this PDP address and APN already have an
associated TFT, otherwise a TFT shall be provided. TFT is used for packet filtering in the GGSN.

When using the Secondary PDP Context Activation Procedure, the Selection mode, IMSI, MSISDN, End User Address,
Access Point Name and APN Restriction information elements shall not be included in the message.

The Protocol Configuration Options (PCO) information element may be included in the request when the MS provides
the GGSN with application specific parameters. The SGSN includes this | E in the Create PDP Context Request if the
associated Activate PDP Context Request or Activate Secondary PDP Context Request from the M S includes protocol
configuration options. The SGSN shall copy the content of this | E transparently from the content of the PCO IE in the
Activate PDP Context Reguest message or Activate Secondary PDP Context Reguest.

The SGSN shall select one GGSN based on the user provided or SGSN selected APN. The GGSN may have alogical
name that is converted to an address. The conversion may be performed with any name-to-address function. The
converted address shall be stored in the "GGSN Addressin Use" field in the PDP context and be used during the entire
lifetime of the PDP context.

If the converted address includes an |Pv6 address, the |Pv4/IPv6 capable SGSN sends Create PDP Context Request to
the GGSN including IPv6 addressesin the fields SGSN Address for Control Plane and SGSN Address for user traffic.If
the converted address only includes an |Pv4 address, |Pv4/IPv6 capable SGSN shall include |Pv4 addresses in the fields
SGSN Address for Control Plane and SGSN Address for user traffic.

NOTE: A DNS query may be used as the name-to-1P address mapping of the GGSN. The IP address returned in
the DNS response is then stored in the "GGSN Addressin Use" field in the PDP context.

The IMSI information element together with the NSAPI information element uniquely identifies the PDP context to be
created.

The SGSN shall not send a Create PDP Context Request for an aready active context.

*** Second Modification ***

7.3.2 Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When
the SGSN receives a Create PDP Context Response with the Cause value indicating 'Request Accepted', the SGSN
activates the PDP context and may start to forward T-PDUs to/from the M S from/to the externa data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in
the GGSN if the Cause differs from 'Request accepted'. Possible Cause values are;

- "Reguest Accepted".

- "Context not found"

- "Noresources available".

- "All dynamic PDP addresses are occupied”.
- "No memory isavailable".

- "Missing or unknown APN".

- "Unknown PDP address or PDP type".

- "User authentication failed".

- "Systemfailure".
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- "Semantic error in the TFT operation".

- "Syntactic error inthe TFT operation”.

- "Semantic errorsin packet filter(s)".

- "Syntactic errorsin packet filters(s)".

- "Mandatory |E incorrect".

- "Mandatory |E missing".

- "Optiona IE incorrect”.

- "Invalid message format".

- "PDP context without TFT already activated".
- "APN access denied — no subscription”.

- "APN Restriction type incompatibility with currently active PDP Contexts"

'No resources available' indicates that not enough resources are available within the network to allow the PDP Context
to be created. 'Missing or unknown APN' indicates e.g. when the GGSN does not support the Access Point Name.
'‘Unknown PDP address or PDP type' indicates when the GGSN does not support the PDP type or the PDP address.

'‘User authentication failed' indicates that the external packet network has rejected the service requested by the user e.g.
the authentication check in the RADIUS server failed. 'PDP context without TFT already activated' indicates that a PDP
context has already been activated without a TFT for that MS. 'Context not found' indicates that a Create PDP Request
for a subseguent PDP context has been received, but the PDP context associated with the request, which the SGSN
believes to be active does not exist on the GGSN. 'APN access denied — no subscription' indicates that the GGSN has
denied the user accessto an APN because a subscription is required, but the subscriber does not have the necessary
subscription.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery
information element shall be included in the response if the Cause contains another value than 'Request accepted'.

All information elements, except Recovery, Protocol Configuration Options, Charging Gateway Address, Tunnel
Endpoint Identifier Control Plane and Private Extension, are mandatory if the Cause contains the value 'Request
accepted'.

The Tunnel Endpoint Identifier for Data (1) field specifies an uplink Tunnel Endpoint Identifier for G-PDUsthat is
chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies an uplink Tunnel Endpoint Identifier for control plane
messages, which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of
all subsequent uplink-control plane messages, which are related to the requested PDP context. If the GGSN has already
confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, thisfield shall not
be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN
when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header from the
SGSN.

The GGSN shall include a GGSN Address for control plane and a GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP).

If the Create PDP Context Request received from the SGSN included 1Pv6 SGSN address, an | Pv4/IPv6 capable GGSN
shall include IPv6 addressesin the fields GGSN Address for Control Plane and GGSN Address for user traffic, and
IPv4 addressesin the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user
traffic. If SGSN included enby-an-|Pv4 SGSN addresses in the request, 1Pv4/IPv6 capable GGSN shall include IPv4
addresses in the fields GGSN Address for Control Plane and GGSN Address for user traffic, and |Pv6 addressesin the
fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. The SGSN shall
store these GGSN Addresses and use one set of them when sending control plane on this GTP tunnel or G-PDUsto the
GGSN for the MS.
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*** Frst Modification ***

7.3 Tunnel Management Messages

7.3.1 Create PDP Context Request

A Create PDP Context Reguest shall be sent from a SGSN node to a GGSN node as a part of the GPRS PDP Context
Activation procedure. After sending the Create PDP Context Request message, the SGSN marks the PDP context as
‘waiting for response’. In this state the SGSN shall accept G-PDUs from the GGSN but shall not send these G-PDUsto
the MS. A valid request initiates the creation of atunnel between a PDP Context in a SGSN and a PDP Context in a
GGSN. If the procedure is not successfully completed, the SGSN repeats the Create PDP Context Request message to
the next GGSN addressin the list of IP addresses, if there isone. If the list is exhausted the activation procedure fails.

The Tunnel Endpoint Identifier Data | field specifies a downlink Tunnel Endpoint Identifier for G-PDUswhichis
chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
downlink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies a downlink Tunnel Endpoint Identifier for control plane
messages which is chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of
al subsequent downlink control plane messages which are related to the requested PDP context. If the SGSN has
aready confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer GGSN, thisfield
shall not be present. The SGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane the
GGSN when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header
from the GGSN.

The MSISDN of the MS is passed to the GGSN inside the Create PDP Context Request; This additional information
can be used when a secure access to a remote application residing on a server is needed. The GGSN would be in fact
able to provide the user identity (i.e. the MSISDN) to the remote application server, providing it with the level of trust
granted to users through successfully performing the GPRS authentication procedures, without having to re-authenticate
the user at the application level.

If the M S requests a dynamic PDP address and a dynamic PDP address is allowed, then the PDP Addressfield in the
End User Address information element shall be empty. If the MS requests a static PDP Address then the PDP Address
field in the End User Address information element shall contain the static PDP Address. In case the PDP addresses
carried in the End User Address and optionally in the Protocol Configuration Option information element contain
contradicting information, the PDP address carried in the End User Address information element takes the higher
precedence. The Quality of Service Profile information element shall be the QoS val ues to be negotiated between the
MS and the SGSN at PDP Context activation.

The SGSN shall include an SGSN Address for control plane and an SGSN address for user traffic, which may differ
from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use
them when sending control plane on this GTP tunnel or G-PDUs to the SGSN for the MS.

The SGSN shall include a Recovery information element into the Create PDP Context Request if the SGSN isin contact
with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not
yet been indicated to the GGSN or if the SGSN has noticed that the path between itself and the GGSN has failed at
some point and has deleted al the active PDP contexts, MBM S UE contexts, and MBM S Bearer contexts associated
with the GGSN as aresult and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that
receives a Recovery information element in the Create PDP Context Request message element shall handleit in the
same way as when receiving an Echo Response message. The Create PDP Context Request message shall be considered
as avalid activation request for the PDP context included in the message.

The SGSN shall include either the MS provided APN, a subscribed APN or an SGSN selected APN in the message; the
Access Point Name may be used by the GGSN to differentiate accesses to different external networks.

The Selection Maode information element shall indicate the origin of the APN in the message.

For contexts created by the Secondary PDP Context Activation Procedure the SGSN shall include the linked NSAPI.
Linked NSAPI indicates the NSAPI assigned to any one of the already activated PDP contexts for this PDP address and
APN.
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The Secondary PDP Context Activation Procedure may be executed without providing a Traffic Flow Template (TFT)
to the newly activated PDP context if all other active PDP contexts for this PDP address and APN already have an
associated TFT, otherwise a TFT shall be provided. TFT is used for packet filtering in the GGSN.

When using the Secondary PDP Context Activation Procedure, the Selection mode, IMSI, MSISDN, End User Address,
Access Point Name and APN Restriction information elements shall not be included in the message.

The Protocol Configuration Options (PCO) information element may be included in the request when the MS provides
the GGSN with application specific parameters. The SGSN includes this | E in the Create PDP Context Request if the
associated Activate PDP Context Request or Activate Secondary PDP Context Request from the M S includes protocol
configuration options. The SGSN shall copy the content of this | E transparently from the content of the PCO IE in the
Activate PDP Context Reguest message or Activate Secondary PDP Context Reguest.

The SGSN shall select one GGSN based on the user provided or SGSN selected APN. The GGSN may have alogical
name that is converted to an address. The conversion may be performed with any name-to-address function. The
converted address shall be stored in the "GGSN Addressin Use" field in the PDP context and be used during the entire
lifetime of the PDP context.

If the converted address isincludeds an | Pv6 address, the | Pv4/I Pv6 capable SGSN witl-sends Create PDP Context
Request to the GGSN including |Pv6 addresses in the fields SGSN Address for Control Plane and SGSN Address for
user traffic.lf the converted address only includes an |Pv4 address, |Pv4/IPv6 capable SGSN shall include IPv4
addresses in the fields SGSN Address for Control Plane and SGSN Address for user traffic.

NOTE: A DNS query may be used as the name-to-1P address mapping of the GGSN. The IP address returned in
the DNS response is then stored in the "GGSN Addressin Use" field in the PDP context.

The IMSI information element together with the NSAPI information element uniquely identifies the PDP context to be
created.

The SGSN shall not send a Create PDP Context Request for an aready active context.

*** Second Modification ***

7.3.2 Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When
the SGSN receives a Create PDP Context Response with the Cause value indicating '‘Request Accepted’, the SGSN
activates the PDP context and may start to forward T-PDUs to/from the M S from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in
the GGSN if the Cause differs from 'Request accepted'. Possible Cause values are;

- "Request Accepted".

- "Context not found"

- "Noresources available".

- "All dynamic PDP addresses are occupied”.
- "No memory isavailable".

- "Missing or unknown APN".

- "Unknown PDP address or PDP type".

- "User authentication failed".

- "Systemfailure".

- "Semantic error inthe TFT operation”.

- "Syntactic error in the TFT operation".
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- "Semantic errorsin packet filter(s)".

- "Syntactic errorsin packet filters(s)".

- "Mandatory |E incorrect".

- "Mandatory |E missing".

- "Optiona IE incorrect”.

- "Invalid message format".

- "PDP context without TFT aready activated”.

- "APN access denied — no subscription”.

- "APN Restriction type incompatibility with currently active PDP Contexts"

'No resources available' indicates that not enough resources are available within the network to allow the PDP Context
to be created. 'Missing or unknown APN' indicates e.g. when the GGSN does not support the Access Point Name.
'‘Unknown PDP address or PDP type' indicates when the GGSN does not support the PDP type or the PDP address.

'‘User authentication failed' indicates that the external packet network has rejected the service requested by the user e.g.
the authentication check in the RADIUS server failed. 'PDP context without TFT already activated' indicates that a PDP
context has already been activated without a TFT for that MS. 'Context not found' indicates that a Create PDP Request
for a subseguent PDP context has been received, but the PDP context associated with the request, which the SGSN
believes to be active does not exist on the GGSN. 'APN access denied — no subscription' indicates that the GGSN has
denied the user accessto an APN because a subscription is required, but the subscriber does not have the necessary
subscription.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery
information element shall be included in the response if the Cause contains another value than 'Request accepted'.

All information elements, except Recovery, Protocol Configuration Options, Charging Gateway Address, Tunnel
Endpoint Identifier Control Plane and Private Extension, are mandatory if the Cause contains the val ue 'Request
accepted'.

The Tunnel Endpoint Identifier for Data (1) field specifies an uplink Tunnel Endpoint Identifier for G-PDUsthat is
chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies an uplink Tunnel Endpoint Identifier for control plane
messages, which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of
all subsequent uplink-control plane messages, which are related to the requested PDP context. If the GGSN has already
confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, thisfield shall not
be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN
when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header from the
SGSN.

The GGSN shall include a GGSN Address for control plane and a GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP).

If the Create PDP Context Request received from the SGSN included 1Pv6 SGSN address, an | Pv4/IPv6 capable GGSN
shall include IPv6 addresses in the fields GGSN Address for Control Plane and GGSN Address for user traffic, and
IPv4 addresses in the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user
traffic. If SGSN included enby-an-| Pv4 SGSN addresses in the request, 1Pv4/IPv6 capable GGSN shall include IPv4
addresses in the fields GGSN Address for Control Plane and GGSN Address for user traffic, and |Pv6 addressesin the
fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. The SGSN shall
store these GGSN Addresses and use one set of them when sending control plane on this GTP tunnel or G-PDUs to the
GGSN for the MS.
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*** Third Modification ***

7.5A.1.5 Create MBMS Context Request

A Create MBMS Context Request shall be sent from an SGSN node to a GGSN nodes as part of the MBM S Context
Activation procedure. After sending the Create MBM S Context Request message, the SGSN marks the MBM S context
as 'waiting for response’. A valid request createsa MBMS UE Context within the SGSN and GGSN, (see 3SGPP TS
23.246 [26]). Furthermore, a valid request creates a GTP tunnel in the GTP-C plane, however no GTP-U tunnel is
created at this step.

The Tunnel Endpoint Identifier Control Plane field specifies a downlink Tunnel Endpoint Identifier for control plane
messages which is chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of
all subsequent downlink control plane messages which are related to the requested PDP context.

The MSISDN of the MS is passed to the GGSN inside the Create MBM S Context Request; This additional information
can be used when a secure access to a remote application residing on a server is needed. The GGSN would be in fact
able to provide the user identity (i.e. the MSISDN) to the remote application server, providing it with the level of trust
granted to users through successfully performing the GPRS authentication procedures, without having to re-authenticate
the user at the application level.

The IMSI information element together with the NSAPI information element uniquely identifies the PDP context to be
created.

The End User Address information element contains the PDP type and IP Multicast PDP address that the UE requires to
be activated. The SGSN shall include either the UE provided APN, a subscribed APN or an SGSN selected APN in the
message. The Access Point Name information element identifies the access point of packet data network that the UE
requires to connect to receive the required MBMS service. The Selection Mode information element shall indicate the
origin of the APN in the message. The APN and End User Address information element shall uniquely identify the
MBMS service.

The SGSN shall include an SGSN Address for control plane, which may differ from that provided by the underlying
network service (e.g. IP). If the GGSN is IPv6 capable, the IPv4/1Pv6 capable SGSN shall include I1Pv6 addressesin the
field SGSN Address for signalling. Otherwise, it shall include IPv4 addressesin this field. The GGSN shall store the
SGSN Address and use them when sending control plane on this GTP tunnel for the UE.
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