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Change in Clause 16.4.7

16.4.7 Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access Request, Access-Accept,

Accounting-Request START, Accounting-Request STOP, Accounting Request Interim -Update and Disconnect-Request

messages.
Table 7: List of the 3GPP Vendor-Specific sub-attributes
Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement (Location of Sub-attr)
1 3GPP IMSI IMST for thisuser ~ Optional Access-Request,
Accounting-Request
START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
2 3GPP -Charging-Id Charging ID for Optional Access-Request,
this PDP Context Accounting-Request
(this together with START, Accounting -
the GGSN- Request STOP,
Address Accounting-Request
constitutes a Interim-Update
unique identifier
for the PDP
context).
3 3GPP -PDP Type Type of PDP Conditional Access-Request
context, e.g. IPor  (mandatory if Accounting-Request
PPP attribute 7 is START, Accounting -
present) Request STOP,
Accounting-Request
Interim-Update
4 3GPP -CG -Address Charging Optional Access-Request,
Gateway IP Accounting-Request
address START, Accounting -
Request STOP,
Accounting-Request
Interim-Update
5 3GPP -GPRS - QoS profile Optional Access-Request,
Negotiated-QoS Profile | applied by GGSN Accounting-Request
START, Accounting -
Request STOP,
Accounting-Request
Interim-Update
6 3GPP -SGSN-Address SGSN IP address O ptional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting -
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Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement (Location of Sub-attr)
for the handling of Request STOP,
control messages. Accounting-Request
It may be used to Interim-Update
identify the PLMN
to which the user
is attached.

7 3GPP -GGSN-Address GGSN IP address ~ Optional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting -
for the context Request STOP,
establishment. It Accounting-Request
is the same as the Interim-Update
GGSN IP address
used in the
GCDRs.

8 3GPP 4{MSI-MCCMNC | MCC and MNC Optional Access-Request,
extracted from the Accounting-Request
user's IMSI (first 5 START, Accounting -
or 6 digits, as Request STOP,
applicable from Accounting-Request
the presented Interim-Update
IMSI).

9 3GPP -GGSN-MCC- MCC-MNC of the  Optional Access-Request,

MNC network the Accounting-Request
GGSN belongs to. START, Accounting -

Request STOP,
Accounting-Request

Interim-Update

10 3GPP -NSAPI Identifies a Optional Access-Request,
particular PDP Accounting-Request
context for the START, Accounting-
associated PDN Request STOP
and MSISDN/IMSI Accounting-Request
from creation to Interim-Update
deletion.

11 3GPP -Session-Stop- Indicates to the Optional Accounting Request

Indicator AAA server that STOP
the last PDP
context of a
sessionis
released and that
the PDP session
has been
terminated.

12 3GPP -Selection-Mode | Contains the Optional Access-Request,
Selection mode Accounting-Request
for this PDP START, Accounting-
Context received Request STOP,
in the Create PDP Accounting-Request
Context Request Interim-Update
Message

13 3GPP -Charging- Contains the Optional Access-Request,

Characteristics charging Accounting-Request
characteristics for START, Accounting -
this PDP Context Request STOP,
received in the Accounting-Request
Create PDP Interim-Update
Context Request
Message (only
available in R99
and later
releases)

14 3GPP -CG1Pv6- Charging Optional Access-Request,

Address Gateway |Pv6 Accounting-Request
address START, Accounting -

Request STOP,




3GPP TS aa.bbb vX.Y.Z (YYYY-MM)

CR page 4

Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement (Location of Sub-attr)
Accounting-Request
Interim-Update
15 3GPP -SGSN4Pv6- SGSN IPv6 Optional Access-Request,
Address address that is Accounting-Request
used by the GTP START, Accounting-
control plane for Request STOP,
the handling of Accounting-Request
control messages. Interim-Update
It may be used to
identify the PLMN
to which the user
is attached.
16 3GPP -GGSN-IPv6- GGSN IPv6 Optional Access-Request,
Address address that is Accounting-Request
used by the GTP START, Accounting -
control plane for Request STOP,
the context Accounting-Request
establishment. Interim-Update
17 3GPP - TPv6-DNS - List of IPv6 Optional Access-Accept
Servers addresses of DNS
servers for an
APN
18 3GPP-SGSN-MCC- MCC and MNC Optional Access-Request,
MNC extracted from the Accounting-Request
RAI within the START, Accounting -
Create PDP Request STOP,
Context Request Accounting-Request
or Update PDP Interim-Update
Context Request
message.
19 3GPP -Teardown- Indicate to the Optional Disconnect Request
Indicator GGSN that all
PDP contexts for
this particular user
and sharing the
same user
session need to
be deleted.
20 3GPP IMEISV International Optional Accounting-Request
Mobile Equipment START, Access-
Id and its Request
Software Version
21 3GPP Packet-Filter Packet Filterused — Optional Accounting-Request
for this PDP START, Accounting -
context, as Request Interim-
received from the Update
MS inthe TET,
The RADIUS vendor Attribute is encoded as follows (as per RFC 2865 [38])
Bits
Octets 8 6 5 4 3 2 1
1 Type = 26
2 Length = n
3 Vendor id octet 1
4 Vendor id octet 2
5 Vendor id octet 3
6 Vendor id octet 4
7-n String
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n37
3GPP Vendor Id = 10415

The string part is encoded as follows:

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =
2 3GPP Length = m
3 -m 3GPP value
m3 2 and m £ 248
The 3GPP specific attributes encoding is clarified below.
1- 3GPP-IMSI
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP fype = 1
2 3GPP Length=m
3-m IMSI digits 1-n (UTF8 encoded)
3GPP Type: 1
n £15

Length: m £17
IMSI value: Text:

Thisisthe UTF-8 encoded IMSI; The definition of IMS| shall be in accordance with 3GPP TS 23.003 [40] and 3GPP

TS 29.060 [24]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If
the IMSI is less than 15 digits, the padding in the GTP information element shall be removed by the GGSN and not
encoded in this sub-attribute.

2 - 3GPP-Charging ID

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =2

2 3GPP Length= 6
3 Charging ID value Octet 1
4 Charging ID value Octet 2
5 Charging ID value Octet 3
6 Charging 1D value Octet 4
3GPP Type: 2
Length: 6

Charging ID value: 32 bits unsigned integer
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3- 3GPP-PDP type
Bits
Octets 8 7 6 5 4 3

3GPP type = 3

3GPP Length=6

PDP type octet 1
PDP type octet 2

PDP type octet 3

o gabhwWwNE

PDP type octet 4

3GPP Type: 3
Length: 6
PDP type value: Unsigned 32 bits integer

PDP type octet possible values:

0=IPv4
1=PPP
2=1Pv6

4 - 3GPP-Charging Gateway address

Bits
Octets 8 7 6 5 4 3
1 3GPP type =4

2 3GPP Length=6
3 Charging GW addr Octet 1
4 Charging GW addr Octet 2
5 Charging GW addr Octet 3
6 Charging GW addr Octet 4
3GPP Type: 4
Length: 6

Charging GW address value: Address

5 - 3GPP-GPRS Negotiated QoS profile

Bits
Octets 8 7 6 5 4 3
1 3GPP type =5
2 3GPP Length=TL
3-L UTF8 encoded QoS profile

3GPP Type: 5
Length: L £ 33 (release 5) or L £ 27 (release 99) or L = 11 (release 98)
QoS profile value: Text
UTF-8 encoded QoS profile syntax:
"<Release indicator> — <rel ease specific QoS |E UTF8 encoding>"

<Release indicator> = UTF8 encoded number :

CR page 6
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"98" = Release 98
"99"= Release 99
"05"= Release 5

<release specific QoS profile UTF8 encoding> = UTF8 encoded QoS profile for the release indicated by the
release indicator.

The UTF-8 encoding of a QoS |E is defined as follows: each octet is described by 2 UTR8 encoded digits,
defining its hexadecimal representation. The QoS profile definitionisin 3GPP T S 24.008 [54].

The release 98 QoS profile data is 3 octets long, which then results in a 6 octets UTF8 encoded string.

The release 99 QoS profile datais 11 octets long, which results in a 22 octets UTR8 encoded string.

The release 5 QoS profile data is 14 octets long, which resultsin a 28 octets UTF-8 encoded string.

6 - 3GPP-SGSN address
Bits

Octets 8 7 6 5 4 3 2 1
1 3GPP type = 6
3GPP Length= 6
SGSN addr Octet 1
SGSN addr Octet 2
SGSN addr Octet 3
SGSN addr Octet 4

oOUh WN

3GPP Type: 6
Length: 6
SGSN address value: Address
7 - 3GPP-GGSN address
Bits

Octets 8 7 6 5 4 3 2 1
3GPP type =7
3GPP Length=6
GGSN addr Octet 1
GGSN addr Octet 2
GGSN addr Octet 3
GGSN addr Octet 4

oOU A WNPE

3GPP Type: 7
Length: 6

GGSN address value: Address
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8- 3GPP-IMSI MCGMNC
Bits

Octets 8 7 6 5 4 3 2 1
3GPP type = 8
3GPP Length=n
MCC digitl (UTF8 encoded)
MCC digit2 (UTF8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF8 encoded)
MNC digit3 if present (UTF3 encoded)

O~NOO U~ WNE

3GPP Type: 8
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
MS address value: text

Thisisthe UTF-8 encoding of the MS MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC
Bits

Octets 8 7 6 5 4 3 2 1
3GPP type = 9
3GPP Length="n
MCC digitl (UTF8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF8 encoded)
MNC digitl (UTF8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF8 encoded)

0 ~NO A WNER

3GPP Type: 9
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
GGSN address value: text

Thisis the UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

10 - 3GPP-NSAPI

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 10
2 3GPP Length= 3
3 NSAPI

3GPP Type: 10
Length: 3

NSAPI value: text
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It isthe value of the NSAPI of the PDP context the RADIUS message is related to. It is encoded as its hexadecimal
representation, using 1UTF-8 encoded digit.

11 - 3GPP-Session Stop I ndicator

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 11
2 3GPP Length=3
3 11111111
3GPP Type: 11
Length: 3
Valueissettoal 1
12 - 3GPP-Selection-Mode
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 12
2 3GPP Length=1
3 UTFR8 encoded Selection mode string

3GPP Type: 12
Length: 3
Selection mode value: Text

The format of this attribute shall be a character string consisting ¢ a single digit, mapping from the binary value of the
selection mode in the Create PDP Context message (3GPP TS 29.060 [24]). Where 3GPP TS 29.060 [24] provides for
interpretation of the value, e.g. map '3' to '2', this shall be done by the GGSN.

13 - 3GPP-Charging-Characteristics

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 13
2 3GPP Length=6
3-6 UTF8 encoded Charging Characteristics value

3GPP Type: 13
Length: 6
Charging characteristics value: Text

The charging characteristics is value is the value of the 2 octets value field taken from the GTP |E described in
3GPP TS 29.060 [24], subclause 7.7.23.

Each octet of this |E field value is represented via 2 UTF-8 encoded digits, defining its hexadecimal
representation.
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14 - 3GPP-Charging Gateway | Pv6 address

Octets 8

Bits

7 6 5 4 3 2

3GPP type = 14

3GPP Length= 18

Charging GW IPv6 addr Octet 1
Charging GW IPv6 addr Octet 2

Charging GW IPv6 addr Octet 3-16

3GPP Type: 14

Length: 18

Charging GW IPv6 address value: IPv6 Address
15 - 3GPP-SGSN | Pv6 address

Octets 8

Bits

7 6 5 4 3 2

3GPP type =15

3GPP Length=18
SGSN IPv6 addr Octet 1

SGSN IPv6 addr Octet 2

SGSN IPv6 addr Octet 316

3GPP Type: 15
Length: 18
SGSN IPv6 address value: 1Pv6 Address

16 - 3GPP-GGSN | Pv6 address

Octets 8

Bits

7 6 5 4 3 2

3GPP type = 16

3GPP Length= 18

GGSN IPv6 addr Octet 1

GGSN IPv6 addr Octet 2

GGSN [Pv6 addr Octet 316

3GPP Type: 16
Length: 18
GGSN IPv6 address value: IPv6 Address

17 - 3GPP-1Pv6-DNS-Servers

Octets 8
1

Bits

7 6 5 4 3 2

3GPP type = 17

2

3GPP Length=m

3-18

(Ist) DNS TPv6 addr Octet 1-16

19-34

(2nd) DNS IPv6 addr Octet 1-16

k-m

(n-th) DNS TPv6 addr Octet I-16

3GPP Type: 17

CR page 10
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Length: m=nx16+2;n3 1andn£15 k=m-15

IPv6 DNS Server value: IPv6 AddressThe 3GPP- I Pv6-DNS- Servers Attribute provides alist of one or more ('n') IPv6
addresses of Domain Name Server (DNS) servers for an APN. The DNS servers are listed in the order of preference for
use by aclient resolver, i.e. the first is 'Primary DNS Server', the second is 'Secondary DNS Server' etc. The attribute
may be included in Access Accept packets.

18 - 3GPP-SGSN MCC-MNC
Bits

Octets 8 7 6 5 4 3 2 1
3GPP type = 18
3GPP Length="n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 it present (UTF8 encoded)

O~NO U~ WNE

3GPP Type: 18
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
SGSN address value: text

Thisis the UTF-8 encoding of the RAl MCGMNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

19 - 3GPP-Teardown Indicator

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 19
2 3GPP Length=3
3 spare TI

3GPP Type: 19
Length: 3

If thevalue of Tl isset to "1", then all PDP contexts that share the same user session with the PDP context identified by
the NSAPI included in the Delete PDP Context Request Message shall be torn down. Only the PDP context identified
by the NSAPI included in the Delete PDP context Reguest shall be torn down if the value of Tlis"0".

20 -3GGP- IMEISV

Bits

Octets 8 7 6 5 4 3 2 1
1 3GPP Type =20

2 3GPP Length = 18

3 IMEISV digits1 - n

3GPP Type: 20

n =16 where TAC = 8 digits SNR =6 digits & SVN = 2 digits
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Octets

=

2
3z
3GPP Type: 21

Length: n

Bits

|[ee]
]

6 5 3 2

|-

>

=

3GPP type = 21
3GPP Length=n

Packet Filter

CR page 12

Each 3GPP-Packet -Filter attribute contains only one packet filter. Multiple 3GPP-Packet -Filter attributes can be sent in

one RADIUS Accounting Request message.

When the GGSN sends the packet filter information, the RADIUS message shall carry ALL (or none) of the packet

Packet Filter Value:

8 z 6 5 4 3 2 1
i Octet 1
Packet filter evaluation precedence Octet 2
Length of Packet filter contents Octet 3
Direction of Packet Filter Octet 4
Packet filter contents Octet 5
Octet m
Direction Value:
00000000: Dowlink
00000001: Uplink
Type Vaue

1: IPv4 source address type

shall be encoded as a sequence of a four octet IPv4

address field and a four octet |Pv4 address mask field.

The IPv4 addressfield shall be transmitted first

2: 1Pv6 source address type

shall be encoded as a seguence of a sixteen octet IPv6

fleld The IPv6 addressfeld shall be transm|tted f|rst

3: Protocol identifier/Next header
type

shall be encoded as one octet which specifies the |Pv4
protocol identifier or IPv6 next header

4. Single destination port type

shall be encoded as two octet which specifies a port
number

6 : Single source port type

range low limit field and a two cctet port range high
limit field. The port range low limit field shall be
transmitted first

shall be encoded as two octet which specifies a port
number
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7: Source port range type

shall be encoded as a sequence of a two octet port

limit field. The port range low limit field shall be
transmitted first

8: Security parmeter index type

shall be encoded as four octet which specifies the IPSec

(1Bv6)

security parameter index

SNall De eNcoded as ad Sequence Of d ONe OCLEL pe-Of-
Service/Traffic Class field and a one octet Type-of
Service/Traffic Class mask field. The Type-of-
Service/Traffic Class field shall be transmitted first

flow label. The bits 8 through 5 of the first octet shall
be spare whereas the remaining 20 bits shall contain the
1Pv6 flow label

CR page 13

End of Change in Clause 16.4.7
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