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5431 Determination of mobile-originated or mobile-terminated case
Upon receipt of an initial request or atarget refresh request or a stand-alone transaction, the S-CSCF shall:

- perform the procedures for the mobile-originating case as described in subclause 5.4.3.2 if the request makes use
of the information for mobile-originating calls, which was added to the Service-Route header entry of the S-
CSCF during registration (see subclause 5.4.1.2), e.g. the message is received at a certain port or the topmost
Route header contains a specific user part or the ‘orig’ parameter; or,

- perform the procedures for the mobile-terminating case as described in subclause 5.4.3.3 if thisinformation is
not used by the request.

- if present, remove the ‘orig’ parameter from the topmost Route header

5.7.3  Application Server (AS) acting as originating UA

When acting as an originating UA the AS shall behave as defined for a UE in subclause 5.1.3, with the exceptions
identified in this subclause.

The AS, although acting asa UA, does not initiate any registration of its associated addresses. These are assumed to be
known by peer-to-peer arrangements within the IM CN subsystem.

When an AS acting as an originating UA generates an initial regquest for adialog or arequest for a standalone
transaction, the AS shall insert a P-Charging-V ector header with the icid parameter populated as specified in 3aGPP TS
32.260 [17]. The AS may retrieve CCF and/or ECF adresses from HSS on Shinterface.

When an AS acting as an originating UA generates a subsequent request that does not relate to an INVITE dialog, the
AS shall insert a P-Charging-V ector header with the icid parameter populated as specified in 3GPP TS 32.260 [17].

The AS shall extract charging function addresses from any P-Charging-Function-Addresses header that isreceived in
any 1xx or 2xx responses to the requests.

Furthermore the AS shall insert a Route header pointing to the S-CSCF of the UE on whose behalf the request is
generated.

NOTE: The address of the SS-CSCF may be obtained either from a previous request terminated by the AS, by
querying the HSS on the Sh interface or from static configuration.

The AS shall always append the ‘orig’ parameter to the URI of the SS-CSCF whenever it generates a request on behalf of
the user and sendsiit to the S-CSCF where the user is registered.

7.2A Extensions to SIP headers defined within the present document
7.2A.1 Extension to WWW-authenticate header

7.2A.1.1 Introduction

This extension defines a new authentication parameter (auth-param) for the WWW-Authenticate header used in a401
(Unauthorized) response to the REGISTER request. For more information, see RFC 2617 [21] subclause 3.2.1.

7.2A.1.2 Syntax

The syntax for for auth-param is specified in table 7.4.

CR page 3



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

Table 7.4: Syntax of auth-param

aut h- param
integrity-key

1#( integrity-key / cipher-key )
"ik" EQUAL ik-val ue

ci pher - key "ck" EQUAL ck-val ue

i k-val ue LDQUOT *( HEXDI G RDQUOT
ck-val ue LDQUOT *( HEXDI G RDQUOT
7.2A.1.3 Operation

This authentication parameter will be used in a401 (Unauthorized) response in the WWW-authenticate header during
UE authentication procedure as specified in subclause 5.4.1.

The S-CSCF appends the integrity-key parameter (directive) to the WWW.-Authenticate header in a 401
(Unauthorized) response. The P-CSCF stores the integrity-key value and removes the integrity-key parameter from the
header prior to forwarding the response to the UE.

The S-CSCF appends the cipher-key parameter (directive) to the WWW-Authenticate header in a 401 (Unauthorized)
response. The P-CSCF removes the cipher-key parameter from the header prior to forwarding the response to the UE. In
the case ciphering is used, the P-CSCF stores the cipher-key value.

7.2A.2 Extension to Authorization header

7.2A.2.1 Introduction

The integrity-protected authentication parameter (auth-param) is an extension parameter defined for the Authorization
header used in REGISTER requests. For more information, see RFC 2617 [21] subclause 3.2.2.

7.2A22  Syntax

The syntax for for auth-param is specified in table 7.5.

Table 7.5: Syntax of auth-param

integrity-protected = “integrity-protected” EQUAL (“yes” / “no")

7.2A.2.3 Operation

This authentication parameter isinserted by the P-CSCF in all the REGISTER requests received from the UE. The
value of the parameter is set to “yes’ in case the request was integrity protected, otherwise the value of itisset to “no”.
Thisinformation is used by S-CSCF to decide whether to challenge the REGISTER request or not, as specified in
subclause 5.4.1.

7.2A.3 Tokenized-by parameter definition (various headers)

7.2A.3.1 Introduction

The tokenized-by parameter is an extension parameter appended to encrypted entries in various SIP headers as defined
in subclause 5.3.3.1.

7.2A.3.2 Syntax

The syntax for the tokenized-by parameter is specified in table 7.6:
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Table 7.6: Syntax of tokenized-by-param

uri-paraneter = transport-param/ user-param/ nethod-param
/| ttl-param/ nmaddr-param/ |r-param/ tokenized-by-param/ other-param
t okeni zed- by- param = “t okeni zed- by” EQUAL host nane

The BNF for uri-parameter is taken from IETF RFC 3261 [26] and modified accordingly.

7.2A.3.3 Operation

The tokenized-by parameter is appended by I-CSCF(THIG) after all encrypted strings within SIP headers when network
configuration hiding is active. The value of the parameter is the domain name of the network which encrypts the
information.

7.2A.4 P-Access-Network-Info header

7.2A.4.1 Introduction

The P-Access-Network-Info header is extended to include specific information relating to 3GPP access networks.

7.2A4.2  Syntax

The syntax of the P-Access-Network-Info header is described in RFC 3455 [52].

7.2A.4.3 Additional coding rules for P-Access-Network-Info header
In 3GPP systems, there are additional coding rules for the P-Access-Network-1nfo header:

If the access type field is equal to "3GPP-GERAN" the access info field shall contain avalue for "cgi-3gpp" parameter.
Thisvalue shall be the Cell Global Identity obtained from lower layers of the UE.

The Cell Global Identity is a concatenation of MCC, MNC, LAC and ClI (as described in 3GPP TS 23.003 [3]). The
value of "cgi-3gpp" parameter istherefore coded as atext string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length
code of 16 bits using full hexadecimal representation) and CI (fixed length code of 16 bits using a full hexadecimal
representation).

If the access type field is equal to "3GPP-UTRAN-FDD", "3GPP-UTRAN-TDD" or "3GPP-CDMA2000" the access
info field shall contain a value for "utran-cell-id-3gpp" parameter. This value shall be made up of a concatenation of the
MCC, MNC, LAC (as described in 3GPP TS 23.003 [3]) and the UMTS Cell Identity (as described in 3GPP TS 25.331
[9A]), obtained from lower layers of the UE, and is coded as atext string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length
code of 16 bits using full hexadecimal representation) and UMTS Cell Identity (fixed length code of 28 bits).

7.2A.5 P-Charging-Vector header

7.2A5.1 Introduction

The P-Charging-V ector header isis extended to include specific charging correlation information needed for IM CN
subsystem functional entities.

7.2A.5.2 Syntax

The P-Charging-V ector header field has the syntax described in RFC 3455 [52]. Table 7.3 describes extensions required
for 3GPP to that syntax.
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Table 7.3: Syntax of extensions to P-Charging-Vector header

access-network-charging-info = (gprs-charging-info / generic-paran
gprs-charging-info = ggsn *(SEM pdp-info) [ SEM extension-paran
ggsn = "ggsn" EQUAL gen-val ue

pdp-info = pdp-sig SEM gcid SEM auth-token *(SEM flowid)
pdp-sig = "pdp-sig" EQUAL ("yes" / "no")

gcid = "gcid" EQUAL gen-val ue

aut h-t oken = "aut h-token" EQUAL gen-val ue

flowid = "flowid" EQUAL gen-val ue

ext ensi on-param = token [ EQUAL (token | quoted-string)]

The access-network-charging-info parameter is an instance of generic-param from the current charge-params
component of P-Charging-V ector header

The access-network-charging-info parameter includes alternative definitions for different types access networks.

GPRSistheinitialy supported access network (gprs-charging-info parameter). For GPRS there are the following
components to track: GGSN address (ggsn parameter) and one or more PDP contexts (pdp-info parameter). Each PDP
context hasan indicator if itisan IM CN subsystem signalling PDP context (pdp-sig parameter), an associated GPRS
Charging Identifier (gcid parameter), a media authorization token (auth-token parameter) and one or more flow
identifiers (flow-id parameter) that identify associated m-lines within the SDP from the SIP signalling. These
parameters are transferred from the GGSN to the P-CSCF via the PDF over the Go and Gq interfaces, see
3GPPTS29.207 [12].

For a dedicated PDP context for SIP signalling, i.e. no media stream requested for a session, then there is no
authorisation activity or information exchange over the Go and Gq interfaces. Since there are no GCID, media
authorization token or flow identifiersin this case, the GCID and media authorization token are set to zero and no flow
identifier parameters are constructed by the PDF.

7.2A.5.3 Operation
The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.

7.2A.6 Orig parameter definition

Editor’s note: According to draft-ietf-sip-uri-parameter-reg-01, all SIP and SIPS URI parameters MUST be
documented in an RFC in order to be registered by IANA. Registered SIP or SIPS URI parameters are to
be considered "reserved words'. 3GPP shall consider to describe this parameter in an informational RFC
and register it by IANA. When that happens, section 7.2A.6 will be removed.

7.2A.6.1 Introduction

The'orig' parameter is a uri-parameter intended to tell to the S-CSCF that it has to perform the originating services
instead of terminating services.

7.2A.6.2 Syntax

The syntax for the orig parameter is specified in table 7.x:

Table 7.x: Syntax of orig parameter

uri-parameter = transport-param/ user-param/ nethod-param
/| ttl-param/ naddr-param/ Ir-param/ orig / other-param
orig = “orig”

The BNF for uri-parameter is taken from IETF RFC 3261 [26] and modified accordingly.
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7.2A.6.3 Operation

The orig parameter is appended to the address of the S-CSCF by the ASs, when those initiate requests on behalf of the
user. The S-CSCF will run originating services whenever the orig parameter is present next to its address.
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5.2.7.2 Mobile-originating case
The P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.
Upon receiving aresponse (e.g. 183 (Session Progress), 200 (OK)) to theinitial INVITE request, the P-CSCF shall:

- if amedia authorization token is generated by the PDF as specified in RFC 3313 [31] (i.e. when service-based
local policy control is applied), insert the P-Media-Authorization header containing that media authorization
token.

NOTE: Typically, thefirst 183 (Session Progress) response contains an SDP answer including one or more "m="
media descriptions, but it is also possible that the response does not contain an SDP answer or the SDP
does not include at least an "m=" media description. However, the media authorization token is generated
independently of the presence or absence of "m=" media descriptions and sent to the UE in the P-Media-
Authorization header value. The same media authorization token is used until the session is terminated.
For further details see 3GPP TS 29.207 [12].

When the P-CSCF sends the UPDATE request towards the S-CSCF, the P-CSCF shall also include the access-network-
charging-info parameter in the P-Charging-V ector header. See subclause 5.2.7.4 for further information on the access
network charging information.

5.2.7.3 Mobile-terminating case

When the P-CSCF receives an initial INVITE request destined for the UE, it will contain the URI of the UE in the
Request-URI, and a single preloaded Route header. The received initial INVITE request will also have alist of Record-
Route headers. Prior to forwarding theinitial INVITE to the URI found in the Request-URI, the P-CSCF shall:

- if amedia authorization token is generated by the PDF as specified in RFC 3313 [31] (i.e. when service-based
local policy control is applied), insert the P-Media-Authorization header containing that media authorization
token.

NOTE: Typicaly, theinitial INVITE request contains an SDP offer including one or more "m=" media
descriptions, but it is also possible that the INVITE request does not contain an SDP offer or the SDP
does not include at least an "m= media description. However, the media authorization token is generated
independently of the presence or absence of "m=" media descriptions and sent to the UE in the P-Media-
Authorization header value. The same media authorization token is used until the session is terminated.
For further details see 3GPP TS 29.207 [12].

In addition, the P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.
When the P-CSCF sends 180 (Ringing) or 200 (OK) (to INVITE) towards the S-CSCF, the P-CSCF shall also include

the access-network-charging-info parameter in the P-Charging-V ector header. See subclause 5.2.7.4 for further
information on the access network charging information.
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~~ FIRST CHANGE ~~

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Newly established set of security associations: Two pairs of 1Psec security associations that have been created at
the UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations: Two pairs of 1Psec security associations after another set of security associations
has been established due to a successful authentication procedure.

Temporary set of security associations. Two pairs of |Psec security associations that have been created at the UE
and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) responseto a
REGISTER request was received. The SIP level lifetime of such created security associations will
be equal to the value of reg-await-auth timer.

For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B].
Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless
otherwise specified see clause 6).

Back-to-Back User Agent (B2BUA)
Client

Dialog

Final response

Header

Header field

L ooserouteing

M ethod

Option-tag (see RFC 3261 [26] subclause 19.2)
Provisional response

Proxy, proxy server

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)
Tag (see RFC 3261 [26] subclause 19.3)
Target Refresh Request

User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2]
subclause 4.1.1.1 and subclause 4a.7 apply:

Breakout Gateway Control Function (BGCF)
Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Media Gateway Control Function (M GCF)

3GPP
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M ultimedia Resour ce Function Controller (M RFC)
M ultimedia Resour ce Function Processor (M RFP)
Subscription Locator Function (SLF)

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 23.218 [5]
subclause 3.1 apply:

Filter criteria

Initial filter criteria
Initial request
Standalone transaction
Subsequent request

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7]
subclauses 3.1, 4.3.3.1, 4.3.6, and-4.6 and 5.4.12.1 apply:

Interrogating-CSCF (1-CSCF)

| P-Connectivity Access Network (IP-CAN)
Policy Decision Function (PDF)

Public Service | dentity (PSI)

Private user identity

Proxy-CSCF (P-CSCF)

Public user identity

Serving-CSCF (S-CSCF)

Statically pre-confiqured PS|

For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

IM Subscriber Identity Module (1SIM)
Protected server port
Protected client port

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

Universal Integrated Circuit Card (UICC)
Universal Subscriber Identity M odule (USIM)
User Equipment (UE)

For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A
apply:

Security association

NOTE: A number of different security associations exist within the IM CN subsystem. Within this document the
term specifically appliesto the security association that exists between the UE and the P-CSCF, asthisis
the only security association that has direct impact on SIP.

For the purposes of the present document, the following terms and definitions givenin ITU-T E.164 [57] apply:

International public telecommunication number

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

Ixx A status-code in the range 101 through 199, and excluding 100
2XX A status-code in the range 200 through 299

AS Application Server

APN Access Point Name

AUTN Authentication TokeN

B2BUA Back-to-Back User Agent

BGCF Breakout Gateway Control Function

c conditional

CCF Charging Collection Function
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CDR Charging Data Record

CK Ciphering Key

CN Core Network

CSCF Call Session Control Function

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DTD Document Type Definition

ECF Event Charging Function

FQDN Fully Qualified Domain Name

GCID GPRS Charging Identifier

GGSN Gateway GPRS Support Node

GPRS General Packet Radio Service

HSS Home Subscriber Server

[ irrelevant

I-CSCF Interrogating CSCF

ICID IM CN subsystem Charging Identifier
IK Integrity Key

IM IP Multimedia

IMS IP Multimedia core network Subsystem
IMS| International Mobile Subscriber Identity
[e]} Inter Operator Identifier

IP Internet Protocol

IP-CAN IP-Connectivity Access Network
IPsec IP security

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

ISC I P multimedia Subsystem Service Control
ISIM IM Subscriber Identity Module

m mandatory

MAC Message Authentication Code

MCC Mobile Country Code

MGCF Media Gateway Control Function
MGW Media Gateway

MNC Mobile Network Code

MRFC Multimedia Resource Function Controller
MRFP Multimedia Resource Function Processor
PDP Packet Data Protocol

PLMN Public Land Mobile Network

PSI Public Service |dentity

PSTN Public Switched Telephone Network
n/a not applicable

NAI Netework Access Identifier

o] optional

P-CSCF Proxy CSCF

PDU Protocol Data Unit

RAND RANDom challenge

RES RESponse

RTCP Real-time Transport Control Protocol
RTP Real-time Transport Protocol

S-CSCF Serving CSCF

SDP Session Description Protocol

SIP Session Initiation Protocol

SLF Subscription Locator Function

SQN SeQuence Number

UA User Agent

UAC User Agent Client

UAS User Agent Server

UE User Equipment

uicC Universal Integrated Circuit Card
URI Universal Resource Identifier

URL Universal Resource Locator

UsIM Universal Subscriber Identity Module
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X prohibited
XMAC expected MAC
XML eXtensible Markup Language
~~ SECOND CHANGE ~~
5.43.2 Requests initiated by the served user

When the S-CSCF receives from the served user or from a PS| an initial request for adialog or arequest for a
standal one transaction, prior to forwarding the request, the S-CSCF shall:

Editor's Note: It needs to be stated, that the S-CSCF will only perform the following steps if the request was received
from atrusted entity, e.g. an entity within the trust domain.

1) determine whether the request contains a barred public user identity in the P-Asserted-ldentity header field of the
reguest or not. In case the said header field contains a barred public user identity for the user, then the S-CSCF
shall reject the request by generating a 403 (Forbidden) response. The response may include a Warning header
containing the warn-code 399. Otherwise, continue with the rest of the steps;

NOTE 1: If the P-Asserted-Identity header field contains a barred public user identity, then the message has been
received, either directly or indirectly, from a non-compliant entity which should have had generated the
content with a non-barred public user identity.

2) removeitsown SIP URI from the topmost Route header;

3) check if an original dialog identifier that the S-CSCF previously placed in a Route header is present in the
topmost Route header of the incoming request. If present, it indicates an association with an existing dialog, the
request has been sent from an AS in response to a previously sent request;

4) check whether theinitial request matches theinitia filter criteria based on a public user identity in the P-
Asserted-ldentity header, and if it does, forward this request to that AS, then check for matching of the next
following filter criteria of lower priority, and apply the filter criteria on the SIP method received from the
previously contacted AS as described in 3GPP TS 23.218 [5] subclause 6.4. Depending on the result of the
previous process, the S-CSCF may contact one or more AS(s) before processing the outgoing Request-URI. In
case of contacting one or more AS(s) the S-CSCF shall:

a) insert the ASURI to be contacted into the Route header as the topmost entry followed by its own URI
populated as specified in the subclause 5.4.3.4; and

b) if the ASislocated outside the trust domain then the S-CSCF shall remove the P-Access-Network-Info
header field and its values in the request; if the ASislocated within the trust domain, then the S-CSCF shall
retain the P-Access-Network-Info header field and its valuesin the request that is forwarded to the AS;

5) storethe value of the icid parameter received in the P-Charging-Vector header and retain the icid parameter in
the P-Charging-V ector header. Optionally, the SS-CSCF may generate a new, globally uniqueicid and insert the
new value in the icid parameter of the P-Charging-V ector header when forwarding the message. If the S-CSCF
creates anew icid, then it is responsible for maintaining the two icid values in the subsequent messaging;

6) insert an orig-ioi parameter into the P-Charging-Vector header. The S-CSCF shall set the orig-ioi parameter to a
value that identifies the sending network. The S-CSCF shall not include the term-ioi parameter;

7) insert a P-Charging-Function-Addresses header populated with values received from the HSS if the messageis
forwarded within the S-CSCF home network, including towards AS;

8) inthe case where the S-CSCF has knowledge of an associated tel-URI for a SIP URI contained in the received P-
Asserted-ldentity header, add a second P-Asserted-Identity header containing thistel-URI;

9) if the outgoing Request-URI isa TEL URL, the S-CSCF shall translate the E.164 address (see RFC 2806 [22]) to
aglobally routeable SIP URI using an ENUM/DNS translation mechanism with the format specified in
RFC 2916 [24]. Databases aspects of ENUM are outside the scope of the present document. If thistrandation
fails, the request may be forwarded to a BGCF or any other appropriate entity (e.g aMRFC to play an
announcement) in the originator's home network or the S-CSCF may send an appropriate SIP response to the
originator;
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10) determine the destination address (e.g. DNS access) using the URI placed in the topmost Route header if present,
otherwise based on the Request-URI;

11)if network hiding is needed due to local policy, put the address of the I-CSCF(THIG) to the topmost route
header;

12)in case of aninitial request for a dialog originated from a served user,-the -S-CSCF-shalt create a Record-Route
header containing its own SIP URI;

NOTE 2. For requests originated from a PS| the SSCSCF can decide whether to record-route or not.

Editor's Note: It needs to be clarified how the S-CSCF decides whether to put its address into the Record-Route
header in the case of handling a reguest that originates from a PSI. It might be part of the operators
policy.

13) remove the P-Access-Network-Info header prior to forwarding the message based on the destination user
(Request-URI);

14) route the request based on SIP routeing procedures; and

15)if the request is an INVITE request, save the Contact, Cseq and Record-Route header field values received in the
reguest such that the S-CSCF is able to rel ease the session if needed.

When the S-CSCF receives any response to the above request, the S-CSCF may:
1) apply any privacy required by RFC 3323 [33] to the P-Asserted-Identity header.
NOTE 23: This header would normally only be expected in 1xx or 2xx responses.

NOTE 34: The optional procedure above isin addition to any procedure for the application of privacy at the edge of
the trust domain specified by RFC 3323 [33].

When the S-CSCF receives a 1xx or 2xx response to the initial request for adiaog, if the response correspondsto an
INVITE request, the S-CSCF shall save the Contact and Record-Route header field values in the response in order to be
ableto release the session if needed.

When the S-CSCF receives from the served user atarget refresh request for adialog, prior to forwarding the request the
S-CSCF shall:

1) removeits own URI from the topmost Route header;
2) create a Record-Route header containing its own SIP URI;

3) if therequestisan INVITE request, save the Contact, Cseq and Record-Route header field values received in the
request such that the S-CSCF is able to rel ease the session if needed;

4) in case the request is routed towards the destination user (Request-URI)or isrouted to an AS located outside the
trust domain, remove the P-Access-Network-Info header; and

5) route the request based on the topmost Route header.

When the S-CSCF receives a 1xx or 2xx response to the target refresh request for adialog, if the response corresponds
to an INVITE request, the S-CSCF shall save the Contact and Record-Route header field values in the response such
that the S-CSCF is able to rel ease the session if needed.

When the S-CSCF receives from the served user a subsequent request other than a target refresh request for adialog,
prior to forwarding the request the S-CSCF shall:

1) removeitsown URI from the topmost Route header;

2) incasetherequest is routed towards the destination user (Request-URI)or isrouted to an AS located outside the
trust domain, remove the P-access-network-info header; and

3) route the request based on the topmost Route header.
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5.4.3.3 Requests terminated at the served user

| When the S-CSCF receives, destined for a statically pre-configured PSI| or aregistered served user, an initial request for
adialog or arequest for a standalone transaction, prior to forwarding the request, the S-CSCF shall:

1)

2)
3)

4)

determine whether the request contains a barred public user identity in the Request-URI of the request or not. In
case the Request URI contains a barred public user identity for the user, then the S-CSCF shall reject the request
by generating a 404 (Not Found) response. Otherwise, continue with the rest of the steps;

remove its own URI from the topmost Route header;

check if an original dialog identifier that the S-CSCF previously placed in a Route header is present in the
topmost Route header of the incoming request.

- If present, it indicates an association with an existing dialog, the request has been sent from an ASin
response to a previously sent request.

- If not present, it indicates that the request is visiting the S-CSCF for the first time, and in this case the S-
CSCF shall save the Request-URI from the request;

check whether the initial request matches the next unexecuted initia filter criteriain the priority order and apply
thefilter criteria on the SIP method as described in 3GPP TS 23.218 [5] subclause 6.5. If there is a match, then
insert the AS URI to be contacted into the Route header as the topmost entry followed by its own URI populated
as specified in the subclause 5.4.3.4;

NOTE 1. Depending on the result of the previous process, the SS=CSCF may contact one or more AS(s) before

5)

6)

7)

8)

9

processing the outgoing Request-URI.

insert a P-Charging-Function-Addresses header field, if not present, populated with values received from the
HSS if the message is forwarded within the S-CSCF home network, including towards AS;

store the value of the icid parameter received in the P-Charging-V ector header and retain the icid parameter in
the P-Charging-V ector header;

store the value of the orig-ioi parameter received in the P-Charging-Vector header, if present. The orig-ioi
parameter identifies the sending network of the request message. The orig-ioi parameter shall only be retained in
the P-Charging-Vector header if the next hopisto an AS;

check whether the Request-URI equals to the saved value of the Request-URI. If thereis no match, then:

a) if therequestisan INVITE request, save the Contact, CSeq and Record-Route header field values received in
the request such that the S-CSCF is able to release the session if needed; and

b) forward the request based on the Request-URI and skip the following steps;
If there is a match, then continue with the further steps;

in case there are no Route headers in the request, then determine, from the destination public user identity, the
list of preloaded routes saved during registration or re-registration, as described in subclause 5.4.1.2.
Furthermore, the S-CSCF shall:

a) build the Route header field with the values determined in the previous step;

b) determine, from the destination public user identity, the saved Contact URI where the user is reachable saved
at registration or reregistration, as described in subclause 5.4.1.2. If there is more than one contact address
saved for the destination public user identity, the SS-CSCF shall either fork the request or perform sequential
search based on the relative preference indicated by the qvalue parameter of the Contact header in the
origina REGISTER request, as described in RFC3261 [26]. In case no gvalue parameter was provided, the
S-CSCF shall look into the user profile of the user to find the indication about the default handling of the
request;

¢) build a Request-URI with the contents of the saved Contact URI determined in the previous step; and
d) insert aP-Called-Party-ID SIP header field including the Request-URI received in the INVITE;
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10)if therequest isan INVITE request, save the Contact, CSeq and Record-Route header field values received in the
request such that the S-CSCF is able to release the session if needed,;

11) optionally, apply any privacy required by RFC 3323 [33] to the P-Asserted-Identity header; and

NOTE 2: The optional procedure aboveisin addition to any procedure for the application of privacy at the edge of
the trust domain specified by RFC 3323 [33].

12)forward the request based on the topmost Route header.

When the S-CSCF receives, destined for an unregistered user, an initial request for adialog or a regquest for a standalone
transaction, the S-CSCF shall:

1) execute the procedures described in the steps 1, 2 and 3 in the above paragraph (when the S-CSCF receives,
destined for the registered served user, aninitial request for adialog or arequest for a standal one transaction);

2) if the SSCSCF does not have the user profile, then initiate the S-CSCF Registration/deregi stration notification
with the purpose of downloading the relevant user profile (i.e. for unregistered user) and informing the HSS that
the user is unregistered, but this S-CSCF will assess triggering of services for the unregistered user, as described
in3GPP TS 29.228[14]; and

3) execute the procedure described in step 4, 5, 6, 7, 8, 9, 11 and 12 in the above paragraph (when the S-CSCF
receives, destined for the registered served user, an initial request for adialog or arequest for a standalone
transaction).

In case that no AS needs to be contacted, then S-CSCF shall return an appropriate unsuccessful SIP response.
This response may be a 480 (Temporarily unavailable) and terminate these procedures.

When the S-CSCF receives a 1xx or 2xx response to theinitial request for adialog (whether the user is registered or
not), it shall:

1) if the response correspondsto an INVITE request, save the Contact and Record-Route header field valuesin the
response such that the S-CSCF is able to release the session if needed;

2) inthe case where the S-CSCF has knowledge of an associated tel-URL for a SIP URI contained in the received
P-Asserted-1dentity header, the S-CSCF shall add a second P-Asserted-Identity header containing thistel-URL;
and

3) in casetheresponseisforwarded to an ASthat islocated within the trust domain, the S-CSCF shall retain the P-
Access-Network-Info header; otherwise, the S-CSCF shall remove the P-Access-Network-1nfo header.

When the S-CSCF receives a response to a request for a standalone transaction (whether the user is registered or not), in
the case where the S-CSCF has knowledge of an associated tel-URL for a SIP URI contained in the received P-
Asserted-ldentity header, the S-CSCF shall add a second P-Asserted-ldentity header containing thistel-URL. In case
the response is forwarded to an AS that islocated within the trust domain, the S-CSCF shall retain the P-Access-
Network-Info header; otherwise, the S-CSCF shall remove the P-Access-Network-Info header.

When the S-CSCF receives the 200 (OK) response for a standalone transaction request, the S-CSCF shall insert a P-
Charging-Function-Addresses header populated with values received from the HSS if the message is forwarded within
the S-CSCF home network, including towards an AS.

When the S-CSCF receives, destined for a served user, atarget refresh request for adialog, prior to forwarding the
request, the S-CSCF shall:

1) removeitsown URI from the topmost Route header;

2) if theregquest isan INVITE request, save the Contact, Cseq and Record-Route header field valuesreceived in the
reguest such that the S-CSCF is able to release the session if needed;

3) create a Record-Route header containing its own SIP URI; and
4) forward the request based on the topmost Route header.

When the S-CSCF receives a 1xx or 2xx response to the target refresh request for a dialog (whether the user is
registered or not), the S-CSCF shall:
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1) if the response correspondsto an INVITE request, save the Record-Route and Contact header field valuesin the
response such that the S-CSCF is able to release the session if needed; and

2) in casetheresponseisforwarded to an ASthat islocated within the trust domain, the S-CSCF shall retain the P-
Access-Network-1nfo header; otherwise, the S-CSCF shall remove the P-Access-Network-Info header.

When the S-CSCF receives, destined for the served user, a subsequent request other than target refresh request for a
diaog, prior to forwarding the request, the S-CSCF shall:

1) removeits own URI from the topmost Route header; and
2) forward the request based on the topmost Route header.

When the S-CSCF receives a response to a a subsequent request other than target refresh request for adialog, in case
the response is forwarded to an AS that is located within the trust domain, the S-CSCF shall retain the P-Access-
Network-Info header; otherwise, the S-CSCF shall remove the P-Access-Network-Info header.

~~ THIRD CHANGE ~~

5.7.3  Application Server (AS) acting as originating UA

When acting as an originating UA the AS shall behave as defined for a UE in subclause 5.1.3, with the exceptions
identified in this subclause.

The AS, although acting asa UA, does not initiate any registration of its associated addresses. These are assumed to be
known by peer-to-peer arrangements within the IM CN subsystem.

When an AS acting as an originating UA generates an initial regquest for adialog or arequest for a standalone
transaction, the AS shall insert a P-Charging-V ector header with the icid parameter populated as specified in 3GPP TS
32.260[17]. The AS may retrieve CCF and/or ECF adresses from HSS on Sh interface.

When an AS acting as an originating UA generates a subsequent request that does not relate to an INVITE dialog, the
AS shall insert a P-Charging-V ector header with the icid parameter populated as specified in 3GPP TS 32.260 [17].

The AS shall extract charging function addresses from any P-Charging-Function-Addresses header that isreceived in
any 1xx or 2xx responses to the requests.

Furthermore When the AS acts on behalf of auser, i.e. indicates a public user identity in the P-Assserted-ldentity
header, the AS shall insert a Route header pointing to the S-CSCF of the UE on whose behalf the request is generated.

Editor's Note: It needs to be specified that the AS can only add the P-Asserted-ldentity when the AS is within the
trust domain.

NOTE_1: The address of the S-CSCF may be obtained either from a previous request terminated by the AS, by
guerying the HSS on the Sh interface or from static configuration.

When sending an initial request for a PS| that is hosted by the AS, the AS shall insert a Route header pointing to an S-
CSCEF of the home network of the PSI, if

- the ASisnot ableto resolve the next hop address by itself; or

- the operator policy requiresit.

NOTE 2. The address of the SSCSCF may be obtained by querying the HSS on the Sh interface or from static
configuration.
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~~First Change~~

5.1.1.4 User-initiated re-registration
The UE can reregister a previously registered public user identity at any time.

Unless either the user or the application within the UE has determined that a continued registration is not required the
UE shall reregister the public user identity either 600 seconds before the expiration time if the initial registration was for
greater than 1200 seconds, or when half of the time has expired if theinitia registration was for 1200 seconds or less.

The UE shall protect the REGISTER request using a security association, see 3GPP TS 33.203 [19], established asa
result of an earlier registration, if IK is available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as
follows:

a) an Authorization header, with the username field set to the value of the private user identity;
b) aFrom header set to the SIP URI that contains the public user identity to be registered;
¢) aTo header set to the SIP URI that contains the public user identity to be registered;

d) aContact header set to include SIP URI(s) that contain(s) in the hostport parameter the I P address of the UE or
FQDN and protected server port value bound to the security association;

NOTE 1: If the UE specifiesits FQDN in the host parameter in the Contact header, then it hasto ensure that the
given FQDN will resolve (e.g., by reverse DNS lookup) to the | P address that is bound to the security
association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security
associations. For details on the selection of the protected port value see 3GPP TS 33.203 [19].

€) an Expires header, or an expires parameter within the Contact header, set to 600 000 seconds as the value desired
for the duration of the registration;

| NOTE 32: The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network;

g) aSecurity-Client header field, set to specify the security mechanism it supports, the IPsec layer algorithms it
supports and the new parameter values needed for the setup of two new pairs of security associations. For further
details see 3GPP TS 33.203 [19] and RFC 3329 [48];

h) a Security-Verify header that contains the content of the Security-Server header received in the 401
(Unauthorized) response of the last successful authentication;

i) the Supported header containing the option tag "path"; and

j) the P-Access-Network-Info header set as specified for the access network technology (for GPRS see
subclause B.3).

On receiving the 200 (OK) response to the REGISTER request, the UE shall:
a) storethe new expiration time of the registration for this public user identity found in the To header value;

b) storethelist of URIs contained in the P-Associated-URI header value. Thislist contains the URIs that are
associated to the registered public user identity;



| Error! No text of specified style in document. 4 Error! No text of specified style in document.
c) storethelist of Service-Route headers contained in the Service-Route header, in order to build a proper
preloaded Route header value for new dialogs; and

d) set the security association lifetime to the longest of either the previously existing security association lifetime,
or the lifetime of the just completed registration plus 30 seconds.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the Expires header or the expires parameter with an expiration timer
of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

When the timer F expires at the UE, the UE shall:

1) stop processing of al ongoing dialogs and transactions and silently discard them locally; and

2) dfter releasing all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2,
the UE may:

a) select adifferent P-CSCF address from the list of P-CSCF addresses discovered during the procedures
described in subclause 9.2.1;

b) if no response has been received when attempting to contact all P-CSCFs known by the UE, the UE may get
anew set of P-CSCF-addresses as described in subclause 9.2.1; and

c) perform the procedures for initial registration as described in subclause 5.1.1.2.

NOTE 4. |t is an implementation option whether these actions are also triggered by other means than expiration of
timer F, e.q. based on ICM P messages.

After amaximum of 5 consecutive initial registration attempts, the UE shall not automatically attempt any further
initial registration for an implementation dependant time of at |east 30 minutes.

~~Second Change~~

5.1.2A.1 Mobile-originating case
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

The UE shall discard any SIP message that is not integrity protected and is received from the P-CSCF outside of the
registration and authentication procedures. The requirements on the UE within the registration and authentication
procedures are defined in subclause 5.1.1.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-ldentity header in any initial request for adialog or
request for a standalone transaction as a hint for creation of an asserted identity within the IM CN subsystem. The UE
may include any of the following in the P-Preferred-1dentity header:

- apublic user identity which has been registered by the user;

- apublic user identity returned in a registration-state event package of aNOTIFY request as aresult of an implict
registration that was not subsequently deregistered or has expired; or

- any other public user identity which the user has assumed by mechanisms outside the scope of this specification
to have a current registration.

NOTE 1: The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for
use in the P-Preferred-1dentity header.

NOTE 2: Proceduresin the network require international public telecommunication numbers when telephone
numbers are used in P-Preferred-1dentity header.
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NOTE 3: A number of headers can reveal information about the identity of the user. Where privacy isrequired,
implementers should also give consideration to other headers that can reveal identity information.
RFC 3323 [33] subclause 4.1 gives considerations relating to a number of headers.

Where privacy isrequired, in any initial request for adialog or request for a standal one transaction, the UE shall set the
From header to "Anonymous'.

NOTE 4: The contents of the From header should not be relied upon to be modified by the network based on any
privacy specified by the user either within the UE indication of privacy or by network subscription or
network policy. Therefore the user should include the value "Anonymous" whenever privacy is explicitly
required. Asthe user may well have privacy requirements, terminal manufacturers should not
automatically derive and include valuesin this header from the public user identity or other values stored
in or derived from the UICC. Where the user has not expressed a preference in the configuration of the
terminal implementation, the implementation should assume that privacy is required. Users that require to
identify themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the
destination does not implement RFC 3325 [34], will need to include a value in the From header other than
Anonymous.

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with
RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

The UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request (except ACK
requests and CANCEL requests) or response (except CANCEL responses) within adialog or any request for a
standalone method. The UE shall populate the P-Access-Network header as specified for the access network technology
(for GPRS see subclause B.3).

The UE shall build a proper preloaded Route header value for all new dialogs and standal one transactions. The UE shall
build alist of Route header values made out of, in this order, the P-CSCF URI (containing the IP address or the FQDN
learnt through the P-CSCF discovery procedures, and the protected server port learnt during the registration procedure),
and the values received in the Service-Route header saved from the 200 (OK) response to the last registration or re-
registration.

When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave asif timer F
expired, as described in subclause 5.1.1.4.

NOTE 4. |t isan implementation option whether these actions are also triggered by other means.
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~~First and only Change~~

5.3.1 Registration procedure

5311 General

During the registration procedure the I-CSCF shall behave as a stateful proxy.

5.3.1.2 Normal procedures

When |-CSCF receives a REGISTER request, the I-CSCF starts the user registration status query procedure to the HSS
as specified in 3GPP TS 29.228 [14].

NOTE: OnelMS user may register the same IMS public user identity from different terminals. These
registrations from the same user are directed to the same S-CSCF as described in 3GPP TS 29.228 [14].

Prior to performing the user registration query procedure to the HSS, the I-CSCF decides which HSS to query, possibly
asaresult of aquery to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14].

If the user registration status query response from the HSS includes avalid SIP URI, the I-CSCF shall:

1) replace the Request-URI of the received REGISTER request with the SIP URI received from the HSS in the
Server-Name AV P,

2) apply the procedures as described in subclause 5.3.3 if topology hiding is required; and
3) forward the REGISTER request to the indicated S-CSCF.
If the user registration status query response from the HSS includes alist of capabilities, the I-CSCF shall:

1) select a S-CSCF that fulfils the indicated mandatory capabilities— if more then one S-CSCFs fulfils the indicated
mandatory capabilities the S-CSCF which fulfils most of the possibly additionally indicated optional capabilities;

2) replace the Request-URI of the received REGISTER request with the URI of the S-CSCF;
3) apply the procedures as described in subclause 5.3.3 if topology hiding is required; and
4) forward the REGISTER request to the selected S-CSCF.

When the |-CSCF receives a 2xx response to a REGISTER request, the I-CSCF shall proxy the 2xx response to the P-
CSCF.

5313 Abnormal cases

In the case of SLF query, if the SLF does not send HSS address to the 1-CSCF, the I-CSCF shall send back a 403
(Forbidden) response to the UE. The response may include a Warning header containing the warn-code 399.

If the HSS sends a negative response to the user registration status query request, the 1-CSCF shall send back a 403
(Forbidden) response. The response may include a Warning header containing the warn-code 399.

If the the user registration status query procedure cannot be completed, e.g. due to time-out or incorrect information
from the HSS, the I-CSCF shall send back a 480 (Temporarily Unavailable) response to the UE.

If aselected S-CSCF:
- does not respond to the REGISTER request and its retransmissions by the |-CSCF; or

- sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

and

- the REGISTER request did not include an "integrity-protected” parameter in the Authorization header; or
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- _didinclude an "integrity-protected” parameter with avalue different from "yes"' in the Authorization header;

the I-CSCF shall select anew S-CSCF as described in subclause 5.3.1.2, based on the capabilities indicated from the
HSS. The newly selected S-CSCF shall not be one of any S-CSCFs selected previously during this same registration
procedure.

If aselected S-CSCF does not respond to a REGISTER reguest and its retransmissions by the |-CSCF and the
REGISTER request did include an Authorization header with the "integrity-protected" parameter set to "yes', the |-
CSCF shall send back a408 (Reguest Timeout) response or 504 (Server Time-Out) response to the user, in accordance
with the proceduresin RFC 3261 [26].

If the I-CSCF cannot select a S-CSCF which fulfils the mandatory capabilities indicated by the HSS, the I-CSCF shall
send back a 600 (Busy Everywhere) response to the user.
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B.2.2.5 PDP contexts for media

B.2.25.1 General requirements
The UE shall establish different PDP contexts for media streams that belong to different SIP sessions.

During establishment of a session, the UE establishes data streams(s) for mediarelated to the session. Such data
stream(s) may result in activation of additional PDP context(s). Such additional PDP context(s) shall be established as
secondary PDP contexts associated to the PDP context used for signalling.

When the UE has to allocate bandwidth for RTP and RTCP in a PDP context, the UE shall use the rules outlined in
3GPPTS29.208 [13].

B.2.2.5.1A Activation or modification of PDP contexts for media

If the UE receives indication within the SDP according to RFC 3524 [54] that media stream(s) belong to group(s), the
media stream(s) shall be set up on separate PDP contexts according to the indication of grouping. The UE may freely
group media streams to PDP context(s) in case no indication of grouping is received from the P-CSCF.

The UE can receive a media authorization token in the P-Media-Authorization header from the P-CSCF according to
RFC 3313 [31]. The UE shal, if a media authorization token is received in the P-Media-Authorization header when a
SIP session isinitiated, establish separate PDP context(s) for the media. If a media authorization token isreceived in
subsequent messages for the same SIP session, the UE shall:

- usethe existing PDP context(s) for media;
- modify the existing PDP context(s) for media; or
- establish additional PDP context(s) for media.

The UE shall transparently pass the media authorization token received from the P-CSCF in the 200 (OK) response or
the 183 (Session Progress) response to an INVITE reguest at originating setup or in the INVITE request at terminating
setup to the GGSN. The UE shall signd it by inserting it within the Traffic Flow Template |IE inthe ACTIVATE
SECONDARY PDP CONTEXT REQUEST message or the MODIFY PDP CONTEXT REQUEST message.

To identify to the GGSN which flow(s) (identified by m-lines within the SDP) that are transferred within a particular
PDP context, the UE shall set the flow identifier(s) within the Traffic Flow Template IE in the ACTIVATE
SECONDARY PDP CONTEXT REQUEST message or the MODIFY PDP CONTEXT REQUEST message. Detailed
description of how the flow identifiers are constructed is provided in 3GPP TS 29.207 [12].

Detailed description of how the media authorization token and flow identifiers are carried in the Traffic Flow Template
IE isprovided in 3GPP TS 24.008 [8].

If the UE receives several media authorization tokens from the P-CSCF within the same SIP request or response, the
first instance of the media authorization token shall be sent to the GGSN, and subsequent instances are discarded by the
UE.

The UE shall not re-use a PDP context for other SIP sessions when the session has an associated media authorization
token. The UE shall deactivate the PDP context when the SIP session that provided the media authorization token is
terminated. When no media authorization token is used for a SIP session, the UE may reuse the PDP context between
different SIP sessions.

The UE shal not include the IM CN Subsystem Signalling Flag when a PDP context for mediais established or
modified.
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