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7.3.2 Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When
the SGSN receives a Create PDP Context Response with the Cause value indicating 'Request Accepted', the SGSN
activates the PDP context and may start to forward T-PDUs to/from the M S from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in
the GGSN if the Cause differs from 'Request accepted'. Possible Cause values are;

- "Request Accepted”.

- "Context not found"

- "Noresources available".

- "All dynamic PDP addresses are occupied”.
- "Nomemory isavailable".

- "Missing or unknown APN".

- "Unknown PDP address or PDP type".

- "User authentication failed".

- "System failure'.

- "Semanticerror inthe TFT operation”.

- "Syntactic error in the TFT operation™.

- "Semantic errorsin packet filter(s)".

- "Syntactic errorsin packet filterg(s)".

- "Mandatory |E incorrect".

- "Mandatory |[E missing".

- "Optional IE incorrect".

- "Invalid message format".

- "PDP context without TFT aready activated".
- "APN access denied —no subscription™.

'No resources availabl € indicates that not enough resources are available within the network to allow the PDP Context
to be created e.g. that all dynamic PDP addresses are occupied. ‘Missing or unknown APN' indicates e.g. when the
GGSN does not support the Access Point Name. 'Unknown PDP address or PDP type' indicates when the GGSN does
not support the PDP type or the PDP address.

'User authentication failed' indicates that the external packet network has rejected the service requested by the user e.g.
the authentication check in the RADIUS server failed. 'PDP context without TFT aready activated' indicates that a PDP
context has already been activated without a TFT for that MS. 'Context not found' indicates that a Create PDP Request
for a subsequent PDP context has been received, but the PDP context associated with the request, which the SGSN
believes to be active does not exist on the GGSN. 'APN access denied — no subscription’ indicates that the GGSN has
denied the user access to an APN because a subscription isrequired, but the subscriber does not have the neccessary
subscription.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery
information element shall beincluded in the response if the Cause contains another value than 'Request accepted'.

All information elements, except Recovery, Protocol Configuration Options, Charging Gateway Address, Tunnd
Endpoaint Identifier Control Plane and Private Extension, are mandatory if the Cause contains the value 'Request

accepted'.
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The Tunnd Endpoint Identifier for Data (1) field specifies an uplink Tunnd Endpoint Identifier for G-PDUs that is
chosen by the GGSN. The SGSN shall indude this Tunnel Endpoint Identifier in the GTP header of all subsequent
uplink G-PDUs which arerdated to the requested PDP context.

The Tunnd Endpoint Identifier Control Plane field specifies an uplink Tunne Endpoint Identifier for control plane
messages, which is chosen by the GGSN. The SGSN shall include this Tunnd Endpoint Identifier in the GTP header of
all subsequent uplink-control plane messages, which arerelated to the requested PDP context. If the GGSN has already
confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, thisfield shall not
be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN
when it receives any message with its assigned Tunnd Endpoint Identifier Control Planein the GTP header from the
SGSN.

The GGSN shall include a GGSN Address for control plane and a GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP).

If the Create PDP Context Reguest received from the SGSN included 1Pv6 SGSN address, an |Pv4/IPv6 capable GGSN
shall include IPv6 addressesin the fidlds GGSN Address for Control Plane and GGSN Address for user traffic, and
IPv4 addresses in the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user
traffic. If SGSN included only an 1Pv4 SGSN address in therequest, 1Pv4/1Pv6 capable GGSN shall include |Pv4
addressesin the fields GGSN Address for Control Plane and GGSN Address for user traffic, and 1Pv6 addressesin the
fidds Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. The SGSN shall
store these GGSN Addresses and use one set of them when sending control plane on this GTP tunnel or G-PDUs to the
GGSN for the MS.

If the M S requests a dynamic PDP address with the PDP Type IPv4 or IPv6 and a dynamic PDP addressis allowed,
then the End User Address information element shall be included and the PDP Address field in the End User Address
information element shal contain the dynamic PDP Address allocated by the GGSN.

If the M S requests a static PDP address with the PDP Type IPv4 or |Pv6, or a PDP address is specified with PDP Type
PPP, then the End User Address information e ement shall be included and the PDP Address fidd shall not be included.

The PDP addressin End User Address |E and in the Protocol configuration options | E shall be the same, if both IEsare
present in the create PDP context response. When using the Secondary PDP Context Activation Procedure, the End
User Address element shall not be included in the message.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original values from SGSN areinserted in the Quality of Service Profile information el ement of
the Create PDP Context Response message.

The GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent. The SGSN may start to
forward T-PDUs when the Create PDP Context Response has been received. In this case the SGSN shall also be
prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but before a Create PDP
Context Response has been received.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol
benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shal perform reordering or
not. In other words, if reordering is required by the GGSN, the SGSN and the GGSN shall perform reordering of
incoming T-PDUs on this path. When the Quality of Service (QoS) Profileis Release 99 the receiving entity shall
ignore the Reordering Required.

The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN isin
contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not
yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handleit aswhen an
Echo Response message isreceived but shall consider the PDP context being created as active if the response indicates
successful context activation at the GGSN.

The Charging ID isused to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID is generated by the GGSN and shal be unique within the GGSN.

The Charging Gateway Addressisthe | P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The Alternative Charging Gateway Address |E hasa similar purpose as the Charging Gateway Address but enables co-
existence of 1Pv4 and 1Pv6 stacksin the Ga charging interfaces, without mandating any node to have adual stack. The
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format of the optional Alternative Charging Gateway Address information element isthe same as the format of the
Charging Gateway Address.

When both these addresses are present, the Charging Gateway address | E shall contain the 1Pv4 address of the Charging
Gateway Function and the Alternative Charging Gateway address |IE shall contain the 1Pv6 address of the Charging
Gateway Function.

NOTE: The Charging Gateway Address and Alternative Charging Gateway Address both refer to the same
Charging Gateway Function.

The optional Private Extension contains vendor or operator specific information.

The Protocol Configuration Options (PCO) information element may be included in the response when the GGSN
provides the MS with application specific parameters.

The presence of the Common Flags |E is optional. If the Prohibit Payload Compression bit of the Common Flags IE is
set to 1, then for A/Gb mode access the SGSN shall not compress the payload of user data regardless of whether the
user asks for payload compression. If the Prohibit Payload Compression bit of the Common Flags IE is set to O or the
Common Hags | E is absent then the SGSN shall perform payl oad compression when the user asks for it as per norma
operation.

Table 6: Information Elements in a Create PDP Context Response

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Reordering required Conditional 7.7.6
Recovery Optional 7.7.11
Tunnel Endpoint Identifier Data | Conditional 7.7.13
Tunnel Endpoint Identifier Control Plane Conditional 7.7.14
Charging ID Conditional 7.7.26
End User Address Conditional 7.7.27
Protocol Configuration Options Optional 7.7.31
GGSN Address for Control Plane Conditional GSN Address 7.7.32
GGSN Address for user traffic Conditional GSN Address 7.7.32
Alternative GGSN Address for Control Plane Conditional GSN Address 7.7.32
Alternative GGSN Address for user traffic Conditional GSN Address 7.7.32
Quality of Service Profile Conditional 7.7.34
Charging Gateway Address Optional 7.7.44
Alternative Charging Gateway Address Optional 7.7.44
Private Extension Optional 7.7.46
Common Flags Optional 7.7.48
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***x* First Modified Section ****

7.3.2 Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When
the SGSN receives a Create PDP Context Response with the Cause value indicating 'Request Accepted', the SGSN
activates the PDP context and may start to forward T-PDUs to/from the M S from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in
the GGSN if the Cause differs from 'Request accepted'. Possible Cause values are;

- "Request Accepted”.

- "Context not found"

- "Noresources available"

- "All dynamic PDP addresses are occupied”.
- "Nomemory isavailable"

- "Missing or unknown APN".

- "Unknown PDP address or PDP type"
- "User authentication failed".

- "System failure’

- "Semanticerror inthe TFT operation”.

- "Syntactic error in the TFT operation™.

- "Semantic errorsin packet filter(s)".

- "Syntactic errorsin packet filterg(s)".

- "Mandatory |E incorrect".

- "Mandatory |E missing".

- "Optional IE incorrect".

- "Invalid message format".

- "PDP context without TFT aready activated".
- "APN access denied —no subscription".

'No resources available indi cates that not enough resources are available within the network to allow the PDP Context
a . 'Missing or unknown APN' indicates e.g. when the
GGSN does not support the Access P0| nt Name Unknown PDP address or PDP type' indicates when the GGSN does
not support the PDP type or the PDP address.

'User authentication failed' indicates that the external packet network has rejected the service requested by the user e.g.
the authentication check in the RADIUS server failed. 'PDP context without TFT already activated' indicates that a PDP
context has already been activated without a TFT for that MS. 'Context not found' indicates that a Create PDP Request
for a subsequent PDP context has been received, but the PDP context associated with the request, which the SGSN
believes to be active does not exist on the GGSN. 'APN access denied — no subscription' indicates that the GGSN has
denied the user access to an APN because a subscription isrequired, but the subscriber does not have the neccessary
subscription.
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Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery
information element shall be included in the response if the Cause contains another value than 'Request accepted'.

All information elements, except Recovery, Protocol Configuration Options, Charging Gateway Address, Tunnel
Endpoaint Identifier Control Plane and Private Extension, are mandatory if the Cause contains the value 'Request

accepted'.

The Tunnd Endpoint Identifier for Data (1) field specifies an uplink Tunnd Endpoint Identifier for G-PDUsthat is
chosen by the GGSN. The SGSN shall incdude this Tunnel Endpoint Identifier in the GTP header of all subsequent
uplink G-PDUs which arerdated to the requested PDP context.

The Tunnd Endpoint Identifier Control Plane field specifies an uplink Tunnel Endpoint Identifier for control plane
messages, which is chosen by the GGSN. The SGSN shall include this Tunnd Endpoint Identifier in the GTP header of
all subsequent uplink-control plane messages, which arerelated to the requested PDP context. If the GGSN has already
confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, thisfield shall not
be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN
when it receives any message with its assigned Tunnd Endpoint Identifier Control Plane in the GTP header from the
SGSN.

The GGSN shall include a GGSN Address for control plane and a GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP).

If the Create PDP Context Reguest received from the SGSN included 1Pv6 SGSN address, an |Pv4/I1Pv6 capable GGSN
shall include IPv6 addressesin the fidlds GGSN Address for Control Plane and GGSN Address for user traffic, and
IPv4 addresses in the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user
traffic. If SGSN included only an 1Pv4 SGSN address in therequest, 1Pv4/1Pv6 capable GGSN shadll include 1Pv4
addressesin the fields GGSN Address for Control Plane and GGSN Address for user traffic, and 1Pv6 addressesin the
fidds Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. The SGSN shall
store these GGSN Addresses and use one set of them when sending control plane on this GTP tunnel or G-PDUsto the
GGSN for the MS.

If the M S requests a dynamic PDP address with the PDP Type |1Pv4 or IPv6 and a dynamic PDP addressis allowed,
then the End User Address information element shall be included and the PDP Address field in the End User Address
information element shall contain the dynamic PDP Address allocated by the GGSN.

If the M S requests a static PDP address with the PDP Type IPv4 or |Pv6, or a PDP address is specified with PDP Type
PPP, then the End User Address information e ement shall be included and the PDP Address fidld shall not be included.

The PDP addressin End User Address |E and in the Protocol configuration options | E shall be the same, if both IEs are
present in the create PDP context response.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original values from SGSN areinserted in the Quality of Service Profile information element of
the Create PDP Context Response message.

The GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent. The SGSN may start to
forward T-PDUs when the Create PDP Context Response has been received. In this case the SGSN shall also be
prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but before a Create PDP
Context Response has been received.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol
benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shal perform reordering or
not. In other words, if reordering is required by the GGSN, the SGSN and the GGSN shall perform reordering of
incoming T-PDUs on this path. When the Quality of Service (Qo0S) Profile is Release 99 the receiving entity shall
ignore the Reordering Required.

The GGSN shall include the Recovery information element into the Create PDP Context Responseif the GGSN isin
contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not
yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handleit aswhen an
Echo Response message is received but shall consider the PDP context being created as active if the response indicates
successful context activation at the GGSN.

The Charging ID isused to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID is generated by the GGSN and shal be unique within the GGSN.
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The Charging Gateway Address isthe | P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The Alternative Charging Gateway Address |E has a similar purpose as the Charging Gateway Address but enables co-
existence of 1Pv4 and I1Pv6 stacks in the Ga charging interfaces, without mandating any node to have adual stack. The
format of the optional Alternative Charging Gateway Address information element isthe same asthe format of the
Charging Gateway Address.

When both these addresses are present, the Charging Gateway address | E shall contain the 1Pv4 address of the Charging
Gateway Function and the Alternative Charging Gateway address IE shall contain the IPv6 address of the Charging
Gateway Function.

NOTE: The Charging Gateway Address and Alternative Charging Gateway Address both refer to the same
Charging Gateway Function.

The optional Private Extension contains vendor or operator specific information.

The Protocol Configuration Options (PCO) information element may be included in the response when the GGSN
provides the MS with application specific parameters.

The presence of the Common Flags |E is optional. If the Prohibit Payload Compression bit of the Common Flags IE is
set to 1, then for A/Gb mode access the SGSN shall not compress the payload of user data regardless of whether the
user asks for payload compression. If the Prohibit Payload Compression bit of the Common Flags IE isset to O or the
Common Hags | E is absent then the SGSN shall perform payl oad compression when the user asks for it as per normal
operation.

Table 6: Information Elements in a Create PDP Context Response

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Reordering required Conditional 7.7.6
Recovery Optional 7.7.11
Tunnel Endpoint Identifier Data | Conditional 7.7.13
Tunnel Endpoint Identifier Control Plane Conditional 7.7.14
Charging ID Conditional 7.7.26
End User Address Conditional 7.7.27
Protocol Configuration Options Optional 7.7.31
GGSN Address for Control Plane Conditional GSN Address 7.7.32
GGSN Address for user traffic Conditional GSN Address 7.7.32
Alternative GGSN Address for Control Plane Conditional GSN Address 7.7.32
Alternative GGSN Address for user traffic Conditional GSN Address 7.7.32
Quality of Service Profile Conditional 7.7.34
Charging Gateway Address Optional 7.7.44
Alternative Charging Gateway Address Optional 7.7.44
Private Extension Optional 7.7.46
Common Flags Optional 7.7.48

**** Sacond M odified Section ****

7.7.1 Cause

In arequest, the Cause Valueindicates the reason for the request. The Cause shall be included in the request message.

In aresponse, the Cause Va ue indicates the acceptance or the rejection of the corresponding request. In addition, the
Cause Vaue may indicate what was the reason for the corresponding request. The Cause value shdl be included in the

response message.
Cause values are shared with the GTP protocol specified in 3GPP TS 32.215 [18].
'Request accepted' isreturned when a GSN has accepted a control plane request.

'Non-existent' indicates anon-existent or an inactive PDP context.
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'IMSI not known' indicates anon-exisent MM context.
'MS is GPRS Detached' indicates an idle MM context.

'MSisnot GPRS Responding' and ‘M S Refuses may be used by SGSN to reject a Network-Requested PDP Context
Activation.

'Version not supported is returned when the recipient does not recognise the version number in the request message.

'Request IMSI', 'Request IMEI', 'Request IMSI and IMEI" and 'No identity needed' are used by GGSN to notify SGSN
what to do.

'No resources availabl€ is ageneric temporary error condition indicating that some kind of resource is used up for that
moment excluding the conditions all dynamic PDP addresses are occupied and no memory is available.

'All dynamic PDP addresses occupied' indicates that the GSN does not have a free dynamic PDP address to all ocate any
longer.

'No memory availabl€' indicates that the GSN does not have enough memory to use.

'Service not supported' isa generic error indicated that the GSN do not support the requested service.
'User authentication failed' indicates that the external packet network has regjected the user's service request.
'System failure' is ageneric permanent error condition.

'Roaming restriction’ indicates that the SGSN cannot activate the requested PDP context because of the roaming
restrictions.

'P-TMSI Signature mismatch' isreturned if either:
- theP-TMSl Signature stored in the old SGSN does not match the value sent by the MS viathe new SGSN; or

- the MSdoes not provide the P-TMSI Signature to the new SGSN whilethe old SGSN has stored the P-TMSI
Signature for that MS.

'Semantic error in the TFT operation’, 'Syntactic error in the TFT operation’, 'Semantic errorsin packet filter(s)' and
'Syntactic errorsin packet filters(s)' and 'PDP context without TFT already activated' are indications of abnormal cases
involving TFTs. The abnormal TFT cases and the use of the cause codes are defined in 3GPP TS 24.008 [5].

'Invalid message format', '"Mandatory |E incorrect’, 'Mandatory |1E missing' and 'Optiond |IE incorrect' are indications of
protocol errors described in the section Error handling.

'GPRS connection suspended' indicates that the GPRS activities of the mobile station are suspended.
'Authentication failure' indicates that the user authentication failed in the new SGSN.

‘Context not found' indicates that the PDP Context referenced in an Active Secondary Context Request message was not
found in the receiving GGSN.

'Relocation failure' indicates that the SRNS relocation failed in the new SGSN side.

'Unknown mandatory extension header' signalsin aresponse message that the corresponding request included an
extension header for which comprehension was required but unknown to the receiving end.

Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 1 (Decimal)
i I Cause value
2 i |

Response Rejection
bit bit

Figure 9: Cause information element
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***x*x Modified Section ****

7.3.4 Update PDP Context Response
The message shall be sent from a GGSN node to a SGSN node as a response of an Update PDP Context Request.

If the SGSN receives an Update PDP Context Response with a Cause value other than 'Request accepted, it shall abort
the update of the PDP context.

If the SGSN receives an Update PDP Context Response with a Cause value ‘ Non-exigtent', it shall delete the PDP
Context.

Only the Cause information element and optionally the Recovery information e ement shall be included in the response
if the Cause contains another value than 'Request accepted'.

Possible Cause values are:
- 'Request Accepted'.
- 'Non-existent'.
- 'Service not supported'.
- 'System failure.
- 'Semantic error inthe TFT operation'.
- 'Syntactic error in the TFT operation'.
- 'Semantic errorsin packet filter(s)'.
- 'Syntactic errorsin packet filters(s)'.
- 'Mandatory IE incorrect'.
- 'Mandatory IE missing'.
- 'Optiond IE incorrect'.

- 'Invalid message format'.
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