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FIRST PROPOSED CHANGE

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

¢ References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

* For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.002: "Network architecture".

[3] 3GPP TS 23.003: "Numbering, addressing and identification".

[4] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2.

[5] 3GPP TS 23.218: "IP Multimedia (IM) Session Handling; IM call model".

[6] 3GPP TS 23.221: " Architectural requirements”.

[7] 3GPP TS 23.228: "IP multimedia subsystem; Stage 2".

[8] 3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".

[9] 3GPP TS 25.304: "UE Proceduresin Idle Mode and Procedures for Cell Reselection in Connected
Mode".

[10] 3GPP TS 26.235: "Packet switched conversational multimedia applications, Default codecs”.

[10A] 3GPP TS 27.060: "Mobile Station (M S) supporting Packet Switched Services'.

[11] 3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
Packet Based Services and Packet Data Networks (PDN)".

[12] 3GPP TS 29.207: "Poalicy control over Go interface”.

[13] 3GPP TS 29.208: "End to end Quality of Service (QoS) signalling flows".

[14] 3GPP TS29.228: "IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and
message contents”.

[15] 3GPP TS 29.229: "Cx and Dx Interfaces based on the Diameter protocol, Protocol details'.

[16] 3GPP TS 32.200: "Telecommunication management; Charging management; Charging
principles’'.

[17] 3GPP TS 32.225: "Telecommunication management; Charging management; Charging data
description for the IP Multimedia subsystem”.

[18] 3GPP TS 33.102; "3G Security; Security architecture”.

[19] 3GPP TS 33.203: "Access security for |P based services'.

[20] 3GPP TS 44.018: "Mobile radio interface layer 3 specification, Radio Resource Control Protocol”.
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[20A] RFC 2401 (November 1998): " Security Architecture for the Internet Protocol".

[21] RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.

[22] RFC 2806: "URLs for Telephone Calls".

[23] RFC 2833 (May 2000): "RTP Payload for DTMF Digits, Telephony Tones and Telephony
Signals'.

[24] RFC 2916 (June 1999): "E.164 number and DNS".

[25] RFC 2976 (October 2000): "The SIP INFO method".

[26] RFC 3261 (March 2002): "SIP: Session Initiation Protocol".

[27] RFC 3262 (March 2002): "Reliability of provisional responsesin Session Initiation Protocol”.

[28] RFC 3265 (March 2002): "Session Initiation Protocol Specific Event Notification".

[29] RFC 3311 (April 2002): "The SIP UPDATE method".

[30] RFC 3312 (May 2002): "Integration of resource management and SIP".

[31] RFC 3313 (February 2002): " SIP extensions for media authorization”.

[32] RFC 3320 (March 2002): " Signaling Compression (SigComp)”

[33] RFC 3323 (May 2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[34] RFC 3325 (May 2002): "Private Extensions to the Session Initiation Protocol (SIP) for Network
Asserted Identity within Trusted Networks'.

[35] RFC 3327 (May 2002): "SIP Extension for Registering Non-Adjacent Contacts'.

[36] draft-ietf-sip-refer-05 (June 2002): "The REFER method".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[37] draft-sparks-sip-mimetypes-03 (April 2002): "Internet Media Type message/sipfrag".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[38] draft-willis-scvrtdisco-06 (May 2002): "SIP Extension Header for Service Route Discovery in
Private Networks'.

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[39] draft-ietf-mmusic-sdp-new-10 (May 2002): " SDP: Session Description Protocol”.
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[40] draft-ietf-dhc-dhcpv6-26 (June 2002): "Dynamic Host Configuration Protocol for IPv6
(DHCPV6)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[41] draft-ietf-sip-dhcpv6-00 (April 2002): "DHCPv6 options for SIP servers'.
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[42] draft-ietf-si pping-sigcomp-sip-dictionary-03.txt (July 2002): "The SIP/SDP static dictionary for
Signaling Compression”.

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[43] draft-rosenberg-sip-reg-00 (May 2002): "A Session Initiation Protocol (SIP) Event Package for
Registrations”.
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Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[44] draft-garcia-sip-visited-network-id-00 (March 2002): "Private SIP extension for Visited Network
Identifier".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[45] draft-henrikson-sip-charging-information-01 (May 2002): "Private SIP Extension for Mobile
Charging Information".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[46] Void.
[47] draft-mill s-sip-access-network-info-01.txt (April 2002): "SIP Access Network Information
header".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[48] draft-ietf-sip-sec-agree-04.txt (June 2002): " Security Mechanism Agreement for SIP Sessions'.
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[49] draft-ietf-sip-digest-aka-03.txt (May 2002): "HTTP Digest Authentication Using AKA™.
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[50] draft-ietf-sip-message-06.txt (July 2002): "Session Initiation Protocol Extension for Instant
Messaging"

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[51] draft-ietf-sip-callerprefs-06.txt (July 2002): " Session Initiation Protocol (SIP) Caller Preferences
and Callee Capabilities'

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
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SECOND PROPOSED CHANGE

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless
otherwise specified see clause 6).

Back-to-Back User Agent (B2BUA)
Client

Dialog

Final response

Header

Header field

Looserouteing

M ethod

Option-tag (see RFC 3261 [26] subclause 19.2)
Provisional response

Proxy, proxy server

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)
Tag (see RFC 3261 [26] subclause 19.3)
User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2]
subclause 4a.7 apply:

Breakout Gateway Control Function (BGCF)
Call Session Control Function (CSCF)

M edia Gateway Control Function (M GCF)

M edia Resour ce Function Controller (MRFC)
Subscription Locator Function (SLF)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5]
subclause 3.1 apply:

Filter criteria
Initial filter criteria

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7]
subclause 4.3.3.1 and subclause 4.6 apply:

Interrogating-CSCF (I-CSCF)
Private user identity
Proxy-CSCF (P-CSCF)
Public user identity
Serving-CSCF (S-CSCF)

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:
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User Equipment (UE)

For the purposes of the present document, the following terms and definitions givenin
3GPPTS33.203RFC 2401 [20A19] Appendix A apply:

Security association

NOTE: A number of different security associations exist within the IM CN subsystem. Within this document the
term specifically applies to the security association that exists between the UE and the P-CSCF, asthisis
the only security association that has direct impact on SIP.
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SECOND PROPOSED CHANGE

5 Application usage of SIP

5.1 Procedures at the UE

51.1 Registration and authentication

51.1.1 General
The UE shall register public user identities (see table A.3/1 and dependencies on that major capability).

In case a UE registers severa public user identities at different pointsin time, the procedures to re-register, deregister
and subscribe to the registration-state event package for these public user identities can remain uncoordinated in time.

51.1.1A Parameters contained in the UICC

In case the UE isloaded with a UICC that contains the ISIM application, it will be preconfigured with all the necessary
parameters to initiate the registration to the IM CN subsystem. These parameters include:

- the private user identity;
- one ore more public user identities; and
- the home network domain name used to address the SIP REGISTER request
In case the UE isloaded with a UICC that does not contain the ISIM application, the UE shall:
- generate aprivate user identity;
- generate atemporary public user identity; and
- generate a home network domain name to address the SIP REGISTER request to.

All these three parameters are derived from the IMSI parameter in the USIM, according to the procedures described in
3GPP TS 23.003 [3].

The temporary public user identity is only used in REGISTER requests. After a successful registration, the UE will get
the associated public user identities, and any of them shall be used in subsegquent non-REGISTER messages.

As the temporary public user identity may be barred, the UE shall not reveal the temporary public user identity to the
user.

In the case the UE needs to derive the temporary public user identity, the procedure shall be executed every time the
UICC is changed.
5.1.1.2 Initial registration

The UE can register a public user identity at any time that avalid PDP context exists. However, the UE shall only
initiate a new registration procedure when it has received afinal response from the registrar for the ongoing registration,
or the previous REGISTER request has timed out.

Asthe UE supports the SIP MESSAGE method, at registration time the UE shall add the ";methods" tag to the Contact
header, with an indication of support of the MESSAGE method, according to the procedures described in the SIP
MESSAGE method draft-ietf-sip-message-06 [50], and in the Caller Preferences draft-ietf-sip-callerprefs-06.txt [51].

A REGISTER request may be integrity protected using IK, see 3GPP TS 33.203 [19], received in an earlier registration.
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The public user identity to be registered can be extracted either from the ISIM application, if present, on the UICC or
derived from the USIM, according to the procedures described in subclause 5.1.1.1A. A public user identity may be
input by the end user. On sending a REGISTER request, the UE shall populate the header fields as follows:

a) theuser ID field of the authentication protocol, carried in the Authorization header, shall contain the private user
identity;

b) the From header shall contain the public user identity to be registered;
¢) theTo header shall contain the public user identity to be registered;

d) the Expires header, or the expires parameter within the Contact header, shall contain 600 000 seconds as the
value desired for the duration of the registration;

€) aRequest-URI that contains the SIP URI of the domain name of the home network; and

f) insert the Security-Client header field by specifying the security mechanism it supports, the |PSec layer
algorithms it supports and the parameters needed for the security association setup. For further details see
3GPP TS 33.203 [19] and draft-ietf-sip-sec-agree [48].

NOTE: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

The UE shall extract or derive from the UICC a public user identity, the private user identity, and the domain name to
be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

The use of the Path header shall not be supported by the UE.

The UE shall also include the P-Access-Network-Info header in the REGISTER request. This header shall contain
information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

On receiving the 200 (OK) response to the REGISTER request, the UE shall store the expiration time of the registration
for the public user identities found in the To header value. The UE shall also store the list of URIs contained in the P-
Associated-URI header value. Thislist contains the URIsthat are associated to the registered public user identity.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving a423 (Interval Too Brief) too brief response to the REGISTER request, the UE shall:
- send another REGISTER request populating the Expires header or the expires parameter with an expiration timer
of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.
5.1.1.3 Initial subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the users reg event package for the
public user identity registered as described in subclause 5.1.1.2 at the users registrar (S-CSCF). The reg event package
is described in draft-rosenberg-sip-reg-00 [43]. Therefore the UE shall generate a SUBSCRIBE request with the
following elements:

- aRequest URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URL that contains the
public user identity;

- aFrom header set to a SIP URL that contains a public user identity;

- aToheader, set to a SIP URL that contains a public user identity;

- an Event header set to the "reg" event package;

- an Expires header set to a value higher than the Expires header of the before sent REGISTER request.

The UE shall also include the P-Access-Network-Info header in the SUBSCRIBE request. This header shall contain
information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

Afterwardsit shall send out the so generated SUBSCRIBE request.
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Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established
dialog and the expiration time as indicated in the Expires header of the received response.

The UE shall automatically resubscribe to the reg event package for a previously registered public user identity if the
expiration time, asindicated in the Expires header of the 2xx response to the SUBSCRIBE request, has run out and the
public user identity is still registered.

5.1.1.4 User-initiated re-registration

The UE can reregister a previously registered public user identity at any time.

The UE shall reregister the public user identity 600 seconds before the expiration time of a previous registration, unless
either the user or the application within the UE has determined that a continued registration is not required. If the
registration period indicated from the S-CSCF is less than 600 seconds, the UE shall reregister when half of the
registration period has expired.

The REGISTER request shall be integrity protected using IK, see 3GPP TS 33.203 [19], received in an earlier
registration, if IK isavailable.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a) theuser ID field of the authentication protocol, carried in the Authorization header, shall contain the private user
identity. This shall be extracted from the USIM;

b) the From header shall contain the public user identity to be registered;
¢) the To header shall contain the public user identity to be registered;

d) the Expires header, or the expires parameter within the Contact header, should contain the same expiration timer
as the expiration timer returned in the 200 (OK) response to the initial REGISTER request; and

€) the Security-Client header field, by specifying the security mechanism it supports, the |PSec layer algorithms it
supports and the parameters needed for the security association setup. For further details see
3GPP TS 33.203 [19] and draft-ietf-sip-sec-agree [48].

NOTE 1: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with a registration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

NOTE 2:

challenge sent back by the SCSCF to the UEasa reﬁponse to the REGI ST ER request ispi ggybacked by
the P-CSCF to insert the Security-Server header field in it. The S-CSCF authenticates the UE, while the
P-CSCF negotiates and sets up the security association with the UE during the same registration
procedure.

The UE shall also include the P-Access-Network-Info header in the REGISTER request. This header shall contain
information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

On receiving the 200 (OK) response to the REGISTER request, the UE shall store the new expiration time of the
registration for this public user identity found in the To header value. The UE shall also store the list of URIs contained
in the P-Associated-URI header value. Thislist contains the URIs that are associated to the registered public user
identity.

The UE shall set up the security association based on the static list it received in the 401 and its capabilities sent in the
Security-Client header in the REGISTER request. The security association shall be set up using the most preferred
mechanism and algorithm returned by the P-CSCF and supported by the UE.

The use of the Path header shall not be supported by the UE.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:
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- send another REGISTER request populating the Expires header or the expires parameter with an expiration timer
of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

5.1.15 Authentication

5.1.15.1 General

Authentication is achieved via the registration and re-registration procedures. When the network requires authentication
or re-authentication of the UE, the UE will receive a401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

- check the validity of areceived authentication challenge, as described in 3GPP TS 33.102 [18] i.e. the locally
calculated MAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN
parameter derived from the AUTN part of the challenge must be within the correct range; and

- check the existence of the Security-Server header as described in draft-sip-sec-agree [48]. If the header is not
present, a new REGISTER request shall be sent.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

- extract the RAND and AUTN parameters, and use the derived keys (CK and 1K) to protect future messages, see
3GPP TS 33.203 [19]; and

- send another REGISTER request using the derived IK to integrity protect the message. The header fields are
populated as defined for the initial request, with the addition that the UE shall include an Authorization header
containing the private user identity and the authentication challenge response (RES parameter). Instead of the
Security-Client header the UE shall insert the Security-Verify header into the request, by mirroring in it the
content of the Security-Server header received in the 401. The Call-ID of the integrity protected REGISTER
request which carries RES must be the same as the Call-ID of the 401 which carried the challenge.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in
subclause 5.1.1.5.3.

5.1.1.5.2 Network-initiated re-authentication

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the registration-state event
package, which contains the state parameter set to "terminated" and the event parameter set to "deactivated" for a public
user identity, the UE shall start the re-authentication procedures by initiating a reregistration as described in

subclause 5.1.1.4.

5.1.1.5.3 Abnormal cases

If, in a401 (Unauthorized) response, either the MAC or SON isincorrect the UE shall respond with a further
REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

- inthe case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall
contain no response parameter (e.g. no RES or AUTS);

- inthe case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the
AUTS parameter (see 3GPP TS 33.102 [18]).

A UE shall only respond to two consecutive invalid challenges. The UE may attempt to register with the network again
after an implementation specific time.

5.1.1.6 Mobile-initiated deregistration
The UE can deregister a previously registered public user identity at any time.
On sending a REGISTER request, the UE shall populate the header fields as follows:

a) theuser ID field of the authentication protocol, carried in the Authorization header, shall contain the private user
identity. This shall be extracted from the USIM;
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b) the From header shall contain the public user identity to be deregistered;
c) the To header shall contain the public user identity to be deregistered;

d) the Expires header, or the expires parameter of the Contact header, shall contain avalue of zero, appropriate to
the deregistration requirements of the user.

The UE shall also include the P-Access-Network-Info header in the REGISTER request. This header shall contain
information concerning the access network technology and, if applicable, the cell 1D (see subclause 7.2.3).

The request shall be sent integrity protected.

On receiving the 200 (OK) response to the REGISTER request, the UE shall remove all registration details relating to
this public user identity.

5.1.1.7 Network-initiated deregistration

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package as
described in subclause 5.1.2.1, which contains the state parameter set to "terminated" and the event parameter
"regjected", i.e. deregistered, for one or more public user identities that were previously stored as registered, the UE shall
remove all registration details relating to these public user identities.
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I THIRD PROPOSED CHANGE

5.2 Procedures at the P-CSCF

5.2.1 General
The P-CSCF shall support the Path and P-Service-Route headers.

NOTE 1: The Path header is only applicable to the REGISTER request and its 200 (OK) response. The P-Service-
Route header is only applicable to the 200 (OK) response of REGISTER request.

When the P-CSCF sends any request or response to the UE, before sending the message the P-CSCF shall:
- remove the P-Charging-Function-Addresses and P-Charging-V ector headers, if present.
When the P-CSCF receives any request or response from the UE, the P-CSCF shall:

- remove the P-Charging-Function-Addresses and P-Charging-V ector headers, if present. Also, the P-CSCF shall
ignore any data received in the P-Charging-Function-Addresses and P-Charging-V ector headers; and

- may insert previously saved values into the P-Charging-Function-Addresses and P-Charging-V ector headers
before forwarding the message.

NOTE 2: When the P-CSCF islocated in the visited network, then it will not receive the P-Charging-Function-
Addresses header from the S-CSCF or I-CSCF. Instead, the P-CSCF discovers charging function
addresses by other means not specified in this document.

5.2.2 Registration
When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:
1) insert a Path header in the request including an entry containing:
- the SIP URL identifying the P-CSCF;

- anindication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) shall be
treated as for the mobile-terminating case. Thisindication may e.g. be in a Path header parameter, a character
string in the user part or be a port number;

2) insert a Supported and a Require header both containing the option tag "path”;

3) for theinitial REGISTER request for a public user identity create a new, globally unique value for icid, saveit
locally and insert it into the icid parameter of the P-Charging-V ector header (see subclause 7.2.5). Also include
the gprs-charging-info parameter in the P-Charging-V ector header (see subclause 5.2.7.4);

4) insert the parameter "integrity-protected” (described in subclause 7.2A.2) with avalue “yes’ into the
Authorization header field in case the REGISTER request was received integrity protected, otherwise insert the
parameter with the value “no”;

5) incasethe REGISTER request was received without integrity protection, then check the existence of the
Security-Client header. If the header is present, then remove and store it. The 'Require: sec-agree’ header shall
also be removed. If the header is not present, then a suitable 4xx error code shall be sent back;

6) incasethe REGISTER reguest was received integrity protected, then the P-CSCF shall:

- check the security association which protected the request. If that has atemporary lifetime, then the request
shall contain a Security-Verify header. If there is no such header, then a suitable 4xx error code shall be sent
back. If there is such header, then compare the content of the Security-Verify header with the local static
seeuritylist. If those do not match, then there is a potential man-in-the-middle attack. The request should be
rejected by sending a suitable 4xx error response. If the contents match, then the Security-Verify header
together with the 'Require: sec-agree’ header shall be removed from the request; and
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- if the security association the REGISTER request came is an established one, then a Security-V erify header
is not expected to be included. If the header is present, then that shall be removed together with the ‘Require:
sec-agree’ header;

7) insert aP-Visited-Network-1D header field, with the value of a pre-provisioned string that identifies the visited
network at the home network; and

8) determine the I-CSCF of the home network and forward the request to that 1-CSCF.
When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1) remove and store the CK and IK values contained in the 401 (Unauthorized) response. The 401 (Unauthorized)
response shall be forwarded to the UE if and only if the CK and IK have been removed;

2) insert the Security-Server header in the response, containing the P-CSCF static security-list. For further
information see 3GPP TS 33.203 [19]; and

3) set up the security association between the UE and the P-CSCF with atemporary lifetime. For further details see
3GPP TS 33.203 [19] and draft-sip-sec-agree [48]. The SIP level lifetime of the Security-security Assoetation
association shall be long enough to permit the UE to finalize the registration procedure (bigger than 64*T1). The
IPSec level lifetime of the Seeurity-security Asseciation-association shall be set to the maximum.

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the
Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or
expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1) savethelist of P-Service-Route headers preserving the order. Thislist shall be stored during the entire
registration period of the respective public user identity. Thislist shall be used to preload the routeing
information into the initial requests originated by the UE. If thisregistration is areregistration, the P-CSCF shall
replace the already existing list of P-Service-Route headers with the new list;

2) associate the P-Service-Route header information with the registered public user identity;

3) remove any Path and P-Service-Route headers from the 200 (OK) response before forwarding the response to the
UE;

4) storethe public user identities found in the P-Associated-URI header value, as those that are authorized to be
used by the UE;

5) storethe default public user identity for use with procedures for the P-Asserted-ldentity. The default public user
identity is specifically indicated in the Associated-URI header values,

Editor's note: The exact mechanism for indicating this value is for further discussion.
6) storethe values received in the P-Charging-Function-Addresses header; and
7) update the SIP level lifetime of the security association with the value found in the Expires header.

NOTE: The P-CSCF will maintain two Route lists. Thefirst Route list - created during the registration procedure
- isused only to pre-load the routeing information into the initial INVITE request that originated at the
UE. Thislist is valid during the entire registration of the respective public user identity. The second Route
list - constructed from the Record Route headersin theinitial INVITE and associated response - is used
during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P-CSCF shall delete any security association from the |PSec database when their SIP level lifetime expires.

5.2.3 Subscription to the users registration-state event package

Upon receipt of a 2xx response to the initial REGISTER request of an user, the P-CSCF shall subscribe to the user's reg
event package at the users registrar (S-CSCF) as described in draft-rosenberg-sip-reg-00 [43]. Therefore the P-CSCF
shall generate a SUBSCRIBE request with the following elements:

- aRequest-URI set to the topmost entry of the path information that was obtained during the users registration;
- aFrom header set to the P-CSCF's SIP URL;
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- aTo header, set to a SIP URL that contains the public user identity that was previously registered;
- an Event header set to the "reg" event package;

- an Expires header set to a value higher then the Expires header of the before sent REGISTER request from the
user; and

- aRoute header according to the path information that was obtained during the users registration. Th S-CSCF
shall set the last Route header entry to the resource to which it wants to subscribe to, i.e. to a SIP URL the public
user identity that was previously registered.

Afterwards the P-CSCF shall send out the so generated SUBSCRIBE request.

Upon receipt of a 2xx response to the SUBSCRIBE request, the P-CSCF shall store the information for the so
established dialog and the expiration time as indicated in the Expires header of the received response.

5.2.4 Registration of multiple public user identites

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package, the
P-CSCF shall perform the following actions:

- if astate parameter "active", i.e. registered is received for one or more public user identities, the P-CSCF shall
bind the indicated public user identities as registered to the contact information of the user;

- if astate parameter "terminated"”, i.e. deregistered is received for one or more public user identities, the P-CSCF
shall release all stored information for these public user identities.

NOTE: There may be public user identities which are automatically registered within the registrar (S-CSCF) of
the user upon registration of one public user identity. These automatically registered public user identities
belong to the same service profile of the user and they are not available at the P-CSCF, i.e. P-CSCF does
not know that they have been registered. The here-described procedures provide a mechanism to inform
the UE about these automatically registered public user identities.

5.25 Deregistration

5.25.1 User-initiated deregistration

When the P-CSCF receives a 200 (OK) response to a REGISTER request (sent according to subclause 5.2.2), it shall
check the value of the Expires header field and/or expires parameter in the Contact header field. When the value of the
Expires header field or expires parameter equals zero, then the P-CSCF shall:

1) remove the public user identity found in the To header field, and all the associated public user identities, from
the registered public user identities list and all related stored information; and

2) check if the user has | eft any other registered public user identity. When all of the public user identities of a user
are deregistered, the P-CSCF shall remove the SAs towards that user.

NOTE: Thereisno requirement to distinguish a REGISTER request relating to a registration from that relating to
aderegistration. For administration reasons the P-CSCF may distinguish such requests, however this has
no impact on the SIP procedures.

5.2.5.2 Network-initiated deregistration
If the P-CSCF:

- has subscribed for the reg event package providing registration state information of a certain public identity and
public user identities implicitly registered with it; and,

- anincoming NOTIFY request arrives on the dialog which was generated during subscription (as described in
subclause 5.2.3) with the state parameter set to "terminated” and the event parameter set to "rejected”, i.e.
deregistered, for one or more public user identities;
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the P-CSCF shall release all stored information for these public user identities which are indicated with state parameter
Set to "terminated”.

The P-CSCF shall check if the user has left any other registered public user identity. When all of the public user
identities of auser are deregistered, the P-CSCF shall remove the SAs towards that user.
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5.1.15.1 General

Authentication is achieved viathe registration and re-registration procedures. When the network requires authentication
or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

- check the validity of areceived authentication challenge, as described in 3GPP TS 33.102 [18] i.e. the locally
calculated MAC must match the MAC parameter derived from the AUTN part of the challenge; and the SON
parameter derived from the AUTN part of the challenge must be within the correct range; and

- check the existence of the Security-Server header as described in draft-sip-sec-agree [48]. If the header is not
present, a new REGISTER request shall be sent.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

- extract the RAND and AUTN parameters, and use the derived keys (CK and IK) to protect future messages, see
3GPP TS 33.203[19]; and

- send another REGISTER request using the derived IK to integrity protect the message. The header fields are
populated as defined for the initial request, with the addition that the UE shall include an Authorization header
containing the private user identity and the authentication challenge response (RES parameter). Instead of the
Security-Client header the UE shall insert the Security-Verify header into the request, by mirroring in it the
content of the Security-Server header received in the 401. The Call-1D of the integrity protected REGISTER
request which carries RES must be the same as the Call-1D of the 401 which carried the challenge.

Whenever the 200 (OK) response is not received after atime-out, the UE shall consider the registration to have failed.
The UE shall delete the new security associations it was trying to establish, and use the old security association.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in
subclause 5.1.1.5.3.

5.2.2 Registration
When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:
1) insert a Path header in the request including an entry containing:
- the SIP URL identifying the P-CSCF;

- anindication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) shall be
treated as for the mobile-terminating case. Thisindication may e.g. be in a Path header parameter, a character
string in the user part or be a port number;

2) insert a Supported and a Require header both containing the option tag "path";

3) for theinitial REGISTER request for a public user identity create a new, globally unique value for icid, saveit
locally and insert it into the icid parameter of the P-Charging-V ector header (see subclause 7.2.5). Also include
the gprs-charging-info parameter in the P-Charging-V ector header (see subclause 5.2.7.4);

4) insert the parameter "integrity-protected” (described in subclause 7.2A.2) with avalue “yes’ into the
Authorization header field in case the REGISTER request was received integrity protected, otherwise insert the
parameter with the value “no”;

5) in case the REGISTER request was received without integrity protection, then check the existence of the
Security-Client header. If the header is present, then remove and store it. The 'Require: sec-agree' header shall
also be removed. If the header is not present, then a suitable 4xx error code shall be sent back;

6) incasethe REGISTER request was received integrity protected, then the P-CSCF shall:

- check the security association which protected the request. If that has atemporary lifetime, then the request
shall contain a Security-Verify header. If there is no such header, then a suitable 4xx error code shall be sent
back. If there is such header, then compare the content of the Security-Verify header with the local static
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security list. If those do not match, then there is a potential man-in-the-middle attack. The request should be
rejected by sending a suitable 4xx error response. If the contents match, then the Security-Verify header
together with the 'Require: sec-agree’ header shall be removed from the request; and

- if the security association the REGISTER request came is an established one, then a Security-Verify header
is not expected to be included. If the header is present, then that shall be removed together with the 'Require:
sec-agree’ header;

7) insert aP-Visited-Network-1D header field, with the value of a pre-provisioned string that identifies the visited
network at the home network; and

8) determine the I-CSCF of the home network and forward the request to that 1-CSCF.
When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1) remove and store the CK and IK values contained in the 401 (Unauthorized) response. The 401 (Unauthorized)
response shall be forwarded to the UE if and only if the CK and IK have been removed,;

2) insert the Security-Server header in the response, containing the P-CSCF static security list. For further
information see 3GPP TS 33.203 [19]; and

3) set up the security association between the UE and the P-CSCF with atemporary lifetime. For further details see
3GPP TS 33.203 [19] and draft-sip-sec-agree [48]. The SIP level lifetime of the Security Association shall be
long enough to permit the UE to finalize the registration procedure (bigger than 64*T1). The IPSec level lifetime
of the Security Association shall be set to the maximum.

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the
Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or
expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1) savethelist of P-Service-Route headers preserving the order. Thislist shall be stored during the entire
registration period of the respective public user identity. Thislist shall be used to preload the routeing
information into theinitial requests originated by the UE. If thisregistration is areregistration, the P-CSCF shall
replace the already existing list of P-Service-Route headers with the new list;

2) associate the P-Service-Route header information with the registered public user identity;

3) remove any Path and P-Service-Route headers from the 200 (OK) response before forwarding the response to the
UE;

4) storethe public user identities found in the P-Associated-URI header value, as those that are authorized to be
used by the UE;

5) storethe default public user identity for use with procedures for the P-Asserted-Identity. The default public user
identity is specifically indicated in the Associated-URI header values;

Editor's note: The exact mechanism for indicating this value is for further discussion.
6) storethe values received in the P-Charging-Function-Addresses header; and

7) update the SIP level lifetime of the security association with the value found in the Expires header.

10) delete the new security associations that it was trying to establish with the UE, in case the P-CSCF receives a
message from the UE protected with the old security association,.

NOTE: The P-CSCF will maintain two Route lists. The first Route list - created during the registration procedure
- isused only to pre-load the routeing information into the initial INVITE request that originated at the
UE. Thislist is valid during the entire registration of the respective public user identity. The second Route
list - constructed from the Record Route headersin theinitial INVITE and associated response - is used
during the duration of the call. Once the call isterminated, the second Route list is discarded.

The P-CSCF shall delete any security association from the |PSec database when their SIP level lifetime expires.
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5.1.1.4 User-initiated re-registration
The UE can reregister a previously registered public user identity at any time.

The UE shall reregister the public user identity 600 seconds before the expiration time of a previous registration, unless
either the user or the application within the UE has determined that a continued registration is not required. If the
registration period indicated from the S-CSCF is less than 600 seconds, the UE shall reregister when half of the
registration period has expired.

The REGISTER request shall be integrity protected using IK, see 3GPP TS 33.203 [19], received in an earlier
registration, if IK isavailable.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a) theuser ID field of the authentication protocol, carried in the Authorization header, shall contain the private user
identity. This shall be extracted from the USIM;

b) the From header shall contain the public user identity to be registered;
¢) the To header shall contain the public user identity to be registered;

X) aContact header set to a SIP URL that contains in the hostport parameter the | P address and protected port
values that are bound to the security association.

NOTE 1: If the UE specifiesits FODN in the host parameter in the Contact header, then it has to ensure that the
given FODN will resolve (e.g., by inverse DNS lookup) to the | P address that is bound to the security
association;

d) the Expires header, or the expires parameter within the Contact header, should contain the same expiration timer
as the expiration timer returned in the 200 (OK) response to the initial REGISTER request; and

€) the Security-Client header field, by specifying the security mechanism it supports, the IPSec layer algorithmsiit
supports and the parameters needed for the security association setup. For further details see
3GPP TS 33.203 [19] and draft-ietf-sip-sec-agree [48].

NOTE 2%: The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

NOTE 32: The security setup mechanism is not used in the way described in draft-ietf-sip-sec-agree [48]. The 401
challenge sent back by the S-CSCF to the UE as a response to the REGISTER request is piggybacked by
the P-CSCF to insert the Security-Server header field in it. The S-CSCF authenticates the UE, while the
P-CSCF negotiates and sets up the security association with the UE during the same registration
procedure.

The UE shall also include the P-Access-Network-Info header in the REGISTER request. This header shall contain
information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

On receiving the 200 (OK) response to the REGISTER request, the UE shall store the new expiration time of the
registration for this public user identity found in the To header value. The UE shall also store the list of URIs contained
in the P-Associated-URI header value. Thislist contains the URIs that are associated to the registered public user
identity.

The UE shall set up the security association based on the static list it received in the 401 and its capabilities sent in the
Security-Client header in the REGISTER request. The security association shall be set up using the most preferred
mechanism and algorithm returned by the P-CSCF and supported by the UE.

The use of the Path header shall not be supported by the UE.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.
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On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the Expires header or the expires parameter with an expiration timer
of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.
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54.1.2.2 Protected REGISTER
Upon receipt of a REGISTER request with the integrity-protection parameter set to 'yes, the S-CSCF shall:
In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1) identify the user by the public user identity asreceived in the To header and the private user identity as received
in the From header of the REGISTER request;

2) check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require
authentication for registration requests received without integrity protection by the P-CSCF. The information
that a REGISTER request was received integrity protected at the P-CSCF may be used as part of the decision to
challenge the user.

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the initia
REGISTER in subclause 5.4.1.2.1, beginning with step 4). If the user does not need to be reauthenticated, the S-
CSCEF shall proceed with the following stepsin this paragraph;

3) check whether an Expirestimer isincluded in the REGISTER request and its value. If the Expires header
indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4.
If the Expires header does not indicate zero, the S-CSCF shall proceed with the procedures as described for the
second REGISTER in subclause 5.4.1.2, beginning with step 7); and

4) remove the P-Access-Network-Info header and may act upon the contents accordingly.
In the case that atimer reg-await-auth is running for this user the S-CSCF shall:

1) identify the user by the public user identity asreceived in the To header and the private user identity as received
in the username field in the Authorization header of the REGISTER request;

2) check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried
the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

3) stop timer reg-await-auth;
4) check whether an Authorization header isincluded, containing:
- the private user identity of the user in the username field;
- theagorithm which is AKAv1-MD5 in the a gorithm field; and
- the RES parameter needed for the authentication procedure in the response field.
The S-CSCF shall only proceed with the following stepsin this paragraph if the RES parameter was included,;

5) check whether the received RES parameter and the XRES parameter match. The XRES parameter was received
from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following stepsiif
RES and XRES are matching;

6) after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.229 [15], store
the following information in the local data:

- thelist of public user identities associated to the user, including the own public user identity under
registration and the implicitly registered due to the received REGISTER request. Each public user identity is
identified as either barred or non-barred; and,

- the user profile(s) of the user including initial Filter Criteria;

NOTE 1: There might be more than one set of initial Filter Criteria received because some implicitly registered
public user identities that are part of the same user’s subscription may belong to different service profiles.

7) bind to each non-barred registered public user identity all registered contact information and store the rel ated
method tag values from the Contact header for future use;
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NOTE 2: There might be more then one contact information available for one public user identity.
NOTE 3: The barred public user identities are not bound to the contact information.

8) check whether a Path header was included in the REGISTER request and construct alist of preloaded Route
headers from the list of entriesin the Path header. The S-CSCF shall preserve the order of the prel oaded Route
headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4. If thisregistration is areregistration, then alist of pre-loaded Route headers will already exist. The new
list replacesthe old list.

9) determine the duration of the registration by checking the value of the Expires header in the received REGISTER
request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval
Too Brief) response specifying the minimum allowed time for registration;

10) store the icid parameter received in the P-Charging-V ector header;

11) remove the P-Access-Network-Info header and may act upon the contents accordingly;

12) create a 200 (OK) response for the REGISTER request, including:
- anexpiration timein the Expires header, using one val ue provided within the S-CSCF, and,
- thelist of received Path headers;

- aP- Assom ated- URI header contal ni ng the Ilst of publlc user |dent|t|esthat the user is authorized to use-Sueh
g ; twork. The first URI in
the Ilst of publlc user |dent|t|eslasmgrmfepmaﬁenwppl|ed by the HSSto the SCSCF the P-Associated-URI
header will indicate the default public user identity to be used by the PS-CSCF. The S-CSCF shall place the
default public user identity as afirst entry in thelist of URIs present in the P-Associated-URI header. The
default public user identity will be used by the P-CSCF in conjunction with the procedures for the P-
Asserted-ldentity header, as described in subclause 5.2.6.3;

- aP-Service-Route header containing:

- the SIP URL identifying the S-CSCF; and,

- anindication that requests routed via the service route (i.e. from the P-CSCF to the S-CSCF) shall be
treated as for the mobile-originating case. Thisindication may e.g. bein aURI parameter, a character
string in the user part or be a port number;

- if network topology hiding isrequired a SIP URL identifying an I-CSCF(THIG) as the topmost entry;

13) send the so created 200 (OK) response to the UE;

14) send athird-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches
the Filter Criteriafrom the HSS for the REGISTER event; and,

NOTE5: If thisregistration is areregistration, the Filter Criteria already existsin the local data.

15) handle the user as registered for the duration indicated in the Expires header.

5.2.2 Registration
When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:
1) insert a Path header in the request including an entry containing:
- the SIP URL identifying the P-CSCF;
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2)
3

4)

5)

6)

- anindication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) shall be
treated as for the mobile-terminating case. Thisindication may e.g. be in a Path header parameter, a character
string in the user part or be a port number;

insert a Supported and a Require header both containing the option tag "path”;

for the initial REGISTER request for a public user identity create a new, globally unique value for icid, save it
locally and insert it into the icid parameter of the P-Charging-Vector header (see subclause 7.2.5). Also include
the gprs-charging-info parameter in the P-Charging-V ector header (see subclause 5.2.7.4);

insert the parameter "integrity-protected” (described in subclause 7.2A.2) with avalue “yes’ into the
Authorization header field in case the REGISTER request was received integrity protected, otherwise insert the
parameter with the value “no”;

insert a P-Visited-Network-1D header field, with the value of a pre-provisioned string that identifies the visited
network at the home network; and

determine the 1-CSCF of the home network and forward the request to that 1-CSCF.

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the
Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or
expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)

2)
3

4)

5)

save the list of P-Service-Route headers preserving the order. Thislist shall be stored during the entire
registration period of the respective public user identity. Thislist shall be used to preload the routeing
information into the initial requests originated by the UE. If thisregistration is areregistration, the P-CSCF shall
replace the already existing list of P-Service-Route headers with the new list;

associate the P-Service-Route header information with the registered public user identity;

remove any Path and P-Service-Route headers from the 200 (OK) response before forwarding the response to the
UE;

store the public user identities found in the P-Associated-URI header value, as those that are authorized to be
used by the UE;

store the default publlc user |dent|ty for use W|th procedurecfor the P-Asserted-1dentity. The default public user

identity isspe Huesthe first on the list of URIs present in the P-
Associated-URI header

NOTE 1: There may be more then one default public user identities stored in the P-CSCF, as the result of the

multiple registrations of public user identities.

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall store the values received in
the P-Charging-Function-Addresses header.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall remove and store
the CK and IK values contained in the 401 (Unauthorized) response. The 401 Unauthorized response shall be forwarded
tothe UE if and only if the CK and IK have been removed.

NOTE 2: The P-CSCF will maintain two Route lists. The first Route list - created during the registration procedure

- isused only to pre-load the routeing information into the initial INVITE request that originated at the
UE. Thislist is valid during the entire registration of the respective public user identity. The second Route
list - constructed from the Record Route headersin theinitial INVITE and associated response - is used
during the duration of the call. Once the call isterminated, the second Route list is discarded.

5.2.6.3 Requests initiated by the UE
When the P-CSCF receives an initial request for adialog or arequest for a standal one transaction, and the request

contains as P-Asserted-ldentity header that matches one of the registered public user identities, the P-CSCF shall
identify the initiator of the request by that public user identity.
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When the P-CSCF receives an initial request for adialog or arequest for a standal one transaction, and the request
contains as P-Asserted-ldentity header that does not match one of the registered public user identities, or does not
contain a P-Asserted-Identity header, the P-CSCF shall identify the initiator of the request by a default public user
identity._If there is more then one default public user identity available, the P-CSCF shall randomly select one of them.

NOTE: The contents of the From header do not form any part of this decision process.

When the P-CSCF receives from the UE an initial request for a dialog, and a P-Service-Route header list exists for the
initiator of the request, the P-CSCF shall:

1) remove any Route header from the request;

2) select the list of Route headers that was created during the registration or reregistration of the respective public
user identity utilizing the P-Service-Route mechanism;

3) pre-load thelist of Route headers to the request;
4) create a Record-Route header containing its own SIP URL;
5) insert a P-Asserted-ldentity header with a value representing the initiator of the request;
6) create anew, globally unique value for the icid parameter and insert it into the P-Charging-V ector header; and
7) forward the request based on the topmost Route header.
When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:
1) storethe values received in the P-Charging-Function-Addresses header;
2) removethe list of Record-Route headers from the received response;

3) create anew list of stored Route headers, with the newly received list of Record-Route headers. The Contact
header received in the response shall not be appended to the bottom of the stored list of Route headers;

4) storethediaog ID and associate it with the private user identity and public user identity involved in the session;
5) savethe Contact header received in the response in order to release the dialog if needed; and
6) forward the response to the UE.
When the P-CSCF receives any other response to the above request, the P-CSCF shall:
1) remove any list of Record-Route headers, even though not allowed, from the received response; and
2) forward the response to the UE.
When the P-CSCF receives from the UE a refresh request for a dialog, the P-CSCF shall:
1) verify if the request relates to a dialog in which the originator of the request is involved:

a) if therequest does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall
answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not
forward the request. No other actions are required;

b) if the request relates to an existing dialog in which the originator isinvolved, then the P-CSCF shall continue
with the following steps;

2) remove any Route header from the request;

3) select thelist of Route headers that was created during the exchange of theinitial request and its associated
response;

4) pre-load the list of Route headers to the request;
5) create a Record-Route header containing itsown SIP URL; and

6) forward the request based on the topmost Route header.
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When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:
1) remove thelist of Record-Route headers from the received response;

2) overwrite any existing list of stored Route headers, or create anew list of stored Route headers, with the newly
received list of Record-Route headers. The Contact header received in the response shall not be appended to the
bottom of the stored list of Route headers;

3) savethe Contact header received in the response in order to release the dialog if needed; and4) forward the
response to the UE.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:
1) remove any list of Record-Route headers, even though not allowed, from the received response; and
2) forward the response to the UE.

When the P-CSCF receives from the UE the request for a standal one transaction, and a P-Service-Route header list
exists for the initiator of the request, the P-CSCF shall:

1) remove any Route header from the request;

2) select thelist of Route headers that was created during the registration or reregistration of the respective public
user identity utilizing the P-Service-Route mechanism;

3) pre-load thelist of Route headers to the request;
4) insert a P-Asserted-Identity header with a value representing the initiator of the request;
5) create anew, globally unique value for the icid parameter and insert it into the P-Charging-V ector header; and
6) forward the request based on the topmost Route header.
When the P-CSCF receives any response to the above request, the P-CSCF shall:
1) storethe values received in the P-Charging-Function-Addresses header; and

2) remove any list of Record-Route headers, even though not allowed, from the received response and forward it to
the UE.

When the P-CSCF receives from the UE subsequent requests other than a refreshing request, the P-CSCF shall:
1) verify if the request relates to a dialog in which the originator of the request is involved:

a) if the request does not relates to an existing dialog in which the originator isinvolved, then the P-CSCF shall
answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not
forward the request. No other actions are required;

b) if the request relates to an existing dialog in which the originator isinvolved, then the P-CSCF shall continue
with the following steps;

2) select the list of Route headers that was created during the exchange of the initial request and associated
response for this call;

3) pre-load the list of Route headers to the request; and
4) forward the request based on the topmost Route header.
When the P-CSCF receives any response to the above request, the P-CSCF shall:
1) remove any list of Record-Route headers, valid or not, from the received response; and
2) forward the response to the UE.

When the P-CSCF receives from the UE an initial request for adialog, arefresh request for adialog, or the request of a
standal one transaction, and a P-Service-Route header list does not exist for the initiator of the request, the P-CSCF
shall:
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1) send a 403 (Forbidden) response back to the UE containing a warning header.
Editor's Note: how to find out whether the user has avalid registration in the P-CSCF is FFS.
Editor's Note: The correct value for the warning code is yet to be assigned by IANA.

When the P-CSCF receives from the UE the request for an unknown method, and a P-Service-Route header list exists
for the initiator of the request, the P-CSCF shall:

1) select thelist of Route headers that was created during the registration or reregistration of the respective public
user identity utilizing the P-Service-Route mechanism;

2) pre-load thelist of Route headers to the request,
3) insert an P-Asserted-1dentity header with a value representing the initiator of the request; and
4) forward the request based on the topmost Route header.
When the P-CSCF receives any response to the above request, the P-CSCF shall:
1) remove any list of Record-Route headers, even though invalid, from the received response; and

2) forward the response to the UE.
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Start of first changes

4.5.4 Inter operator identifier (I01)

The Inter Operator Identifier (101) isaglobally unique identifier to share between operator networks/service
providers/content providers. There are two possible instances of an IOl to be exchanged between networks/service
providers/content providers: one for the originating side, orig-ioi, and one for the terminating side, term-ioi.

The S-CSCF in the originating network populates the orig-ioi parameter of the P-Charging-Vector header in the initial
request, which identifies the operator network from which the request originated. Also in theinitial request, the term-ioi
parameter isleft out of the P-Charging-V ector parameter. The S-CSCF in the originating network retrieves the term-ioi
parameter from the P-Charging-V ector header within the message sent in response to the initial requ&et wh|ch |dent|f|0s
the operator network from wh| chthe response was sent. , es

The S-CSCF in the terminating network retrieves the orig-ioi parameter from the P-Charging-V ector header in the
initial request, which identifies the operator network from which the request originated. The S-CSCF in the terminating
network populates the term-ioi parameter of the P-Charging-V ector header in the response to the initial request, which
identifies the operator network from which the response was sent.

The M GCEF takes responsibility for populating the orig-ioi parameter when a call/session is originated from the
PSTN/PLMN. The MGCEF takes responsibility for populating the term-ioi parameter when a call/session is terminated at
the PSTN/PLMN.

IOIswill not be passed along within the network, except when proxied by BGCF and I-CSCF to get to MGCF and S
CSCF. However, 10Is will be sent to the AS for accounting purposes.

End of first changes

Start of second changes

5.4.3  General treatment for all dialogs and standalone transactions
excluding requests terminated by the S-CSCF

5.4.3.1 Determination of mobile-originated or mobile-terminated case
Upon receipt of an initial request or a refresh request or a stand-al one transaction, the S-CSCF shall:

- perform the procedures for the mobile-originating case as described in subclause 5.4.3.2 if the request makes use
of the information for mobile-originating calls, which was added to the Path header entry of the SS-CSCF during
registration (see subclause 5.4.1.2), e.g. the message is received at a certain port or the topmost Route header
contains a specific user part or parameter; or,

- perform the procedures for the mobile-terminating case as described in subclause 5.4.3.3 if thisinformation is
not used by the request.

5.4.3.2 Requests initiated by the served user

When the S-CSCF receives from the served user an initial request for adialog or arequest for a standalone transaction,
prior to forwarding the request, the S-CSCF shall:

- determine whether the request contains a barred public user identity in the From or Remote-Party-1D header
fields of the request or not. In case any of the said header fields contains a barred public user identity for the
user, then the S-CSCF shall reject the request by generating a 403 (Forbidden) response. Otherwise, continue
with the rest of the steps;

- removeitsown SIP URL from the topmost Route header;
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if the outgoing Request-URI isa TEL URL, the S-CSCF shall trandate the E.164 address (see RFC 2806 [22]) to
aglobally routeable SIP URL using an ENUM/DNS translation mechanism with the format specified in

RFC 2916 [24]. Databases aspects of ENUM are outside the scope of the present document. If this translation
fails, the request may be forwarded to a BGCF or any other appropriate entity (e.gaMRFC to play an
announcement) in the originator's home network or an appropriate SIP response shall be sent to the originator;

check if an original dialog identifier that the S-CSCF previously placed in a Route header is present in the
topmost Route header of the incoming request. If present, it indicates an association with an existing dialog, the
request has been sent from an Application Server in response to a previously sent request;

check whether the initial request matches the initial filter criteria based on a public user identity in the P-
Asserted-ldentity header, the S-CSCF shall forward this request to that application server, then check for
matching of the next following filter criteria of lower priority, and apply the filter criteria on the SIP method
received from the previoudly contacted application server as described in 3GPP TS 23.218 [5] subclause 6.4.
Depending on the result of the previous process, the S-CSCF may contact one or more application server(s)
before processing the outgoing Request-URI. In case of contacting one or more application server(s) the S-CSCF
shall:

- insert the AS URL to be contacted into the Route header as the topmost entry followed by its own URL
populated as specified in the subclause 5.4.3.4;

store the value of the icid parameter received in the P-Charging-V ector header and retain the icid parameter in
the P-Charging-V ector header. Optionally, the S-CSCF may generate a new, globally unique icid and insert the
new valuein theicid parameter of the P-Charging-Vector header when forwarding the message. If the S-CSCF
creates anew icid, then it is responsible for maintaining the two icid values in the subsequent messaging;

insert an orig-ioi parameter into the P-Charging-V ector header-H-the-next-hop-is-an-ASH-CSCHeroutside ef-the
edrrent-network. The orig-ioi parameter shall be set to a value that identifies the sending network. The term-ioi

parameter shall not be included;

insert a P-Charging-Function-Addresses header (see subclause 7.2.5) populated with values received from the
HSS if the message is forwarded within the S-CSCF home network, including towards AS;

in the case where the S-CSCF has knowledge of an associated tel-URI for a SIP URL contained in the received
P-Asserted-1dentity header, add a second P-Asserted-ldentity header containing thistel-URI;

in the case where the network operator has policy to provide privacy on From headers, and such privacy is
required for this dialog, change the From header to "Anonymous'. Network policy may also require the removal
of the display field;

determine the destination address (e.g. DNS access) using the URL placed in the topmost Route header if
present, otherwise based on the Request-URI;

if network hiding is needed due to local policy, put the address of the I-CSCF(THIG) to the topmost route
header;

in case of aninitial request for a dialog the S-CSCF shall create a Record-Route header containing its own SIP
URL and save the necessary Record-Route header fields and the Contact header from the request in order to
rel ease the dialog when needed;

remove the P-Access-Network-1nfo header and act upon the contents accordingly; and

route the request based on SIP routeing procedures.

When the S-CSCF receives any response to the above request, the S-CSCF may:

apply any privacy required by RFC 3323 [33] to the P-Asserted-Identity header.

NOTE 1: This header would normally only be expected in 1xx or 2xx responses.

NOTE 2: The optional procedure above isin addition to any procedure for the application of privacy at the edge of

the trust domain specified by RFC 3323 [33].

When the S-CSCF receives aresponse to the initial request for adialog, it shall save the necessary Record-Route header
fields and the Contact header from the response in order to release the dialog if needed.
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When the S-CSCF receives from the served user arefresh request for adialog, prior to forwarding the request the S-
CSCF shall:

remove its own URL from the topmost Route header;

create a Record-Route header containing its own SIP URL and save the Contact header from the request in order
to release the dialog when needed;

remove the P-Access-Network-Info header and act upon the contents accordingly; and

route the request based on the topmost Route header.

When the S-CSCF receives a response to the refresh request for adialog, it shall save the necessary Record-Route
header fields and the Contact header from the response in order to release the dialog if needed.

When the S-CSCF receives from the served user a subsequent request other than refresh request for adialog, prior to
forwarding the request the S-CSCF shall:

remove its own URL from the topmost Route header;
remove the P-Access-Network-Info header and act upon the contents accordingly;
remove the P-access-network-info header and act upon the contents accordingly; and

route the request based on the topmost Route header.

5.4.3.3 Requests terminated at the served user

When the S-CSCF receives, destined for aregistered served user, an initial request for adialog or arequest for a
standal one transaction, prior to forwarding the request, the S-CSCF shall:

1
2)

3

4)

5)

6)

7)

8)
9)

remove its own URL from the topmost Route header;

check if an original dialog identifier that the S-CSCF previoudy placed in a Route header is present in the
topmost Route header of the incoming request. If present, it indicates an association with an existing dialog, the
request has been sent from an Application Server in response to a previously sent request;

check whether theinitial request matches the initial filter criteria based on the public user identity in the
Request-URI, the S-CSCF shall forward this request to that application server, then check for matching of the
next following filter criteria of lower priority, and apply the filter criteria on the SIP method received from the
previously contacted application server as described in 3GPP TS 23.218 [5] subclause 6.5. Depending on the
result of the previous process, the S-CSCF may contact one or more application server(s) before processing the
outgoing Request-URI. In case of contacting one or more application server(s) the S-CSCF shall:

insert the AS URL to be contacted into the Route header as the topmost entry followed by its own URL
populated as specified in the subclause 5.4.3.4;

insert a P-Charging-Function-Addresses header (see subclause 7.2.4) populated with values received from the
HSS if the message is forwarded within the S-CSCF home network, including towards AS;

store the value of the icid parameter received in the P-Charging-V ector header and retain the icid parameter in
the P-Charging-V ector header;

store the value of the orig-ioi parameter received in the P-Charging-Vector header, if present. The orig-ioi
parameter identifies the sending network of the request message. The orig-ioi parameter shall only be retained in
the P-Charging-V ector header if the next hop isto an AS;

in case there are no Route headers in the request, then determine, from the destination public user identity, the
list of preloaded routes saved during registration or re-registration, as described in subclause 5.4.1.2;

build the Route header field with the values determined in the previous step;

determine, from the destination public user identity, the saved Contact URL where the user is reachable saved at
registration or reregistration, as described in subclause 5.4.1.2;

10) build a Request-URI with the contents of the saved Contact URL determined in the previous step;
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11)insert a P-Called-Party-1D SIP header field including the Request-URI received in the INVITE;

12)in case of aninitial request for a dialog create a Record-Route header containing its own SIP URL and save the

necessary Record-Route header fields and the Contact header from the request in order to release the dialog
when needed; and

13) optionally, apply any privacy required by RFC 3323 [33] to the P-Asserted-Identity header; and

NOTE: Theoptional procedure above isin addition to any procedure for the application of privacy at the edge of

the trust domain specified by RFC 3323 [33].

14)forward the request based on the topmost Route header.

When the S-CSCF receives, destined for an unregistered user, an initial request for adialog or arequest for a standalone
transaction, the S-CSCF shall:

1)

2)

3)

4)

5)

execute the procedures described in the steps 1 and 2 in the above paragraph (when the S-CSCF receives,
destined for the registered served user, aninitial request for adialog or arequest for a standalone transaction);

if the S-CSCF does not have the user profile, then initiate the S-CSCF Registration/deregistration notification
with the purpose of downloading the relevant user profile (i.e. for unregistered user) and informing the HSS that
the user is unregistered, but this S-CSCF will assess triggering of services for the unregistered user, as described
in 3GPP TS 29.228 [14];

keep the user registration status as unregistered for the duration of the dialog. When the dialog expires, the S-
CSCF shall inform appropriately the HSS according to the procedures described in 3GPP TS 29.228 [14];

execute the procedure described in step 3 and 4 in the above paragraph (when the S-CSCF receives, destined for
the registered served user, aninitial request for adialog or arequest for a standalone transaction).

In case that no AS needs to be contacted, then S-CSCF shall return an appropriate unsuccessful SIP response.
This response may be a 480 (Temporarily unavailable) and terminate these procedures; and

execute the procedures described in the steps 5, 6, 11, 12, 13 and 14 in the above paragraph (when the S-CSCF
receives, destined for the registered served user, an initial request for adialog or a request for a standalone
transaction).

When the S-CSCF receives aresponse to the initial request for a dialog (whether the user is registered or not), it shall
save the necessary Record-Route header fields and the Contact header field from the response in order to release the
dialog if needed. In the case where the S-CSCF has knowledge of an associated tel-URI for a SIP URL contained in the
received P-Asserted-1dentity header, the S-CSCF shall add a second P-Asserted-Identity header containing thistel-URI;
in the case where the network operator has policy to provide privacy on To headers, and such privacy is required for
this dialog, change the To header to "Anonymous'. Network policy may also require the removal of the display field.

When the S-CSCF receives, destined for a served user, arefresh request for adialog, prior to forwarding the request, the
S-CSCF shall:

1)
2)

3

remove its own URL from the topmost Route header;

create a Record-Route header containing its own SIP URL and save the Contact header from the refresh request
in order to release the dialog when needed; and

forward the request based on the topmost Route header.

When the S-CSCF receives a response to the refresh request for a dialog (whether the user is registered or not), it shall
save the necessary Record-Route header fields and the Contact header field from the response in order to release the
dialog if needed.

When the S-CSCF receives, destined for the served user, a subsequent request other than refresh request for a dialog,
prior to forwarding the request, the S-CSCF shall:

1
2)

remove its own URL from the topmost Route header; and

forward the request based on the topmost Route header.
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When the S-CSCF receives arequest destined for a barred public user identity, the S-CSCF shall return an appropriate
unsuccessful SIP response. This response may be, e.g., a404 (Not found) or 604 (Does not exist anywhere).

5434 Original dialog identifier

The original dialog identifier is an implementation specific token that the S-CSCF encodes into the own S-CSCF URL
in a Route header, prior to forwarding the request to an application server. Thisis possible because the S-CSCF isthe
only entity that creates and consumes the value.

The token identifies the original dialog of the request, so in case an application server acting as a B2BUA changes the
dialog, the S-CSCF is able to identify the origina dialog when the request returns to the S-CSCF. The token can be
encoded in different ways, such as e.g., a character string in the user-part of the SS=CSCF URL, a parameter in the
S-CSCF URL or port number in the S-CSCF URL.

The S-CSCF shall ensure that the value chosen is unique so that the S-CSCF may recognize the value when received in
a subsequent message and make the proper association between related dialogs that pass through an Application Server.

5.4.35 Void

544 Call initiation

544.1 Initial INVITE

Void.

5.4.4.2 Subsequent requests
54421 Mobile-originating case

When the S-CSCF receives the 183 response, the S-CSCF shall store the value of the received term-ioi parameter
received in the P-Charging-V ector header, if present. The term-ioi parameter identifies the sending network of the
response message. The term-ioi parameter shall only be retained in the P-Charging-V ector header if the next hop isto
an AS.

When the S-CSCF receives the 183 response, the S-CSCF shall insert a P-Charging-Function-Addresses header (see
subclause 7.2.5) populated with values received from the HSS if the message is forwarded within the S-CSCF home
network, including towards AS.

When the S-CSCF receives the UPDATE request, the S-CSCF shall store the gprs-charging-info parameter from the P-
Charging-Vector header. The gprs-charging-info parameter shall be retained in the P-Charging-V ector header when the
reguest is forwarded to an AS. However, the gprs-charging-info parameter shall not be included in the P-Charging-
Vector header when the UPDATE request is forwarded outside the home network of the S-CSCF.

When the S-CSCF receives any request or response related to a mobile-originated dialog or standalone transaction, the
S-CSCF may insert previously saved values into P-Charging-V ector and P-Charging-Function-Addresses headers
before forwarding the message within the S-CSCF home network, including towards AS.

5.4.4.2.2 Mobile-terminating case

When the S-CSCF sends the 183 response the SCSCF shall insert an term-ioi parameter in the P-Charging-V ector
header of the outgoing response M an . The term-ioi parameter
shall be set to avalue that identifies the sendr ng network of the response and the orrg ioi parameter is set to the
previoudly received value of orig-ioi.

When the S-CSCF receives the 183 response, the S-CSCF shall insert a P-Charging-Function-Addresses header (see
subclause 7.2.5) populated with values received from the HSS if the message is forwarded within the S-CSCF home
network, including towards AS.

When the S-CSCF receives 180 (Ringing) or 200 (OK) (to INVITE) responses, the S-CSCF shall store the gprs-
charging-info parameter from the P-Charging-V ector header. The gprs-charging-info parameter shall be retained in the
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P-Charging-V ector header when the response is forwarded to an AS. However, the gprs-charging-info parameter shall
not be included in the P-Charging-V ector header when the response is forwarded outside the home network of the S-

CSCF.

When the S-CSCF receives any request or response related to a mobile-originated dialog or standal one transaction, the
S-CSCF may insert previously saved values into P-Charging-V ector and P-Charging-Function-Addresses headers
before forwarding the message within the S-CSCF home network, including towards AS.

End of second changes

Start of third changes

5.5.3

5531

55311

Call initiation
Initial INVITE

Calls originated from circuit-switched networks

When the MGCF receives an indication of an incoming call from a circuit-switched network, the MGCF shall:

55.3.1.2

generate and send an INVITE request to I-CSCF:

set the Request-URI to the "tel” format using an E.164 address,
set the Supported header to "100rel" (see RFC 3312 [30]);
include an P-Asserted-1dentity header;

create a new, globally unique value for the icid parameter and insert it into the P-Charging-V ector header;
and

insert an orig-ioi parameter into the P-Charging-V ector header. The orig-ioi parameter shall be set to avalue
that identifies the sending eireuit-switehed-network in which the MGCEF resides and the term-ioi parameter
shall not be included.

Calls terminating in circuit-switched networks

When the MGCF receives an initial INVITE request with Supported header indicating " 100rel”, the MGCF shall:

send 100 (Trying) response;

after amatching codec is found at the MGW, send 183 " Session Progress’ response:

set the Require header to the value of "100rel";

set the Content-Disposition header to the value of "precondition”;

include an P-Asserted-1dentity header; and

store the values received in the P-Charging-Function-Addresses header; and

store the value of the icid parameter received in the P-Charging-V ector header-; and

insert aterm-ioi parameter into the P-Charging-V ector header. The term-ioi parameter shall be set to a value

that identifies the network in which the MGCEF resides.

When the MGCF does not find an available matching codec at the MGW for the received initial INVITE request, the
MGCF shall:

send 503 (Service Unavailable) response if the type of codec was acceptable but none were available; or
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- send 488 (Not Acceptable Here) response if the type of codec was not supported, and may include SDP in the
message body to indicate the codecs supported by the MGCF/MGW.

5.5.3.2 Subsequent requests

55.3.2.1 Calls originating in circuit-switched networks
When the MGCF receives 183 response to an INVITE request, the MGCF shall:
- store the values received in the P-Charging-Function-Addresses header.

When the MGCF receives 200 (OK) response to a PRACK request and notification that bearer setup is complete, the
MGCF shall:

- send an UPDATE request.

55.3.2.2 Calls terminating in circuit-switched networks

When the MGCF receives an indication of aringing for the called party of outgoing call to a circuit-switched network,
the MGCF shall:

- send 180 Ringing to the UE.

When the MGCF receives an indication of answer for the called party of outgoing call to a circuit-switched network, the
MGCF shall:

- send 200 OK to the UE, including an P-Asserted-ldentity header.

End of third changes ‘

Start of fourth changes \

7.2.6 P-Charging-Vector header

7.2.6.1 Introduction

The P-Charging-V ector header is the mechanism whereby the charging correlation information may be shared by IM
CN subsystem functional entities. The charging correlation information consists of the following:

- IMS Charging Identifier (ICID), which isaglobally unique identifier created per IMS dialog that is stored in all
related CDRs. See 3GPP TS 32.225 [17] for requirements on the format of ICID.

- Inter Operator Identifiers (101), which are globally unique identifiers for a particular network (i.e. originating
[0l and terminating 10I1). See 3GPP TS 32.225 [17] for requirements on the format of 10I.

- Access Network Charging Information, where the GPRS is the initially supported access network. For GPRS
there are the following components to track: GGSN address and one or more GPRS Charging Identifiers
(GCID). Each GCID consists of an identifier of the PDP context assigned, the associated flow index into the
SDP from the SIP signalling and the authorization token associated with the PDP context.

Thefirst IM CN subsystem functional entity involved with a dialog or standal one transaction inserts the header with the
icid parameter. Additional parameters are inserted into the P-Charging-V ector header by other entities as the processing
continues. The header may be included in requests and responses.

7.2.6.2 Syntax

The P-Charging-V ector header field has the syntax described in table 7.3, which is extracted from draft-henrikson-sip-
charging-information [45]. Table 7.3 describes extensions required for 3GPP.
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Table 7.3: Syntax of extensions to P-Charging-Vector header

access- networ k- charging-info = (gprs-charging-info / gen-val ue)
gprs-charging-info = "gprs-chargi ng-info" SEM
"ggsn" EQUAL ggsn *(SEM "gcid" EQUAL gcid)
[ COWA ext ensi on- par ani
gen-val ue
"pdp-id" EQUAL pdp-id COWA "flowindex" EQUAL fl ow i ndex
COWA "aut h-token" EQUAL aut h-t oken
pdp-id = gen-val ue
flowindex = gen-val ue
aut h-t oken = gen-val ue
ext ensi on- param = token [ EQUAL (token | quoted-string)]

ggsn
gcid

The gprs-charging-info parameter contains one ggsn child parameter and one or more child gcid parameters. Each gcid
child parameter within gprs-charging-info corresponds to a PDP context that was established at the GGSN for a UE.
Each gcid parameter contains pdp-id, flow-index and auth-token child parameters. The pdp-id parameter is the PDP
context identifier that the P-CSCF obtained from the GGSN. The flow-index parameter is the relative index to the
media stream in the SDP for the PDP context. The auth-token parameter is the authorization token associated with the
PDP context. For more information about the PDP contexts for media, see subclause 9.2.5. For the case of a primary
PDP context that is used for signalling, the flow-id and auth-token parameters are set to 0.

7.2.6.3 Operation
The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.

End of fourth changes
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Start of first changes

4.5.5 Charging function addresses

Charging function addresses are distributed to each of the IMS network entities in the home network for one side of the
session (either the calling or called side) and are to provide a common location for each entity to send charging
information. Charging Collection Function (CCF) addresses are used for offline billing. Event Charging Function (ECF)
addresses are used for online billing.

There may be twe-separatemultiple addresses for CCF and ECF addresses populated into the P-Charging-Function-
Addresses header of the SIP request or response. The parameters are ecfl-cef2-ecfl-and-ecf2ccf and ecf. Only one
instance of ccf is required. Fhe-otherparameters-are-optional—Fhe-secondaryAdditional ccf addresses may be included
by each IM S network for redundancy purposes, but the first instance of ccf is the primary address. If ecf addressis
included for online charging, then additional instances may also be included for redundancy.

The CCF addresses and ECF addresses are retrieved from HSS via Cx interface and passed by the S-CSCF to
subsequent entities. The charging function addresses are passed from the S-CSCF to IM CN subsystem entitiesin its
home network, but are not passed to the visited network or the UE. When the P-CSCF is allocated in the visited
network, then the charging function addresses are obtained by means outside the scope of this document. The AS
receives the charging function addresses from the S-CSCF via the ISC interface.

End of first changes

Start of second changes

5.4.3.3 Requests terminated at the served user

When the S-CSCF receives, destined for aregistered served user, an initial request for adialog or arequest for a
standal one transaction, prior to forwarding the request, the S-CSCF shall:

1) removeitsown URL from the topmost Route header;

2) check if an original dialog identifier that the S-CSCF previously placed in a Route header is present in the
topmost Route header of the incoming request. If present, it indicates an association with an existing dialog, the
request has been sent from an Application Server in response to a previously sent request;

3) check whether the initial request matches the initia filter criteria based on the public user identity in the
Request-URI, the S-CSCF shall forward this request to that application server, then check for matching of the
next following filter criteria of lower priority, and apply the filter criteria on the SIP method received from the
previously contacted application server as described in 3GPP TS 23.218 [5] subclause 6.5. Depending on the
result of the previous process, the S-CSCF may contact one or more application server(s) before processing the
outgoing Request-URI. In case of contacting one or more application server(s) the S-CSCF shall:

insert the AS URL to be contacted into the Route header as the topmost entry followed by its own URL
populated as specified in the subclause 5.4.3.4;

4) insert a P-Charging-Function-Addresses header (see subclause 7.2.4) populated with values received from the
HSS if the message is forwarded within the S-CSCF home network, including towards AS;

5) storethe value of theicid parameter received in the P-Charging-V ector header and retain the icid parameter in
the P-Charging-V ector header;

6) storethe value of the orig-ioi parameter received in the P-Charging-V ector header, if present. The orig-ioi
parameter identifies the sending network of the request message. The orig-ioi parameter shall only be retained in
the P-Charging-Vector header if the next hop isto an AS;
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7) in case there are no Route headers in the request, then determine, from the destination public user identity, the
list of preloaded routes saved during registration or re-registration, as described in subclause 5.4.1.2;

8) build the Route header field with the values determined in the previous step;

9) determine, from the destination public user identity, the saved Contact URL where the user is reachable saved at
registration or reregistration, as described in subclause 5.4.1.2;

10) build a Request-URI with the contents of the saved Contact URL determined in the previous step;
11)insert a P-Called-Party-1D SIP header field including the Request-URI received in the INVITE;

12)in case of aninitia request for adialog create a Record-Route header containing its own SIP URL and save the
necessary Record-Route header fields and the Contact header from the request in order to rel ease the dialog
when needed; and

13) optionally, apply any privacy required by RFC 3323 [33] to the P-Asserted-1dentity header; and

NOTE: Theoptional procedure above isin addition to any procedure for the application of privacy at the edge of
the trust domain specified by RFC 3323 [33].

14)forward the request based on the topmost Route header.

When the S-CSCF receives, destined for an unregistered user, an initial request for adialog or arequest for a standalone
transaction, the S-CSCF shall:

1) execute the procedures described in the steps 1 and 2 in the above paragraph (when the S-CSCF receives,
destined for the registered served user, aninitia request for adialog or arequest for a standalone transaction);

2) if the SS.CSCF does not have the user profile, then initiate the S-CSCF Registration/deregistration notification
with the purpose of downloading the relevant user profile (i.e. for unregistered user) and informing the HSS that
the user is unregistered, but this S-CSCF will assesstriggering of services for the unregistered user, as described
in 3GPP TS 29.228 [14];

3) keep the user registration status as unregistered for the duration of the dialog. When the dialog expires, the S-
CSCF shall inform appropriately the HSS according to the procedures described in 3GPP TS 29.228 [14];

4) execute the procedure described in step 3 and 4 in the above paragraph (when the S-CSCF receives, destined for
the registered served user, aninitial request for adialog or arequest for a standalone transaction).

In case that no AS needs to be contacted, then S-CSCF shall return an appropriate unsuccessful SIP response.
This response may be a 480 (Temporarily unavailable) and terminate these procedures; and

5) execute the procedures described in the steps 5, 6, 11, 12, 13 and 14 in the above paragraph (when the S-CSCF
receives, destined for the registered served user, an initial request for adialog or arequest for a standalone
transaction).

When the S-CSCF receives aresponse to the initial request for adialog (whether the user is registered or not), it shall
save the necessary Record-Route header fields and the Contact header field from the response in order to release the
dialog if needed. In the case where the S-CSCF has knowledge of an associated tel-URI for a SIP URL contained in the
received P-Asserted-1dentity header, the S-CSCF shall add a second P-Asserted-ldentity header containing thistel-URI;
in the case where the network operator has policy to provide privacy on To headers, and such privacy isrequired for
this dialog, change the To header to "Anonymous'. Network policy may also require the removal of the display field.

When the S-CSCF receives the 200 (OK) response for a standal one transaction request, the S-CSCF shall insert a P-
Charging-Function-Addresses header (see subclause 7.2.5) populated with values received from the HSS if the message
is forwarded within the SSCSCF home network, including towards an AS.

When the S-CSCF receives, destined for a served user, arefresh request for adialog, prior to forwarding the request, the
S-CSCF shall:

1) removeitsown URL from the topmost Route header;

2) create a Record-Route header containing its own SIP URL and save the Contact header from the refresh request
in order to release the dialog when needed; and
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3) forward the request based on the topmost Route header.

When the S-CSCF receives a response to the refresh request for a dialog (whether the user is registered or not), it shall
save the necessary Record-Route header fields and the Contact header field from the response in order to release the
dialog if needed.

When the S-CSCF receives, destined for the served user, a subsequent request other than refresh request for a dialog,
prior to forwarding the request, the S-CSCF shall:

1) removeits own URL from the topmost Route header; and
2) forward the request based on the topmost Route header.

When the S-CSCF receives a request destined for abarred public user identity, the S-CSCF shall return an appropriate
unsuccessful SIP response. This response may be, e.g., a404 (Not found) or 604 (Does not exist anywhere).

End of second changes

Start of third changes

5.4.4.2 Subsequent requests

54421 Mobile-originating case

When the S-CSCF receives the-183-any 1xx response, the S-CSCF shall store the value of the received term-ioi
parameter received in the P-Charging-V ector header, if present. The term-ioi parameter identifies the sending network
of the response message. The term-ioi parameter shall only be retained in the P-Charging-V ector header if the next hop
istoan AS.

When the S-CSCF receives the-183-any 1xx or 2xx response, the S-CSCF shall insert a P-Charging-Function-Addresses
header (see subclause 7.2.5) populated with values received from the HSS if the message is forwarded within the S-
CSCF home network, including towards AS.

When the S-CSCF receives the UPDATE request, the S-CSCF shall store the gprs-charging-info parameter from the P-
Charging-Vector header. The gprs-charging-info parameter shall be retained in the P-Charging-V ector header when the
reguest is forwarded to an AS. However, the gprs-charging-info parameter shall not be included in the P-Charging-
Vector header when the UPDATE request is forwarded outside the home network of the S-CSCF.

When the S-CSCF receives any request or response related to a mobile-originated dialog or standal one transaction, the
S-CSCF may insert previously saved values into P-Charging-V ector and P-Charging-Function-Addresses headers
before forwarding the message within the S-CSCF home network, including towards AS.

5.4.4.2.2 Mobile-terminating case

When the S-CSCF sends the-183-any 1xx response, the S-CSCF shall insert an term-ioi parameter in the P-Charging-
Vector header of the outgoing response if the response is sent to another network, an AS or an I-CSCF. The term-ioi
parameter shall be set to a value that identifies the sending network of the response and the orig-ioi parameter is set to
the previously received value of orig-ioi.

When the S-CSCF receives the-183-any 1xx or 2xx response, the S-CSCF shall insert a P-Charging-Function-Addresses
header (see subclause 7.2.5) populated with values received from the HSS if the message is forwarded within the S-
CSCF home network, including towards AS.

When the S-CSCF receives 180 (Ringing) or 200 (OK) (to INVITE) responses, the S-CSCF shall store the gprs-
charging-info parameter from the P-Charging-V ector header. The gprs-charging-info parameter shall be retained in the
P-Charging-V ector header when the response is forwarded to an AS. However, the gprs-charging-info parameter shall
not be included in the P-Charging-V ector header when the response is forwarded outside the home network of the S-
CSCF.
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When the S-CSCF receives any request or response related to a mobile-originated dialog or standal one transaction, the
S-CSCF may insert previously saved values into P-Charging-V ector and P-Charging-Function-Addresses headers
before forwarding the message within the S-CSCF home network, including towards AS.

End of third changes

Start of fourth changes

5.7.3  Application Server (AS) acting as originating UA

When acting as an originating UA the AS shall behave as defined for a UE in subclause 5.1.3, with the exceptions noted
in this subclause.

The AS, although acting as a UA, does not initiate any registration of its associated addresses. These are assumed to be
known by peer-to-peer arrangements within the IM CN subsystem.

When an AS acting as an originating UA generates an initial request for adialog or arequest for a standalone
transaction, the AS shall create a new, globally unique value for the icid parameter and insert it into the P-Charging-
Vector header.

The AS shall extract charging function addresses from any P-Charging-Function-Addresses header that isreceived in
any 1xx or 2xx responses to the requests.

Furthermore the AS shall insert a Route header pointing to the S-CSCF.

End of fourth changes

Start of fifth changes

7.2.5 P-Charging-Function-Addresses header

7.25.1 Introduction

The P-Charging-Function-Addresses header is the mechanism whereby the S-CSCF may distribute a common set of
addresses for charging functions to other network entities within the same network as the S-CSCF. The primary
Charging Correlation Function (eefifirst instance of ccf) addressis arequired parameter for offline charging. Fhe
secondary-Additional instances of CCF addresses may be included as alternatives to use if the first CCF is out of service
ts-optional{ecf2). Both-theprimary-and-secondary-Event Charging Function (ecfl-and-ecf2ecf) addresses for online

charging are optional.

The S-CSCF inserts the header at the first opportunity when initialising dialogs and with standalone transactions. The
header may be included in requests and responses.

7.2.5.2 Syntax

The P-Charging-Function-Addresses header field has the syntax described in draft-henrikson-sip-charging-
information [45].

7.25.3 Operation
The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.

End of fifth changes
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First change-
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Next change

5.1.1.3 Initial subscription to the registration-state event package

Upon receipt of a 2xx response to theinitial registration, the UE shall subscribe to the users-reg event package for the

public user identity registered as-described-r-subeladse 5112 at the usersregistrar (S-CSCF)—Fhe+eg-event-package

s as described in draft-resenberg-ietf-sipping-reg-event-00 [43]. FhereferetThe UE shall generate a SUBSCRIBE
request with the following elements:

- aRequest URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URIL that contains the

public user identity;
- aFrom header set to a SIP URL] that contains athe public user identity;
- aTo header, set to a SIP URIL that contains a-the public user identity;
- an Event header set to the "reg" event package;
- an Expires header set to a value higher than the Expires header of the before sent REGISTER request.

The UE shall also include the P-Access-Network-Info header in the SUBSCRIBE request. This header shall contain
information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).
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Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established
dialog and the expiration time as indicated in the Expires header of the received response.

The UE shall automatically resubscribe to the reg event package for a previoudly registered public user identity if the
expiration time, as indicated in the Expires header of the 2xx response to the SUBSCRIBE reguest, has run out and the
public user identity is till registered.

Next change-

5.1.15.2 Network-initiated re-authentication

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the registration-state event
package as described in subclause 5.1.1.3, including one or more <registration> element(s) with;-which-centains the
state attribute-parameter set to "terminated” and the event attributeparameter set to "probationdeactivated” for apublic
user identity, the UE shall start the re-authentication procedures after the time elapsed in "retry-after” attribute by
initiating a reregistration as described in subclause 5.1.1.4.

Next change-

5.1.1.7 Network-initiated deregistration

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package as
described in subclause 5.1.21.13, including one or more <registration> element(s) withwhich-containsthe the state
attributeparameter set to "termi nated" and the event attribute set toparameter "rej ected"—ke—elepegstereeL or
"deactivated" c3 Ay ; egistered, the UE shall remove all
registration details relat| ng to th&ee publlc user |dent|t|ec In case of a"deacuvated" event attnbute the UE shall start
the reregistration procedure as described in subclause 5.1.1.4.

Next change-

5.1.2.1 Notification about multiple registered public user identities

Upon receipt of a 2xx response to the SUBSCRIBE request the UE shall maintain the generated dialog (identified by
the values of the Call-ID, To and From headers).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package the
UE shall perform the following actions:

- if adtate attributeparameter "active", i.e. registered is received for one or more public user identities, the UE
shall store the indicated public user identities as registered,;

- if adtate attributeparameter "terminated”, i.e. deregistered is received for one or more public user identities, the
UE shall store theindicated public user identities as deregistered.
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NOTE: There may be public user identities which are automatically registered within the registrar (S-CSCF) of
the user upon registration of one public user identity. Usually these automatically or implicitly registered
public user identities belong to the same service profile of the user and they might not be available within
the UE, i.e. the UE does not know that they have been registered. The implicitly registered public user
identities may also belong to different service profiles. The here-described procedures provide a
mechanism to inform the UE about these automatically registered public user identities.

Next change-

5.2.3 Subscription to the users registration-state event package

Upon receipt of a 2xx response to the initial REGISTER request of an user, the P-CSCF shall subscribe to the user'sreg
event package at the users registrar (S-CSCF) as described in draft-ietf-si pping-resenberg-sip-reg-event-00 [43].
FhereforetThe P-CSCF shall generate a SUBSCRIBE request with the following elements:

- aReguest URI set to the resource to wh| ch the P-CSCF wants to be subscrlbed to, | e.toaSIP URI that contal ns
the public user identityaF x y . . o\,

the-users-registration;
- aFrom header set to the P-CSCF's SIP URIL;

- aTo header, set to a SIP URIL that contains the public user identity that was previously registered;
- an Event header set to the "reg" event package;

- an Expires header set to a value higher then the Expires header of the before sent REGISTER request from the
user; and

- aRoute header accordl ng to the pamserwce route information thaI was obtal ned during the users reglstratlon

Upon receipt of a 2xx response to the SUBSCRIBE request, the P-CSCF shall store the information for the so
established dialog and the expiration time as indicated in the Expires header of the received response.

The P-CSCEF shall automatically resubscribe to the reg event package for a previously registered public user identity if
the expiration time, as indicated in the Expires header of the 2xx response to the SUBSCRIBE request, has run out and
the public user identity is still registered.

Next change-

5.2.4 Registration of multiple public user identites

Upon receipt of a 2xx response to the SUBSCRIBE request the P-CSCF shall maintain the generated dialog (identified
by the values of the Call-ID, To and From headers).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package, the
P-CSCF shall perform the following actions:

- if adtate attributeparameter "active", i.e. registered is received for one or more public user identities, the P-CSCF
shall bind the indicated public user identities as registered to the contact information of the user;

- if adtate attributeparameter "terminated”, i.e. deregistered is received for one or more public user identities, the
P-CSCF shall release all stored information for these public user identities.
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NOTE: There may be public user identities which are automatically registered within the registrar (S-CSCF) of
the user upon registration of one public user identity. These automatically registered public user identities
belong to the same service profile of the user and they are not available at the P-CSCF, i.e. P-CSCF does
not know that they have been registered. The here-described procedures provide a mechanism to inform
the UE about these automatically registered public user identities.

Next change

-—Upon receipt of aantrcomingNOTIFY request arrives-on the dialog which was generated during subscription to
the reg event package{ as described in subclause 5.2.3}, including one or more <registration> element(s) with
withthe the state attributeparameter- set to "terminated”-and-the-event-parameter-set-to-refected” -6

; 't bli . ities
the P- CSCF shall releasemove al stored information for these public user identities. which-are-thdicated-with-state

The P-CSCF shall check if the user has | eft any other registered public user identity. When al of the public user
identities of a user are deregistered, the P-CSCF shall remove the SAs towards that user.

Next change

54.1.5 Network-initiated deregistration

When a network-initiated deregistration event occurs for one or morea public user identity, ang-the JE-has-subseribed
fortheregistration-events-the S-CSCF shall generate aNOTIFY request on all dialogs which have been established due
to subscrlptlon to the reg event packaqe of that user. For each NOTI FY request the S-CSCF shall:in-erderto-nformthe

- set the Request-URI and Route header to the saved route information during subscription;

- set the Event header to the "req” value;

- _inthe body of the NOTIFY -bedy request, include as many -<registration> elements as many public user
identities the S-CSCF is aware of the user ownshas been-originally-registered;

- set the aor attribute within each <registration> element to one registered-public user identity;

- set the <contact> sub-element of each <registration> element to the contact address provided by the UE;

- __if the public user identity

- has been deregistered then

- set the state attribute within each-the <registration> element to "terminated";

- set the state attribute within the <contact> element to "terminated"; and
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- set the event attribute within the <contact> element to "deactivated" if the SS-CSCF expects the UE to
rereqgister or "rejected” if the SSCSCF does not expect the UE to reregister;

- __has been kept reqgistered then

- set the state attribute within the <registration> element to "active";

- set the state attribute within the <contact> element to "active”;

The S-CSCF Netificationof theregistration-state shall affectthe-only include the non-barred public user identities—Fhe
barred publicuser-identities shall- never-besent in thea NOTIFY requestmessage.

Also, the S-CSCF shall send athird-party REGISTER request, as described in subclause 5.4.1.7, to each Application
Server that matches the Filter Criteriafrom the HSS for the REGISTER event.

Next change

54.1.6 Network-initiated reauthentication

The S-CSCF may request a subscriber to reauthenticate at any time, based on a number of possible operator settable
triggers as described in subclause 5.4.1.2.

If the S-CSCF isinformed that a private user |dent|ty needs to be re-authenticated, the S-CSCF shaII generate a
NOTIFY request on all dialogs {-e: t ; al

P-CSCF)}-which have been established due to subscrl ption to the reg event package of that user. For each NOTI FY
reqguest, the S-CSCF shall: es Hy-shallk:

- set the Request-URI and Route header to the saved route information during subscription;
- set the Event header to the "reg" value; and

- inthe body of the NOTIFY bedyrequest, include as many -<registration> elements as many public user identities
the S-CSCEF is aware of the user ownshas-been-criginallyregistered;

- set the <contact> sub-element of each <registration> element to the contact address provided by the UE;

- set the aor attribute within each <registration> element to one public user identity;

- set the state attribute within each <registration> element to "terminated”;
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- set the state attribute within each <contact> element to "terminated”;

- set the event attribute within each <contact> element to "probation"; and

- set the retry-after attribute within each <contact> element to an operator defined value;

Afterwards the S-CSCF shall:

~—wait for the user to reauthenticate (see subclause 5.4.1.2).

NOTE: Network initiated re-authentication might be requested from the HSS or may occur due to internal
processing within the S-CSCF.

The S-CSCF shall only include the non-barred public user identities in the NOTIFY request.

In case S-CSCF receives no data with which it can authenticate the subscriber, the S-CSCF may use other means to
reguest the UE to re-authenticate, e.g. by sending a REFER method in order to request a registration.

When generating the NOTIFY request, the S-CSCF shall shorten the validity of subscriber's registration timer to an
operator defined value that will alow the user to be re-authenticated. If user failsto reauthenticate while its registration
isdtill valid, the S-CSCF shall deregister al public user identities associated with the private user identity, as described
in subclause 5.4.1.5, and terminate the ongoing sessions of that user.

Next change

54211 Subscription to the event providing registration state

When an incoming SUBSCRIBE request addressed to S-CSCF arrives containing the Event header with the reg event
package, the S-CSCF shall generate a 2xx response acknowledging the SUBSCRIBE request and indicating that the
subscription was successful_as described in draft-ietf-sipping-reg-event-00 [43]. Furthermore, the response shall
include:

- an Expires header which either contains the same or a decreased value as the Expiresin SUBSCRIBE request;
and

- aContact header which is an identifier generated within the S-CSCF that will help to correlate refreshes for the
SUBSCRIBE.

Afterwards the S-CSCF shall perform the procedures for notification about registration state as described in
subclause 5.4.2.1.2.

Next change
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If the registration state of one or more public user identities changes, the S-CSCF shall generate a NOTIFY request on
all dialogs which have been established due to subscription to the reg event package of that user. For each NOTIFY
reguest, the S-CSCF shall:

- set the Request-URI and Route header to the saved route information during subscription;

- set the Event header to the "reg" value;

- inthe body of the NOTIFY requestbedy,-indicate the include as many_ <reQ|strat|on> elements as many publ ic
user identities y-the S-CSCF is aware of the user ownsthal .

within the aor-parameter-of the <registration>-element;
- set the aor attribute W|th| n eech <reQ|strat|on> element indicateto the;e;eg%publlc user |dent|ty1&‘rthat

- set the <contact> sub-element of each <registration> element to the contact address provided by the UE;

- __if the public user identity

- has been deregistered then

- set the state attribute within the <registration> element to "terminated";

- set the state attribute within the <contact> element to "terminated"; and

- set the event attribute within the <contact> element to "deactivated”, "expired”, "unregistered" or
"rejected” according draft-ietf-sipping-reg-event-00 [43];

- has been registered then

- set the state attribute within the <registration> element to "active'”;

- set the state attribute within the <contact> element to "active"; and

- set the event attribute within the <contact> element to "registered".

The S-CSCF shall only include the non-barred public user identities in the NOTIFY request.

EXAMPLE: If sip:userl_publicl@homel.net is registered, the public user identity
sip:userl_public2@homel.net can automatically be registered. Therefore the entries in the body of
the NOTIFY request look like:

<?xm version="1.0"?>

<reginfo xm ns="urn:ietf:parans: xm : ns:reginfo"
version="0" state="full">

3GPP



Error! No text of specified style in document. 12 Error! No text of specified style in document.

<regi stration aor="sip:userl_publicl@onel.net" id="as9"
state="active">
<contact id="76" state="active" event="registered"
>si p: [ 5555: : aaa: bbb: ccc: ddd] sipruserli—publiecl@onel-net</ cont act >
contact i-d="66" state="active" event="created"
- >sipruserl public2@onel net</contact>
</registration>
<registration aor="sip:userl public2@onel.net" id="asl0"
state="active">
<contact id="86" state="active" event="registered"
>si p: [ 5555: : aaa: bbb: ccc: ddd] </ cont act >
</registration>

</ reginfo>

3GPP



	NP-020562.doc
	251r2-24229(2440).doc
	252r1-24229(2433).doc
	253r1-24229(2434).doc
	255r3-24229(2496).doc
	263-24229(2266).doc
	264r1-24229(2447).doc
	266r2-24229(2493).doc


