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N4-000035 29.060 089 R99 3.4.0 Condition for evaluating the sequence number fields in PDP |F 3.5.0
N4-000075 |29.060 090 1 R99 3.4.0 TargetRNC Information F 3.5.0
N4-000076 |29.060 091 1 R99 3.4.0 Change ofthe length of Tl F 3.5.0
N4-000048 29.060 096 R99 3.4.0 Restart counterin Echo Response F 3.5.0
N4-000081 29.060 097 1 R99 3.4.0 Clarification on the use of TEID in the GTP-C header F 3.5.0
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N4-000279 29.060 114 R99 3.4.0 Clarification of the Cause of Create PDP Context Response  F 3.5.0
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29 060 CR 084 Current Version: 3.4.0

GSM (AA.BB) or 3G (AA.BBB) specification number 1 1 CR number as allocated by MCC support team
For submission to: CN#08 for approval | X strategic (for SMG
list expected approval meeting # here 1 for information non-strategic X | useonly)

Form: CR cover sheet, version 2 for 3GPP and SMG The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc

Proposed change affects: (U)SIM |:| ME |:| UTRAN/Radio [ | Core Network
(at least one should be marked with an X)
Source: N4 Date: 20.03.2000
Subject: 16-bit PDCP sequence numbers in GTP header
Work item: GTP Enhancements
Category: F Correction X | Release: Phase 2
A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature Release 97
shall be marked C Functional modification of feature Release 98
with an X) D Editorial modification Release 99 | X
Release 00
Reason for S2 decided, that PDCP sequence humbers are used (instead of RLC sequence
change: numbers) in SRNS relocation and inter-system HO. GTP shall include PDCP number
for every GTP packet, which are forwarded from source to target during handover.
In Milan CR 29.060-078r1 Added 8-hit long PDCP number to the spec. In R2 the
PDCP sequence number has been decided to be 16-bit long, so this CR changes the
PDCP number to 16-bits.
Clauses affected: 6,6.1
Other specs Other 3G core specifications - List of CRs:
affected: Other GSM core specifications - List of CRs:
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other
comments:
S double-click here for help and instructions on how to create a CR.
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2 3G aa.bbb Version x.y.z(YYYY-MM)

6. GTP header

... (text missing)
Optional fields:

- Sequence Number: thisfield is an optional field in GTP-U. It is used as atransaction identity for signalling
messages in GTP-C and as an increasing sequence number for T-PDUS, transmitted via GTP-U tunnels, when
transmission order must be preserved.

- N-PDU Number: thisfield is used at the Inter SGSN Routeing Area Update procedure and some SRNS
relocation-or-inter-system handover procedures (e.g. between 2G and 3G radio access networks). Thisfield is
used to co-ordinate the data transmission for acknowledged mode of communication between the MS and the
SGSN-e-SRNE. The exact meaning of this field depends upon the scenario. (For example, for GSM/GPRS to
GSM/GPRS, the SNDCP N-PDU number is present in this fiel d-while for UMTSt0-GSM/GPRS-the PDCP

sequence-number-ispresent.)
- Next Extension Header Type: Thisfield defines the type of Extension Header that follows thisfield in the G-

PDU.
... (text missing)
Next Extension Header Type of extension header
Field Value
0000 0000 No more extension headers
1100 0000 PDCP PDU number
Figure 5: Definition of Extension Header types
6.1 Extension headers

6.1.1 PDCP PDU Number

This extension header is transmitted, for example, at SRNS relocation time to provide the PDCP sequence number of
not yet acknowledged N-PDUs. It is 4 octets long, and therefore the Length field has value 1.

Bits
Octets 8 7 6 5 4 3 2 1
1 1
2 PDCP PDU number
3 PDCP PDU number.
4 Next Extension Header Type (*)

(*) The value of thisfield is O if no other Extension header follows.

Figure 6: PDCP PDU number Extension Header
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29 060 CR 087r1 Current Version: 3.4.0

GSM (AA.BB) or 3G (AA.BBB) specification number 1 1 CR number as allocated by MCC support team
For submission to: CN#08 for approval | X strategic (for SMG
list expected approval meeting # here 1 for information non-strategic X | useonly)

Form: CR cover sheet, version 2 for 3GPP and SMG The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc

Proposed change affects: (U)SIM |:| ME |:| UTRAN/Radio [ | Core Network
(at least one should be marked with an X)
Source: N4 Date: May 12th 2000
Subject: Reliable delivery of signalling messages
Work item: GTP Enhancements
Category: F Correction X | Release: Phase 2

A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature Release 97
shall be marked C Functional modification of feature Release 98
with an X) D Editorial modification Release 99 | X

Release 00

Reason for To be able to use the procedure for reliable delivery of signalling messages as defined
change: in section 7.6, for the messages “Forward Relocation Complete” and “Forward SRNS

Context” two new messages must be added: Forward Relocation Complete
Acknowledge” and “Forward SRNS Context Acknowledge”. The Forward SRNS
Context message over the Gn interface corresponds to the Relocation Commit
message on the lur interface. The Forward Relocation Complete message is triggered
by a Relocation Complete message over the lu interface. Note that both the lur and the
lu interface have reliable delivery of messages.

Clauses affected:

Other specs Other 3G core specifications X | - Listof CRs: 23.060 CR 152
affected: Other GSM core specifications - List of CRs:
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other See also the corresponding 23.060 CR 152 submmitted to SA2#13, Berlin 22-26 May.

comments:
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7.1 Signalling Message Formats

GTP defines a set of signalling messages between two associated GSNs or an SGSN and an RNC. The signalling
messages to be used are defined in the table below. The three columns to the right define which parts (GTP-C, GTP-U
or GTP') that send or receive the specific message type.

3GPP
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Table 1: Signalling messages in GTP

Message Type Signalling message Reference GTP-C GTP-U GTP’
value (Decimal)
0 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
1 Echo Request 7.2.1 X X
2 Echo Response 7.2.2 X X
3 Version Not Supported 7.2.3 X X
4 Node Alive Request GSM 12.15 X
5 Node Alive Response GSM 12.15 X
6 Redirection Request GSM 12.15 X
7 Redirection Response GSM 12.15 X
8-15 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
16 Create PDP Context Request 7.3.1 X
17 Create PDP Context Response 7.3.2 X
18 Update PDP Context Request 7.3.3 X
19 Update PDP Context Response 7.3.4 X
20 Delete PDP Context Request 7.3.5 X
21 Delete PDP Context Response 7.3.6 X
22-25 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
26 Error Indication 7.3.7 X
27 PDU Notification Request 7.3.8 X
28 PDU Notification Response 7.3.9 X
29 PDU Notification Reject Request 7.3.10 X
30 PDU Notification Reject Response 7.3.11 X
31 Supported Extension Headers Notification 7.3.12 X
32 Send Routeing Information for GPRS Request |7.4.1 X
33 Send Routeing Information for GPRS 7.4.2 X
Response
34 Failure Report Request 7.4.3 X
35 Failure Report Response 7.4.4 X
36 Note MS GPRS Present Request 7.4.5 X
37 Note MS GPRS Present Response 7.4.6 X
38-47 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
48 Identification Request 751 X
49 Identification Response 7.5.2 X
50 SGSN Context Request 7.5.3 X
51 SGSN Context Response 7.5.4 X
52 SGSN Context Acknowledge 7.5.5 X
53 Forward Relocation Request 7.5.6 X
54 Forward Relocation Response 757 X
55 Forward Relocation Complete 7.5.8 X
56 Relocation Cancel Request 7.5.9 X
57 Relocation Cancel Response 7.5.10 X
58 Forward SRNS Context 7.5.11 X
XX Forward Relocation Complete Acknowledge 7.5.X X
XX Forward SRNS Context Acknowledge 7.5.xX X
59xx-239 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
240 Data Record Transfer Request GSM 12.15 X
241 Data Record Transfer Response GSM 12.15 X
242-254 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
255 T-PDU 9.3.1 X

3GPP
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7.5.x Forward Relocation Complete Acknowledge

The old SGSN sends a Forward Rel ocation Complete Acknowledge message to the new SGSN as a response to
Forward Relocation Compl ete.

Possible Cause Values are:

‘Regquest Accepted’

‘Optional |E incorrect’

‘Invalid message format’

- ‘Version not supported’

The optional Private Extension contains vendor or operator specific information.

Table XX: Information elements in a Forward Relocation Complete Acknowledge

Information element Presence requirement Reference

Cause Mandatory 7.7.1
Private Extension Optionzil 7.7.26

3GPP
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7.5.X Forward SRNS Context Acknowledge

The new SGSN sends a Forward SRNS Context Acknowledge message to the old SGSN as a response to Forward
SRNS Context.

Possible Cause values are:

‘Regquest Accepted’

- ‘Mandatory |E incorrect’

- ‘Mandatory |E missing’

- _‘Optional |E incorrect’

- ‘Invalid message format’

- ‘Version not supported’

Table XX: Information elements in a Forward SRNS Context Acknowledge

Information element Presence requirement |Reference
Cause Mandatory 7.7.1
Private Extension Optionzil 7.7.26

3GPP
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7.6 Reliable delivery of signalling messages

Each path maintains a queue with signalling messages to be sent to the peer. The message at the front of the queue shall
be sent with a Sequence Number, and shall be held in a path list until aresponseis received. Each path has its own list.
The Sequence Number shall be unique for each outstanding message in asingle path list. A GSN may have several
outstanding requests while waiting for responses.

The T3-RESPONSE timer shall be started when a signalling request message is sent. A signalling message request or
response has probably been lost if a response has not been received before the T3-RESPONSE timer expires. The
request is then retransmitted if the total number of request attemptsis less than N3-REQUEST S times. The timer shall
be implemented in the signalling application. The wait time for a response (T3-RESPONSE timer value) and the number
of retries (N3-REQUESTS) shall be configurable per procedure. The total wait time shall be shorter than the MS wait
time between retries of Attach and RA Update messages.

All received request messages shall be responded to and all response messages associated with a certain request shall
aways include the same information. Duplicated response messages shall be discarded. A response message without a
matching outstanding request should be considered as a duplicate.

The Forward Relocation Complete and Forward SRNS Context messages shall be treated as signalling request
messages. The Forward Relocation Complete Acknowledge and Forward SRNS Context Acknowledge messages shall
be treated as response messages.

If aGSN is not successful with the transfer of a signalling message, e.g. a Create PDP Context Request message, it shall
inform the upper layer of the unsuccessful transfer so that the controlling upper entity may take the necessary measures.

3GPP
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7.7.19 PDP Context

The PDP Context information element contains the Session Management parameters, defined for an external packet data
network address, that are necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update procedure.

NSAPI isaninteger value in the range [O; 15].
The NSAPI points out the affected PDP context.
The SAPI indicates the LLC SAPI which is associated with the NSAPI.

Transaction Identifier is the 4 bit Transaction Identifier used in the GSM 04.08 Session Management messages which
control this PDP Context.

Reordering Required (Order) indicates whether the SGSN shall reorder T-PDUs before delivering the T-PDUs to the
MS.

VPLMN Address Allowed (VAA) indicates whether the MS is allowed to use the APN in the domain of the HPLMN
only, or additionally the APN in the domain of the VPLMN.

QoS Sub Length, QoS Reg Length and QoS Neg Length represent respectively the lengths of the QoS Sub, QoS Req
and QoS Neg fields, excluding the QoS Length octet.

Quality of Service Subscribed (QoS Sub), Quality of Service Requested (QoS Req) and Quality of Service Negotiated
(QoS Neg) are encoded as described in section ‘ Quality of Service (QoS) Profile’.

The Sequence Number Down is the number of the next T-PDU that shall be sent from the new SGSN to the MS. The
number is associated to the Sequence Number from the GTP Header of an encapsulated T-PDU.

The Sequence Number Up is the number that new SGSN shall use as the Sequence Number in the GTP Header for the
next encapsulated T-PDU from the MS to the GGSN.

The Send N-PDU Number is used only when acknowledged peer-to-peer LLC operation is used for the PDP context.
The Send N-PDU Number is the N-PDU number to be assigned by SNDCP to the next downlink N-PDU received from
the GGSN. It shall be set to 255 if unacknowledged peer-to-peer LL C operation is used for the PDP context.

The Receive N-PDU Number is used only when acknowledged peer-to-peer LLC operation is used for the PDP context.
The Receive N-PDU Number isthe N-PDU number expected by SNDCP from the next uplink N-PDU to be received
from the MS. It shall be set to 255 if unacknowledged peer-to-peer LLC operation is used for the PDP context.

The Uplink Tunnel Endpoint Identifier Signalling is the Tunnel Endpoint Identifier used between the old SGSN and the
GGSN in uplink direction for signalling purpose. It shall be used by the new SGSN within the GTP header of the Update
PDP Context Request message.

The PDP Type Organization and PDP Type Number are encoded as in the End User Address information element.
The PDP Address Length represents the length of the PDP Address field, excluding the PDP Address Length octet.

The PDP Addressis an octet array with aformat dependent on the PDP Type. The PDP Addressis encoded asin the
End User Address information element if the PDP Typeis IPv4, IPv6 or X.25.

The GGSN Address Length represents the length of the GGSN Address field, excluding the GGSN Address Length
octet.

The old SGSN includes the GGSN Address for signalling that it has received from GGSN at PDP context activation or
update.

The APN isthe APN in use in the old SGSN. I.e. the APN sent in the Create PDP Context request message.

The spare bits x indicate unused bits which shall be set to 0 by the sending side and which shall not be evaluated by the
receiving side.

ETSI



3G TS 29.060 version 3.3.0 (2000-01)

2-3
4

5

6
7 - (g+6)
q+7

(q+8)-
(29+7)

20+8

(29+9)-
(3g+8)

(30+9)-
(39+10)

(39+11)-
(39+12)

3g+13
3g+14

(39+15)-
(39+18)

3g+19
3g+20
3g+21
(3g+22)-m
m+1
(m+2)-n
n+1
(n+2)-0

o+1

53

Type = 130 (Decimal)

Length
Res- [ Aa|Res | rdey NSAPI
rved rved
X X X X SAPI

QoS Sub Length

QoS Sub [3..15]

QoS Req Length

QoS Req [3..15]

QoS Neg. Length

QoS Neg [3..15]

Sequence Number Down (SND)2

Sequence Number Up (SNU)2

Send N-PDU Number®

Receive N-PDU Number®

Uplink Tunnel Endpoint Identifier Signalling

Spare1111

PDP Type Number

PDP Address Length

PDP Address [1..63]

PDP Type Organization

GGSN Address for signalling Length

GGSN Address for signalling [4..16]

APN length

APN

Spare (sentas 000 0)

Transaction ldentifier

Figure 33: PDP Context information element

1) Thisfield shall not be evaluated when the PDP context is received during UMTS intra system

handover/rel ocation.
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Table 46: Reordering Required values

Reordering Required Value (Decimal)
No 0
Yes 1

Table 47: VPLMN Address Allowed values

VPLMN Address Allowed Value (Decimal)
No 0
Yes 1

ETSI
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A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature Release 97
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Release 00

Reason for During relocation the target RNC informs the new SGSN of the RABs setup but also the
change: RABs that failed to setup. Currently the information about which RABs that failed to

setup is not transferred in the Forward Relocation Response message. Furthermore,
the new SGSN may decide that some of the RABs shall not be relocated and this
should be communicated to the source RNC. The proposed changes are to include
information about which RABs that shall be released and to rename the Target
Information IE to ‘RAB Setup Information’.

Clauses affected:
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7.5.7

The new SGSN shall send a Forward Relocation Response to the old SGSN as a response to a previous Forward
Relocation Request.

Forward Relocation Response

Possible Cause valuesis:
‘Request Accepted’

- ‘Systemfailure
- ‘Mandatory IE incorrect’
- ‘Mandatory IE missing’
- ‘Optiona IE incorrect’
- 'Noresources available
- ‘Invalid message format’
- ‘Version not supported’.

The Cause and RANAP Cause information element shall be included in the response if the Cause contains another value
than ‘ Request accepted’.

All information elements are mandatory, except Private Extension, if the Cause contains the value ‘ Request accepted’.
RANAP Cause is mandatory if cause value contains in RANAP message.

Tansparent container and RANAP Cause are informed from the target RNC in the new SGSN.

Shagle-number-or-praral-number-ofOne or moreFarget RNCRAB Setup Information parameter(s) shall be set in this
message.

The optional Private Extension contains vendor or operator specific information.

Table 33: Information elements in a Forward Relocation Response

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Private Extension Optional 7.7.26
UTRAN transparent container |Optional 7.7.32
RANAP Cause Conditional 7.7.33
Target RNCRAB Setup Conditional 7.7.34
Information

ETSI
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7.7.34 Farget RNCRAB Setup Information

If the target RNC successfully allocated resources associated with the NSAPI, Fthe Farget RNCRAB Setup Information
Hnformation-element| E contains the RNC Tunnel Endpoint Identifier and RNC IP address for data-transmissien
forwarding from source RNC to target RNC._If the target RNC or the new SGSN failed to allocate resources the RAB
Setup Information | E contains only Length and NSAPI indicating that the source RNC shall release the resources
associated with the NSAPI.

The spare bits x indicate unused bits, which shall be set to 0 by the sending side and which shall not be evaluated by the
receiving side.

The format of the RNC IP address is the same as the GSN address as defined in TS 23.003.

Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 137 (Decimal)
5.3 Length
al x [ [ x|« NSAPI
5-8 Tunnel Endpoint Identifier Data
9n RNC IP Address

Figure 48: FargetRNCRAB Setup Information information element_for data forwarding

Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 137 (Decimal)
2.3 Length=1
4 | x | X | X | X | NSAPI

Figure 49: RAB Setup Information information element for release of resources
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7.7.19 PDP Context

The PDP Context information element contains the Session Management parameters, defined for an external packet
data network address, that are necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update
procedure.

NSAPI isaninteger value in the range [0; 15].
The NSAPI points out the affected PDP context.
The SAPI indicates the LLC SAPI which is associated with the NSAPI.

Transaction |dentifier isthe 4 or 12 bit Transaction Identifier used in the GSM-3G TS 924.008 Session Management
messages which control this PDP Context. If the length of the Transaction Identifier is 4 bit, the second octet shall be
set to all zeros. The encoding is defined in 3G TS 24.007.

Reordering Required (Order) indicates whether the SGSN shall reorder T-PDUs before delivering the T-PDUs to the
MS.

VPLMN Address Allowed (VAA) indicates whether the MSis allowed to use the APN in the domain of the HPLMN
only, or additionally the APN in the domain of the VPLMN.

QoS Sub Length, QoS Req Length and QoS Neg Length represent respectively the lengths of the QoS Sub, QoS Req
and QoS Neg fields, excluding the QoS Length octet.

Quiality of Service Subscribed (QoS Sub), Quality of Service Requested (QoS Req) and Quality of Service Negotiated
(QoS Neg) are encoded as described in section ‘ Quality of Service (QoS) Profile'.

The Segquence Number Down is the number of the next T-PDU that shall be sent from the new SGSN to the MS. The
number is associated to the Sequence Number from the GTP Header of an encapsulated T-PDU.

The Sequence Number Up is the number that new SGSN shall use as the Sequence Number in the GTP Header for the
next encapsulated T-PDU from the M S to the GGSN.

The Send N-PDU Number is used only when acknowledged peer-to-peer LLC operation is used for the PDP context.
The Send N-PDU Number is the N-PDU number to be assigned by SNDCP to the next downlink N-PDU received
from the GGSN. It shall be set to 255 if unacknowledged peer-to-peer LLC operation is used for the PDP context.

The Receive N-PDU Number is used only when acknowledged peer-to-peer LL C operation is used for the PDP
context. The Receive N-PDU Number is the N-PDU number expected by SNDCP from the next uplink N-PDU to be
received from the MS. It shall be set to 255 if unacknowledged peer-to-peer LL C operation is used for the PDP
context.

The Uplink Tunnel Endpoint Identifier Signalling is the Tunnel Endpoint I dentifier used between the old SGSN and the
GGSN in uplink direction for signalling purpose. It shall be used by the new SGSN within the GTP header of the
Update PDP Context Request message.

The PDP Type Organization and PDP Type Number are encoded as in the End User Address information element.
The PDP Address Length represents the length of the PDP Address field, excluding the PDP Address L ength octet.

The PDP Addressis an octet array with aformat dependent on the PDP Type. The PDP Addressis encoded asin the
End User Addressinformation element if the PDP Typeis|Pv4, IPv6 or X.25.

The GGSN Address Length represents the length of the GGSN Address field, excluding the GGSN Address Length
octet.

The old SGSN includes the GGSN Address for signalling that it has received from GGSN at PDP context activation or
update.

The APN isthe APN in usein the old SGSN. I.e. the APN sent in the Create PDP Context request message.

The spare bits x indicate unused bits which shall be set to 0 by the sending side and which shall not be evaluated by the
receiving side.
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Figure 33: PDP Context information element
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Table 46: Reordering Required values

Reordering Required

Value (Decimal)

No

0

Yes

1

Table 47: VPLMN Address Allowed values

VPLMN Address Allowed

Value (Decimal)

No

0

Yes

1
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7.3.1 Create PDP Context Request

A Create PDP Context Request shall be sent from a SGSN node to a GGSN node as a part of the GPRS PDP Context
Activation procedure. The GGSN IP address where the SGSN sends the Create PDP Context Request is the first IP
addressin the list of |P addresses provided by the DNS server. After sending the Create PDP Context Request message,
the SGSN marks the PDP context as ‘waiting for response’. In this state the SGSN shall accept G-PDUs from the
GGSN but shall not send these G-PDUs to the MS. A valid request initiates the creation of atunnel between a PDP
Context in a SGSN and a PDP Context in a GGSN. If the procedure is not successfully completed, the SGSN repeats
the Create PDP Context Request message to the next GGSN addressin the list of |P addresses, if thereisone. If thelist
is exhausted the activation procedure fails.

The Tunnel Endpoint Identifier for Data (1) field specifies adownlink Tunnel Endpoint Identifier for G-PDUswhichis
chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
downlink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier for Signalling field specifies a downlink Tunnel Endpoint Identifier for signalling
messages which is chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of
al subsequent downllnk S|gnall|ng m%&ageﬁ which are reI ated to the requested PDP context. Fhisfield-shall-net-be

» ‘ by Is-If the SGSN has already
conf|rmed successful assqnment of |ts Tunnel EndDOI nt Identlfler for S|qnaII|nq to the peer GGSN, thisfield shall not
be present. The SGSN confirms successful assignment of its Tunnel Endpoint Identifier for Signalling to the GGSN
when it receives any message with its assigned Tunnel Endpoint Identifier for Signalling in the GTP header from the
GGSN.

The MSISDN of the MSis passed to the GGSN inside the Create PDP Context Request; This additional information
can be used when a secure access to aremote application residing on a server is needed. The GGSN would be in fact
able to provide the user identity (i. e. the MSISDN) to the remote application server, providing it with the level of trust
granted to users through successfully performing the GPRS authentication procedures, without having to re-authenticate
the user at the application level.

If the M S requests a dynamic PDP address and a dynamic PDP address is allowed, then the PDP Addressfield in the
End User Address information element shall be empty. If the M S requests a static PDP Address then the PDP Address
field in the End User Address information element shall contain the static PDP Address. In case the PDP addresses
carried in the End User Address and optionally in the Protocol Configuration Option information element contain
contradicting information, the PDP address carried in the End User Address information element takes the higher
precedence. The Quality of Service Profile information element shall be the QoS values to be negotiated between the
MS and the SGSN at PDP Context activation.

The SGSN shall include an SGSN Address for signalling and an SGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them
when sending signalling on this GTP tunnel or G-PDUs to the SGSN for the MS.

The SGSN shall include a Recovery information element into the Create PDP Context Request if the SGSN isin
contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value
has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Create PDP
Context Request message element shall handle it in the same way as when receiving an Echo Response message. The
Create PDP Context Request message shall be considered as a valid activation request for the PDP context included in

the message.

The SGSN shall include either the MS provided APN, a subscribed APN or an SGSN selected APN in the message; the
Access Point Name may be used by the GGSN to differentiate accesses to different external networks.
The Selection Mode information element shall indicate the origin of the APN in the message.

For contexts created by the Secondary PDP Context Activation Procedure the SGSN shall include the linked NSAPI.
Linked NSAPI indicates the NSAPI assigned to any one of the already activated PDP contexts for this PDP address and
APN.

The Secondary PDP Context Activation Procedure may be executed without providing a Traffic Flow Template (TFT)
to the newly activated PDP context if al other active PDP contexts for this PDP address and APN already have an
associated TFT, otherwise a TFT shall be provided. TFT is used for packet filtering in the GGSN.
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When using the Secondary PDP Context Activation Procedure, the Selection mode, MSISDN, End User Address,
Access Point Name and Protocol Configuration Options information elements shall not be included in the message.

The optional Protocol Configuration Options information element is applicable for the end user protocol ‘IP" only.

The SGSN shall select one GGSN based on the user provided or SGSN selected APN. The GGSN may have alogical
name that is converted to an address. The conversion may be performed with any name-to-address function. The
converted address shall be stored in the “GGSN Addressin Use” field in the PDP context and be used during the entire
lifetime of the PDP context.

NOTE: A DNS query may be used as the name-to-1P address mapping of the GGSN. The |P address returned in
the DNS response is then stored in the “GGSN Addressin Use” field in the PDP context.

The IMSI information element together with the NSAPI information element uniquely identifies the PDP context to be
created.

The SGSN may send a Create PDP Context Request even if the PDP context is already active.

The GGSN shall check if the PDP context already exists for the MS. The existing parameters in the PDP context shall
then be replaced with the parameters in the Create PDP Context Request message. If a dynamic PDP address has
already been alocated for the existing context, this address should be used and copied to the Create PDP Context

Response message.

If the GGSN uses the MNRG flag and the flag is set, the GGSN should treat the Create PDP Context Request as a Note
MS Present Request and clear the MNRG flag.

The SGSN shall copy Charging Characteristics from the Subscribed Charging Characteristicsif the information is
present in the Packet Domain Subscription Data.

The SGSN shall include Trace Reference, Trace Type, Trigger 1d, and OMC Identity in the message if GGSN trace is
activated. The SGSN shall copy Trace Reference, Trace Type, and OMC Identity from the trace request received from
the HLR or OMC.

The optional Private Extension contains vendor or operator specific information.

Table 4: Information elements in a Create PDP Context Request

Information element Presence requirement Reference

IMSI Conditional 7.7.2

Recovery Optional 7.7.11

Selection mode Mandatory 7.7.12

Tunnel Endpoint Identifier for Data () Mandatory 7.7.13

Tunnel Endpoint Identifier for Signalling  [Conditional 7.7.14

NSAPI Mandatory 7.7.17

Linked NSAPI Conditional 7.7.17

Charging Characteristics Optional 7.7.23

Trace Reference Optional 7.7.24

Trace Type Optional 7.7.25

End User Address Conditional 7.7.27

Access Point Name Conditional 7.7.30

Protocol Configuration Options Conditional 7.7.31

SGSN Address for signalling Mandatory GSN Address 7.7.32
SGSN Address for user traffic Mandatory GSN Address 7.7.32
MSISDN Conditional 7.7.33

Quality of Service Profile Mandatory 7.7.34

TFT Conditional 7.7.36

Trigger Id Optional 7.7.41

OMC |dentity Optional 7.7.42

Private Extension Optional 7.7.44

*** Next Change ***
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7.3.2 Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When
the SGSN receives a Create PDP Context Response with the Cause value indicating  Request Accepted’, the SGSN
activates the PDP context and may start to forward T-PDUs to/from the M S from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created
in the GGSN if the Cause differs from * Request accepted’. Possible Cause values are:

- ‘Request Accepted’

- 'Noresources available

- ‘All dynamic PDP addresses are occupied’
- ‘Nomemory is available

- ‘Service not supported’

- ‘User authentication failed’

- ‘Systemfailure

- ‘Semantic error in the TFT operation

- ‘Syntactic error in the TFT operation
- ‘Semantic errorsin packet filter(s)’

- ‘Syntactic errorsin packet filters(s)’
- ‘Mandatory IE incorrect’

- ‘Mandatory IE missing’

- ‘Optiona IE incorrect’

- ‘Invalid message format’

- ‘Version not supported’

‘No resources available' indicates e.g. that all dynamic PDP addresses are occupied or no memory is available. ‘ Service
not supported’ indicates e.g. when the GGSN does not support the PDP type, PDP address or Access Point Name.
‘User authentication failed’ indicates that the external packet network has rejected the service requested by the user.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery
information element shall be included in the response if the Cause contains another value than ‘ Request accepted’ .

All information elements, except Recovery, Protocol Configuration Options, and Private Extension, are mandatory if
the Cause contains the value ‘ Request accepted’.

The Tunnel Endpoint Identifier for Data (1) field specifies an uplink Tunnel Endpoint Identifierl for G-PDUswhichis
chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier for Signalling field specifies an uplink Tunnel Endpoint Identifier for signalling
messages which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of
aII subsequent upl|nk sgnalllng messages which are related to the requested PDP context. Fhisfield-shall-net-bepresent
‘ v - Is: If the GGSN has already confirmed
successful assqnment of |ts Tunnel Endpm nt Identlfler for S|qnal ling to the peer SGSN, thisfield shall not be present.
The GGSN confirms successful assignment of its Tunnel Endpoint Identifier for Signalling to the SGSN when it
receives any message with its assigned Tunnel Endpoint Identifier for Signalling in the GTP header from the SGSN.

The GGSN shall include a GGSN Address for signalling and a GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them
when sending signalling on this GTP tunnel or G-PDUs to the GGSN for the MS.
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If the M S requests a dynamic PDP address and a dynamic PDP address is allowed, then the End User Address
information element shall be included and the PDP Address field in the End User Address information element shall
contain the dynamic PDP Address allocated by the GGSN. In case the PDP addresses carried in the End User Address
and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP
address carried in the End User Address information element takes the higher precedence.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original values from SGSN are inserted in the Quality of Service Profile information element of
the Create PDP Context Response message.

If a connection-less path isto be used to tunnel T-PDUs for the given PDP context or areliable connection-oriented
path isto be used and a connection aready exists, the GGSN may start to forward T-PDUs after the Create PDP
Context Response has been sent and the SGSN may start to forward T-PDUs when the Create PDP Context Response
has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent a
Create PDP Context Request but before a Create PDP Context Response has been received.

If areliable connection-oriented path is to be used to tunnel T-PDUs for the given PDP context and a connection does
not exist between the GSN pair, the SGSN shall establish a connection and the GGSN shall wait for the connection
before forwarding of T-PDUs may start.

Only one connection shall be used between any given GSN-pair, and this connection shall be used to tunnel end user
traffic in both directions.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol
benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or
not, i.e. if reordering is required by the GGSN the SGSN and the GGSN shall perform reordering of incoming T-PDUs
on this path. When the Quality of Service (QoS) Profile is Release 99, the Reordering Required shall beignored by
receiving entity.

The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN isin
contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not
yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an
Echo Response message is received but shall consider the PDP context being created as active if the response indicates
a successful context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID is generated by the GGSN and shall be unique within the GGSN.

The Charging Gateway Addressis the | P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.

Table 5: Information elements in a Create PDP Context Response

Information element Presence requirement Reference

Cause Mandatory 7.7.1

Reordering required Conditional 7.7.6

Recovery Optional 7.7.11

Tunnel Endpoint Identifier for Data (I)  [Conditional 7.7.13

Tunnel Endpoint Identifier for Signalling [Conditional 7.7.14

Charging ID Conditional 7.7.26

End user address Conditional 7.7.27

Protocol Configuration Options Optional 7.7.31

GGSN Address for signalling Conditional GSN Address 7.7.32
GGSN Address for user traffic Conditional GSN Address 7.7.32
Quality of Service Profile Conditional 7.7.34

Charging Gateway Address Optional 7.7.43

Private Extension Optional 7.7.44

*** Next Change ***
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7.3.3 Update PDP Context Request

An Update PDP Context Request message shall be sent from a SGSN to a GGSN as part of the GPRS Inter SGSN
Routeing Update procedure or the PDP Context Modification procedure or to redistribute contexts due to load sharing.
It shall be used to change the QoS and the path. The message shall be sent by the new SGSN at the Inter SGSN
Routeing Update procedure.

The NSAPI information element together with the Tunnel Endpoint Identifier in the GTP header unambiguously
identifies a PDP Context in the GGSN.

The Tunnel Endpoint Identifier for Data (1) field specifies a downlink Tunnel Endpoint Identifier for G-PDUswhich is
chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
downlink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier for Signalling field specifies a downlink Tunnel Endpoint Identifier for signalling
messages which is chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of
al subsequent downllnk S|gnall|ng m%&ageﬁ which are reI ated to the requested PDP context. Fhisfield-shall-net-be

» ‘ by Is. If the SGSN has already
conﬂrmed successful assqnment of |ts Tunnel EndDOI nt Identlfler for S|qnaII|nq to the peer GGSN, thisfield shall not
be present. The SGSN confirms successful assignment of its Tunnel Endpoint Identifier for Signalling to the GGSN
when it receives any message with its assigned Tunnel Endpoint Identifier for Signalling in the GTP header from the
GGSN.

The Quality of Service Profileinformation element shall include the QoS negotiated between the MS and SGSN at PDP
Context activation or the new QoS negotiated in the PDP Context Modification procedure.

The SGSN shall include an SGSN Address for signalling and an SGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them
when sending subsequent signalling on this GTP tunnel or G-PDUs to the SGSN for the MS. When active contexts are
being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state
and may belost.

The SGSN shall include a Recovery information element into the Update PDP Context Request if the SGSN isin
contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value
has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Update PDP
Context Request message element shall handle it in the same way as when receiving an Echo Response message. The
Update PDP Context Request message shall be considered as a valid update request for the PDP context indicated in

the message.
The Traffic Flow Template (TFT) is used to distinguish between different user traffic flows.

The SGSN shall include Trace Reference, Trace Type, Trigger Id, and OMC Identity in the message if GGSN trace is
activated. The SGSN shall copy Trace Reference, Trace Type, and OMC Identity from the trace request received from
the HLR or OMC.

The optional Private Extension contains vendor or operator specific information.
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Table 6: Information elements in an SGSN-initiated Update PDP Context Request

Information element Presence requirement Reference
Recovery Optional 7.7.11
Tunnel Endpoint Identifier for Data [Mandatory 7.7.13
(1)
Tunnel Endpoint Identifier for Conditional 7.7.14
Signalling
NSAPI Mandatory 7.7.17
Trace Reference Optional 7.7.24
Trace Type Optional 7.7.25
SGSN Address for signalling Mandatory GSN Address 7.7.32
SGSN Address for user traffic Mandatory GSN Address 7.7.32
Quality of Service Profile Mandatory 7.7.34
TFT Optional 7.7.36
Trigger Id Optional 7.7.41
OMC ldentity Optional 7.7.42
Private Extension Optional 7.7.44

An Update PDP Context Request may also be sent from a GGSN to a SGSN to re-negotiate the QoS of a PDP context.
This GGSN-initiated Update PDP Context Request can also be used to provide a PDP address to the SGSN (and MS).
The latter shall be used by GGSN when it acts asa DHCP Relay Agent or Mobil 1P Foreign Agent.

The Quality of Service Profileinformation element shall include the GGSN requested QoS.
The End User Address information element shall contain avalid |Pv4 or |Pv6 address.

The GGSN shall include a Recovery information element into the Update PDP Context Request if the GGSN has
restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN that receives a
Recovery information element in the Update PDP Context Request message element shall handle it in the same way as
when receiving an Echo Response message. The Update PDP Context Request message shall be considered as avalid
update request for the PDP context indicated in the message.

The NSAPI information element together with the Tunnel Endpoint Identifier in the GTP header unambiguously
identifies a PDP Context in the SGSN.

The optional Private Extension contains vendor or operator specific information.

Table 7: Information elements in a GGSN-initiated Update PDP Context Request

Information element Presence requirement Reference
Recovery Optional 7.7.11
NSAPI Mandatory 7.7.17
End User Address Optional 7.7.27
Quality of Service Profile Optional 7.7.34
Private Extension Optional 7.7.44

*** Next Change ***

7.3.4

The message shall be sent from a GGSN node to a SGSN node as a response of an Update PDP Context Request.

Update PDP Context Response

If the SGSN receives an Update PDP Context Response with a Cause value other than ‘ Request accepted’, it shall
deactivate the PDP context.

Only the Cause information element and optionally the Recovery information element shall be included in the response
if the Cause contains another value than ‘ Request accepted’.

Possible Cause values are:

- ‘Request Accepted’




v3.4.0 draft B 24/03/00 8

- ‘Non-existent’

‘ Service not supported’

- ‘Systemfailure

- ‘Semantic error in the TFT operation’
- ‘Syntactic error inthe TFT operation’
- ‘Semantic errorsin packet filter(s)’

- ‘Syntactic errorsin packet filters(s)’

- ‘Mandatory IE incorrect’

- ‘Mandatory IE missing’

- ‘Optiona IE incorrect’

- ‘Invalid message format’

- ‘Version not supported’

| The Tunnel Endpoint Identifier for Data (1) field specifies an uplink Tunnel Endpoint Identifier for G-PDUswhichis
chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent
uplink G-PDUs which are related to the requested PDP context.

| The Tunnel Endpoint Identifier for Signalling field specifies an uplink Tunnel Endpoint Identifier for signalling
messages which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of
aII subsequent upl|nk sgnalllng m%&ageﬁ which are related to the requested PDP context. Fhis field-shall-net-be-present
‘ , . A Is: If the GGSN has already confirmed
successful assqnment of |ts Tunnel End00| nt Identlfler for S|qnal ling to the peer SGSN, thisfield shall not be present.
The GGSN confirms successful assignment of its Tunnel Endpoint Identifier for Signalling to the SGSN when it
receives any message with its assigned Tunnel Endpoint |dentifier for Signalling in the GTP header from the SGSN.

The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original value from SGSN isinserted in the Quality of Service Profile information element.
Thisinformation element shall be included if the Cause contains the value * Request accepted’.

If a connection-less path isto be used to tunnel T-PDUs for the given PDP context or a reliable connection-oriented
path isto be used and a connection already exists, the GGSN may start to forward T-PDUs after the Update PDP
Context Response has been sent and the SGSN may start to forward T-PDUs when the Update PDP Context Response
has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent a
Update PDP Context Request but before an Update PDP Context Response has been received.

If areliable connection-oriented path is to be used to tunnel T-PDUs for the given PDP context and a connection does
not exist between the GSN pair, the SGSN shall establish a connection and the GGSN shall wait for the connection
before forwarding of T-PDUs may start.

Only one connection shall be used between any given GSN-pair, and this connection shall be used to tunnel end user
traffic in both directions.

The GGSN shall include a GGSN Address for signalling and an GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them
when sending subsequent signalling on this GTP tunnel or G-PDUs to the GGSN for the MS. When active contexts are
being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state
and may belost.

The GGSN shall include the Recovery information element into the Update PDP Context Response if the GGSN isin
contact with the SGSN for the first time or if the GGSN has restarted recently and the new Restart Counter value has
not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it aswhen an
Echo Response message is received but shall consider the PDP context as updated and active if the response cause
indicates a successful operation at the GGSN.
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The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID has been previoudly generated by the GGSN and is unique for this PDP context. If an inter-SGSN routing
area update occurs, it istransferred to the new SGSN as part of each active PDP context.

The Charging Gateway Addressisthe | P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.

Table 8: Information elements in an Update PDP Context Response sent by a GGSN

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Recovery Optional 7.7.11
Tunnel Endpoint Identifier for Data (I) [Conditional 7.7.13
Tunnel Endpoint Identifier for Conditional 7.7.14
Signalling
Charging ID Conditional 7.7.26
GGSN Address for signalling Conditional GSN Address 7.7.32
GGSN Address for user traffic Conditional GSN Address 7.7.32
Quality of Service Profile Conditional 7.7.34
Charging Gateway Address Optional 7.7.43
Private Extension Optional 7.7.44

The message can also be sent from a SGSN node to a GGSN node as a response of a GGSN-initiated Update PDP
Context Request.

If the GGSN receives an Update PDP Context Response with a Cause value other than * Request accepted’, it shall abort
the update of the PDP context.

Only the Cause information element and optionally the Recovery information element shall be included in the response
if the Cause contains another value than ‘ Request accepted’.

Possible Cause values are the same as for the Update PDP Context Response sent by a GGSN.

The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the SGSN. The
negotiated values or the original value from GGSN isinserted in the Quality of Service Profile information element.
Thisinformation element shall be included if the Cause contains the value ‘ Request accepted’ and a QoS information
element was supplied in the corresponding request message.

The SGSN shall include the Recovery information element into the Update PDP Context Response if the SGSN has
restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN receiving the
Recovery information element shall handle it as when an Echo Response message is received but shall consider the
PDP context as updated and active if the response cause indicates a successful operation at the SGSN.

Table 9: Information elements in an Update PDP Context Response sent by a SGSN

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Recovery Optional 7.7.11
Quality of Service Profile Conditional 7.7.34
Private Extension Optional 7.7.44

*** Next Change ***

7.3.8 PDU Notification Request

When receiving a T-PDU the GGSN checksif a PDP context is established for that PDP address. If no PDP context has
been previoudly established, the GGSN may try to deliver the T-PDU by initiating the Network-Requested PDP Context
Activation procedure. The criteria, used by the GGSN to determine whether trying to deliver the T-PDU to the M S or
not, may be based on subscription information in the GGSN and are outside the scope of GPRS standardisation.
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As part of the Network-Requested PDP Context Activation procedure the GGSN sends a PDU Notification Request
message to the SGSN indicated by the HLR, i.e. the current location of the MS. When receiving this message, the
SGSN shall be responsible for requesting the M S to activate the indicated PDP Context.

The IMSI isinserted in the IMS| information element in the PDU Notification Request message.

The End User Address information element contains the PDP type and PDP address that the SGSN shall request the
MSto activate.

The Access Point Name information element identifies the access point of packet data network that wishes to connect to
the MS.

The Tunnel Endpoint Identifier for Signalling information element shall be atunnel endpoint identifier signalling
selected by the GGSN and shall be used by the SGSN in the GTP header of the corresponding PDU Notification
Response or PDU Not|f|cat|on Request Reject message. Fhisfield-shall-not-be presentif there already-existsa

3l Is: If the GGSN has already confirmed successful assignment
of its TunneI End00| nt Ident|f|er for Suqnallmq to the peer SGSN, thisfield shall not be present. The GGSN confirms
successful assignment of its Tunnel Endpoint Identifier for Signalling to the SGSN when it receives any message with
its assigned Tunnel Endpoint Identifier for Signalling in the GTP header from the SGSN.

If the GGSN receives a Create PDP Context Request before the PDU Notification Response, the GGSN shall handle
the Create PDP Context Request as a normal context activation and ignore the following PDU Notification Response.

If the SGSN receives a PDU Notification Request after a Create PDP Context Request has been sent but before a
Create PDP Context Response has been received, the SGSN shall only send a PDU Notification Response with Cause
‘Request accepted’ without any further processing and then wait for the Create PDP Context Response.

The optional Private Extension contains vendor or operator specific information.

Table 17: Information elements in a PDU Notification Request

Information element Presence requirement Reference
IMSI Mandatory 7.7.2
Tunnel Endpoint Identifier for Conditional 7.7.14
Signalling
End User Address Mandatory 7.7.27
Access Point Name Mandatory 7.7.30
Private Extension Optional 7.7.44

*** Next Change ***

8.2 Usage of the GTP-C Header

For signalling messages the GTP header shall be used as follows:

- Version shal be set to decimal 1 (‘001’).

Protocol Type (PT) shall besetto‘1’.

(S) shall besetto‘1'.
- PNshal besetto‘0'.

- Message Type shall be set to the unique value that is used for each type of signalling message. Valid message
types are marked with ax in the GTP-C columnin Table 1.

- Length shall be the length, in octets, of the signalling message excluding the GTP header.

- The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity
(SGSN or GGSN); it identifies and-points-out-the MS and its associated context data, except for the following
Cases:
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The first-Create PDP Context Request message for a given M S sent to a specific GGSN shall have the
Tunnel Endpoint Identifier set to all zeros if the SGSN has not been assqned aTunneI EndDOI nt Identlfler
for S|qnaII|nq bv the GGSN. W S3 .

The Identification Request/Response messages where the Tunnel Endpoint Identifier shall be set to all zeros.

The SGSN Context Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

The Echo Request/Response and Version Not Supported messages where the Tunnel Endpoint Identifier
shall be set to all zeros.

The Forward Relocation Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

The PDU Notification Request message where the Tunnel Endpoint Identifier shall be set to all zeros, except
for the casg, Where the GGSN has alreadv been assigned aTunneI EndDOI nt Identifier for Signalling by the

All Location Management messages where the Tunnel Endpoint Identifier shall be set to all zeros.

- Sequence Number shall be a message number valid for a path or atunnel. Within a given set of contiguous
Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously define a GTP
signalling request message sent on the path or tunnel (see section Reliable delivery of signalling messages). The
Sequence Number in a signalling response message shall be copied from the signalling request message that the
GSN isreplying to.

- N-PDU Number shall not be present.

The GTP header may be followed by subsequent information elements dependent on the type of signalling message.
Only one information element of each typeis allowed in asingle signalling message, except for the Authentication

| Triplet, the PDP Context and the Tunnel Endpoint Identifier for Data (11) information element where several
occurrences of each type are allowed.

Bits

Octets 8 7 6 5 4 3 2 1
1-m GTP header

m - n Information Element(s)

Figure 50: GTP header followed by subsequent Information Elements
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2 Normative references

The following documents contain provisions which, through reference in this text, constitute provisions of the present

document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or

non-specific.

» For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies.

¢ A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same

number.

* For this Release 1998 document, referencesto GSM documents are for Release 1998 versions (version 7.x.y).

[1]

(2]

(3]
[4]

(5]

(6]

GSM 01.04: "Digital cellular telecommunications system (Phase 2+); Abbreviations and
acronyms'.

GSM 03.03: “Digital cellular telecommunications system (Phase 2+); Numbering, addressing and
identification”.

GSM 03.07: “Digital cellular telecommunications system (Phase 2+); Restoration Procedures’.

GSM 03.20: “Digital cellular telecommunications system (Phase 2+); Security related network
functions’

GSM 03.60: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Service Description; Stage 2.

GSM 03.64: “Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Overall description of the GPRS Radio Interface; Stage 2"

GSM 04.08: "Digital cellular telecommunications system (Phase 2+); Mobile radio interface layer
GSM 04.64: “Digital cellular telecommunications system (Phase 2+); Mobile Station - Serving
GPRS Support Node (MS-SGSN) Logical Link Control (LLC) Layer Specification”.

GSM 09.02: "Digital cellular telecommunications system (Phase 2+); Mobile Application Part

ITU-T Recommendation X.25: "Interface between data terminal equipment (DTE) and data circuit-
terminating equipment (DCE) for terminals operating in the packet mode and connected to public

ITU-T Recommendation X.121: "International Numbering Plan for Public Data Networks".

[7]

3 - specification”.
(8]
[9]

(MAP) specification”.
[10] TS25.413: " UTRAN luinterface RANAP signalling ".
[11] STD 0005: “Internet Protocol”, J. Postel.
[12] STD 0006: “User Datagram Protocol”, J. Postel.
[13] STD 0007: “Transmission Control Protocol”, J. Postel.
[14] RFC 1700: “Assigned Numbers’, J. Reynolds and J. Postel.
[15] RFC 2181: “Clarifications to the DNS Specification”, R. Elz and R. Bush.
[16]

data networks by dedicated circuit".
[17]
[18] UMTS TS 33.102: "3G Security; Security Architecture”.
[xx] UMTS TS 23.007: "Restoration Procedures’.

ETSI
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7.2.2 Echo Response
The message shall be sent as a response toef a received Echo Request.

The Recovery information element contains the local Restart Counter (see section Restoration and Recovery) value for
the GSN er-RNC-that sends the Echo Response message. For GTP-U the Restart Counter value shall not be used, i.e. it
shall be set to zero by the sender and shall be ignored by the receiver.

The GSN or-RNC-that receives an Echo Response from a peer GSN er-RNC-shall compare the Restart Counter value
received with the previous Restart Counter value stored for that peer GSN. If no previous value was stored, the Restart
Counter value received in the Echo Response shall be stored for the peer GSN-e-RNC.

-If the value of a Restart Counter previously stored for a peer GSN er-RNC-differs from the Restart Counter value
received in the Echo Response from that peer GSN-or-RNC, the GSN or-RNC-that sent the Echo Response shall be
considered as restarted by the GSN that received the Echo Response. The new Restart Counter value received shall be
stored by the receiving entity, replacing the value previously stored for the sending GSN-er-RNC.

If the sending GSN is an GGSN and the receiving GSN is a SGSN, the SGSN shall consider al PDP contexts using the

GGSN as | nactive. For further actions of the SGSN refer to UMTS TS 23 007 [xx] theé@SN—shaH—nem%aneﬁeeted

If the sending GSN is an SGSN and the receiving GSN is a GGSN, the GGSN shall consider al PDP contexts using the
SGSN as inactive. For further actions of the GGSN refer to 3G3G TS 23.007 [xX].

| consicier-al -

The optional Private Extension contains vendor or operator specific information.

Table 3: Information elements in an Echo Response

Information element Presence requirement Reference
Recovery Mandatory 7.7.11
Private Extension Optional 7.7.26

ETSI
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8.2

Usage of the GTP-C Header

For signalling messages the GTP header shall be used as follows:

Version shall be set to decimal 1 (‘001’).
Protocol Type (PT) shall besetto‘1’.
(S) shall besetto‘1'.

PN shall besetto ‘0.

Message Type shall be set to the unique value that is used for each type of signalling message. Valid message
types are marked with ax in the GTP-C column in Table 1.

Length shall be the length, in octets, of the signalling message excluding the GTP header.

The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity
(SGSN or GGSN);; it identifies-and-pointsoutthethe MS and its associated context data, except for the
following cases:

e Thefirst Create PDP Context Request message for a given M S sent to a specific GGSN shall have the
Tunnel Endpoint Identifier set to all zeros, since thiswill be the message that establishes the tunnel in the
signalling plane for this specific MS. One exception is the Network Initiated PDP context activation
procedure, where the TEID in the Create PDP Context Request shall be set to the TEID requested in the
PDU Notification Request.

¢ The Identification Request/Response messages where the Tunnel Endpoint Identifier shall be set to all
Zeros.

e The SGSN Context Reguest message where the Tunnel Endpoint Identifier shall be set to all zeros.

e The Echo Request/Response and Version Not Supported messages where the Tunnel Endpoint |dentifier
shall be set to all zeros.

*  The Forward Relocation Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

« The PDU Notification Regquest message where the Tunnel Endpoint Identifier shall be set to al zeros,
except for the case where asignalling tunnel is already established for that specific MS.

*  The Relocation Cancel Request message where the Tunnel Endpoint Identifier shall be set to all zeros,
except for the case where the old SGSN has already been assigned the Tunnel Endpoint Identifier
Signalling of the new SGSN.

¢ All Location Management messages where the Tunnel Endpoint Identifier shall be set to all zeros.

Sequence Number shall be a message number valid for a path or atunnel. Within a given set of contiguous
Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously define a GTP
signalling request message sent on the path or tunnel (see section Reliable delivery of signalling messages). The
Sequence Number in a signalling response message shall be copied from the signalling request message that the
GSN isreplying to.

N-PDU Number shall not be present.

The GTP header may be followed by subsequent information elements dependent on the type of signalling message.
Only one information element of each typeis allowed in asingle signalling message, except for the Authentication
Triplet, the PDP Context and the Tunnel Endpoint Identifier Data Il information element where several occurrences of
each type are allowed.

Bits

Octets 8 7 6 5 4 3 2 1



1-m GTP header

m - n Information Element(s)

Figure 50: GTP header followed by subsequent Information Elements
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7.3.10 PDU Notification Reject Request

If the PDP context activation proceeds after the PDU Notification Response, but the PDP context was not established,
the SGSN sends a PDU Notification Reject Request message. The Cause value indicates the reason why the PDP
Context could not be established:

- ‘MSNot GPRS Responding’.
- ‘MSRefuses.

When receiving the PDU Notification Reject Request message the GGSN may reject or discard the stored T-PDU(S)
depending on the PDP type.

After an unsuccessful activation attempt the GSNs may perform some actions to prevent unnecessary enquires to the
HLR as described in the section Unsuccessful Network-Requested PDP Context Activation procedure in GSM 03.60.

The Tunnel Endpoint Identifier of the PDU Notification Reject Request message shall be the same as the Tunnel
Endpoint Identifier of the PDU Notification Request that triggered the reject.

The End User Address information element contains the PDP type and PDP address of the PDP context that could not
be activated.

The Access Point Name shall be the same as the Access Point Name of the received PDU Notification Request message
that triggered the reject.

The optional Private Extension contains vendor or operator specific information.

Table 19: Information elements in a PDU Notification Reject Request

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Tunnel Endpoint Identifier Signalling [Mandatory 7.7.14
End User Address Mandatory 7.7.17
Access Point Name Mandatory 7.7.30
Private Extension Optional 7.7.26
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7.3.6

38

Delete PDP Context Response

The message shall be sent as aresponse of a Delete PDP Context Request.

A GSN shall ignore a Delete PDP Context Response for a non-existing PDP context.

Possible Cause values areis:

‘Request Accepted’

‘Mandatory |E incorrect’

‘Mandatory |E missing’

‘Optional |E Incorrect’

‘Invalid message format’

If the received Delete PDP Context Response contains a cause value other than ‘ Request accepted’, the PDP context

shall be kept active.

The optional Private Extension contains vendor or operator specific information.

Table 11: Information elements in a Delete PDP Context Response

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Private Extension Optional 7.7.44

ETSI




3GPP TSG CN WG4 Document N4-000324
Rotenburg, Germany, 22-26 May 2000 oo e e e 5

CHANGE REQUEST ' page for nsiuctons on howto il n this form cortcty.
29 060 CR 100r1 Current Version: 3.4.0

GSM (AA.BB) or 3G (AA.BBB) specification number 1 1 CR number as allocated by MCC support team
For submission to: TSG CN#08 for approval | X strategic (for SMG
list expected approval meeting # here 1 for information non-strategic X | useonly)

Form: CR cover sheet, version 2 for 3GPP and SMG The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc

Proposed change affects: (U)SIM |:| ME |:| UTRAN / Radio Core Network

(at least one should be marked with an X)

Source: Lucent Technologies Date:
Subject: Introduction of a different port number for GTP-C and GTP-U
Work item: GTP Enhancements
Category: F Correction X | Release: Phase 2
A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature Release 97
shall be marked C Functional modification of feature Release 98
with an X) D Editorial modification Release 99 X
Release 00
Reason for
change: The separation of the port number for GTP-C and GTP-U allows for distinct processes

to handle the two components of GTP even when they are using the same IP address.
Introducing the new port number requires updating the procedure used to fall back to
GTPvO. This is included in this CR.

Clauses affected: 6,8, 9.3.1,10,11.1.1

Other specs Other 3G core specifications - List of CRs:
affected: Other GSM core specifications - List of CRs:
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other This CR is a follow-up to Tdoc N2-99E44, approved in Eton
comments:
help.doc

O double-click here for help and instructions on how to create a CR.



2 3G aa.bbb Version x.y.z(YYYY-MM)

6

GTP header

The GTP header shall be avariable length header used for both the GTP-C and the GTP-U protocols. The minimum
length of the GTP header is 8 bytes. There are three flags that are used to signal the presence of additional optional
fields: the PN flag, the S flag and the E flag. The PN flag is used to signal the presence of N-PDU Numbers. The Sflag
is used to signal the presence of the GTP Sequence Number field. The E flag is used to signal the presence of the
Extension Header field, used to enable future extensions of the GTP header defined in this document, without the need
to use another version number. If any of these three flags are set, the length of the header is at least 12 octets and the
fields corresponding to the flags that are set shall be evaluated by the receiver. The sender shall set all the bits of the
unused fields to zero. The receiver shall not evaluate the unused fields.

The GTP-C and the GTP-U use some of the fieldsin the GTP header differently. The different use of such fieldsis
described in the sectionsrelated to GTP-C and to GTP-U.

Always present fields:

Version field: thisfield is used to determine the version of the GTP protocol. For the treatment of other versions,
see section 11.1.1, "Different GTP versions'. The version number shall besetto ‘1’.

Protocol Type (PT): thisbit is used as a protocol discriminator between GTP (when PT is‘1’) and GTP' (when
PT is‘0"). GTPisdescribed in this document and the GTP' protocol in GSM 12.15. Note that the interpretation
of the header fields may be different in GTP’ than in GTP.

Extension Header flag (E): this flag indicates the presence of the Next Extension Header field when it is set to
‘1. Whenitissetto’ 0, the Next Extension Header field either is not present or, if present, must not be
interpreted.

Sequence number flag (S): this flag indicates the presence of the Sequence Number field whenitissetto ‘1.
Whenitissetto ‘0, the Sequence Number field either is not present or, if present, must not be interpreted. The
Sflag shall besetto ‘1’ in GTP-C messages.

N-PDU Number flag (PN): this flag indicates the presence of the N-PDU Number field whenitissetto ‘1.
Whenitissetto ‘0, the N-PDU Number field either is not present, or, if present, must not be interpreted. This
flag is significant only for GTP-U. As such, thisflag is unused by GTP-C and it shall beignored by a GTP-C

receiving entity.

Message Type: thisfield indicates the type of GTP message. The valid values of the message type are defined in
section 7.1 for both GTP-C and GTP-U.

Length: thisfield indicates the length in octets of the payload, i.e. the rest of the packet following the mandatory
part of the GTP header (that isthe first 8 octets). The Sequence Number, the N-PDU Number or any Extension
headers shall be considered to be part of the payload, i.e. included in the length count.

Tunnel Endpoint Identifier (TEID): this field unambiguoudly identifies a tunnel endpoint in the receiving GTP-U
or GTP-C protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the
transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C (or
RANAP, over the lu) messages.

Optional fields:

Sequence Number: thisfield isan optional field in GTP-U. It is used as a transaction identity for signalling
messages in GTP-C and as an increasing sequence number for T-PDUSs, transmitted via GTP-U tunnels, when
transmission order must be preserved.

N-PDU Number: thisfield isused at the Inter SGSN Routeing Area Update procedure and some SRNS
relocation or inter-system handover procedures (e.g. between 2G and 3G radio access networks). Thisfield is
used to co-ordinate the data transmission for acknowledged mode of communication between the MS and the
SGSN or the SRNC. The exact meaning of this field depends upon the scenario. (For example, for GSM/GPRS
to GSM/GPRS, the SNDCP N-PDU number is present in this field, while for UMTS to GSM/GPRS, the PDCP
sequence number is present.)

Next Extension Header Type: this field defines the type of Extension Header that follows thisfield in the G-
PDU.



3 3G aa.bbb Version x.y.z(YYYY-MM)

Bits
Octets 8 7 6 5 4 3 2 1

1 Version PT | | E | s |PN
2 Message Type
3 Length (1% Octet)
4 Length (2™ Octet)
5 Tunnel Endpoint Identifier (1¥ Octet)
6 Tunnel Endpoint Identifier (2™ Octet)
7 Tunnel Endpoint Identifier (3 Octet)
8 Tunnel Endpoint Identifier (4™ Octet)
9 Sequence Number (1% Octet)? ¥

10 Sequence Number (2™ Octet)? ¥

11 N-PDU Number® ¥

12 Next Extension Header Type® ¥

(*) Thisbit isaspare bit. It shall be sent as‘0’. The receiver shall not evaluate this bit.

1) Thisfield shall only be evaluated when indicated by the S flag.

2) Thisfield shall only be evaluated when indicated by the PN flag

3) Thisfield shal only be evaluated when indicated by the E flag

4) Thisfield shall be present when any one or more of the S, PN and E flags are set.
Figure 2: Outline of the GTP header
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8 Signalling Plane (GTP-C)

The signalling planein this case relates to GPRS Mobility Management functions like for example GPRS Attach,
GPRS Routeing Area Update and Activation of PDP Contexts. The GPRS Tunnelling Protocol-Control plane (GTP-C)
shall perform the signalling between GSN nodes.

GTP-C GTP-C

Path Protocol ; Path Protocol

GSN Gn, Gp GSN
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Figure 58: Signalling Plane - Protocol stack

8.1 Signalling protocol

The GTP-C signalling flow shall be logically associated with, but separate from, the GTP-U tunnels. For each GSN-
GSN pair one or more paths exist. One or more tunnels may use each path. GTP-C shall be the means by which tunnels
are established, used, managed and released. A path may be maintained by keep-alive echo messages. This ensures that
a connectivity failure between GSNs can be detected in atimely manner.

8.2 Usage of the GTP-C Header

For signalling messages the GTP header shall be used as follows:
- Version shal be set to decimal 1 (‘001’).

Protocol Type (PT) shall besetto ‘1.

(S) shall besetto ‘1.

- PN shall besetto ‘0. A GTP-C receiver shall ignore thisflag.

- Message Type shall be set to the unique value that is used for each type of signalling message. Valid message
types are marked with ax in the GTP-C column in Table 1.

- Length shall be the length, in octets, of the signalling message excluding the GTP header.

- The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity
(SGSN or GGSN) and points out the MS and its associated context data, except for the following cases:

» Thefirst Create PDP Context Request message for a given M S sent to a specific GGSN shall have the
Tunnel Endpoint Identifier set to all zeros, since thiswill be the message that establishes the tunnel in the
signalling plane for this specific MS. One exception is the Network Initiated PDP context activation
procedure, where the TEID in the Create PDP Context Request shall be set to the TEID requested in the
PDU Notification Request.

*  The Identification Request/Response messages where the Tunnel Endpoint Identifier shall be set to all
zZeros.

» The SGSN Context Request message where the Tunnel Endpoint | dentifier shall be set to all zeros.

»  The Echo Request/Response and Version Not Supported messages where the Tunnel Endpoint Identifier
shall be set to all zeros.

»  The Forward Relocation Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

» The PDU Notification Reguest message where the Tunnel Endpoint Identifier shall be set to all zeros,
except for the case where a signalling tunnel is aready established for that specific MS.

» All Location Management messages where the Tunnel Endpoint Identifier shall be set to all zeros.

- Sequence Number shall be a message number valid for a path or atunnel. Within a given set of contiguous
Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously define a GTP
signalling request message sent on the path or tunnel (see section Reliable delivery of signalling messages). The
Sequence Number in a signalling response message shall be copied from the signalling request message that the
GSN isreplying to.

- N-PDU Number shall not be present.

| The GTP-C header may be followed by subsequent information elements dependent on the type of signalling message.
Only one information element of each typeis allowed in asingle signalling message, except for the Authentication
Triplet, the PDP Context and the Tunnel Endpoint Identifier Data Il information element where several occurrences of
each type are allowed.
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Bits

Octets 8 7 6 5 4 3 2 1
1-m GTP header

m - n Information Element(s)

Figure 59: GTP header followed by subsequent Information Elements
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9.3.1 Usage of the GTP-U Header

The GTP-U header shall be used as follows:

Version shall be set to decimal 1 (‘001").

- Protocol Type (PT) shall besetto'l’.

- If the Sfield is set to '1' the sequence number field is present otherwiseiit is set to '0'.

- PN flag: the GTP-U header includes the N-PDU Number field if the PN flag is set to 1.

- Message Type shall be set according to Table 1. The value 255 is used when T-PDUSs are transmitted. The value
1 and 2 are used for "Echo" messages. The value 3 for "Version Non Supported” messages.

- Length: Size of the T-PDU excluding the GTP-U header size.

- Sequence Number: This field is present only if the S field is set to 1. The handling of this field is specified in
section 9.1.1. It shall be used in order to decide whether or not to discard areceived T-PDU, as specified in sub-
clause 9.3.1.1 Usage of the Sequence Number.

- N-PDU Number: Thisfield shall beincluded if and only if the PN flag is set to 1. In this case, the old SGSN (or
RNC) usesit, at the Inter SGSN Routeing Area Update procedure (or SRNS relocation), to inform the new
SGSN (or RNC) of the N-PDU number assigned to T-PDU. If an N-PDU number was not assigned to the T-
PDU by PDCP, or if the T-PDU isto be transferred using unacknowledged peer-to-peer LLC operation, then PN
shall be set to 0.

- TEID: Contains the Tunnel Endpoint Identifier for the tunnel to which this T-PDU belongs. The TEID shall be
used by the receiving entity to find the PDP context.
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10 Path Protocols

10.1  UDP/IP

UDP/IP isthe only path protocol defined to transfer GTP signalling messages in the version 1 of GTP. UDP/IPisalso
the recommended choice as a connection-less path to tunnel connection-less T-PDUs. A User Datagram Protocol
(UDP) compliant with STD 0006 shall be used.
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10.1.1 UDP Header

10.1.1.1 Signalling request messages

The UDP Destination Port-istheserverpert-number is 21233386. It shal-bereservedis the registered port number for
GTP-C.

The UDP Source Port isalocally allocated port number at the sending GSN.

10.1.1.2 Signalling response messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding signalling request
message.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding signalling request
message.
10.1.1.3 Encapsulated T-PDUs

The UDP Destination Port shat-be theserverport-number 3386shall be 2152. It shat-bereservedis the registered port
number -for GTP-U. The UDP Source Port isalocally allocated port number at the sending GSN.
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11.1.1 Different GTP versions

If areceiving node receives a GTP signalling message of an unsupported version, that node shall return aGTP Version
Not Supported message indicating in the Version field of the GTP header the latest GTP version that that node
supports. The received G-PDU shall then be discarded.

A GTPversion'0' only GSN is may not be listening on port 2123 and as such it won't be able to send back a Version
Not Supported message to a peer trying to establish a dialogue with it using GTP-C. As such, a GSN supporting both
version '1' and version '0' shall fall back to version '0' if the attempt to contact a peer using version '1' fails.

It is an implementation option keeping a shortlist of recently contacted version '0' only GSNs, as well of the version
supported by those nodes sending back a Version Not Supported message.
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7.3.2 Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When
the SGSN receives a Create PDP Context Response with the Cause value indicating ‘ Request Accepted’, the SGSN
activates the PDP context and may start to forward T-PDUs to/from the M S from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created
in the GGSN if the Cause differs from * Request accepted’. Possible Cause values are:

- ‘Request Accepted’

- 'Noresources available

- ‘All dynamic PDP addresses are occupied’
- ‘Nomemory is available

- ‘Service not supported’

- ‘User authentication failed’

- ‘Systemfailure

- ‘Semantic error in the TFT operation

- ‘Syntactic error inthe TFT operation’
- ‘Semantic errorsin packet filter(s)’

- ‘Syntactic errorsin packet filters(s)’

- ‘Mandatory IE incorrect’

- ‘Mandatory IE missing’

- ‘Optiona IE incorrect’

- ‘Invalid message format’

- ‘Version not supported’

‘No resources available' indicates e.g. that all dynamic PDP addresses are occupied or no memory is available. ‘ Service
not supported’ indicates e.g. when the GGSN does not support the PDP type, PDP address or Access Point Name.
‘User authentication failed’ indicates that the external packet network has rejected the service requested by the user.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery
information element shall be included in the response if the Cause contains another value than ‘ Request accepted’.

All information elements, except Recovery, Protocol Configuration Options, and Private Extension, are mandatory if
the Cause contains the value ‘ Request accepted’.

The Tunnel Endpoint Identifier Data | field specifies an uplink Tunnel Endpoint Identifierl for G-PDUs that is chosen
by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-
PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies an uplink Tunnel Endpoint Identifier for signalling messages,
which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all
subsequent uplink-signalling messages, which are related to the requested PDP context. This field shall not be present if
asignalling tunnel aready exists for the given MS between the peer GSNs.

The GGSN shall include a GGSN Address for signalling and a GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them
when sending signalling on this GTP tunnel or G-PDUs to the GGSN for the MS.

If the M S requests a dynamic PDP address and a dynamic PDP address is allowed, then the End User Address
information element shall be included and the PDP Address field in the End User Address information element shall
contain the dynamic PDP Address allocated by the GGSN. In case the PDP addresses carried in the End User Address
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and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP
address carried in the End User Address information element takes the higher precedence.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original values from SGSN are inserted in the Quality of Service Profile information element of
the Create PDP Context Response message.

i —~Tthe GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent.
The SGSN may start to forward T-PDUs when the Create PDP Context Response has been received. In this case the
SGSN shall aso be prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but
before a Create PDP Context Response has been received.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol
benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or
not. In other words, if reordering is required by the GGSN, the SGSN and the GGSN shall perform reordering of
incoming T-PDUs on this path. When the Quality of Service (QoS) Profileis Release 99, receiving entity shall ignore
the Reordering Required.

The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN isin
contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not
yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an
Echo Response message is received but shall consider the PDP context being created as active if the response indicates
successful context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID is generated by the GGSN and shall be unique within the GGSN.

The Charging Gateway Addressis the | P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.
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7.3.4 Update PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of an Update PDP Context Request.

If the SGSN receives an Update PDP Context Response with a Cause value other than ‘ Request accepted’, it shall
deactivate the PDP context.

Only the Cause information element and optionally the Recovery information element shall be included in the response
if the Cause contains another value than ‘ Request accepted’.

Possible Cause values are:
- ‘Request Accepted’
- ‘Non-existent’
- ‘Service not supported’
- ‘Systemfailure
- ‘Semantic error in the TFT operation’
- ‘Syntactic error in the TFT operation’

- ‘Semantic errorsin packet filter(s)’
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- ‘Syntactic errorsin packet filters(s)’
- ‘Mandatory IE incorrect’
- ‘Mandatory IE missing’
- ‘Optiona IE incorrect’
- ‘Invalid message format’
- ‘Version not supported’

The Tunnel Endpoint Identifier Data | field specifies an uplink Tunnel Endpoint Identifier for G-PDUs that is chosen
by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-
PDUs that are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies an uplink Tunnel Endpoint Identifier for signalling messages,
which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all
subsequent uplink signalling messages, which are related to the requested PDP context. This field shall not be present if
asignalling tunnel for the given MS between the peer GSNs already exists.

The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original value from SGSN isinserted in the Quality of Service Profile information element.
Thisinformation element shall be included if the Cause contains the value ‘ Request accepted’.

eentext—Tthe GGSN may start to forward T- PDUs after the Update PDP Context R%ponse has been sent The SGSN
may start to forward T-PDUs when the Update PDP Context Response has been received. In this case the SGSN shall
also be prepared to receive T-PDUs from the GGSN after it has sent an Update PDP Context Request but before an
Update PDP Context Response has been received.

The GGSN shall include a GGSN Address for signalling and an GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them
when sending subsequent signalling on this GTP tunnel or G-PDUs to the GGSN for the MS. When active contexts are
being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state
and may belost.

The GGSN shall include the Recovery information element into the Update PDP Context Response if the GGSN isin
contact with the SGSN for the first time or if the GGSN has restarted recently and the new Restart Counter value has
not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it aswhen an
Echo Response message is received but shall consider the PDP context as updated and active if the response cause
indicates a successful operation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID has been previoudly generated by the GGSN and is unique for this PDP context. If an inter-SGSN routing
area update occurs, it istransferred to the new SGSN as part of each active PDP context.

The Charging Gateway Addressisthe | P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.
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7.5.5 SGSN Context Acknowledge

The new SGSN shall send an SGSN Context Acknowledge message to the old SGSN as a response to the SGSN
Context Response message. Only after receiving the SGSN Context Acknowledge message, shall the old SGSN start to
forward user data packets. SGSN Context Acknowledge indicates to the old SGSN that the new SGSN has correctly
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received PDP Context information and is ready to receive user data packets identified by the corresponding Tunnel
Endpoint Identifier values.

Possible cause values are:
- ‘Request accepted’
- ‘Systemfailure
- ‘Mandatory IE incorrect’
- ‘Mandatory IE missing’
- ‘Optiona IE incorrect’
- 'Noresources available
- ‘Invalid message format’
- ‘Version not supported’

- ‘Authentication failure'.

Only the Cause information element shall be included in the acknowledgement if the Cause contains a value other than
‘Request accepted’ .

For each active PDP context the new SGSN shall include a Tunnel Endpoint Identifier Data Il information element. The
Tunnel Endpoint Identifier Data Il field specifies a Tunnel Endpoint Identifier which is chosen by the new SGSN for a
particular PDP context. The old SGSN shall include this Tunnel Endpoint Identifier | in the GTP header of all
subsequent G-PDUs which are sent from the old SGSN to the new SGSN and related to the particular PDP context.

The new SGSN shall include an SGSN Address for user traffic, which may differ from that provided by the underlying
network service (e.g. IP). The old SGSN shall store this SGSN Address and use it when sending G-PDUs to the new
SGSN for the MS.

The optional Private Extension contains vendor or operator specific information.
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8.2 Usage of the GTP-C Header

For signalling messages the GTP header shall be used as follows:

- Version shal be set to decimal 1 (‘001’).

Protocol Type (PT) shall besetto‘1’.

(S) shall besetto‘1'.
- PNshal besetto 0.

- Message Type shall be set to the unique value that is used for each type of signalling message. Valid message
types are marked with ax in the GTP-C column in Table 1.

- Length shall be the length, in octets, of the signalling message excluding the GTP header.

- The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity
(SGSN or GGSN) and points out the MS and its associated context data, except for the following cases:

e Thefirst Create PDP Context Request message for a given M S sent to a specific GGSN shall have the
Tunnel Endpoint Identifier set to all zeros, since thiswill be the message that establishes the tunnel in the
signalling plane for this specific MS. One exception is the Network Initiated PDP context activation
procedure, where the TEID in the Create PDP Context Request shall be set to the TEID requested in the
PDU Notification Request.

e The Identification Request/Response messages where the Tunnel Endpoint Identifier shall be set to all
Zeros.

»  The SGSN Context Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

»  The Echo Request/Response and Version Not Supported messages where the Tunnel Endpoint Identifier
shall be set to all zeros.

e The Forward Relocation Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

e The PDU Notification Request message where the Tunnel Endpoint Identifier shall be set to all zeros,
except for the case where asignalling tunnel is already established for that specific MS.

e All Location Management messages where the Tunnel Endpoint Identifier shall be set to all zeros.

- Sequence Number shall be a message number valid for a path-er-atunnel. Within a given set of contiguous
Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously definea GTP
signalling request message sent on the path ertunnel-(see section Reliable delivery of signalling messages). The
Sequence Number in a signalling response message shall be copied from the signalling request message that the
GSN isreplying to.

- N-PDU Number shall not be present.
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8.2 Usage of the GTP-C Header

For signalling messages the GTP header shall be used as follows:

- Version shal be set to decimal 1 (‘001’).

Protocol Type (PT) shall besetto‘1’.

(S) shall besetto‘1'.
- PNshal besetto 0.

- Message Type shall be set to the unique value that is used for each type of signalling message. Valid message
types are marked with ax in the GTP-C column in Table 1.

- Length shall be the length, in octets, of the signalling message excluding the GTP header.

- The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity
(SGSN or GGSN) and points out the MS and its associated context data, except for the following cases:

e Thefirst Create PDP Context Request message for a given M S sent to a specific GGSN shall have the
Tunnel Endpoint Identifier set to all zeros, since thiswill be the message that establishes the tunnel in the
signalling plane for this specific MS. One exception is the Network Initiated PDP context activation
procedure, where the TEID in the Create PDP Context Request shall be set to the TEID requested in the
PDU Notification Request.

e The Identification Request/Response messages where the Tunnel Endpoint Identifier shall be set to all
Zeros.

»  The SGSN Context Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

»  The Echo Request/Response and Version Not Supported messages where the Tunnel Endpoint Identifier
shall be set to all zeros.

e The Forward Relocation Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

e The PDU Notification Request message where the Tunnel Endpoint Identifier shall be set to all zeros,
except for the case where asignalling tunnel is already established for that specific MS.

e All Location Management messages where the Tunnel Endpoint Identifier shall be set to all zeros.

- Sequence Number shall be a message number valid for a path or atunnel. Within a given set of contiguous
Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously definea GTP
signalling request message sent on the path or tunnel (see section Reliable delivery of signalling messages). The
Sequence Number in a signalling response message shall be copied from the signalling request message that the
GSN isreplying to.

- N-PDU Number shall not be presentinterpreted.
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7 GTP Messages and Message Formats

7.1 Signalling Message Formats

GTP defines a set of signalling messages between two associated GSNs or an SGSN and an RNC. The signalling
messages to be used are defined in the table below. The three columns to the right define which parts (GTP-C, GTP-U
or GTP') that send or receive the specific message type.
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Table 1: Signalling messages in GTP

3G TS 29.060 V3.4.0 (2000-03)

Message Type Signalling message Reference GTP-C GTP-U GTP’
value (Decimal)
0 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
1 Echo Request 7.2.1 X X
2 Echo Response 7.2.2 X X
3 Version Not Supported 7.2.3 X X
4 Node Alive Request GSM 12.15 X
5 Node Alive Response GSM 12.15 X
6 Redirection Request GSM 12.15 X
7 Redirection Response GSM 12.15 X
8-15 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
16 Create PDP Context Request 7.3.1 X
17 Create PDP Context Response 7.3.2 X
18 Update PDP Context Request 7.3.3 X
19 Update PDP Context Response 7.3.4 X
20 Delete PDP Context Request 7.3.5 X
21 Delete PDP Context Response 7.3.6 X
22-25 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
26 Error Indication 7.3.7 X
27 PDU Notification Request 7.3.8 X
28 PDU Notification Response 7.3.9 X
29 PDU Notification Reject Request 7.3.10 X
30 PDU Notification Reject Response 7.3.11 X
31 Supported Extension Headers Notification +3327.2.4 X X
32 Send Routeing Information for GPRS Request |7.4.1 X
33 Send Routeing Information for GPRS 7.4.2 X
Response
34 Failure Report Request 7.4.3 X
35 Failure Report Response 7.4.4 X
36 Note MS GPRS Present Request 7.4.5 X
37 Note MS GPRS Present Response 7.4.6 X
38-47 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
48 Identification Request 751 X
49 Identification Response 7.5.2 X
50 SGSN Context Request 7.5.3 X
51 SGSN Context Response 7.5.4 X
52 SGSN Context Acknowledge 7.5.5 X
53 Forward Relocation Request 7.5.6 X
54 Forward Relocation Response 757 X
55 Forward Relocation Complete 7.5.8 X
56 Relocation Cancel Request 7.5.9 X
57 Relocation Cancel Response 7.5.10 X
58 Forward SRNS Context 7.5.11 X
59-239 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
240 Data Record Transfer Request GSM 12.15 X
241 Data Record Transfer Response GSM 12.15 X
242-254 For future use. Shall not be sent. If received,
shall be treated as an Unknown message.
255 T-PDU 9.3.1 X
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7.2 Path Management Messages

The Path Management messages may be sent between any type of GSN or GSN - RNC pair.

7.2.1 Echo Request

An Echo Reguest may be sent on a path to another GSN or RNC to find out if the peer GSN or RNC is alive (see section
Path Failure). Echo Request messages may be sent for each path in use. A path is considered to bein useif at least one
PDP context uses the path to the other GSN. When and how often an Echo Request message may be sent is
implementation specific but an Echo Request shall not be sent more often than every 60 seconds on each path.

A GSN or RNC shall be prepared to receive an Echo Request at any time and it shall reply with an Echo Response. A
GSN or RNC may optionally send Echo Request messages.

The optional Private Extension contains vendor or operator specific information.

Table 2: Information Elements in an Echo Request

Information element Presence requirement Reference
Private Extension Optional 7.7.44

7.2.2 Echo Response
The message shall be sent as a response of areceived Echo Request.

The Recovery information element contains the local Restart Counter (see section Restoration and Recovery) value for
the GSN or RNC that sends the Echo Response message.

The GSN or RNC that receives an Echo Response from a peer GSN or RNC shall compare the Restart Counter value
received with the previous Restart Counter value stored for that peer GSN. If no previous value was stored, the Restart
Counter value received in the Echo Response shall be stored for the peer GSN or RNC.

The value of a Restart Counter previoudly stored for apeer GSN or RNC may differ from the Restart Counter value
received in the Echo Response from that peer GSN or RNC. In this case, the GSN or RNC that sent the Echo Response
shall be considered as restarted by the GSN that received the Echo Response. The new Restart Counter value received
shall be stored by the receiving entity, replacing the value previously stored for the sending GSN or RNC. If the sending
GSN isaGGSN and the receiving GSN is a SGSN, the SGSN shall notify an affected M S next time the M S contacts the
SGSN. An affected MSisan MSthat has at |east one activated PDP context that was using the restarted GGSN. The
SGSN shall consider all PDP contexts using the path as inactive.

The optional Private Extension contains vendor or operator specific information.

Table 3: Information Elements in an Echo Response

Information element Presence requirement Reference
Recovery Mandatory 7.7.11
Private Extension Optional 7.7.44

7.2.3  Version Not Supported

This message contains only the GTP header and indicates the latest GTP version that the GTP entity on the identified
UDP/IP address can support.
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+3-127.2.4 Supported Extension Headers Notification

This message indicates alist of supported Extension Headers that the GTP entity on the identified IP address can
support. This message is sent only in case a GTP entity was required to interpret a mandatory Extension Header but the
GSN or RNC was not yet upgraded to support that extension header. The GTP endpoint at the GSN or RNC sending this
message is marked as not enabled to support some extension headers (as derived from the supported extension header
list). The GSN may retry to use all the extension headers with that node, in an attempt to verify it has been upgraded.

Implementers should avoid repeated attempts to use unknown extension headers with an endpoint that has signalled its
inability to interpret them.

Table 17: Information Elements in Supported Extension Headers Notification

Information element Presence requirement Reference
Extension Header Type Mandatory 7.7.40
List

3GPP
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7.3.7 Error Indication

The SGSN may send an Error Indication to the GGSN if no PDP context exists or the PDP context is inactive for a
received G-PDU. The SGSN shall also send an Error Indication to the GGSN if no MM context exists for areceived
G-PDU.

At the Inter SGSN Routing Area Update and the Inter SRNS Rel ocation procedures the new SGSN sends an Error
Indication to the old SGSN if no active PDP context exists for areceived G-PDU.

The GGSN may send an Error Indication to the SGSN if no PDP context exists for areceived G-PDU.

The GGSN shall delete its PDP context and may notify the Operation and Maintenance network element when an Error
Indication is received.

The SGSN shall indicate to the MS when a PDP context has been deleted due to the reception of an Error Indication
message. The MS may then request the re-establishment of the PDP context.

The old SGSN shall deleteits PDP context and may notify the Operation and Maintenance network element when an
Error Indication is received.

The information elements Tunnel Endpoint Identifier Data | and GSN address shall be the TEID and GSN address
respectively, fetched from the G-PDU that triggered this procedure.

The optional Private Extension contains vendor or operator specific information.

Table 12: Information Elements in an Error Indication

Information element Presence requirement Reference
Tunnel Endpoint Identifier Data | Mandatory 7.7.13
GSN Address Mandatory 7.7.32
Private Extension Optior-1al 7.7.44

*** Next change ***

8.2 Usage of the GTP-C Header

For signalling messages the GTP header shall be used as follows:

- Version shal be set to decimal 1 (‘001’).

Protocol Type (PT) shall besetto‘1’.

(S) shall besetto‘1'.
- PNshal besetto 0.

- Message Type shall be set to the unique value that is used for each type of signalling message. Valid message
types are marked with ax in the GTP-C column in Table 1.

- Length shall be the length, in octets, of the signalling message excluding the GTP header.

The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity
(SGSN or GGSN) and points out the MS and its associated context data, except for the following cases:

e Thefirst Create PDP Context Request message for a given M S sent to a specific GGSN shall have the Tunnel
Endpoint Identifier set to all zeros, since thiswill be the message that establishes the tunnel in the signalling plane
for this specific MS. One exception is the Network Initiated PDP context activation procedure, wherethe TEID in
the Create PDP Context Request shall be set to the TEID requested in the PDU Notification Request.
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»  The Identification Request/Response messages where the Tunnel Endpoint Identifier shall be set to all zeros.
*  The SGSN Context Request message where the Tunnel Endpoint I dentifier shall be set to all zeros.

»  The Echo Request/Response and Version Not Supported messages where the Tunnel Endpoint Identifier shall be
set to all zeros.

»  The Forward Relocation Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

» The PDU Notification Regquest message where the Tunnel Endpoint Identifier shall be set to all zeros, except for
the case where a signalling tunnel is already established for that specific MS.

*  The Error Indication message where the Tunnel Endpoint |dentifier shall be set to all zeros, in case thereisno
signalling tunnel established for that specific MS.

» All Location Management messages where the Tunnel Endpoint Identifier shall be set to all zeros.

- Sequence Number shall be a message number valid for a path or atunnel. Within a given set of contiguous
Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously define a GTP
signalling request message sent on the path or tunnel (see section Reliable delivery of signalling messages). The
Sequence Number in a signalling response message shall be copied from the signalling request message that the
GSN isreplying to.

- N-PDU Number shall not be present.

The GTP header may be followed by subsequent information elements dependent on the type of signalling message.
Only one information element of each typeis allowed in asingle signalling message, except for the Authentication
Triplet, the PDP Context and the Tunnel Endpoint Identifier Data Il information element where several occurrences of
each type are allowed.

Bits
Octets 8 7 6 5 4 3 2 1
1-m GTP header
m-n Information Element(s)

Figure 59: GTP Header followed by subsequent Information Elements
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7.3.2 Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When
the SGSN receives a Create PDP Context Response with the Cause value indicating ‘ Request Accepted’, the SGSN
activates the PDP context and may start to forward T-PDUs to/from the M S from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in
the GGSN if the Cause differs from ‘ Request accepted’. Possible Cause values are:

"Reguest Accepted”.

"No resources available".

"All dynamic PDP addresses are occupied".

"No memory is available".

"Missing or unknown APN".

"Unknown PDP address or PDP type".

"User authentication failed".
- "Systemfailure".

- "Semantic error inthe TFT operation”.
- "Syntactic error inthe TFT operation”.
- "Semantic errorsin packet filter(s)".
- "Syntactic errorsin packet filters(s)".
"Mandatory |E incorrect".
"Mandatory IE missing".
- "Optional IE incorrect”.
"Invalid message format".

"Version not supported".

‘No resources available' indicates e.g. that all dynamic PDP addresses are occupied or no memory is available. ‘Missing

or unknown APNService not-supperted’ indicates e.g. when the GGSN does not support the PBP-type-PDP-addressor
Access Point Name._* Unknown PDP address or PDP type' indicates e.g. when the GGSN does not support the PDP type

or the PDP address.
‘User authentication failed’ indicates that the external packet network has rejected the service requested by the user.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery
information element shall be included in the response if the Cause contains another value than ‘ Reguest accepted’.

All information elements, except Recovery, Protocol Configuration Options, and Private Extension, are mandatory if the
Cause contains the value * Request accepted’.

The Tunnel Endpoint Identifier Data | field specifies an uplink Tunnel Endpoint Identifierl for G-PDUs that is chosen
by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-
PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies an uplink Tunnel Endpoint Identifier for signalling messages,
which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all
subsequent uplink-signalling messages, which are related to the requested PDP context. This field shall not be present if
asignalling tunnel already exists for the given MS between the peer GSNs.

3GPP
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The GGSN shall include a GGSN Address for signalling and a GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them
when sending signalling on this GTP tunnel or G-PDUs to the GGSN for the MS.

If the M S requests a dynamic PDP address and a dynamic PDP address is allowed, then the End User Address
information element shall be included and the PDP Address field in the End User Addressinformation element shall
contain the dynamic PDP Address allocated by the GGSN. In case the PDP addresses carried in the End User Address
and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP
address carried in the End User Address information element takes the higher precedence.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original values from SGSN areinserted in the Quality of Service Profile information element of
the Create PDP Context Response message.

If a connection-less (or an already existing reliable connection-oriented) path is to be used to tunnel T-PDUs for the
given PDP context, the GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent. The
SGSN may start to forward T-PDUs when the Create PDP Context Response has been received. In this case the SGSN
shall also be prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but before a
Create PDP Context Response has been received.

If areliable connection-oriented path is to be used to tunnel T-PDUs for the given PDP context and a connection does
not exist between the GSN pair, the SGSN shall establish a connection and the GGSN shall wait for the connection
before forwarding of T-PDUs may start.

Only one connection shall be used between any given GSN-pair, and this connection shall be used to tunnel end user
traffic in both directions.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol
benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or
not. In other words, if reordering is required by the GGSN, the SGSN and the GGSN shall perform reordering of
incoming T-PDUs on this path. When the Quality of Service (QoS) Profileis Release 99 the receiving entity shall ignore
the Reordering Required.

The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN isin
contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not
yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo
Response message is received but shall consider the PDP context being created as active if the response indicates
successful context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID is generated by the GGSN and shall be unique within the GGSN.

The Charging Gateway Addressis the | P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.
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Table 5: Information Elements in a Create PDP Context Response

Information element Presence requirement Reference

Cause Mandatory 7.7.1

Reordering required Conditional 7.7.6

Recovery Optional 7.7.11

Tunnel Endpoint Identifier Data | Conditional 7.7.13

Tunnel Endpoint Identifier Signalling Conditional 7.7.14

Charging ID Conditional 7.7.26

End User Address Conditional 7.7.27

Protocol Configuration Options Optional 7.7.31
GGSN Address for signalling Conditional GSN Address 7.7.32
GGSN Address for user traffic Conditional GSN Address 7.7.32

Quality of Service Profile Conditional 7.7.34

Charging Gateway Address Optional 7.7.43

Private Extension Optional 7.7.44

Fokkokx Next Modification — *****

7.7.1 Cause

In arequest, the Cause Va ue indicates the reason for the request. The Cause shall be included in the request message.

In a response, the Cause Value indicates the acceptance or the rejection of the corresponding request. In addition, the
Cause Vaue may indicate what was the reason for the corresponding request. The Cause value shall be included in the

response message.
‘Request accepted’ is returned when a GSN has accepted a signalling request.

‘Non-existent’ indicates a non-existent or an inactive PDP context.
‘IMSI not known’ indicates a non-existent MM context.
‘MSis GPRS Detached’ indicates anidle MM context.

‘MSisnot GPRS Responding’ and ‘M S Refuses' may be used by SGSN to reject a Network-Requested PDP Context
Activation.

‘Version not supported’ is returned when the recipient does not recognise the version number in the request message.

‘Reguest IMSI", ‘Request IMEI’, ‘Request IMSI and IMEI" and ‘No identity needed’ are used by GGSN to notify SGSN
what to do.

‘No resources available' is a generic temporary error condition e.g. all dynamic PDP addresses occupied or no memory
available.

‘Service not supported’ is a generic error indicated that the GSN do not support the requested service.
‘User authentication failed’ indicates that the external packet network has rejected the user’s service request.
‘System failure’ is a generic permanent error condition.

‘Roaming restriction’ indicates that the SGSN cannot activate the requested PDP context because of the roaming
restrictions.

‘P-TMSI Signature mismatch’ isreturned if either:
¢ the P-TMSI Signature stored in the old SGSN does not match the value sent by the M S via the new SGSN

e or the MS does not provide the P-TM S| Signature to the new SGSN while the old SGSN has stored the P-TM S
Signature for that M S.

3GPP



Release 1999 5 3G TS 29.060 V3.4.0 (2000-03)

‘Semantic error in the TFT operation’, ‘ Syntactic error in the TFT operation’, ‘ Semantic errors in packet filter(s)’ and
‘Syntactic errorsin packet filters(s) are indications of abnormal casesinvolving TFTs. The abnormal TFT cases and the
use of the cause codes are defined in 3G TS 24.008.

‘Invalid message format’, ‘Mandatory |E incorrect’, ‘Mandatory |1E missing’ and ‘Optional |E incorrect’ are indications
of protocol errors described in the section Error handling.

‘GPRS connection suspended’ indicates that the GPRS activities of the mobile station are suspended.
‘Authentication failure’ indicates that the user authentication failed in the new SGSN.

‘Context not found’ indicates that the PDP Context referenced in an Active Secondary Context Regquest message was hot
found in the receiving GGSN.

‘Relocation failure' indicates that the SRNS relocation failed in the new SGSN side.

‘Unknown mandatory extension header’ signalsin a response message that the corresponding request included an
extension header for which comprehension was required but unknown to the receiving end.

Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 1 (Decimal)
| I Cause value
2 .

Response Rgjection
bit bit

Figure 8: Cause information element
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Table 36: Cause Values

3G TS 29.060 V3.4.0 (2000-03)

Cause Value (Decimal)
Request IMSI 0
Request IMEI 1
request Request IMSI and IMEI 2
No identity needed 3
MS Refuses 4
MS is not GPRS Responding 5
For future use 6-48
Cause values reserved for GPRS charging 49-63
protocol use (see GTP’ in GSM 12.15)
For future use 64-127
acc Request accepted 128
For future use 129-176
Cause values reserved for GPRS charging 177-191
protocol use (see GTP’ in GSM 12.15)
Non-existent 192
Invalid message format 193
response rej IMSI not known 194
MS is GPRS Detached 195
MS is not GPRS Responding 196
MS Refuses 197
Version not supported 198
No resources available 199
Service not supported 200
Mandatory IE incorrect 201
Mandatory |IE missing 202
Optional IE incorrect 203
System failure 204
Roaming restriction 205
P-TMSI Signature mismatch 206
GPRS connection suspended 207
Authentication failure 208
User authentication failed 209
Context not found 210
All dynamic PDP addresses are occupied 211
No memory is available 212
Relocation failure 213
Unknown mandatory extension header 214
Semantic error in the TFT operation 215
Syntactic error in the TFT operation 216
Semantic errors in packet filter(s) 217
Syntactic errors in packet filter(s) 218
Missing or unknown APN 219
Unknown PDP address or PDP type 220
For future use 2219-240
Cause values reserved for GPRS charging 241-255
protocol use (see GTP’ in GSM 12.15)

NOTE:

NOTE:

With this coding, bits 8 and 7 of the Cause Value respectively indicate whether the message was a request
or aresponse, and whether the request was accepted or rejected.

Table 37: Use of the Cause Values

Cause 8 | value bits 7 Result
0 0 Request
0 1 For future use (Note)
1 0 Acceptance
1 1 Rejection

Thevalue ‘01’ isfor future use and shall not be sent. If received in aresponse, it shall be treated as a

rejection.
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7.7.14 Tunnel Endpoint Identifier Signalling

The Tunnel Endpoint Identifier Signalling information element contains the Tunnel Endpoint Identifier for signalling
requested by the receiver of the flow.

If the receiver has already confirmed successful assignment of its Tunnel Endpoint Identifier for Signalling to the
transmitter, this information element shall be the same as the value sent before. The receiver confirms successful
assignment of its Tunnel Endpoint Identifier for Signalling to the transmitter when it receives any message with its
assigned Tunnel Endpoint Identifier for Signalling in the GTP header from the transmitter.

If the transmitter received the Tunnel Endpoint Identifier for Signalling for the first time from the receiver, this
information element shall be stored. If the transmitter has already received the Tunnel Endpoint Identifier for
Signalling, this information shall be ignored.

Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 17 (Decimal)
2-5 Tunnel Endpoint Identifier Signalling

Figure 21: Tunnel Endpoint Identifier Signalling Information Element
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7.3.10 PDU Notification Reject Request

If the PDP context activation proceeds after the PDU Notification Response, but the PDP context was not established,
the SGSN sends a PDU Notification Reject Request message. The Cause value indicates the reason why the PDP
Context could not be established:

- ‘MSNot GPRS Responding’.
- ‘MSRefuses.

When receiving the PDU Notification Reject Request message the GGSN may reject or discard the stored T-PDU(S)
depending on the PDP type.

After an unsuccessful activation attempt the GSNs may perform some actions to prevent unnecessary enquiries to the
HLR as described in the section Unsuccessful Network-Requested PDP Context Activation procedurein 3G TS 23.060.

The Tunnel Endpoint Identifier in the GTP header of the PDU Notification Reject Request message shall be the same
as the Tunnel Endpoint Identifier for Signalling information element of the PDU Notification Request that triggered the
reject.

The Tunnel Endpoint Identifier for Signalling information element shall be a tunnel endpoint identifier signalling
selected by the SGSN and shall be used by the GGSN in the GTP header of the corresponding PDU Noatification Reject
Response message. If the SGSN has already confirmed successful assignment of its Tunnel Endpoint Identifier for
Signalling to the peer GGSN, thisfield shall not be present. The SGSN confirms successful assignment of its Tunnel
Endpoint Identifier for Signalling to the GGSN when it receives any message with its assigned Tunnel Endpoint
Identifier for Signalling in the GTP header from the GGSN.

The End User Address information element contains the PDP type and PDP address of the PDP context that could not
be activated.

The optional Private Extension contains vendor or operator specific information.

Table 15: Information Elements in a PDU Notification Reject Request

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Tunnel Endpoint Identifier for ConditionalMandatory 7.7.14
Signalling
End User Address Mandatory 7.7.27
Private Extension Optional 7.7.44
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7.3.4 Update PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of an Update PDP Context Request.

If the SGSN receives an Update PDP Context Response with a Cause value other than ‘ Request accepted’, it shall
deactivate the PDP context.

Only the Cause information element and optionally the Recovery information element shall be included in the response
if the Cause contains another value than ‘ Request accepted'.

Possible Cause values are:
- ‘Request Accepted'.
- ‘Non-existent’.
- ‘Service not supported’.
- ‘Systemfailure’.
- ‘Semantic error in the TFT operation’.
- ‘Syntactic error inthe TFT operation’.
- ‘Semantic errorsin packet filter(s)’.
- ‘Syntactic errorsin packet filters(s)’.
- ‘Mandatory IE incorrect’.
- ‘Mandatory IE missing'.
- ‘Optiona IE incorrect’.
- ‘Invalid message format’.
- ‘Version not supported’.

The Tunnel Endpoint Identifier Data | field specifies an uplink Tunnel Endpoint Identifier for G-PDUs that is chosen
by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-
PDUsthat are related to the requested PDP context. When the source | P address of the Update PDP Context Request
changes, this information element shall be included if the Cause contains the value ‘' Request accepted'.

The Tunnel Endpoint Identifier Signalling field specifies an uplink Tunnel Endpoint Identifier for signalling messages
which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all
subsequent uplink signalling messages which are related to the requested PDP context. Thisfield shall not be present if
asignalling tunnel for the given M'S between the peer GSNs already exists.

The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the GGSN. The
negotiated values or the original value from SGSN isinserted in the Quality of Service Profile information element.
Thisinformation element shall be included if the Cause contains the value * Request accepted’.

If a connection-less (or an existing reliable connection oriented) path is to be used to tunnel T-PDUs for the given PDP
context, the GGSN may start to forward T-PDUs after the Update PDP Context Response has been sent. The SGSN
may start to forward T-PDUs when the Update PDP Context Response has been received. In this case the SGSN shall
also be prepared to receive T-PDUs from the GGSN after it has sent an Update PDP Context Request but before an
Update PDP Context Response has been received.

If areliable connection-oriented path is to be used to tunnel T-PDUs for the given PDP context and a connection does
not exist between the GSN pair, the SGSN shall establish a connection and the GGSN shall wait for the connection
before forwarding of T-PDUs may start.

Only one connection shall be used between any given GSN-pair, and this connection shall be used to tunnel end user
traffic in both directions.

The GGSN shall include a GGSN Address for signalling and an GGSN address for user traffic, which may differ from
that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them
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when sending subsequent signalling on this GTP tunnel or G-PDUs to the GGSN for the MS. When active contexts are
being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state
and may be lost. When the source | P address of the Update PDP Context Request changes, the GGSN Address for user
traffic shall be included if the Cause contains the value ‘ Request accepted'.

The GGSN shall include the Recovery information element into the Update PDP Context Response if the GGSN isin
contact with the SGSN for the first time or if the GGSN has restarted recently and the new Restart Counter value has
not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it aswhen an
Echo Response message is received but shall consider the PDP context as updated and active if the response cause
indicates a successful operation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The
Charging ID has been previoudly generated by the GGSN and is unique for this PDP context. If an inter-SGSN routing
area update occurs, it istransferred to the new SGSN as part of each active PDP context. When the source | P address of
the Update PDP Context Reguest changes, this information element shall be included if the Cause contains the value
‘Request accepted'.

The Charging Gateway Addressisthe |P address of the recommended Charging Gateway Functionality to which the
SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.

Table 8: Information Elements in an Update PDP Context Response sent by a GGSN

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Recovery Optional 7.7.11
Tunnel Endpoint Identifier Data | Conditional 7.7.13
Tunnel Endpoint Identifier Signalling Conditional 7.7.14
Charging ID Conditional 7.7.26
GGSN Address for Signalling Conditional GSN Address 7.7.32
GGSN Address for User Traffic Conditional GSN Address 7.7.32
Quality of Service Profile Conditional 7.7.34
Charging Gateway Address Optional 7.7.43
Private Extension Optional 7.7.44

The message can also be sent from a SGSN node to a GGSN node as a response of a GGSN-initiated Update PDP
Context Request.

If the GGSN receives an Update PDP Context Response with a Cause value other than ‘ Request accepted’, it shall abort
the update of the PDP context.

Only the Cause information element and optionally the Recovery information element shall be included in the response
if the Cause contains another value than ‘ Request accepted'.

Possible Cause values are the same as for the Update PDP Context Response sent by a GGSN.

The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the SGSN. The
negotiated values or the original value from GGSN isinserted in the Quality of Service Profile information element.
Thisinformation element shall be included if the Cause contains the value ‘ Request accepted’ and a QoS information
element was supplied in the corresponding request message.

The SGSN shall include the Recovery information element into the Update PDP Context Response if the SGSN has
restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN receiving the
Recovery information element shall handle it as when an Echo Response message is received but shall consider the
PDP context as updated and active if the response cause indicates a successful operation at the SGSN.

Table 9: Information Elements in an Update PDP Context Response sent by a SGSN

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Recovery Optional 7.7.11
Quality of Service Profile Conditional 7.7.34
Private Extension Optional 7.7.44
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**x*x% Next Modified Section ****

7.5.5 SGSN Context Acknowledge

The new SGSN shall send an SGSN Context Acknowledge message to the old SGSN as a response to the SGSN
Context Response message. Only after receiving the SGSN Context Acknowledge message, shall the old SGSN start to
forward user data packets. SGSN Context Acknowledge indicates to the old SGSN that the new SGSN has correctly
received PDP Context information and is ready to receive user data packets identified by the corresponding Tunnel
Endpoint Identifier values.

Possible cause values are;
- ‘Request accepted’.
- ‘Systemfailure’.
- ‘Mandatory IE incorrect’.
- ‘Mandatory |IE missing'.
- ‘Optiona IE incorrect’.
- ‘Noresources available'.
- ‘Invalid message format’.
- ‘Version not supported’.
- ‘'Authentication failure'.

Only the Cause information element shall be included in the acknowledgement if the Cause contains a value other than
‘Request accepted'.

For each active PDP context the new SGSN shall include a Tunnel Endpoint Identifier Data Il information element. The
Tunnel Endpoint Identifier Data |l field specifies a Tunnel Endpoint Identifier which is chosen by the new SGSN for a
particular PDP context. The old SGSN shall include this Tunnel Endpoint Identifier | in the GTP header of all
subsequent G-PDUs which are sent from the old SGSN to the new SGSN and related to the particular PDP context.
When active PDP context(s) exist, thisinformation element shall be included if the Cause contains the value * Request

accepted’.

If any of the PDP contexts has a QoS reliability class which indicates that a reliable connection-oriented path should be
used to forward T-PDUs coming viathe old route and no connection has already been established, the old SGSN shall
set-up a connection to the new SGSN after receiving SGSN Context Acknowledge message.

The new SGSN shall include an SGSN Address for user traffic, which may differ from that provided by the underlying
network service (e.g. IP). The old SGSN shall store this SGSN Address and use it when sending G-PDUs to the new
SGSN for the MS. When active PDP context(s) exist, thisinformation element shall be included if the Cause contains
the value ‘ Request accepted’.

The optional Private Extension contains vendor or operator specific information.

Table 28: Information Elements in a SGSN Context Acknowledge

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Tunnel Endpoint Identifier Data Il Conditional 7.7.15
SGSN Address for user traffic Conditional GSN Address 7.7.32
Private Extension Optional 7.7.44

**x*x Next Modified Section ****
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7.5.7 Forward Relocation Response

The new SGSN shall send a Forward Relocation Response to the old SGSN as a response to a previous Forward
Relocation Request.

Possible Cause valuesis:
- ‘Request Accepted'.
- ‘Systemfailure’.
- ‘Mandatory IE incorrect’.
- ‘Mandatory IE missing'.
- ‘Optiona IE incorrect’.
- ‘Noresources available'.
- ‘Invalid message format’.
- ‘Version not supported’.
- 'Relocation failure'.
RANAP Causeis mandatory if cause value is contained in RANAP message.

Target RNC Information, UTRAN transparent container and RANAP Cause are information from the target RNC in the
new SGSN.

Single number or plural number of Target RNC Information parameter shall be set in this message._This information
element shall be included if the Cause contains the value ‘ Request accepted’.

The Tunnel Endpoint Identifier Signalling field specifies a Tunnel Endpoint Identifier that is chosen by the new SGSN.
The old SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent signalling messages
that are sent from the old SGSN to the new SGSN._This information element shall be included if the Cause contains the
value ‘Request accepted’.

The optional Private Extension contains vendor or operator specific information.

Table 30: Information Elements in a Forward Relocation Response

Information element Presence requirement Reference
Cause Mandatory 7.7.1
Tunnel Endpoint Identifier Signalling Conditional 7.7.14
RANAP Cause Conditional 7.7.18
UTRAN transparent container Optional 7.7.38
Target RNC Information Conditional 7.7.39
Private Extension Optional 7.7.44
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