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2 3G aa.bbb Version x.y.z(YYYY-MM)

9.1.25 RR_SYNC_IND

Isused for synchronizing RR and the Mobility Management entity after the establishment of a Mobile originated or
Mobile terminated RR connection. This indication is provided to MM in the following cases:
- ciphering has been started (ciphering);

- integrity protection has been started (integrity) (UMTS only);

- atraffic channel has been assigned (res. ass. = "resource assigned");

- the channel mode has been modified (channel mode modify).

*** Next M odified Section ***

9.1.2.7 RR_DATA_IND

Isused by RR to indicate control-data, which has been received from its peer entity on the Network side via an existing
RR connection.

For UMTS, RR_DATA IND isaso used to indicate whether control-data has been:

- successfully integrity checked;

- unsuccessfully integrity checked;

- received with no integrity protection.
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9.2.2  Authentication request

This message is sent by the network to the mobile station to initiate authentication of the mobile station identity. See
table 9.2.3/TS 24.008.

Messagetype: AUTHENTICATION REQUEST
Significance: dual

Direction: network to mobile station

Table 9.2.3/TS 24.008: AUTHENTICATION REQUEST message content

[El Information element Type/ Reference Presence Format | Length
Mobility management Protocol discriminator M V 1/2
protocol discriminator 10.2
Skip Indicator Skip Indicator M V 1/2

10.3.1
Authentication Request Message type M V 1
message type 104
Ciphering key sequence Ciphering key sequence M V 1/2
number number
105.1.2
Spare half octet Spare half octet M V 1/2
10.5.1.8
Authentication Auth. parameter RAND M V 16
parameter RAND (UMTS 105.3.1
challenge or GSM challenge)

20 Authentication Auth. parameter AUTN (e} TLV 164-2049

Parameter AUTN 10.5.3.1.2

kkkkkkkkkkkhkkk N EXT M O DI F I CAT I O N kkkkkkkkkkkkkkkkkkk

9.2.3a CS Authentication Failure (UMTS authentication challenge)

This message is sent by the mobile station to the network to indicate that authentication of the network has failed. See
table 9.2.4a/TS 24.008.

Messagetype: CSAUTHENTICATION FAILURE
Significance: dua

Direction: mobile station to network

ETSI
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Table 9.2.4a/TS 24.008: CS AUTHENTICATION FAILURE message content

Error! No text of specified style in document.

IEI Information element Type / Reference Presence Format Length
Mobility management Protocol discriminator M \% 1/2
Protocol discriminator 10.2
Skip Indicator Skip Indicator M \% 1/2

10.3.1
CS Authentication Failure Message type M \% 1
Message type 104
Reject Cause Reject Cause M \% 1
10.5.3.6
22 Response from SIM Response from SIM (0] TLV 1430 - 1832
10.5.3.2.2
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9.4.9

Authentication and ciphering request

This message is sent by the network to the M S to initiate authentication of the MSidentity. Additionally, the ciphering
mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/GSM 24.008.

Messagetype: AUTHENTICATION AND CIPHERING REQUEST
Significance: dual
Direction: network to MS

Table 9.4.9/GSM 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

IEI Information Element Type/Reference Presence Format Length
Protocol discriminator Protocol discriminator M \Y 1/2
10.2
Skip indicator Skip indicator M \% 1/2
10.3.1
Authentication and ciphering Message type M \% 1
request message identity 10.4
Ciphering algorithm Ciphering algorithm M \% 1/2
10.5.5.3
IMEISV request IMEISV request M \% 1/2
10.5.5.10
Force to standby Force to standby M \% 1/2
10.5.5.7
A&C reference number A&C reference number M \Y 1/2
10.5.5.19
21 [Authentication parameter RAND | Authentication parameter RAND (0] TV 17
10.5.3.1
8 GPRS ciphering key sequence Ciphering key sequence number C TV 1
number 10.5.1.2
28 | Authentication parameter Authentication parameter AUTN (0] TLV 164-2019
AUTN 10.5.3.1.2

kkkkkkkkkkkkkk N EXT M O DI F I CAT I O N kkkkkkkkkkkkkkkkkkk

9.4.10a PS Authentication Failure (UMTS authentication challenge)

This message is sent by the mobile station to the network to indicate that authentication of the network has failed. See
table 9.4.10a/TS 24.008.

M essage type:
Significance:

Direction:

dual

PSAUTHENTICATION FAILURE

mobile station to network

ETSI
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Table 9.4.10a/TS 24.008: PS AUTHENTICATION FAILURE message content

Error! No text of specified style in document.

IEI Infor mation element Type/ Reference Presence Format | Length
Mobility management Protocol discriminator M Vv 1/2
Protocol discriminator 10.2
Skip Indicator Skip Indicator M Vv 1/2

10.3.1
PS Authentication Failure Message type M Vv 1
Message type 104
GMM Cause GMM Cause M \% 1
10.55.14

30 Response from SIM Response from SIM (@) T 1430 - 1832

10.5.3.2.2
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10.5.3.1.2 Authentication Parameter AUTN (UMTS authentication challenge only)

The purpose of the Authentication Parameter AUTN information element is to provide the MS with a means of
authenticating the network.

The Authentication Parameter AUTN information element is coded as shown in figure 10.5.75.1/TS 24.008 and table
10.5.89.1/TS 24.008.

The Authentication Parameter AUTN is atype 4 information element with a minimum of 164 octets and a maximum of
2019 octets length.

Figure 10.5.75.1/TS 24.008 Authentication Parameter AUTN information element (UMTS
authentication challenge only)

8 7 6 5 4 3 2 1

Aut hentication Paraneter AUTN I|El octet 1
Length of AUTN contents octet 2
Cctet 3
AUTN
octet 2019

Table 10.5.89.1/TS 24.008 Authentication Parameter AUTN information element (UMTS authentication
challenge only)

| AUTN value (octets 3 to 2049) |
The AUTN consists of (SON xor 2K) | |Al

VF
=(32 to 64)+161+¥64 bits— |
(see TS 33.702

ETSI
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10.5.3.2.2 Response from SIM (UMTS authentication challenge only)

The purpose of the Response from SM information element is to provide the network with the necessary information to
begin a re-authentication procedure (see TS 33.102) in the case of a‘PS synch failure’ or a‘CS synch failure,’
following a UMTS authentication challenge.

The Response from SIM |E is coded as shown in figure 10.5.76.2/TS 24.008 and table 10.5.90.2/TS 24.008.

The Response from SIM |E is atype 4 information element with a minimum length of 1430 octets and a maximum
length of 1832 octets.

Figure 10.5.76.2/TS 24.008 Response from SIM information element (UMTS authentication challenge
only)

8 7 6 5 4 3 2 1

Response from SIM | El octet 1
Length of Response from SI M contents octet 2
Response from SIM octet 3

octet 1832

Table 10.5.90.2/TS 24.008: Response from SIM information element

Response from SIM value (octet 3 to 1832) |

This contains RANDw and AUTS (see TS 33.102)

ETSI
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4.3.2.3 Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and
checks the validity of the response (see GSM 03.20).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3260. In MAC
fallure case, the procedural behaviour isffs. In Synch failure case, the core network may renegotiate with the
HLR/AuC and provide the MS with new authentication parameters.

Tk Next Modification ***

4.3.25.1 Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the M S to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.

A R99 GSM-only M S connected to a R99 core network (even using the BSS radio access) shall support a
UMTS authentication challenge.

Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:

(@ MAC codefailure
If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be
invalid, it shall send aCS AUTHENTICATION FAILURE message (9.2.3a) to the network, with

the failure cause ‘CS MAC failure’ (see 33.102).-Fhereafterthe procedural-behaviour-isffs:

(b) SON failure
If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aCS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the
fallure cause CS Synch fallure and parameters prowded by the SIM (see 33 102) —Upen-Feeel-pt—ef

Note:  Actions might vary according to the presence/absence of an integrity protected connection to a
different core network node.

GMM

4.7.7.3 Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the
timer T3360 and checks the validity of the response (see GSM 03.20 [13]). For this, it may usethe A& C
reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE
message to determine whether the response is correlating to the last request that was sent.

In GSM, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which
algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).

Upon receipt of the AUTHENTICATION AND CIPHERING FAILURE message, the network stops the
timer T3360. In MAC failure case, the procedural behaviour isffs. In Synch failure case, the core network
may renegotiate with the HLR/AuC and provide the M S with new authentication parameters.

el Next Modification ***

4.7.75.1 Authentication not accepted by the MS

In aUMTS authentication challenge, the authentication procedure is extended to allow the M S to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.

Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:



a) MAC codefailure
If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be
invalid, it shall send aPS AUTHENTICATION FAILURE message (9.2.3a) to the network, with
the failure cause ‘PS MAC failure’ and parameters provided by the SIM (see TS 33.102).-Fhereafter
b) SON failure
If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aPS AUTHENTICATION FAILURE message (9.2.33) to the network, with the
failure cause ‘' PS Synch failure’ and parameters provided by the SIM (see 33.102).-Upon-receipt-of

ey

VikdaWa

Note:  Actions might vary according to the presence/absence of an integrity protected connection to a
different core network node.

Tk Next Modification ***

11.2 Timers of mobility management



Table 11.1/TS 24.008: Mobility management timers - MS-side
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NOTE 1: Thetimeout value is broadcasted in a SY STEM INFORMATION message




Table 11.2/TS 24.008: Mobility management timers - network-side

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e — =
TIMER|MM|TIME |CAUSE FOR NORMAL STOP AT THE FIRST|AT THE
NUM. ST|OQUT |START EXPIRY SECOND

AT |VAL EXPIRY
T3250(6 12s |TMSI-REAL- TMSI-REALL- Optionally
CMD or COM received| Release
LOC UPD ACC RR connec-
with new tion
TMST sent
T3255 Note|LOC UPD ACC |[CM SERVICE Release RR
sent with REQUEST Connection
"Follow on or use for
Proceed" mobile sta-
tion termi-
nating call
T3260(5 12s |[AUTHENT- AUTHENT - Optionally
REQUEST RESPONSE Release
sent recelived RR connec-—
tion
AUTHENT - Pr ocedur al
FAI LURE behavi or
recei ved 1's FFS

E S——— Foo o H------------ Foo----------- e Foo------

T327014 12s IDENTITY IDENTITY Optionally
REQUEST RESPONSE Release
sent recelived RR connec-—
tion

NOTE 2: The value of thistimer is not specified by this recommendation.

11.2.1 Timer T3240

Timer T3240 is started in the mobile station when:

- the mobile station receivesa LOCATION UPDATING ACCEPT message completing alocation
updating procedure in the cases specified in section 4.4.4.6 and 4.4.4.8;

- the mobile station receives a LOCATION UPDATING REJECT message in the cases specified in
section 4.4.4.7,

- the mobile station has sent a CM SERVICE ABORT message as specified in section 4.5.1.7;

- the mobile station has released or aborted all MM connections in the cases specified in 4.3.2.5,
435.2,451.1,and 45.3.1.

Timer T3240 is stopped, reset, and started again at receipt of an MM message.

Timer T3240 is stopped and reset (but not started) at receipt of a CM message that initiates establishment of
an CM connection (an appropriate SETUP, REGISTER, or CP-DATA message as defined in TS 24.008,
TS 24.010 or GSM 04.11).



11.2.2 Timers of GPRS mobility management

Table 11.3/TS 24.008: GPRS Mobility management timers - MS side

TIMER TIMER STATE CAUSE OF START NORMAL STOP ON THE
NUM. VALUE st ,nd 4rd ,th
1>,277,37,4
EXPIRY Note 3
T3310 |15s GMM- ATTACH REQ sent ATTACH ACCEPT [Retransmission of
REG-INIT received ATTACH REQ
ATTACH REJECT
received
T3311 |15s GMM-DEREG |ATTACH REJ with other cause Change of the Restart of the
ATTEMPTING |values as described in chapter routing area Attach or the RAU
TO ATTACH or |‘GPRS Attach’ procedure with
GMM-REG |ROUTING AREA UPDATE REJ “plda“”g of the
ATTEMPTING |with other cause values as relevant attempt
TO UPDATE |described in chapter ‘Routing counter
Area Update’
Low layer failure
T3321 |15s GMM- DETACH REQ sent DETACH ACCEPT |Retransmission of
DEREG-INIT received the DETACH REQ
T3330 15s GMM- ROUTING AREA UPDATE ROUTING AREA Retransmission of
ROUTING- REQUEST sent UPDATE ACC the ROUTING
UPDATING- received AREA UPDATE
INITIATED REQUEST
message

ROUTING AREA
UPDATE REJ
received




Table 11.3a/TS 24.008: GPRS Mobility management timers — MS side

TIMER TIMER STATE CAUSE OF START NORMAL STOP ON
NUM. VALUE EXPIRY
T3302 GMM-DEREG |At attach failure and the attempt  |At successful attach [On every expiry,
T3212 or counter is greater than or equal initiation of the
Note 4 GMM-REG to5. ' . . At syccessful GPRS attach
At routing area updating failure routing area procedure
and the attempt counter is greater |updating or
than or equal to 5.
RAU procedure
T3312 |Default GMM-REG |In GSM, when READY state is left.|When entering state |Initiation of the
54 min In UMTS, when PMM- GMM-DEREG Per|0((1j|c RAU
Notel CONNECTED mode is left. procedure
T3314 |Default All except GMM- | Transmission of a PTP PDU Forced to Standby |No cell-updates are
READY |44 sec DEREG performed
Note 2
(GSM only)
T3316 |Default - Transmission of a PTP PDU - -
AA- 44 sec
READY [Note 2
T3317 10s GMM-REG SERVICE REQ sent Security mode Abort the
(UMTS setting procedure is | procedure
only) completed,
SERVICE ACCEPT
received, or
SERVICE REJECT
received
NOTE 1: The value of thistimer is used if the network does not indicate another valuein a GMM
signalling procedure.
NOTE 2: The default value of thistimer isused if neither the MS nor the Network send another value, or
if the Network sends this value, in asignalling procedure.
NOTE 3: Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are
described in the corresponding procedure description.
NOTE 4: T3302 isloaded with the same value which is used to load T3212.




Table 11.4/TS 24.008: GPRS Mobility management timers - network side

TIMER TIMER STATE CAUSE OF START NORMAL STOP ON THE
NUM. VALUE lst an 3rd 4th
EXPIRY Note 3
T3322 |6s GMM- DETACH REQ sent DETACH ACCEPT |Retransmission of
DEREG-INIT received DETACH
REQUEST
T3350 |6s GMM- ATTACH ACCEPT ATTACH Retransmission of
COMMON- |sent with P-TMSI and/or TMSI COMPLETE the same message
PROC-INIT received type, i.e. ATTACH
RAU ACCEPT sent with P-TMSI |RAU COMPLETE QEEEE?OTAU
and/or TMSI received REALLOC
P-TMSI REALLOC COMMAND  |P-TMSI REALLOC |cOMMAND
sent COMPLETE
received
T3360 |6s GMM- AUTH AND CIPH REQUEST AUTH AND CIPH  |Retransmission of
COMMON- |sent RESPONSE AUTH AND CIPH
PROC-INIT received REQUEST
AUTHENT- AND Procedural
CIPHER- FAILURE |behaviour is FFS
received
T3370 |6s GMM- IDENTITY REQUEST sent IDENTITY Retransmission of
COMMON- RESPONSE IDENTITY
PROC-INIT received REQUEST
Table 11.4a/TS 24.008: GPRS Mobility management timers - network side
TIMER | TIMER STATE CAUSE OF START NORMAL STOP ON
NUM. VALUE EXPIRY
T3313 ([Notel GMM_REG Paging procedure initiated Paging procedure  [Network dependent
completed
T3314 |Default All except GMM- |Receipt of a PTP PDU Forced to Standby |The network shall
READY |44 sec DEREG page the MS if a
Note 2 PTP PDU has to be
(GSM only) sent to the MS
T3316 AA- |Default - Receipt of a PTP PDU - -
Note 2
Mobile [Default4 |All except GMM-|In GSM, change from READY to |PTP PDU received [Network dependent
Reachable |min greater DEREG STANDBY state but typically paging
than T3312 is halted on 1st

In UMTS, change from PMM-
CONNECTED mode to PMM-IDLE

mode.

expiry

NOTE 1: Thevalue of thistimer is network dependent.

NOTE 2: The default value of thistimer isused if neither the MS nor the Network send another value, or
if the Network sendsthis value, in asignalling procedure. The value of this timer should be
dightly shorter in the network than in the M S, thisis a network implementation issue.

NOTE 3: Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are

described in the corresponding procedure description.
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43251 Authentication not accepted by the MS

In aUMTS authentication challenge, the authentication procedure is extended to allow the MS to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.
A R99 GSM-only M S connected to a R99 core network (even using the BSS radio access) shall support a
UMTS authentication challenge.
Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:

a) MAC codefailure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be
invalid, it shall send a €S AUTHENTICATION FAILURE message (9-2:3a) to the network, with
the failure cause ‘ CS MAC failure’ (see 33.102). Thereafter the procedural behaviour is ffs.

b) SON failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aCSAUTHENTICATION FAILURE message {9:2:3a) to the network, with
the failure cause ‘ CS Synch failure’ and parameters provided by the SIM (see TS 33.102) Upon
receipt of this message, the core network may renegotiate with the HLR/AuC and providethe MS
with new authentication parameters.

NOTE: Actions might vary according to the presence/absence of an integrity protected connection to a
different core network node.

*** Next M odification ***

4.7.75.1 Authentication not accepted by the MS

In aUMTS authentication challenge, the authentication procedure is extended to allow the M S to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.
Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:

a) MAC codefailure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be
invalid, it shall send aPSAUTHENTICATION AND CIPHERING FAILURE message {9:2:3a) to
the network, with the failure cause ‘PS MAC failure’ and parameters provided by the SIM (see TS
33.102). Thereafter the procedural behaviour isffs.

b) SON failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aPS AUTHENTICATION AND CIPHERING FAILURE message {9-2:3a) to
the network, with the failure cause ‘ PS Synch failure’ and parameters provided by the SIM (see TS
33.102) Upon receipt of this message, the core network may renegotiate with the HLR/AuC and
provide the M S with new authentication parameters.
Note: Actions might vary according to the presence/absence of an integrity protected connection to a
different core network node.

*** Next Modification ***
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9.2.3a GCS-Authentication Failure{UMITS-authentication-challenge)

TS 24.008 V3.2.1 (1999-12)

This message is sent by the mobile station to the network to indicate that authentication of the network has

failed. See table 9.2.4a/TS 24.008.

Message type: ES-AUTHENTICATION FAILURE

Significance: dua

Direction:

mobile station to network

Table 9.2.4a/TS 24.008: SS-AUTHENTICATION FAILURE message content

IEI Information element Type / Reference Presence Format Length
Mobility management Protocol discriminator M \% 1/2
Protocol discriminator 10.2
Skip Indicator Skip Indicator M \% 1/2

10.3.1
CS-Authentication Failure Message type M \% 1
Message type 10.4
Reject Cause Reject Cause M \% 1
10.5.3.6
22 (0] TLV 3014 - 3216
SiMAuthentication Failure SiMAuthentication Failure
parameter parameter
10.5.3.2.2
9.2.3a.1 Response-from-SHIMAuthentication Failure parameter

This|E shall be sent if and only if the reject cause was ‘' CS synch failure.” It shall include the response to the
authentication challenge from the SIM, which is made up of the RANDys-and-the AUTS parameters (see TS
33.102).
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*** Next Modification ***

TS 24.008 V3.2.1 (1999-12)

9.4.10aRS-Authentication and Ciphering Failure -(UMTS-authentication

challenge)

This message is sent by the mobile station to the network to indicate that authentication of the network has

failed. Seetable 9.4.10a/TS 24.008.

Message type:PSAUTHENTICATION AND CIPHERING FAILURE

Significance: dua

Direction:

mobile station to network

Table 9.4.10a/TS 24.008: RS-AUTHENTICATION AND CIPHERING FAILURE message content

IEI Infor mation element Type/ Reference Presence Format | Length
Mobility management Protocol discriminator M V 1/2
Protocol discriminator 10.2
Skip Indicator Skip Indicator M Vv 1/2

10.3.1
PS-Authentication and Message type M Y 1
Ciphering Failure
M essage type 10.4
GMM Cause GMM Cause \% 1
10.5.5.14

30 Ressenpszirom Ressenpszirom T 3014 — 3216
SHMAuthentication Failure SHMA uthentication Failure
parameter parameter

10.5.3.2.2
9.4.10a.1 Responsefrom-SiMAuUthentication Failure parameter

This|E shall be sent if and only if the GMM cause was ‘ PS synch failure.” 1t shall include the response to
the authentication challenge from the SIM, which is made up of the RAND,s-and-the AUTS parameters (see

TS 33.102).

*** Next Modification ***

10.4 Message Type

The message type |E and its use are defined in TS 24.007 [20]. Tables 10.3/TS 24.008, 10.4/TS 24.008, and
10.4a/TS 24.008 define the value part of the message type | E used in the Mobility Management protocol, the
Call Control protocol, and Session management protocol.
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Table 10.2/TS 24.008: Message types for Mobility Management

Registration messages:

- IMSI DETACH INDICATION

- LOCATION UPDATING ACCEPT
— LOCATION UPDATING REJECT
— LOCATION UPDATING REQUEST

HOOO |
O OO |
[@eNNeN|
QOO |

Security messages:

— AUTHENTICATION REJECT

- AUTHENTICATTION REQUEST

— AUTHENTICATION RESPONSE
CS—-AUTHENTI CATI ON FAI LURE
- IDENTITY REQUEST

- IDENTITY RESPONSE

- TMSI REALLOCATION COMMAND
- TMST REALLOCATION COMPLETE

PR R O00O |

OO0 OO I

PR O0OO0OO |

PO OO0OOOR |
I

Connection management messages:
- CM SERVICE ACCEPT

- CM SERVICE REJECT

- CM SERVICE ABORT

CM SERVICE REQUEST

- CM SERVICE PROMPT

- NOTIFICATION RESPONSE

- CM RE-ESTABLISHMENT REQUEST
- ABORT

HRPOOOOOO |

OORrRrRPPRPOOO I

OORrRrOORrRRFROI

HOORORORR |
|

- - Miscellaneous messages:
0 0 - MM NULL

01 - MM STATUS

10 - MM INFORMATION
o

When the radio connection started with a core network node of earlier than R99, bit 8 shall be set to 0 and bit
7 isreserved for the send sequence number in messages sent from the mobile station. In messages sent from

the network, bits 7 and 8 are coded with a"0". See TS 24.007.

When the radio connection started with a core network node of R'99 or later, bits 7 and 8 are reserved for the
send sequence number in messages sent from the mobile station. In messages sent from the network, bits 7

and 8 are coded with a"0". See TS 24.007.
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Table 10.4/TS 24.008: Message types for GPRS mobility management

72}

o
ol
N
w
N
-

Mobi ity managenent nessages

Attach request
Attach accept
Attach conplete
Attach reject
Det ach request
Det ach accept

Routing area update request
Routing area update accept
Routing area update conplete
Routing area update reject

Servi ce Request
Servi ce Accept
Service Reject

P-TMSI real | ocati on comrand
P-TMSI real |l ocation conplete

Aut henti cation and ci phering req
Aut henti cation and ci phering resp
Aut henti cation and ci phering rej
PS-Aut henticati on and ci phering

‘—h
OCOO0O0YPOOOOOO OO0 OO0 O0O0O0COoOOo O N

PRPOOTO0OO0OO0OO0O00O OO0 O000O OO0OO0OO0OO0OOo

c
OORF,TRPRPRPRPRPRRE OO0 O000 O0O00O0OO0o

OOOO(DHOOOOO PRR RPRPRPR O0000O0
OOk FRPPRPOOOO kR 0000 FPFPrFRrOOOo
OOrO OORrRRFRO0OO FRPOO FPFRPROO FPOORrEKkOo
POOFr OOFrORrO OFrO FrPORFrRO OFrOoORrOoR

Identity request
Identity response
GW status

GW i nf or mati on

OOO0OTMNOOOOO0O0O OO0 O0O0O0 OO0O0OO0OO0OO O o0ow

*** Next M odification ***

10.5.3.2.2 Response-from-SHMAuthentication Failure parameter (UMTS
authentication challenge only)

The purpose of the Respensefrom-SHM Authentication Failure parameter information element isto provide
the network with the necessary information to begin a re-authentication procedure (see TS 33.102) in the case
of a‘PSsynchfailure’ or a‘CS synch failure,” following a UMTS authentication challenge.
The Respensefrom-SHMA uthentication Failure parameter |E is coded as shown in figure 10.5.76.2/TS
24.008 and table 10.5.90.2/TS 24.008.
The Respensefrom-SHVA uthentication Failure parameter |1E is atype 4 information element with a minimum
length of 3014 octets and a maximum length of 3216 octets.

Figure 10.5.76.2/TS 24.008 Response-from-SHMAuthentication Failure parameter information

element (UMTS authentication challenge only)
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8 7 6 5 4 3 2

1

Responsefrom-SHMAUt henti cation Failure

paranmeter |El

Lengt h of Responsefrom-SHMAut hentication

Fai l ure paraneter contents

Responsefrom-SHMAUt henti cation Failure

par amet er

Cctet 1

octet 2

octet 3

octet 3216

| Table 10.5.90.2/TS 24.008: Respense-from-SiMAuthentication Failure parameter information

element

’ Responsefrom-SHMAUt henti cation Failure paraneter val ue

octet 3 to 1632)
| This contains RANBg and-AUTS (see TS 33.102)

+
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4.1.3.2 GPRS update status

In addition to the GMM sublayer states described so far, a GPRS update status exists.
The GPRS update status pertains to a specific subscriber embodied by a SIM. This status is defined even
when the subscriber is not activated (SIM removed or connected to a switched off ME). It is stored in anon
volatile memory in the SIM. The GPRS update statusis changed only after execution of a GPRS attach,
network initiated GPRS detach, authentication procedure, or routing area updating procedure.

GU1: UPDATED

The last GPRS attach or routing area updating attempt was successful (correct procedure outcome,
and the answer was accepted by the network). The SIM contains the RAI of the routing area (RA) to
which the subscriber was attached, and possibly avalid P-TMSI, GPRS GSM ciphering key, GPRS
UMTS ciphering key, GPRS UMTS integrity key and GPRS ciphering key sequence number.

GU2: NOT UPDATED

The last GPRS attach or routing area updating attempt failed procedurally, i.e. no response was
received from the network. Thisincludes the cases of failures or congestion inside the network.

In this case, the SIM may contain the RAI of the routing area (RA) to which the subscriber was
attached, and possibly also avalid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key,
GPRS UMTS integrity key and GPRS ciphering key sequence number. For compatibility reasons, all
these fields shall be set to the “deleted” value if the RAI is deleted. However, the presence of other
values shall not be considered an error by the MS.

GU3: ROAMING NOT ALLOWED

The last GPRS attach or routing area updating attempt was correctly performed, but the answer from
the network was negative (because of roaming or subscription restrictions).

For this status, the SIM does not contain any valid RAI, P-TMSI, GPRS GSM ciphering key, GPRS
UMTS ciphering key, GPRS UMTS integrity key or GPRS ciphering key sequence number. For
compatibility reasons, all these fields must be set to the value “deleted” at the moment the statusis set
to ROAMING NOT ALLOWED. However, the presence of other values shall not be considered an
error by the MS.

*** Next M odification ***

4.7.7  Authentication and ciphering procedure

4.7.7a Authentication and ciphering procedure used for UMTS

authentication challenge.

The purpose of the authentication and ciphering procedure is fourfold:

to permit the network to check whether the identity provided by the MS is acceptable or not, see TS
33.102GSM-03.20-{13));

to provide parameters enabling the M S to calculate a new GPRS UMTS ciphering key and a new
GPRS UMTS integrity keyseguence-number.

to let the network set the security-GSM ciphering mode (ciphering seeurity/no ciphering seeurity) and
GSM ciphering algorithm; and

Fto permit the receiving-entity mobile station to eheck-thentegrity-of signalling-messages

authenticate the network.




The cases in which the authentication and ciphering procedure shall be used are defined in GSM 02.09 [5].
The authentication and ciphering procedure is always initiated and controlled by the network. However, in
the case of aU MTS authent| cation chall enge thereisthe poss1 bili ity for the MS to rej ect the network.

UMISauthenHeaHeeehaHenge UMTS authentlcatlon chal Ienqe shall be supported by a M E supportl ng

GSM or UMTS radio access.

M-system Tthe authentication and ciphering

procedure can be u%d for either:
- authentication only;

- setting of the GSM ciphering mode and the GSM ciphering a gorithm only; or
- authentication and the setting of the GSM ciphering mode and the GSM ciphering algorithm.

In GSM, the network should not send any user data during the authentication and ciphering procedure.

A UMTS security context is established in the M S and the network when a UM TS authentication challenge is
performed in GSM or in UMTS. After asuccessful UMTS authentication, the GPRS UMTS ciphering key,
the GPRS UMT S integrity key, the GPRS GSM ciphering key and the GPRS ciphering key sequence
number, are stored both in the network and the MS.

4.7.7b Authentication and ciphering procedure used for GSM authentication
challenge

The purpose of the authentication and ciphering procedure is threefold:
- to permit the network to check whether the identity provided by the MS is acceptable or not, see
GSM 03.20[13));

- to provide parameters enabling the M S to calculate a new GPRS GSM ciphering key; and

- IrGSMito let the network set the GSM ciphering mode (ciphering/no ciphering) and GSM ciphering
algorithm.

-GSM;-Tthe authentication and ciphering procedure can be used for either:
- authentication only;

- setting of the GSM ciphering mode and the GSM ciphering agorithm only; or
- authentication and the setting of the GSM ciphering mode and the GSM ciphering algorithm.
The casesin which the authentication and ciphering procedure shall be used are defined in GSM 02.09 [5].

In GSM, the authentication and ciphering procedure is always initiated and controlled by the network. It shall
be performed in a non ciphered mode because of the following reasons:
- the network cannot decipher aciphered AUTHENTICATION AND CIPHERING RESPONSE from
an unauthorised MS and put it on the black list; and

- to be able to define a specific point in time from which on a new GPRS GSM ciphering key should be
used instead of the old one.

GSM authentication challenge shall be supported by a M E supporting GSM or UMTS radio access.

In GSM, Fthe network should not send any user data during the authentication and ciphering procedure.

A GSM security context is established in the M S and the network when a GSM authentication challenge is
performed in GSM or in UMTS. After a successful GSM authentication challenge, the GPRS GSM ciphering
key and the GPRS ciphering key sequence number, are stored both in the network and the MS.




4.7.7.1 Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION
AND CIPHERING REQUEST message across the radio interface and starts timer T3360. The
AUTHENTICATION AND CIPHERING REQUEST message shall contain all parameters necessary to
calculate the response parameters when authentication is performed (see GSM 03.20 [13] and TS 33.102).
If authentication is requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall
contain either:

- InaGSM authentication challenge, the GPRS ciphering key sequence number, allocated to the GPRS

GSM ciphering key and the RAND, or

- InaUMTS authentication challenge, the GPRS ciphering key sequence number, allocated to the
GPRS UMTS ciphering and GPRS UMT S integrity keys, the RAND and the AUTN.

In GSM, if authentication is not requested, then the AUTHENTICATION AND CIPHERING REQUEST
message shall not contain neither the GPRS ciphering key sequence number, rer-the RAND nor the AUTN.

In GSM, if ciphering is requested in a GSM authentication challenge or in a UMTS authentication challenge,
then the AUTHENTICATION AND CIPHERING REQUEST message shall indicate the GPRS GSM
ciphering algorithm.

The network includes the A& C reference number information element in the AUTHENTICATION AND
CIPHERING REQUEST message. Its value is chosen in order to link an AUTHENTICATION AND
CIPHERING REQUEST in aRA with its RESPONSE. The A& C reference number value might be based on
the RA Colour Code value.

Additionally, the network may request the MSto include its IMEISV inthe AUTHENTICATION AND
CIPHERING RESPONSE message.

4.7.7.2 Authentication and ciphering response by the MS

In GSM, Aan M Sthat is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND
CIPHERING REQUEST message at any time.

In UMTS, an MSthat is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND
CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

In a GSM authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message
includes the authentication parameters RAND and GPRS CK SN, then upon receipt of the message, the MS
processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE
message to the network. The value of the received A& C reference number information element shall be
copied into the A& C reference number information element in the AUTHENTICATION AND CIPHERING
RESPONSE message. A GSM authentication challenge will result in the SIM passing a SRES and a GPRS
GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge
information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS
UMTS integrity keys shall be deleted. HThe calculated GSM ciphering key shall be stored on the SIMand
shall-beloaded-nto-the- ME together with the GPRS ciphering key sequence number before the
AUTHENTICATION AND CI PHERI NG RESPONSE message |stransm|tted TheCRPRe cnhertng ey

In aUMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message
includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the
message, the M S verifiesthe AUTN parameter and if thisis accepted, the MS processes the challenge
information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network.
The value of the received A& C reference number information element shall be copied into the A&C
reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE
message. A UMTS authentication challenge will result in the SIM passing a RES, a GPRS UMTS ciphering
key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRSUMTS
ciphering keys,-GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge
information shall overwrite the previous ones and-. The new GPRS UMTS ciphering key, GPRSUMTS
integrity key and GPRS GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key




H-GSM; i f the AUTHENTICATION AND CIPHERING REQUEST message does not include neither the
GSMPRS authentication parameters (RAND and GPRS CKSN) nor the UM TS authentication parameters
(RAND-and-GPRS-CKSN-o-RAND, AUTN and GPRS CK SN), then upon receipt of the message, the MS
replies by sending an AUTHENTICATION AND CIPHERING RESPONSE message to the network.

In GSM, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM
ciphering algorithm and GPRS GSM ciphering key that shall be used (see GSM 04.64 [76]).

4.7.7.3 Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the
timer T3360 and checks the validity of the response (see GSM 03.20 [13]_and TS 33.102). For this, it may
use the A& C reference number information element within the AUTHENTICATION AND CIPHERING
RESPONSE message to determine whether the response is correlating to the last request that was sent.

In GSM, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which
algorithm and GPRS GSM ciphering key that shall be used (see GSM 04.64 [76]).

4.7.7.4—GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets--e. In a GSM
authentication challenge, from a challenge parameter RAND both the authentication response parameter
SRES and the GPRS GSM ciphering key can be computed given the secret key associated to the IMSI. In a
UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter
RES and the GPRS UMTS ciphering key and the GPRS UMTS integrity key can be computed given the
secret key associated to the IMSI.

In order to allow start of ciphering on alogical link without authentication, GPRS ciphering key sequence
numbers are introduced.

The GPRS ciphering key sequence number is managed by the network such that the AUTHENTICATION
AND CIPHERING REQUEST message contains the GPRS ciphering key sequence number allocated to the
GPRS GSM ciphering key (in case of a GSM authentication challenge) or the GPRS UMTS ciphering key
and the GPRS UMTS integrity key(s) (in case of a UMTS authentication challenge) which may be computed
from the RAND parameter carried in that message.

The MS stores theis GPRS ciphering key sequence number with the GPRS GSM ciphering key (in case of a
GSM authentication challenge) and the GPRS UMTS ciphering key and the GPRS UMTS inteqgrity key {s}
(in case of aUMTS authentication challenge), and includes the corresponding GPRS ciphering key sequence
number in the ROUTING AREA UPDATE REQUEST, SERVICE REQUEST and ATTACH REQUEST
messages.

If the GPRS ciphering key sequence number is deleted, the associated GPRS GSM ciphering key(s}, GPRS
UMTS ciphering key and GPRS UMTS integrity key shall be eonsidered-as-invaliddel eted (i.e. the
established GSM security context or the UMTS security context is no longer valid).

In UMTS, the network may choose to start ciphering and integrity checking with the stored GPRS UMTS
ciphering key and the stored GPRS UMTS integrity key (under the restrictions givenin GSM 02.09 and TS
33.102) if the stored GPRS ciphering key sequence number and the one given from the MS are equal.

In GSM, Fthe network may choose to start ciphering with the stored GPRS GSM ciphering key (under the
restrictions given in GSM 02.09) if the stored GPRS ciphering key sequence number and the one given from
the MS are equal and the previously negotiated ciphering algorithm is known and supported in the network.




When ciphering is requested at GPRS attach, the authentication and ciphering procedure shall be performed
since the M'S does not store the ciphering algorithm at detach. Upon GPRS attach, if ciphering isto be used,
an AUTHENTICATION AND CIPHERING REQUEST message shall be sent to the M Sto start ciphering.

If the GPRS ciphering key sequence number stored in the network does not match the GPRS ciphering key
sequence number received from the MSinthe ATTACH REQUEST message, then the network should
authenticate the M S.

In GSM, the M S starts ciphering after sending the AUTHENTICATION AND CIPHERING RESPONSE
message. The networkSGSN starts ciphering when avalid AUTHENTICATION AND CIPHERING
RESPONSE isreceived from the MS.

In UMTS, the M S starts ciphering and integrity checking according to the conditions specified in see
specification TS 25.331.

In GSM, as an option, the network may decide to continue ciphering without sending an
AUTHENTICATION AND CIPHERING REQUEST message after receiving a ROUTING AREA UPDATE
REQUEST message with avalid GPRS ciphering key sequence number. Both the MS and the network shall
use the latest ciphering parameters. The networkSGSN starts ciphering when sending the ciphered
ROUTING AREA UPDATE ACCEPT message to the MS. The M S starts ciphering after receiving avalid
ciphered ROUTING AREA UPDATE ACCEPT message from the network.

ciohering orasins deseribed 231

NOTE: Insome specificationsthe term KSI (Key Set Identifier) is used instead of the term GPRS
ciphering key sequence number.

4.7.7.5 Authentication not accepted by the network

If authentication and ciphering fails, i.e. if the response is not valid, the network considers whether the MS
has used the P-TMSI or the IMS] for identification.

- If the P-TMSI has been used, the network may decide to initiate the identification procedure. If the
IMSI given by the MS differs from the one the network had associated with the P-TMSI, the
authentication should be restarted with the correct parameters. If the IMSI provided by the MSisthe
expected one (i.e. authentication has really failed), the network should proceed as described below.

- If the IMSI has been used, or the network decides not to try the identification procedure, an
AUTHENTICATION AND CIPHERING REJECT message should be transferred to the MS.

Upon receipt of an AUTHENTICATION AND CIPHERING REJECT message, the M S shall set the
GPRS update status to GU3 ROAMING NOT ALLOWED and shall delete the P-TMSI, P-TMSI
signature, RAI and GPRS ciphering key sequence number stored. If available, also the TMSI, LAI and
ciphering key sequence number shall be deleted and the update status shall be set to U3 ROAMING NOT
ALLOWED. The SIM shall be considered asinvalid until switching off or the SIM is removed.

If the AUTHENTICATION AND CIPHERING REJECT message is received, the M S shall abort any
GMM procedure, shall stop the timers T3310 and T3330 (if running) and shall enter state GMM-
DEREGISTERED.

47.75.1 Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the M S to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.
Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:

a) MAC codefailure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be
invalid, it shall send aPS AUTHENTICATION FAILURE message (9.2.3a) to the network, with



the failure cause ‘PS MAC failure’ and parameters provided by the SIM (see TS 33.102). Thereafter
the procedural behaviour isffs.
b) SON failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aPS AUTHENTICATION FAILURE message (9.2.33) to the network, with the
failure cause ‘' PS Synch failure’ and parameters provided by the SIM (see 33.102) Upon receipt of
this message, the core network may renegotiate with the HLR/AuC and provide the MS with new
authentication parameters.
Note: Actions might vary according to the presence/absence of an integrity protected connection to a
different core network node.

4.7.7.6 Abnormal cases on the network side
The following abnormal cases can be identified:
a) Lower layer failure

Upon detection of alower layer failure before the AUTHENTICATION AND CIPHERING
RESPONSE is received, the network shall abort the procedure.

b) Expiry of timer T3360

The network shall, on the first expiry of the timer T3360, retransmit the AUTHENTICATION AND
CIPHERING REQUEST and shall reset and start timer T3360. This retransmission is repeated four
times, i.e. on the fifth expiry of timer T3360, the procedure shall be aborted.

¢) Collision of an authentication and ciphering procedure with a GPRS attach procedure

If the network receivesan ATTACH REQUEST message before the ongoing authentication procedure
has been completed and no GPRS attach procedure is pending on the network (i.e. no ATTACH
ACCEPT/REJECT message has to be sent as an answer to an ATTACH REQUEST message), the
network shall abort the authentication and ciphering procedure and proceed with the new GPRS attach
procedure.

d) Caoallision of an authentication and ciphering procedure with a GPRS attach procedure when the
authentication and ciphering procedure has been caused by a previous GPRS attach procedure

If the network receives an ATTACH REQUEST message before the ongoing authentication procedure

has been completed and a GPRS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT

message has till to be sent as an answer to an earlier ATTACH REQUEST message), then:

- If one or more of the information elementsin the ATTACH REQUEST message differs from the ones
received within the previous ATTACH REQUEST message, the network shall not treat the
authentication any further and proceed with the GPRS attach procedure ; or

- If theinformation elements do not differ, then the network shall not treat any further this new
ATTACH REQUEST.

Collision of an authentication and ciphering procedure with a GPRS detach procedure
GPRS detach containing cause "power off";

If the network receivesa DETACH REQUEST message before the ongoing authentication and
ciphering procedure has been completed, the network shall abort the authentication and ciphering
procedure and shall progress the GPRS detach procedure.

GPRS detach containing other causes than "power off":

If the network receives a DETACH REQUEST message before the ongoing authentication and ciphering
procedure has been completed, the network shall complete the authentication and ciphering procedure
and shall respond to the GPRS detach procedure as described in section 4.7.4.



e) Collision of an authentication and ciphering procedure with a routing area updating procedure

If the network receives a ROUTING AREA UPDATE REQUEST message before the ongoing
authentication procedure has been completed, the network shall progress both procedures.

MS Network
AUTHENTICATION AND CIPHERING REQUEST

V' S

Start T3360

AUTHENTICATION AND CIPHERING RESPONSE
. Stop T3360

AUTHENTICATION AND CIPHERING REJECT

Figure 4.7.7/1 TS 24.008: Authentication and ciphering procedure

4.7.7.7 Use of established security contexts

In GSM, in the case of an established GSM security context, the GPRS GSM ciphering key shall be taken
into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted.

In GSM, in the case of an established UMTS security context, the GPRS GSM ciphering key shall be taken
into use by the M S before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted.
The network shall derive a GPRS GSM ciphering key from the GPRS UMTS ciphering key and the GPRS
UMTS integrity key, by using the conversion function named “c3” defined in TS 33.102.

In UMTS, in the case of an established GSM security context, the ME shall derive a GPRS UMTS ciphering
key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions
named “c4” and “c5” defined in TS 33.102. The derived GPRS UMTS ciphering key and GPRSUMTS
integrity key shall be taken into use by the MS when avalid SECURITY MODE COMMAND indicating PS
domain is received during an RR connection (the definition of avalid SECURITY MODE COMMAND
message isgiven in TS 25.331). The network shall derive a GPRS UMTS ciphering key and a GPRS UMTS
integrity key from the GPRS GSM ciphering key by using the conversion functions named “c4” and “c5”
defined in TS 33.102.

INn UMTS, in the case of an established UM TS security context, the GPRS UMTS ciphering key and the
GPRS UMTS integrity key shall be taken into use by the MS when avalid SECURITY MODE
COMMAND indicating PS domain isreceived during an PS signalling connection (the definition of avalid
SECURITY MODE COMMAND messageisgivenin TS 25.331).

NOTE: InUMTS, during an ongoing, already ciphering/integrity protected PS signalling connection,
the network might initiate a new Authentication and ciphering procedure in order to establish a
new GSM/UMTS security context. The new GPRS UMTS ciphering key and GPRS UMTS
integrity key are taken into use by the M'S, when anew valid SECURITY MODE COMMAND
indicating PS domain is received during the PS signalling connection.
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2.2.2  Vocabulary

The following terms are used in this Technical Specification:

- A GSM security context is established and stored in the MS and the network as aresult of a
successful execution of a GSM authentication challenge. The GSM security context consists of the
GSM ciphering key and the ciphering key sequence number.

- A UMTSsecurity context is established and stored in the M S and the network as aresult of a
successful execution of a UMTS authentication challenge. The UMTS security context consists of the
UMTS ciphering key, the UMTS integrity key, the GSM ciphering key and the cipher key sequence
number.

*** Next M odification ***

4.1.2.2 The update Status

In parallel with the sublayer states described in section 4.1.2.1 and which control the MM sublayer protocol,
an update status exists.
The update status pertains to a specific subscriber embodied by a SIM. This status is defined even when the
subscriber is not activated (SIM removed or connected to a switched-off ME). It is stored in a non volatile
memory in the SIM. The update status is changed only as aresult of alocation updating procedure attempt
(with the exception of an authentication failure and of some cases of CM service rejection). In some cases,
| the update status is changed as a result of a GPRS attach, GPRS routing area update, service request or

network initiated GPRS detach procedure.

U1l UPDATED

The last location updating attempt was successful (correct procedure outcome, and the answer was
acceptance from the network). With this status, the SIM contains also the LAI of the LA where the
subscriber is registered, and possibly valid TMSI, GSM ciphering key, UMTS integrity key,
UMTS ciphering key and ciphering key sequence number. The "Location update status" stored on
the SIM shall be "updated".

U2 NOT UPDATED

The last location updating attempt made failed procedurally (no significant answer was received
from the network, including the cases of failures or congestion inside the network).

For this status, the SIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS
integrity key, UMTS ciphering key or ciphering key sequence number. For compatibility reasons,
all these fields must be set to the "deleted" value at the moment the statusis set to NOT
UPDATED. However the presence of other values shall not be considered an error by the mobile
station. The "Location update status' stored on the SIM shall be "not updated".

U3 ROAMING NOT ALLOWED

The last location updating attempt run correctly, but the answer from the network was negative
(because of roaming or subscription restrictions).

For this status, the SIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS
integrity key, UMTS ciphering key or ciphering key sequence number. For compatibility reasons,
all these fields must be set to the "deleted" value at the moment the statusis set to ROAMING
NOT ALLOWED. However the presence of other values shall not be considered an error by the
mobile station. The "Location update status' stored on the SIM shall be "L ocation Area not
allowed".

*** Next M odification ***



4.1.2.3 MM sublayer states on the network side
1. IDLE
The MM sublayer is not active except possibly when the RR sublayer isin Group Receive mode.
2. WAIT FOR RR CONNECTION

The MM sublayer has received arequest for MM connection establishment from the CM layer. A
RR connection to the mobile station is requested from the RR sublayer (i.e. paging is performed).

3. MM CONNECTION ACTIVE

The MM sublayer has a RR connection to a mobile station. One or more MM connections are
active.

4. IDENTIFICATION INITIATED
The identification procedure has been started by the network. The timer T3270 is running.
5. AUTHENTICATION INITIATED
The authentication procedure has been started by the network. The timer T3260 is running.
6. TMSI REALLOCATION INITIATED
The TMSI reallocation procedure has been started by the network. The timer T3250 is running.
7. SECURITY MODE INITIATED

In UMTS, Fhe the security mode setting procedure has been requested to the RR sublayer.

In GSM, the cipher mode setting procedure has been requested to the RR sublayer.

8a. WAIT FOR MOBILE ORIGINATED MM CONNECTION

A CM SERVICE REQUEST message is received and processed, and the MM sublayer awaits the
"opening message" of the MM connection.

8b. WAIT FOR NETWORK ORIGINATED MM CONNECTION

A CM SERVICE PROMPT message has been sent by the network and the MM sublayer awaits
the “opening message” of the MM connection $(CCBS)$.

9. WAIT FOR REESTABLISHMENT

The RR connection to a mobile station with one or more active MM connection has been lost. The
network awaits a possible re-establishment request from the mobile station.

10. WAIT OF A GROUP CALL

Only applicablein case for mobile station supporting VGCS talking. The MM sublayer has
received arequest for establishing aVGCS from the GCC sublayer. The request for establishing a
VGCS channelsis given to the RR sublayer.

11. GROUP CALL ACTIVE

Only applicablein case of mobile station supporting VGCS talking. A VGCS channel is
established by the RR sublayer. An RR connection to the talking mobile station can be established
by the RR sublayer on the VGCS channel. The MM sublayer is active but no sending of MM
message between the network and the mobile station has occurred.

12. MM CONNECTION ACTIVE (GROUP CALL)

Only applicable in case of mobile station supporting VGCS talking. The MM sublayer hasa RR
connection to the talking mobile station on the V GCS channel. Only one MM connection is active.



13. WAIT FOR BROADCAST CALL

Only applicablein case of VBS. The MM sublayer has received arequest for a VBS establishment
from the BCC sublayer. The request for establishment of VBS channelsis given to the RR
sublayer.

14. BROADCAST CALL ACTIVE

Only applicablein case of VBS. A VBS channel is established by the RR sublayer. The MM
sublayer is active but no explicit MM establishment between the Network and the mobile station
has occurred.

*** Next M odification ***

4.3.2  Authentication procedure

4.3.2a Authentication procedure used for a UMTS authentication challenge

The purpose of the authentication procedure is fourfold:
First to permit the network to check whether the identity provided by the mobile station is acceptable
or not (see GSM-03:20T S 33.102);

Second to provide parameters enabling the mobile station to calculate a new UMTS ciphering key.

Third to provide parameters enabling the mobile station to calculate anew UMTS integrity key.

Fourth to permit the receiving-entity mobile station to check-the integrity-of the-network authenticate
the network.

The cases where the authentication procedure should be used are defined in GSM 02.09.

The authentication procedure is always initiated and controlled by the network. However, in the case of a
UMTS authentication challenge, there is the possibility for the MS to reject the network. UMTS
authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.

A UMTS security context is established in the M S and the network when a UMTS authentication challenge is
performed in GSM or in UMTS. After a successful UMTS authentication, the UMTS ciphering key, the
UMTS integrity key, the GSM ciphering key and the ciphering key sequence number, are stored both in the
network and the MS.

4.3.2b  Authentication Procedure used for a GSM authentication
challenge
The purpose of the authentication procedure is twofold:

First to permit the network to check whether the identity provided by the mobile station is acceptable
or not (see GSM 03.20);

Second to provide parameters enabling the mobile station to calculate a new GSM ciphering key.

The cases where the authentication procedure should be used are defined in GSM 02.09.
The authentication procedure is always initiated and controlled by the network. GSM authentication
challenge shall be supported by a ME supporting GSM or UMTS radio access.

A GSM security context is established in the M S and the network when a GSM authentication challenge is
performed in GSM or in UMTS. After asuccessful GSM authentication, the GSM ciphering key and the
ciphering key sequence number, are stored both in the network and the M S.




4.3.2.1 Authentication request by the network

The network initiates the authentication procedure by transferring an AUTHENTICATION REQUEST
message across the radio interface and starts the timer T3260. The AUTHENTICATION REQUEST message
contains the parameters necessary to calculate the response parameters (see GSM 03.20 (in case of GSM
authentication challenge) and TS 33.102 (in case of an UMTS authentication challenge)). In a GSM
authentication challenge, H the AUTHENTICATION REQUEST message also contains the ciphering key{s)
sequence number allocated to the GSM ciphering key which may be computed from the given parameters._In
aUMTS authentication challenge, the AUTHENTICATION REQUEST message also contains the ciphering
key sequence number allocated to the key set of UMTS ciphering key, UM TS integrity key and GSM
ciphering key which may be computed from the given parameters.

4.3.2.2 Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time
whilst a RR connection exists. With exception of the cases described in 4.3.2.5.1, Hit shall process the
challenge information and send back an AUTHENTICATION RESPONSE message to the network.

In a GSM authentication challenge, Fthe new GSM ciphering key-(GSM-authentication-challenge) calculated
from the challenge information shall overwrite the previous GSM ciphering key and any previously stored
UMTS ciphering key and UMTS integrity key shall be deleted. The new GSM ciphering key shall be stored
on the SIM together with the ciphering key sequence number.

In a UMTS authentication challenge, erthe new UMTS ciphering key, the new GSM ciphering key and the

new UMTS integrity key (UMTS-authentication-chaltenge) calculated from the challenge information shall
overwrite the previous UM TS ciphering key, GSM ciphering key and UMTS integrity key ene(s)-. and The

new UMTS ciphering key, GSM ciphering key and UMTS integrity key are be stored on the SIM together

with the Ci pherl nq key sequence number beﬁere%heAUI#ENIl@Aﬂ@MR%P@NSEm@sageﬁ

The SIM will provide the mobile station with the authentication response, based upon the authentication
challenge from the network. Fer-exampleaA UMTS authentication challenge will result in the SIM passing
aRES, aUMTS Cciphering Kkey, and-an-a UMTS lintegrity Kkey to the MEmebilestation. A GSM
authentication challenge will result in the SIM passing a SRES and a GSM Cciphering Kkey to the
MEmebiestation.

4.3.2.3 Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and
checks the validity of the response (see GSM 03.20.in case of a GSM authentication challenge respective TS
33.102 in case of an UMTS authentication challenge).

4324 Ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets.In a GSM authentication
challenge, from a challenge parameter RAND both the authentication response parameter SRES and the
GSM ciphering key can be computed given the secret key associated to the IMSI. In aUMTS authentication
challenge, from a challenge parameter RAND, the authentication response parameter RES and the UMTS
ciphering key and the UMTS integrity key can be computed given the secret key associated to the IMSI.

In order to allow start of ciphering on a RR connection without authentication, the ciphering key sequence
numbers are introduced. The ciphering key sequence number is managed by the network in the way that the
AUTHENTICATION REQUEST message contains the ciphering key sequence number allocated to the
GSM ciphering key{s) (in case of a GSM authentication challenge) or the UMTS ciphering key and the
UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND
parameter carried in that message.

The mobile station stores theis ciphering key sequence number with the GSM ciphering key{s); (in case of a
GSM authentication challenge) and the UMTS ciphering key and the UMTS integrity key (in case of a
UMTS authentication challenge) and indicates to the network in the first message (LOCATION UPDATING




REQUEST, CM SERVICE REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST)
which ciphering key sequence number the stored GSM ciphering key (in case of a GSM authentication
challenge) or set of UMTS ciphering and UMTS integrity keys (in case of a UMTS authentication challenge)
has.

When the deletion of the ciphering key sequence number is described this also means that the associated
GSM ciphering key{s), the UMTS ciphering key and the UMTS integrity key shall be considered asinvalid
(i.e. the established GSM security context or the UMTS security context is no longer valid).

In GSM, Fthe network may choose to start ciphering with the stored GSM ciphering key{s) (under the
restrictions given in GSM 02.09) if the stored ciphering key sequence number and the one given from the
mobile station are equal .

In UMTS, the network may choose to start ciphering and integrity with the stored UMTS ciphering key and
UMTS integrity key (under the restrictions given in GSM 02.09 and TS 33.102) if the stored ciphering key
sequence number and the one given from the mobile station are equal.

NOTE: Insome specificationsthe term KSI (Key Set |dentifier) might be used instead of the term
ciphering key sequence number.

4.3.25 Authentication not accepted by the network

If authentication fails, i.e. if the responseis not valid, the network may distinguish between the two different
ways of identification used by the mobile station:
- the TMSI was used;

- theIMSI| was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given
by the mobile station then differs from the one the network had associated with the TM S, the authentication
should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e.
authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an
AUTHENTICATION REJECT message should be transferred to the mobile station.

After having sent this message, all MM connectionsin progress (if any) are released and the network should
initiate the RR connection release procedure described in section 3.5.0f 04.18 (GSM) or in TS 25.331
(UMTS).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update statusin
the SIM to U2 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key
sequence number. The SIM shall be considered as invalid until switching off or the SIM is removed.

If the AUTHENTICATION REJECT message is received in the state IMS| DETACH INITIATED the
mobile station shall follow section 4.3.4.3 of 04.18 (GSM) or in TS 25.331 (UMTS).

If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any
MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210
or T3230 (if running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR
NETWORK COMMAND, expecting the release of the RR connection. If the RR connection is not released
within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. In both
cases, either after a RR connection release triggered from the network side or after a RR connection abort
requested by the MS-side, the MS enters state MM IDLE, substate NO IMSI. If the MS has a separate
ongoing RR connection to a different core network node, it shall consider this separate connection as till
being good.

43251 Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the M S to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.

A R99 GSM-only M S connected to a R99 core network (even using the GSMBSS radio access) shall support
a UMTS authentication challenge.

Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:



a) MAC codefailure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be
invalid, it shall send aCS AUTHENTICATION FAILURE message (9.2.3a) to the network, with
the failure cause ‘CS MAC failure’ (see 33.102). Thereafter the procedural behaviour is ffs.

b) SON failure

If the MS considers the SON (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aCS AUTHENTICATION FAILURE message (9.2.33) to the network, with
the failure cause ‘' CS Synch failure’ and parameters provided by the SIM (see 33.102) Upon
receipt of this message, the core network may renegotiate with the HLR/AuC and provide the MS
with new authentication parameters.

NOTE: Actions might vary according to the presence/absence of an integrity protected connection to a
different core network node.

4.3.2.6 Abnormal cases

(a) RR connection failure:
Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE isreceived,
the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3260:
The authentication procedure is supervised on the network side by the timer T3260. At expiry of this
timer the network may release the RR connection. In this case the network shall abort the
authentication procedure and any ongoing MM specific procedure, release all MM connections if any,
and initiate the RR connection release procedure described in section 3.5.

nmobi l e station net wor k
AUT REQ
s Start T3260
AUT RES
------------------ > Stop T3260
a
At ke
< - - - - - -4 -4 - -
(b)
Figure 4.2/TS 24.008: Authentication sequence: (a) authentication; (b) authentication
rejection.
4.3.2.7 Use of established security contexts

In GSM, in the case of an established GSM security context, the GSM ciphering key shall be taken into use
by the ME when any valid CIPHERING MODE COMMAND isreceived during an RR connection (the
definition of avalid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2).

In GSM, in the case of an established UMTS security context, the GSM ciphering key shall be taken into use
by the MS when avalid CIPHERING MODE COMMAND is received during an RR connection (the
definition of avalid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2). The
network shall derive a GSM ciphering key from the UMTS ciphering key and the UMTS integrity key by
using the conversion function named “c3” defined in TS 33.102.

INn UMTS, in the case of an established GSM security context, the ME shall derive aUMTS ciphering key
and aUMTS integrity key from the GSM ciphering key by using the conversion functions named “c4” and
“ch” defined in TS 33.102. The derived UMTS ciphering key and UMTS integrity key shall be taken into use
by the MS when avalid SECURITY MODE COMMAND indicating CS domain is received during an RR
connection (the definition of avalid SECURITY MODE COMMAND messageisgivenin TS 25.331). The
network shall derive aUMTS ciphering key and aUMT S integrity key from the GSM ciphering key by using
the conversion functions named “c4” and “c5” defined in TS 33.102.




In UMTS, in the case of an established UMTS security context, the UMTS ciphering key and UMTS
integrity key shall be taken into use by the MS when avalid SECURITY MODE COMMAND indicating CS
domain is received during a RR connection (the definition of avalid SECURITY MODE COMMAND

messageisgivenin TS 25.331).

NOTE: InUMTSand GSM, during an ongoing, already ciphering and/or integrity protected RR
connection, the network might initiate a new Authentication procedure in order to establish a
new GSM/UMTS security context. The new keys are taken into use in the M S when a new
valid SECURITY MODE COMMAND indicating CS domainin UMTS, or anew valid
CIPHERING MODE COMMAND in GSM, isreceived during the RR connection.
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4.3.2.7 Handling of keys at intersystem change from UMTS to GSM

At intersystem change from UM TS to GSM, ciphering may be started (see GSM 04.18) without any new

authentication procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the

current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GSM ciphering key according to Table 4.3.2.7.1.

Table 4.3.2.7.1/TS 24.008: Intersystem change from UMTS to GSM

Security context established in M S and

At intersystem change to GSM:

network in UMTS

GSM security context

An ME shall apply the GSM cipher key received from the GSM

security context residing in the SIM.

UMTS security context

An ME shall apply the GSM cipher key derived by the SIM
from the UMTS cipher key and the UMTS integrity key.

NOTE A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key

and the derived GSM cipher key to the ME independent on the current radio access being

UMTS or GSM.

4.3.2.8 Handling of keys at intersystem change from GSM to UMTS

At intersystem change from UM TS to GSM, ciphering and integrity may be started (see TS 25.331) without

any new authentication procedure. Deduction of the appropriate security keys for ciphering and integrity

check in UMTS, depend on the current GSM/UMTS security context stored in the M S and the network.

The ME shall handle the UMTS cipher key and the UMTS integrity key according to Table 4.3.2.8.1.

Table 4.3.2.8.1/TS 24.008: Intersystem change from GSM to UMTS

Security context established in MS and

At intersystem changeto UMTS:

network in GSM

GSM security context

An ME shall derive the UMTS cipher key and UMTS integrity
key from the GSM cipher key provided by the SIM. The
conversion functions named “c4” and “c5” in TS 33.102 are
used for this purpose.

UMTS security context

An ME shall apply the UMTS ciphering key and the UMTS
integrity key received from the UMTS security context residing
inthe SIM.

NOTE A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key

and the derived GSM cipher key to the ME independent on the current radio access being

UMTS or GSM.
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4.7.7.°7 Handling of keys at intersystem change from UMTS to GSM

At an intersystem change from UM TS to GSM, ciphering may be started (see GSM 04.64 [76]) without any
new authentication and ciphering procedure. Deduction of the appropriate security key for ciphering in GSM,
depends on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GPRS GSM ciphering key according to Table 4.7.7.7.1.

Before any initiall GMM message is sent in the new cell in GSM, the GMM layer in the M S shall notify the
LLC layer if ciphering shall be used or not. If yes, the GPRS GSM ciphering key and the applicable
ciphering algorithm according to the stored Ciphering Algorithm |E in the M S shall also be indicated to the
LLC layer (see GSM 04.64 [76]).

Table 4.7.7.7.1/TS 24.008: Intersystem change from UMTS to GSM

Security context established in M S and At intersystem change to GSM:
network in UMTS

GSM security context An ME shall apply the GPRS GSM cipher key received from
the GSM security context residing in the SIM.

UMTS security context An ME shall apply the GPRS GSM cipher key derived by the
SIM from the GPRS UMTS cipher key and the GPRSUMTS
integrity key.

NOTE A SIM with UMTS security context, passes the GPRS UMTS ciphering key, the GPRS UMTS
integrity key and the derived GPRS GSM ciphering key to the M E independent on the current
radio access being UMTS or GSM.

4.7.7.8 Handling of keys at intersystem change from GSM to UMTS

At an intersystem change from GSM to UMTS, ciphering and integrity may be started (see TS 25.331)
without any new authentication and ciphering procedure. Deduction of the appropriate security keys for
ciphering and integrity check in UMTS, depend on the current GSM/UMTS security context stored in the MS
and the network.

The ME shall handle the GPRS UMTS cipher key and the GPRS UMTS integrity key according to Table
4.7.7.8.1.

Table 4.7.7.8.1/TS 24.008: Intersystem change from GSM to UMTS

Security context established in MS and At intersystem changeto UMTS:
network in GSM

GSM security context An ME shall derive the GPRS UMTS cipher key and GPRS
UMTS integrity key from the GPRS GSM cipher key provided
by the SIM. The conversion functions named “c4” and “c5” in
TS 33.102 are used for this purpose.

UMTS security context An ME shall apply the GPRS UMTS ciphering key and the
GPRS UMTS integrity key received from the UMTS security
context residing in the SIM.

NOTE A SIM with UMTS security context, passes the GPRS UMTS ciphering key, the GPRS UMTS
integrity key and the derived GPRS GSM ciphering key to the M E independent on the current
radio access being UMTS or GSM.
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Elementary procedures for Mobility Management

4.1 General

This section describes the procedures used for mobility management for non-GPRS services and for GPRS-services at
the radio interface (Reference Point Um and Uu).

The main function of the Mobility Management sublayer isto support the mobility of user terminals, such asinforming
the network of its present location and providing user identity confidentiality.

A further function of the MM sublayer isto provide connection management services to the different entities of the
upper Connection Management (CM) sublayer (see TS 24.007).

There are two sets of procedures defined in this chapter:
- MM procedures for non-GPRS services (performed by the MM entity of the MM sublayer); and

- GMM procedures for GPRS services (performed by the GMM entity and GMM-AA entity of the MM sublayer),
see TS 24.007 [20].

All the MM procedures described in this section can only be performed if a RR connection has been established
between the M S and the network. Else, the MM sublayer has to initiate the establishment of a RR connection (see GSM
04.18 section 3.3 and TS 25.331 section 8.2.3). The GMM procedures described in this section, use services provided
by the RR sublayer without prior RR connection establishment.

GMM procedures are mandatory and applicable only for GPRS M Ss and networks supporting those M Ss. For GPRS
MSswhich are IMSI attached for both GPRS and non-GPRS services, some MM procedures are replaced by GMM
combined procedures provided that the network operates in network operation mode 1, i.e. is supporting combined
GMM procedures. GMM combined procedures are not applicable for the GPRS M S operation mode C but are
mandatory for the GPRS M S operation modes A and B and networks supporting network operation mode |, see

TS 23.060.

4.1.1 MM and GMM procedures

41.1.1 Types of MM and GMM procedures
Depending on how they can be initiated, three types of MM procedures can be distinguished:
1) MM common procedures:

A MM common procedure can always be initiated whilst a RR connection exists. The procedures belonging to
thistype are:

Initiated by the network:

- TMS redlocation procedure;
- authentication procedure;

- identification procedure;

- MM information procedure;

- abort procedure.

However, abort procedureis used only if an MM connection is being established or has already been
established i.e. not during MM specific procedures or during IMSI detach procedure, see section 4.3.5.

Initiated by the mobile station:

- IMSI detach procedure (with the exceptions specified in section 4.3.4).
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ii) MM specific procedures:

A MM specific procedure can only beinitiated if no other MM specific procedureis running or no MM
connection exists. The procedures belonging to thistype are:

- normal location updating procedure;
- periodic updating procedure;
- IMSI attach procedure.

iii) MM connection management procedures:

These procedures are used to establish, maintain and release a MM connection between the mobile station and the
network, over which an entity of the upper CM layer can exchange information with its peer. A MM connection
establishment can only be performed if no MM specific procedure is running. More than one MM connection may be
active at the same time. Depending on how they can be initiated, two types of GMM procedures can be distinguished:

i) GMM common procedures:
Initiated by the network when a GMM context has been established:
- P-TMSI (re-) alocation;
- GPRS authentication and ciphering;
-  GPRSidentification;
- GPRSinformation.
ii) GMM specific procedures:

Initiated by the network and used to detach the IMSI in the network for GPRS services and/or non-GPRS
services and to release a GMM context:

- GPRS detach.

Initiated by the M S and used to attach or detach the IMSI in the network for GPRS services and/or non-
GPRS services and to establish or release a GMM context:

- GPRS attach and combined GPRS attach;

- GPRS detach and combined GPRS detach.

Initiated by the MS when a GMM context has been established:

- normal routing area updating and combined routing area updating;

- periodic routing area updating.

41.1.1.1 Integrity Checking of Signalling Messages in the Mobile Station

In UMTS only, integrity protected signalling is mandatory. In UMTS only, all protocols shall use integrity protected
signalling. Integrity protection of all layer 3 signalling messages is the responsibility of lower layers. It isthe network
which activates integrity protection. Thisis done using the security mode control procedure (TS 25.331).

MM and GMM signalling messages have to be checked for integrity by the MS on a per-message basis. Some
MM/GMM messages shall be processed regardless of whether or not integrity protection was activated. Lower layers
in the M S provide MM/GMM with an indication for every MM/GMM message as to the result of the integrity checking

process:

No integrity check performed;

Integrity check performed and was successful; or

Integrity check performed and was unsuccessful.
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Integrity checking on the network side is performed by the RNC and isdescribed in TS 25.413

Not all MM/GMM messages are integrity protected. Therefore, the following MM/GMM messages shall not be
discarded by the MM/GMM entity of the MS, regardless of whether they pass or fail the integrity check:

MM messages.
- AUTHENTICATION REQUEST

- AUTHENTICATION FAILURE

- AUTHENTICATION REJECT

- IDENTITY REQUEST

- LOCATION UPDATING REJECT

- CM SERVICE REJECT

GMM messages:
- AUTHENTICATION & CIPHERING REQUEST

- AUTHENTICATION & CIPHERING FAILURE

- AUTHENTICATION & CIPHERING REJECT

- IDENTITY REQUEST

- ATTACH REJECT

- ROUTING AREA UPDATE REJECT

- SERVICE REJECT (UMTS only)

The receiving layer 3 entity in the M S shall not process any other layer 3 signalling messages unless they have been
successfully integrity checked by the lower layers. If any signalling messages, having not successfully passed the
integrity check, are received by layer 3, the M S shall discard that message.
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43251 Authentication not accepted by the MS

In aUMTS authentication challenge, the authentication procedure is extended to allow the M S to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.
A R99 GSM-only M S connected to a R99 core network (even using the BSS radio access) shall support a
UMTS authentication challenge.
Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:

a) MAC codefailure

If the MS considers the MAC code (supplied by the core network inthe AUTN parameter) to be
invalid, it shall send aCS AUTHENTICATION FAILURE message (9.2.3a) to the network, with
the failure cause ‘GS-MAC failure’ (see 33.102). Thereafter the procedural behaviour isffs.

b) SON failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aCS AUTHENTICATION FAILURE message (9.2.3a) to the network, with
the failure cause ‘€S-Synch failure’ and parameters provided by the SIM (see 33.102) Upon
receipt of this message, the core network may renegotiate with the HLR/AuC and provide the MS
with new authentication parameters.

NOTE: Actions might vary according to the presence/absence of an integrity protected connectionto a
different core network node.

9.2.3a.1 Response from SIM

This IE shall be sent if and only if the reject cause was ‘€S-sSynch failure.” It shall include the response to
the authentication challenge from the SIM, which is made up of the RANDy,s and the AUTS parameters (see
TS 33.102).

4.7.75.1 Authentication not accepted by the MS

In aUMTS authentication challenge, the authentication procedure is extended to allow the M S to check the
authenticity of the core network. Thus allowing, for instance, detection of false base station.
Following a UM TS authentication challenge, the MS may reject the core network, on the grounds of an
incorrect AUTN parameter (see TS 33.102). This parameter contains two possible causes for authentication
failure:

a) MAC codefailure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be
invalid, it shall send aPS AUTHENTICATION FAILURE message (9.2.33) to the network, with
the failure cause ‘PS-MAC failure’ and parameters provided by the SIM (see TS 33.102). Thereafter
the procedural behaviour isffs.

b) SON failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of
range, it shall send aPS AUTHENTICATION FAILURE message (9.2.33) to the network, with the
failure cause ‘PS-Synch failure’ and parameters provided by the SIM (see 33.102) Upon receipt of
this message, the core network may renegotiate with the HLR/AuC and provide the MS with new
authentication parameters.
Note:  Actions might vary according to the presence/absence of an integrity protected connection to a
different core network node.



9.4.10a.1 Response from SIM

This IE shall be sent if and only if the GMM cause was ‘PS-sSynch failure.” It shall include the response to
the authentication challenge from the SIM, which is made up of the RANDy,s and the AUTS parameters (see
TS 33.102).

10.5.3.2.2 Response from SIM (UMTS authentication challenge only)

The purpose of the Response from SM information element isto provide the network with the necessary
information to begin a re-authentication procedure (see TS 33.102) in the case of a‘PS-sSynch failure’-era
“CSsynehfaiture following a UMTS authentication challenge.
The Response from SIM |E is coded as shown in figure 10.5.76.2/TS 24.008 and table 10.5.90.2/TS 24.008.
The Response from SIM |E is atype 4 information element with a minimum length of 30 octets and a
maximum length of 32 octets.

Figure 10.5.76.2/TS 24.008 Response from SIM information element (UMTS authentication

challenge only)

8 7 6 5 4 3 2 1
Response from SIM | El octet 1
Length of Response from SI M contents octet 2
Response from SIM octet 3

octet 32

Table 10.5.90.2/TS 24.008: Response from SIM information element

Response from SIM value (octet 3 to 32)

This contains RANDw and AUTS (see TS 33.102)

10.5.3.6 Reject cause

The purpose of the Reject Cause information element is to indicate the reason why a request from the mobile
station is rejected by the network.
The Reject Cause information element is coded as shown in figure 10.5.81/TS 24.008 and table 10.5.95/TS
24.008.
The Reject Cause is atype 3 information element with 2 octets length.

8

7 6 5 4 3 2 1
oo o e e e o e e e e e e e e e ee e +
| Reject cause IEI octet 1
s
reject cause value octet 2
o +

Figure 10.5.81/TS 24.008 Reject Cause information element



Table 10.5.95/TS 24.008: Reject Cause information element

Reject cause value (octet 2)
Bits

IMSI unknown in HLR

Illegal MS

IMSI unknown in VLR

IMET not accepted

Illegal ME

PLMN not allowed

Location Area not allowed
Roaming not allowed in this

OO OOOOOO
OOOOOOOO
OO OOOOOO»™
OO OOOOOOU
RPRORRRFROOW
OORrRRrRPOOREN
RPORORORrROR

MAC failure
Synch failure
Congestion
Service option not supported
Requested service option
not subscribed
Service option temporarily
out of order
Call cannot be identified
}
}  retry upon entry into a new cell
}
Semantically incorrect message
Invalid mandatory information
Message type non-existent
or not implemented
Message type not compatible with
the protocol state
Information element non-existent
or not implemented
Conditional IE error
Message not compatible with
the protocol state
Protocol error, unspecified

(@} OO (@] (@] OOOO OO O OO oo P
= == [ [ PR RPRO OO O OO gOoOoP P
= == [ = PR OR == = RPROOOoOP P
OO (@] (@] OO RO O OOHHRFRRFR,DOP
= OO (@] (@] OO OO (@] OO OO PR OOOOO ™
= == (@] O OO o (@] OOHHRF O K
OO = = OO o = OOHOOOHK K
= = O [ O RORRE OO O RPOOHORK K

(@}
Y

Any other value received by the mobile station
shall be treated as 0010 0010, 'Service option
temporarily out of order'. Any other wvalue received
by the network shall be treated as 0110 1111,
'Protocol error, unspecified'.

NOTE: The listed reject cause values are defined in
Annex G.

10.5.5.14 GMM cause

The purpose of the GMM cause information element is to indicate the reason why a GMM request from the
mobile station is rejected by the network.

The GMM cause information element is coded as shown in figure 10.5.129/TS 24.008 and table 10.5.147/TS
24.008.

The GMM cause is atype 3 information element with 2 octets length.

8 7 6
5 4 3
2 1
GW cause | El octet 1
Cause val ue octet 2

Figure 10.5.129/TS 24.008: GMM cause information element



Table 10.5.147/TS 24.008: GMM cause information element

Cause val ue (octet 2) =
Bits
87654321
00O00O 1 0 IMIl unknown in HLR
00000011 M5

I'l egal
I1legal M

o
o

|
00000110
00000111 GPRS services not allowed
00001000 GPRS services and non- GPRS services
not al |l owed
00001001 M identity cannot be derived by the
net wor k
000021010 Inplicitly detached
00001011 PLMWM not allowed
00001100 Location Area not allowed
00001101 Roanming not allowed in this

| ocation area

| B 0 A

MSC tenporarily not reachable
Net work failure

MAC failure

Synch failure
Congestion

(@]

, OO O O OOFr F+»r Oggooo

retry upon entry into a new cell

Semantically incorrect nessage
I nvalid nandatory infornation
Message type non-exi stent
or not i npl enented
Message type not conpatible with
the protocol state
I nformation el enent non-exi stent
or not i npl enent ed
Conditional |E error
Message not conpatible with
the protocol state
1 Protocol error, unspecified

O OO O O OO0 O oOoggooo
F PR P P PR O OQO0OO0o0o
F Pk kP PO PQQOOO0O
OO O O OOoOFr FPFPHHEEFRPE
PR, O O OOFr Pk OHHFOO
, OO + P OOFr Fr»r OHgOoOOoOOo
RO P O FRPOFr Fk OgHORrOo

0

Any ot her val ue received by the nobile station
shal | be treated as 0110 1111, 'Protocol error,"’
unspeci fied'. AnK ot her val ue received

b?:/) the network shall be treated as 0110 1111,
"Protocol error, unspecified' .

1

NOTE: The |Ilisted reject cause values are defined in
Annex G

Annex G (informative):
GSM specific cause values for mobility management

G.3 Causes related to PLMN specific network failures and
congestion / Authentication Failures

Cause value = -CS-20 MAC failure
This cause is sent to the MSC-network if the SIM detects that the MAC in the authentication request
message is not fresh (see TS 33.102)



Cause value = 1521 €S-Synch failure
This cause is sent to the MSC-network if the SIM detects that the SQN in the authentication request
message is out of range (see TS 33.102)

Cause value = 17 Network failure
This cause is sent to the MS if the MSC cannot service an MS generated request because of PLMN
failures, e.g. problemsin MAP.

Cause value = 22 Congestion
This cause is sent if the service request cannot be actioned because of congestion (e.g. no channel,
facility busy/congested etc.)

G.6 Additional cause codes for GMM

Cause value = 7 GPRS services not allowed
This cause is sent to the MSif it requests an IM Sl attach for GPRS services, but is not allowed to
operate GPRS services.

Cause value = 8 GPRS services and non-GPRS services not allowed
This cause is sent to the MSif it requests a combined IMSI attach for GPRS and non-GPRS services,
but is not allowed to operate either of them.

Cause value = 9 M Sidentity cannot be derived by the network
This cause is sent to the MS when the network cannot derive the MS'sidentity from the P-TM S in case
of inter-SGSN routing area update.

Cause value = 10 Implicitly detached
This cause is sent to the MS either if the network has implicitly detached the MS, e.g. some while after
the Mobile reachable timer has expired, or if the GMM context data related to the subscription dose
not exist in the SGSN e.g. because of a SGSN restart.

Cause value = 16 MSC temporarily not reachable
This cause is sent to the MSif it requests a combined GPRS attach or routing are updating ina PLMN
where the MSC istemporarily not reachable viathe GPRS part of the GSM network.
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9.4.10a PS Authentication Failure (UMTS authentication challenge)

This message is sent by the mobile station to the network to indicate that authentication of the network has
failed. See table 9.4.10a/TS 24.008.
Message type:PSAUTHENTICATION FAILURE

Significance: dual
Direction: mobile station to network

Table 9.4.10a/TS 24.008: PS AUTHENTICATION FAILURE message content

|El I nfor mation element Type/ Reference Presence Format | Length
Mobility management Protocol discriminator M Y 12
Protocol discriminator 10.2
Skip Indicator Skip Indicator M \ 12
10.3.1
PS Authentication Failure Message type M Y 1
M essage type 10.4
GMM Cause GMM Cause M Vv 1
10.5.5.14
30 Response from SIM Response from SIM (0] TLV 30-32
10.5.3.2.2

9.4.10a.1 Response from SIM

ThisIE shall be sent if and only if the GMM cause was ‘' PS synch failure.” It shall include the response to
the authentication challenge from the SIM, which is made up of the RANDy,s and the AUTS parameters (see
TS 33.102).
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4.7.7.2 Authentication and ciphering response by the MS

An MSthat is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING
REQUEST message at any time.

In a GSM authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message
includes the authentication parameters RAND and GPRS CK SN, then upon receipt of the message, the MS
processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE
message to the network. The value of the received A& C reference number information element shall be
copied into the A& C reference number information element in the AUTHENTICATION AND CIPHERING
RESPONSE message. The new GPRS ciphering key calculated from the challenge information shall
overwrite the previous one. It shall be stored and shall be loaded into the ME before the
AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The GPRS ciphering key
sequence number shall be stored together with the calculated ciphering key.

In aUMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message
includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the
message, the M S processes the challenge information and sendsan AUTHENTICATION AND CIPHERING
RESPONSE message to the network. The value of the received A& C reference number information element
shall be copied into the A& C reference number information element in the AUTHENTICATION AND
CIPHERING RESPONSE message. The new ciphering keys calculated from the challenge information shall
overwrite the previous ones and be stored on the SIM before the AUTHENTICATION RESPONSE message
istransmitted. The ciphering keys stored on the SIM shall be loaded into the ME when any valid
SECURITY MODE COMMAND isreceived during an RR connection (the definition of avalid SECURITY
MODE COMMAND message is given in GSM04.18 section 3.4.7.2).

INnUMTS, an M S capable of UMTS only shall ignore the Ciphering Algorithm IE in the
AUTHENTICATION AND CIPHERING REQUEST message. An M S capable of both UMTS and GSM
shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING
REQUEST message in order to be used at an inter system change from UMTS to GSM.

In GSM, if the AUTHENTICATION AND CIPHERING REQUEST message does not include either the
GPRS or the UMTS authentication parameters (RAND and GPRS CKSN or RAND, AUTN and GPRS
CKSN), then upon receipt of the message, the MSreplies by sending an AUTHENTICATION AND
CIPHERING RESPONSE message to the network.

In GSM, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which
algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).



	NP-000100.doc
	n1-000548.doc
	n1-000475.doc
	n1-000189.doc
	n1-000188(authrejectmess).doc
	n1-000536(gmmauthproc).doc
	n1-000562(mmauthproc).doc
	n1-000381(handlingofcskeys).doc
	n1-000380(handlingofgprskeys).doc
	n1-000534.doc
	n1-000186(reject causes).doc
	n1-000042(resp. from sim).doc
	n1-000041(ciph alg. ie in umts).doc

