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8 Stand-alone operation of the VLR

In a 2G authentication regime, triplets, regardless of its nature (generated in a 2G AuC or derived from quintupletsin a

3G VLR or a3G HLR), may be reused when no unused authentication triplets are availablein the VLR for an IMS]
record. It is an operator option to define how many times an authentication triplet may be reused in the VLR.

In a 3G authentication regime, quintuplets, regardless of its nature (generated in a 3G AuC or derived from tripletsin a
3G VLR), shall not be reused when no unused authentication quintuplets are available in the VLR for an IM Sl record.

If the Update L ocation response contains an error different from "Unknown Subscriber" or "Roaming Not Allowed" or
if there is a parameter problem (e.g. no HLR number included), no error shall be indicated to the MSC and the IMSI
record in the VLR shall not be affected, provided that the associated " Subscriber Data Confirmed by HLR" indicator is
in the "Confirmed" status.

9 Stand-alone operation of the SGSN

In a 2G authentication regime, triplets, regardless of its nature (generated in a 2G AuC or derived from quintupletsin a
3G SGSN or a3G HLR), may be reused when no unused authentication triplets are available in the SGSN for an IM S|
record. It is an operator option to define how many times an authentication triplet may be reused in the SGSN.

In a 3G authentication regime, quintuplets, regardless of its nature (generated in a3G AuC or derived from tripletsin a
3G SGSN), shall not be reused when no unused authentication quintuplets are available in the SGSN for an IMSI
record.
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2 3G aa.bbb Version x.y.z(YYYY-MM)

2.3.2 The Ciphering Key Sequence Number (CKSN)

The Ciphering Key Sequence Number (CKSN) is used to ensure GSM authentication information (Kc) consistency
between the MS and the VLR and between the M S and the SGSN.

CKSN and its handling are defined in GSM 04.08 and GSM 03.20. It is atemporary subscriber dataand is stored in the
VLR and in the SGSN.
2.3.X  The Key Set Identifier (KSI)

The Key Set Identifier (KSI) is used to ensure UMTS authentication information (CK and IK) consistency between the
MS and the VLR and between the MS and the SGSN.

KSl and its handling are defined in UMTS TS 24.008 and UMTS TS 33.102. |t istemporary subscriber dataand is
stored in the VLR and the SGSN.
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2.3 Data related to authentication and ciphering

2.3.1 Random Number (RAND), Signed Response (SRES) and Ciphering
Key (Kc)

Random Number (RAND), Signed Response (SRES) and Ciphering Key (Kc) form atriplet ef-vectors used for
authentication and encryption as defined in GSM 03.20.

A-set-of up-to-5-triplet-valuesisFor GSM users, triplet vectors are calculated in the 2G AuC and provided to the 2G
HLR (see GSM 12.03), provided-to-and-stored-in-and for UM TS userstriplet vectors are derived from quintuplet
vectorsin the 3G HLR or 3G VLR, if needed ( see UMTS TS 33.102).-and-sent-to-the \V LR-and-to-the SGSN-on

request

A set of up to 5 triplet values are sent from the 2G HLR to the VLR and the SGSN on reguest. These data are
temporary subscriber data conditionally stored in the HLR;-the VLR and the SGSN.

2.3.X Random Challenge (RAND), Expected Response (XRES), Cipher
Key (CK), Integrity Key(IK) and Authentication Token(AUTN)
Random Challenge (RAND), Expected Response (XRES), Cipher Key (CK), Integrity Key(IK) and Authentication

Token(AUTN) form a quintuplet vector used for user authentication, data confidentiality and data integrity as defined
inUMTS TS 33.102.

When both HLR and VLR or SGSN are 3G, a set of quintuplet vectors are calculated in the AuC, and up to 5
quintuplets are sent from the HLR to the VLR and to the SGSN on request (see UMTS TS 29.002). These data are
temporary subscriber data conditionally stored in the HLR, the VLR and the SGSN.

Whenthe HLR is 2G and the VLR or SGSN are 3G, quintuplet vectors are derived by the 3G VLR or SGSN from the
received triplet vectors from the HLR, if needed (see UMTS TS 33.102)

*************NEXT MODI I:I CATION*********************************

4 Accessing subscriber data

It shall be possible to retrieve or store subscriber data concerning a specific MS from the HLR by use of each of the
following references:

- International Mobile Subscriber Identity (IMSI);
- Mobile Station ISDN Number (MSISDN)

It shall be possible to retrieve or store subscriber data concerning a specific MS from the VLR by use of each of the
following references:

- International Mobile Subscriber Identity (IMSI);
- Temporary Mobile Subscriber Identity (TMSI).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the SGSN by use of each of the
following references:

- International Mobile Subscriber Identity (IMSI);
Packet Temporary Mabile Subscriber identity (P-TMSI).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the GGSN by use of each of the
following references:

- International Mobile Subscriber Identity (IMSI);

See clause 3 for explanation of M, C, T and P in table 1 and table 2.

3GPP
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Table 1: Overview of data stored for non-GPRS Network Access Mode

PARAMETER

| SUBCLAUSE | HLR | VLR |[TYPE]|

IMSI

Network Access Mode

International MS ISDN number
multinumbering MSISDNs

Basic MSISDN indicator

MSISDN-Alert indicator

TMSI

LMSI

Mobile Station Category

RAND, SRES and Kc

RAND, XRES, CK, IK and AUTN
Ciphering Key Sequence Number
MSRN

Location Area Identity

VLR number

MSC number

HLR number

Subscription restriction

RSZI lists

Zone Code List

MSC area restricted flag

LA not allowed flag

ODB-induced barring data

Roaming restriction due to unsupported feature
Cell ID

LSA Identity

LSA Priority

LSA Only Access Indicator

LSA Active Mode Indicator

VPLMN Identifier

Provision of bearer service

Provision of teleservice

BC allocation

IMSI detached flag

Confirmed by Radio Contact indicator
Subscriber Data Confirmed by HLR indicator
Location Information Confirmed in HLR indicator
Check SS indicator

MS purged for non-GPRS flag

MNRR

Subscriber status

Barring of outgoing calls

Barring of incoming calls

Barring of roaming

Barring of premium rate calls

Barring of supplementary service management
Barring of registration of call forwarding
Barring of invocation of call transfer
Operator determined barring PLMN-specific data
Handover Number

Messages Waiting Data

Mobile Station Not Reachable Flag
Memory Capacity Exceeded Flag

2111
2.11.2
21.2
2.13
2131
2.1.3.2
214
2.1.8
221
2.3.1
2.3.X
232
24.1
242
245
2.4.6
247
2.4.9
24101
2.4.10.2
2411
2.4.12
24151
2.4.15.2
2.4.16
24X.1
24.X2
2.4.X.3
2.4.X.4
2.4.X.5
251
252
253
271
2741
2.7.4.2
2743
2744
275
2.7.7
28.1
2.8.2.1
2.8.2.2
2.8.2.3
28.2.4
2.8.2.5
2.8.2.6
2.8.2.7
283
291
2.10.1
2.10.2
2.10.3

Note
Note

Note

Note

Note

Note
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(continued)
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Table 1 (concluded): Overview of data stored for non-GPRS Network Access Mode

PARAMETER | SUBCLAUSE | HLR | VLR |[TYPE]|
Trace Reference 2111 C C P
Trace Type 2.11.2 C C P
Operations Systems Identity 2.11.3 C C P
HLR Trace Type 2114 C - P
MAP Error On Trace 2.115 C - T
Trace Activated in VLR 2.11.6 C C T
Foreign Subscriber Registered in VLR 2117 - C P Note
VGCS Group Membership List 2.12.1 C C P
VBS Group Membership List 2.12.2 C C P
Broadcast Call Initiation Allowed List 2.12.2.1 C C P
Originating CAMEL Subscription Information 21411 C C P
Terminating CAMEL Subscription Information 2.14.1.2 C - P
Location Information/Subscriber state Information 2.14.1.3 C - P
USSD CAMEL subscription information(U-CSI) 2.14.1.4 C - P
SS invocation notification (SS-CSlI) 2.14.1.5/3.2 C P
FTN translation information flag(TIF-CSI) 2.14.1.6 C - P
USSD General CAMEL service information (UG-CSI) 2.14.2 C - P
Negotiated CAMEL Capability Handling 2.14.2 C - T

3GPP
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Table 2: Overview of data used for GPRS Network Access Mode

PARAMETER

| Subclause | HLR | VLR | SGSN GGSN TYPE |

IMSI

Network Access Mode
International MS ISDN number
multinumbering MSISDNs
Basic MSISDN indicator
MSISDN-Alert indicator
P-TMSI

TLLI

Random TLLI

IMEI

RAND/SRES and Kc

RAND, XRES, CK, IK, AUTN
Ciphering Key Sequence Number
Selected Ciphering Algorithm
Current Kc

P-TMSI Signature

Routing Area Identity

Cell Global Identification
SGSN Number

GGSN Number

VLR Number

RSZI Lists

Zone Code List

LA not allowed flag

SGSN area restricted flag

Roaming Restriction in the SGSN ..

Cell ID

LSA Identity

LSA Priority

LSA Only Access Indicator
LSA Active Mode Indicator
VPLMN Identifier
Provision of teleservice
Transfer of SM option
Subscriber Status

Barring of outgoing calls
Barring of roaming

ODB PLMN-specific data
MM State

Subscriber Data Confirmed by HLR Indicator
Location Info Confirmed by HLR Indicator

MS purged for GPRS flag
MNRG

MNRR

Trace Activated in SGSN
PDP Type

PDP Address

NSAPI

PDP State

New SGSN Address
Access Point Name
GGSN Address in Use
VPLMN Address Allowed
Dynamic Address

SGSN Address
GGSN-list

2111 M M M P Note
2.1.1.2 - C(a) - P Note
2.1.2 M M -
2.1.3 - - -
2.1.3.1
2.1.3.2
215
2.1.6
2.1.7
2.1.9
231
2.3.X
2.3.2
2.3.3
234
235
2.4.3
244
2.4.8.1
2.4.8.2
2.4.5
2.4.10.1
2.4.10.2
2.4.12
2.4.13
2.4.15.2
2.4.16
24.X1
2.4.X.2
2.4.X.3
2.4.X.4
2.4.X5
25.2
254
281
2.8.2.1
2.8.2.3
2.8.3
2.7.3
2.7.4.2
2.7.4.3
2.7.6
2.7.2
2.7.7
2.11.7
2.13.1
2.13.2
2.13.3
2.13.4
2.135
2.13.6
2.13.7
2.13.8
2.13.9
2.13.10
2.13.11 M - -
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(continued)
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Table 2 (concluded): Overview of data used for GPRS Network Access Mode

PARAMETER | Subclause | HLR | VLR | SGSN GGSN TYPE |
Quality of Service Subscribed 2.13.12 C - C - P
Quality of Service Requested 2.13.13 - - C - T
Quality of Service Negotiated 2.13.14 - - C M T
SND 2.13.15 - - C C T
SNU 2.13.16 - - C C T
DRX Parameters 2.13.17 - - M - T
Compression 2.13.18 - - Cc - T
NGAF 2.13.19 - - C (Gs) - T
Classmark 2.13.20 - - M - T
TID 2.13.21 - - C T
Radio Priority 2.13.22 - - Cc - T
Radio Priority SMS 2.13.23 - - C - T

NOTE: TheHLR column indicates only GPRS related usg, i.e. if the HLR uses a parameter in non-GPRS
Network Access Mode but not in GPRS Network Access Mode, it is not mentioned in thistable 2.
(Gs): The VLR column is applicable if Gsinterface isinstalled. It only indicates GPRS related data to be
stored and is only relevant to GPRS subscribers registered in VLR.

a): This parameter isrelevant in the SGSN only when the Gs interface isinstalled.

NOTE: For specia condition of storage seein the clauses 2.x.y referred-to.
See clause 3 for explanation of M,C,T and Pin table 2.

3GPP
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51.2 Overload control for MAP entities
For all MAP entities, especialy the HLR, the following overload control method is applied:

If overload of aMAP entity is detected requests for certain MAP operations (see tables 5.1/1, 5.1/2, 5.1/3 and 5.1/4)
may be ignored by the responder. The decision as to which MAP Operations may be ignored is made by the MAP
service provider and is based upon the priority of the application context.

Since most of the affected MAP operations are supervised in the originating entity by TC timers (medium) an additional
delay effect is achieved for the incoming traffic.

If overload levels are applicable in the Location Registers the MAP operations should be discarded taking into account
the priority of their application context (seetable 5.1/1 for HLR, table 5.1/2 for MSC/VLR, table 5.1/3 for the SGSN
and table 5.1/4 for the SMLC; the lowest priority is discarded first).

Theranking of priorities given in the tables 5.1/1, 5.1/2, 5.1/3 and 5.1/4 is not normative. The tables can only be seen as
aproposa which might be changed due to network operator/implementation matters.



Table 5.1/1: Priorities of Application Contexts for HLR as Responder

Responder =HLR Initiating Entity
Priority high

Mobility Management

networkLocUp VLR
(updateL ocation),
(restoreDatalv2),
(sendParameters/ivl)

gprsLocationUpdate SGSN
(updateGPRSL ocation/v3),

infoRetrieval VLR/SGSN
(sendAuthenticationlnfo/v2/v3),
(sendParameters/ivl)

msPurging VLR
(purgeM S/v2/v3)

msPurging SGSN
(purgeM S/v3)

Short Message Service
shortM sgGateway GMSC
(sendRoutinglnfoforSM),
(reportSM-DeliveryStatus)
mwdMngt VLR/SGSN
(readyForSM/v2/v3),
(noteSubscriberPresent/v1)

Mobile Terminating Traffic

locInfoRetrieval GMSC
(sendRoutinglnfo)

anyTimeEnquiry gsmSCF
(anyTimel nterrogation)

reporting VLR
(statusReport)

Location Services
locationSvcGateway GMLC
(sendRoutingl nfoforL CS/v3)

Subscriber Controlled Inputs (Supplementary Services)
networkFunctional Ss VLR
(registerSS),
(era%ss) ’
(activateSS),
(deactivateSS),
(interrogateSs),
(registerPassword),
(processUnstructuredSS-Datalvl),
(beginSubscriberActivity/v1)
callCompletion VLR
(registerCCEntry),
(eraseCCEntry)
networkUnstructuredSs VLR
(processUnstructuredSS-Request/v2)

imsiRetrieval VLR
(sendIMSI/2)

gprsLocationlnfoRetrieval GGSN/SGSN
(sendRoutinglnfoForGprs/v3)

failureReport GGSN/SGSN
(failureReport/v3)

Priority low

NOTE: The application context name is the last component but one of the object identifier.
Operation names are given in brackets for information with "/vn" appended to vn only operations.




Table 5.1/3: Priorities of Application Contexts for SGSN as Responder

Responder = SGSN Initiating Entity
Priority high

Mobility and Location Register Management

locationCancel HLR
(cancelLocation v3)

reset HLR
(reset)

subscriberDataM ngt HLR

(insertSubscriberData v3),
(deleteSubscriberData v3)
tracing HLR
(activateTraceMode),
(deactivateTraceMode)

Short Message Service

shortMsgM T-Relay MSC
(MT-ForwardSM v3)
(forwardSM v1/v2)

Network-Requested PDP context activation
gprsNotify HLR
(noteM sPresentForGprs v3),

Priority low

NOTE: The application context name is the last component but one of the object identifier.
Operation names are given in brackets for information with "/vn" appended to vn.

Table 5.1/2: Priorities of Application Contexts for MSC/VLR as Responder




Responder = MSC/VLR Initiating Entity
Priority high
Handover
handoverControl MSC
(prepareHandover/v2),
(performHandover/vl)

Mobility and Location Register Management

locationCancel HLR
(cancelLocation)

reset HLR
(reset)

interVIrInfoRetrieval VLR
(sendl dentification/v2/v3),
(sendParameters/ivl)

subscriberDataM ngt HLR

(insertSubscriberData),
(deleteSubscriberData)
tracing HLR
(activateTraceMode),
(deactivateTraceMode)

Short Message Service

shortMsgM O-Relay MSC/SGSN
(MO-ForwardSM v3)
(forwardSM v1/v2)

shortMsgM T-Relay MSC
(MT-ForwardSM v3)
(forwardSM v1/v2)

shortMsgAlert HLR
(alertServiceCentre/v2),
(alertServiceCentreWithoutResult/v1)

Mobile Terminating Traffic

roamingNbEnquiry HLR
(provideRoamingNumber)

callControl Transfer MSC
(resumeCallHandling)

subscriberlnfoEnquiry HLR
(provideSubscriberl nformation)

reporting HLR
(remoteUserFree)
(SetReportingState)
Location Services

locationSveL MUControl SMLC
(IcsReset v3)

locationSvcDataT ransfer SMLC
(IcslnformationRequest v3)

locationSvcEnquiry GMLC

(provideSubscriberLocation v3)

Network-Initiated USSD

networkUnstructuredSs HLR
(unstructuredSS-Request/v2),
(unstructuredSS-Notify/v2)

Priority low

NOTE: The application context name is the last component but one of the object identifier.
Operation names are given in brackets for information with "/vn" appended to vn only operations.

Table 5.1/4: Priorities of Application Contexts for SMLC as Responder




Responder =SMLC Initiating Entity
Priority high
Location Services

locationSvcL.MUControl VLR
(IcsRegistration v3)

locationSvcDataT ransfer MSC
(IcslnformationReport v3)

locationSvcPositioning MSC

(performLocation v3)

Priority low

NOTE: The application context nameis the last component but one of the object identifier.
Operation names are given in brackets for information with "/vn" appended to vn.

*************NEXT MOD' Fl CAT'ON*********************************

7.6.7  Authentication parameters

7.6.7.1 Authentication set list

This parameter represents alist of sets of authentication parameters for a given subscriber.:

Thellist either contains Authentication Triplets (Rand, Sres, Kc) or Authentication Quintuplets (Rand, Xres, Ck, Ik,
Autn). If the list contains Authentication Quintuplets, the order of sequencein thislist is chronological, the first
quintuplet in thelist is the oldest one.

-—Rand:
- Sres:

-—Ke:

7.6.7.2 Rand

This parameter represents a random number used for authentication.

7.6.7.3 Sres

This parameter represents the response to an authentication request.

7.6.7.4 Kc

This parameter refersto akey used for ciphering purposes.

7.6.7.5 Xres{spare]

This parameter represents the response to an UM TS authentication request.

7.6.7.5A Ck

This parameter refersto akey used for UMTS ciphering purposes.

7.6.7.5B Ik

This parameter refers to the Integrity Key.

7.6.7.5C Autn

This parameter refers to the Authentication Token.




7.6.7.6 Cksn

This parameter refersto a ciphering key sequence number.

7.6.7.6A Ksi

This parameter refersto akey set identifier.

7.6.7.6B Auts

This parameter refers to the resynchronisation token.

7.6.7.7 Ciphering mode
This parameter refersto the ciphering mode which is associated with a radio channel. It may take values as follows:
- noencryption;

- identification of specific ciphering algorithm.

*****************NEXT MOD' Fl CAT'ON khkkkhkkkhkhkkhkkhkkhkhkhkhhkhkhkhkhhhkhkhhkhkhkkhkhhhkhkhkkhkrkhhkk

8.1.4 MAP_SEND_IDENTIFICATION service

8.1.4.1 Definition

The MAP_SEND_IDENTIFICATION serviceis used between aVLR and a previous VLR to retrieve IMSI and
authentication sets for a subscriber registering afreshin that VLR.

The MAP_SEND_IDENTIFICATION serviceis aconfirmed service using the service primitives defined in table 8.1/4.

8.1.4.2 Service primitives

Table 8.1/4: MAP_SEND_IDENTIFICATION

Parameter name Request Indication Response Confirm
Invoke Id M M(=) M(=) M(=)
TMSI M M(=)

Number of requested vectors M M(=)

Segmentation prohibited indicator C C(=

IMSI C C(=)
Authentication set U C(=)
User error c C(=)
Provider error o
8.1.4.3 Parameter definitions and use

Invoke Id

See definition in subclause 7.6.1.
TMSI
See definition in subclause 7.6.2.

Number of requested vectors

A number indicating how many authentication vectors the new VLR is prepared to receive.

Segmentation prohibited indicator




This parameter indicates if the new VLR or SGSN allows message segmentation.

IMSI
See definition in subclause 7.6.2. The IMSI isto be returned if the service succeeds.

Authentication set

See definition in subclause 7.6.7. If the service succeeds alist of up to five authentication setsis returned, if there are
any available.

User error

This parameter is mandatory if the service fails. The following error cause defined in subclause 7.6.1 may be used,
depending on the nature of the fault:

- unidentified subscriber.
Provider error

For definition of provider errors see subclause 7.6.1.

*************************NEXT MOD' Fl CAT'ON************************************************

8.5.2 MAP_SEND_AUTHENTICATION_INFO service

85.2.1 Definition

This service is used between the VLR and the HLR for the VLR to retrieve authentication information from the HLR.
‘ The VLR requests up to five authenticationserme sets-of RAND/SRES/Ke vectors.

Also this service is used between the SGSN and the HLR for the SGSN to retrieve authentication information from the
‘ HLR. The SGSN requests up to five authenticationseme sets-of RAND/SRES/K ¢ vectors.

If the HLR cannot provide the VLR or the SGSN with triplets, an empty responseis returned. The VLR or the SGSN
may then re-use old authentication triplets, except where thisis forbidden under the conditions specified in GSM 03.20
[24].

SGSN shall not re-use old authentication guintupl ets.

‘ If the HLR cannot provide the VLR or the SGSN with quintuplets, an empty responseis returned. The VLR or the

If the VLR or SGSN receivesa MAP-Send_ AUTHENTICATION_INFO response containing a User Error parameter as
part of the handling of an authentication procedure, the authentication procedure in the VLR or SGSN shall fail.

‘ Security related network functions are further described in GSM 03.20 and 3GPP TS 33.102.

The service is a confirmed service and consists of four service primitives.

8.5.2.2 Service primitives

The service primitives are shown in table 8.5/2.



Table 8.5/2: MAP_SEND_AUTHENTICATION_PARAMETERS parameters

Parameter name Request Indication Response Confirm
Invoke id M M(=) M(=) M(=)
IMSI M M(=

Number of requested M M(=

vectors

Re-synchronisation Info C C(=

Segmentation C Cc(®

prohibited indicator

Immediate response C C(=

preferred indicator

AuthenticationSetList C C(=s)
User error C C(=)
Provider error 0]
8.5.2.3 Parameter use

Invokeid

See subclause 7.6.1 for the use of this parameter.

IMSI

See subclause 7.6.2 for the use of this parameter.

Number of requested vectors

A number indicating how many authentication vectors the VLR or SGSN is prepared to receive.

Re-synchronisation Info

For definition and use of this parameter see 3G TS 33.102.

Segmentation prohibited indicator

This parameter indicates if the VLR or SGSN allows message segmentation.

Immediate response preferred indicator

This parameter indicates that the VLR or SGSN requests that the HLR immediately sends back the available

authentication vectors. It shall be ignored if the number of available vectorsis less than the number of requested vectors

and if the VLR or SGSN or the HLR does not support message segmentation.

AuthenticationSetList

A set of oneto five authentication vectors are transferred from the HLR to the VLR or from the HLR to the SGSN, if the

outcome of the service was successful.

User error

One of the following error causes defined in subclause 7.6.1 shall be sent by the user in case of unsuccessful outcome of

the service, depending on the respective failure reason:

- unknown subscriber;

- unexpected datavalue;
- systemfailure;

- datamissing.

Provider error

See subclause 7.6.1 for the use of this parameter.




**************************NEXT MOD' Fl CAT'ON*********************************

17.1.6 Application Contexts

The following informative table lists the latest versions of the Application Contexts used in this specification, with the
operations used by them and, where applicable, whether or not the operation description is exactly the same as for
previous versions. Information in sections 17.6 & 17.7 relates only to the ACsin this table.

AC Name AC Operations Used Comments”
Version
LocationCancellationContext v3 cancelLocation
EquipmentMngtContext v2 checkIMEI
ImsiRetrievalContext v2 sendIMSI
InfoRetrievalContext v32 sendAuthenticationinfo
InterVirinfoRetrievalContext v32 sendldentification
HandoverControlContext v2 prepareHandover
forwardAccessSignalling
sendEndSignal

processAccessSignalling
prepareSubsequentHandover

MwdMngtContext v3 readyForSM

MsPurgingContext v3 purgeMS

ShortMsgAlertContext v2 alertServiceCentre

resetContext v2 reset

networkUnstructuredSsContext v2 processUnstructuredSS-
Request

unstructuredSS-Request
unstructuredSS-Notify

tracingContext v3 activateTraceMode
deactivateTraceMode
networkFunctionalSsContext v2 registerSS
eraseSS
activateSS
deactivateSS
registerPassword
interrogateSS
getPassword
shortMsgMO-RelayContext v3 mo-forwardSM
shortMsgMT-RelayContext v3 mt-forwardSM
shortMsgGatewayContext v3 sendRoutingInfoForSM the syntax of this
reportSM-DeliveryStatus operation has been
InformServiceCentre extended in comparison
with release 96 version
networkLocUpContext v3 updateLocation the syntax is the same in
forwardCheckSs-Indication vl &v2
restoreData
insertSubscriberData
activateTraceMode
gprsLocationUpdateContext v3 updateGprsLocation
insertSubscriberData
activateTraceMode
subscriberDataMngtContext v3 insertSubscriberData
deleteSubscriberData
roamingNumberEnquiryContext v3 provideRoamingNumber
locationIinfoRetrievalContext v3 sendRoutingInfo
gprsNotifyContext v3 noteMsPresentForGprs
gprsLocationinfoRetrievalContext |v3 sendRoutingInfoForGprs
failureReportContext v3 failureReport
callControlTransferContext v4 resumeCallHandling
subscriberinfoEnquiryContext v3 provideSubscriberinfo
anyTimeEnquiryContext v3 anyTimelnterrogation

10



ss-InvocationNotificationContext v3 ss-InvocationNotification

sIWFSAllocationContext v3 provideSIWFSNumber
sIWFESSignallingModify
groupCallControlContext v3 prepareGroupCall

processGroupCallSignalling
forwardGroupCallSignalling
sendGroupCallEndSignal

reportingContext v3 setReportingState
statusReport
remoteUserFree
callCompletionContext v3 registerCC-Entry
eraseCC-Entry
locationSvcLMUControlContext v3 IcsRegistrationl csReset
locationSvcDataTransferContext | v3 IcsinformationRequest
IcsInformationReport
locationSvcEnquiryContext v3 provideSubscriberLocation
subscriberLocationReport
locationSvcGatewayContext v3 sendRoutinginfoForLCS
locationSvcPositioningContext v3 IcsAssignTrafficChannel

IcsIinformationRequest
IcsinformationReport
performLocation

NOTE (*): The syntax of the operations is not the same asin previous versions unless explicitly stated

***************************NEXT MODIFI CATION*******************************

17.2.2.4 Information retrieval

This operation package includes the operation required for the authentication information retrieval procedure between
HLR and VLR and between HLR and SGSN.

| nf oRet ri eval Package-v3 ::= OPERATI ON- PACKAGE
-- Supplier is HR if Consunmer is VLR
-- Supplier is HLRif Consuner is SGSN
CONSUMER | NVOKES {
sendAut henti cati onl nf o}

The v2-equivalent package is defined as follows:

I nfoRet ri eval Package-v2 ::= OPERATI ON- PACKAGE
-- Supplier is HLRif Consuner is VLR
-- Supplier is HLR if Consumer is SGSN
CONSUMER | NVOKES {
sendAut hent i cati onl nf 0}

The v1-equivalent package is defined as follows:

I nf oRet ri eval Package-v1l ::= OPERATI ON- PACKAGE
-- Supplier is HLR or VLR if Consuner is VLR
-- Supplier is HLR if Consuner is SGSN
CONSUMER | NVOKES {
sendPar anet er s}

17.2.2.5 Inter-VLR information retrieval

This operation package includes the operations required for inter VLR information retrieval procedures.

InterVirlnfoRetrieval Package-v3 ::= OPERATI ON- PACKAGE
-- Supplier is VLRif Consuner is VLR
CONSUVER | NVOKES {
sendl dentification}

11



The v2-equivalent package is defined as follows:

InterVirinfoRetrieval Package-v2 ::= OPERATI ON- PACKAGE
-- Supplier is VLR Iif Consuner is VLR
CONSUVER | NVOKES {
sendl dentification}

The v1-equivalent packageis: InfoRetrieval Package-vl

*********************NEXT MODI FI CATI ON*****************************************

17.3  Application contexts

17.3.1 General aspects

An application-context is assigned for each dialogue established by a MAP-user. In the present document each
application-context is assigned a name which is supplied in the MAP-OPEN Req primitive by the MAP-User and
transmitted to the peer under certain circumstances.

The following ASN.1 MACRO is used to describe the main aspects of application-contexts in the following subclauses:

APPLI CATI ON- CONTEXT MACRO :: =
BEG N

TYPE NOTATION ::= Symmetric | I|nitiatorConsumerf
Responder Consuner O | enpty

VALUE NOTATI ON :: = val ue( VALUE OBJECT | DENTI FI ER)
Symmetric ::= "OPERATIONS OF" "{" PackagelList "}"
I nitiatorConsuner ::= "IN TI ATOR CONSUMER OF" "{" PackageList "}"

Responder Consuner O ::= "RESPONDER CONSUMER OF" "{" PackageList "}"
| enpty

Packageli st ::= Package | Packagelist "," Package

Package ::= val ue( OPERATI ON- PACKAGE)
| type -- shall reference a package type

END

The following definitions are used throughout this subclause:
- vl-application-context: An application-context which contains only v1-packages and uses only TC v1 facilities;
- vl context set: the set of v1-application-contexts defined in the present document.
- vn-application-context (n>=2): An application-context which contains only vn-packages;
The names of v1-application-contexts are suffixed by "-v1" while other names are suffixed by "-vn" where n>=2.
Application-contexts which do not belong to the v1 context set use v2 TC facilities.

The last component of each application-context-name (i.e. the last component of the object identifier value) assigned to
an application-context which belongs to the v1 context set indicates explicitly "versionl”.

For each application-context which does not belong to the "v1 context set” there is a v1-equivalent application context.
Thisisav1-application-context which includes the v1-equivalents of the packages included in the original context.

Each application-context uses the abstract-syntax associated with the operation-packages it includes and uses the
transfer-syntax derived from it by applying the encoding rules defined in subclause 17.1.1.

ACswhich do not belong to the v1 context set require the support of the abstract-syntax identified by the object
identifier value: MAP-Dialoguel nformation.map-Dialogue-AS defined in subclause 17.4.

12



17.3.2 Application context definitions

17.3.2.1 [spare]

17.3.2.2 Location Updating

This application context is used between HLR and VLR for location updating procedures.

net wor kLocUpCont ext - v3 APPLI CATI ON- CONTEXT
-- Responder is HLRif Initiator is VLR
I NI TI ATOR CONSUMER OF {
Locat i onUpdat i ngPackage- v3
Dat aRest or at i onPackage- v3}
RESPONDER CONSUMER OF {
Subscri ber Dat aivhgt Package- v3
Traci ngPackage- v3}
.= {map-ac networkLocUp(1) version3(3)}

The following application-context-name is assigned to the v2-equivalent application-context:

[{ map- ac networkLocUp(1) version2(2)}

The following application-context-name is assigned to the v1-equival ent application-context:

[{ map- ac networkLocUp(1) versionl(1)}

17.3.2.3 Location Cancellation

This application context is used between HLR and VLR or between HLR and SGSN for location cancellation
procedures. For the HLR - SGSN interface only version 3 of this application context is applicable.

| ocati onCancel | ati onCont ext -v3 APPLI CATI ON- CONTEXT
-- Responder is VLR or SGSN if Initiator is HLR
I NI TI ATOR CONSUMER OF {
Locati onCancel | ati onPackage- v3}
;.= {nmap-ac | ocationCancel (2) version3(3)}

The following application-context-name is assigned to the v2-equival ent application-context:

[map-ac 1 ocationCancel (2) version2(2)

The following application-context-name is assigned to the v1-equivalent application-context:

[map-ac | ocationCancel (2) versioni(1)

17.3.2.4 Roaming number enquiry

This application context is used between HLR and VLR for roaming number enquiry procedures.

r oam ngNurber Enqui r yCont ext - v3 APPLI CATI ON- CONTEXT
-- Responder is VLR Iif Initiator is HLR
I NI TI ATOR CONSUMER OF {
Roami ngNunber Enqui r yPackage- v3}
.= {map-ac roam ngNbEnquiry(3) version3(3)}

The following application-context-name is assigned to the v2-equivalent application-context:

[{ map- ac r oani ngNbEnqui ry(3) version2(2)}

The following application-context-name is assigned to the v1-equival ent application-context:

[{ map- ac roani ngNbEnqui ry(3) versioni(1)}

13



17.3.2.5 [spare]

17.3.2.6 Location Information Retrieval

This application-context is used between GM SC and HLR or between GM SC and NPLR when retrieving location
information. For the GMSC - NPLR interface version 1, version 2 and version 3 of this application context are

applicable.

| ocati onl nf oRet ri eval Cont ext -v3 APPLI CATI ON- CONTEXT
-- Responder is HLR or NPLR if Initiator is GVWC
I NI TI ATOR CONSUMER OF {
I nt errogat i onPackage- v3}
.= {map-ac | ocl nfoRetrieval (5) version3(3)}

The following application-context-name is assigned to the v2-equivalent application-context:

[{map-ac | ocl nfoRetrieval (5) version2(2)}

The following application-context-name is assigned to the v1-equivalent application-context:

[{map-ac | oclnfoRetrieval (5 versioni(1)}

17.3.2.7 Call control transfer
This application context is used for the call control transfer procedure between the VM SC and the GM SC.

cal | Control Transf er Cont ext - v4 APPL| CATI ON- CONTEXT
-- Responder is GWBC if Initiator is VMSC
I NI TI ATOR CONSUMER OF {
Cal | Cont rol Tr ansf er Package- v4}
.= {map-ac call Control Transfer(6) version4(4)}

The following application-context-name is assigned to the v3-equivalent application-context:

[{map-ac cal | Control Transfer(6) version3(3)}

17.3.2.8 - 17.3.2.10 [spare]

17.3.2.11  Location registers restart

This application context is used between HLR and VLR or between HLR and SGSN for location register restart
procedures. For the HLR - SGSN interface version 1 and version 2 of this application context are applicable.

reset Cont ext -v2 APPLI CATI ON- CONTEXT
-- Responder is VLR or SGSN if Initiator is HLR
I NI TI ATOR CONSUMER OF {
Reset Package- v2}
::= {nap-ac reset(10) version2(2)}

The following application-context-name is assigned to the v1-equivalent application-context:

[{map-ac reset (10) versioni(1)}

17.3.2.12 Handover control

This application context is used for handover procedures between MSCs.

handover Cont r ol Cont ext - v2 APPL| CATI ON- CONTEXT
-- Responder is MSCB if Initiator is MSCA
I NI TI ATOR CONSUMER OF {
Handover Cont r ol Package- v2}
:: = {map-ac handover Control (11) version2(2)}

The following application-context-name is assigned to the v1-equivalent application-context:

[{ map- ac handover Control (11) versioni(1)}
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17.3.2.13 IMSI Retrieval

This application context is used for IMS| retrieval between HLR and VLR.

i msi Retri eval Cont ext-v2 APPLI CATI ON- CONTEXT
-- Responder is HLRif Initiator is VLR
I NI TI ATOR CONSUMER OF {
| MBI Ret ri eval Package- v2}
.= {map-ac insi Retrieval (26) version2(2)}

This application-context isv2 only.

17.3.2.14 Equipment Management

This application context is used for equipment checking between MSC and EIR or between SGSN and EIR. For the
SGSN - EIR interface version 1 and version 2 of this application context are applicable:

equi prment Mhgt Cont ext - v2 APPLI CATI ON- CONTEXT
-- Responder is EIRif Initiator is MSC
-- Responder is EIRif Initiator is SGSN
I NI TI ATOR CONSUMER OF {
Equi pnent Mhgt Package- v2}
.= {nap-ac equi pnent Mhgt (13) version2(2)}

The following application-context-name is assigned to the v1-equivalent application-context:

[{ map- ac equi prent Mhgt (13) version1(1)}

17.3.2.15 Information retrieval

This application context is used for authentication information retrieval between HLR and VLR or between HLR and
SGSN. For the HLR - SGSN interface version 1 and version 2 and version 3 of this application context are applicable.

i nf oRet ri eval Cont ext - v3 APPLI CATI ON- CONTEXT
-- Responder is HR if Initiator is VLR
-- Responder is HLRif Initiator is SGSN
I NI TI ATOR CONSUMER OF {
| nf oRet ri eval Package- v3}
.= {map-ac infoRetrieval (14) version3(3)}

The following application-context-name is assigned to the v2-equival ent application-context:

i nf oRetri eval Cont ext-v2 APPLI CATI ON- CONTEXT
-- Responder is HLR if Initiator is VLR
-- Responder is HLRif Initiator is SGSN
I NI TI ATOR CONSUMER OF {
I nf oRet ri eval Package- v2}
.= {map-ac infoRetrieval (14) version2(2)}

The following application-context-name is assigned to the v1-equivalent application-context:

- Responder is HLRif Initiator is VLR
{map-ac infoRetrieval (14) versionl(1)}

17.3.2.16 Inter-VLR information retrieval

This application context is used for information retrieval between VLRs.

interVirlnfoRetrieval Context-v3 APPL| CATI ON- CONTEXT
-- Responder is VLR if Initiator is VLR
I NI TI ATOR CONSUMER COF {
InterVirlnfoRetrieval Package-v3}
::= {map-ac interVirlnfoRetrieval (15) version3(3)}
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The v2-equivalent application-context is:

interVirlnfoRetrieval Context-v2 APPLI CATI ON- CONTEXT
-- Responder is VLR if Initiator is VLR
I NI TI ATOR CONSUMER OF {
I nterVIirlnfoRetrieval Package-v2}
c:= {map-ac interVirinfoRetrieval (15) version2(2)}

The v1-equivalent application-context is:

-- Responder is VLR if Initiator is VLR
{map-ac infoRetrieval (14) versionl(1)}

*****************************NEXT MODI FI CATI ON*7\'*7\'7\'**7\'7\'*7\'*7\'*7\'7\'7\'************************

17.3.3 ASN.1 Module for application-context-names

The following ASN.1 module summarizes the application-context-name assigned to MAP appli cation-contexts.

MAP- Appl i cati onCont exts {
ccitt identified-organization (4) etsi (0) nobil eDonmain (0)
gsm Network (1) nodul es (3) nap-ApplicationContexts (2) version5 (5)}

DEFI NI TI ONS

BEG N
-- EXPORTS everyt hing

I MPORTS
gsm Net wor ki d,
ac-1d
FROM Mbobi | eDonai nDefi nitions {
ccitt (0) identified-organization (4) etsi (0) nobileDonain (0)
nobi | eDonai nDefinitions (0) versionl (1)}

-- application-context-names

[map-ac  OBJECT I DENTIFIER ::= {gsm Networkld ac-1d}

net wor kLocUpCont ext -v3 OBJECT I DENTIFIER :: =
{map-ac networklLocUp(1) version3(3)}

| ocationCancel | ati onCont ext-v3 OBJECT | DENTIFI ER ::
{map-ac | ocati onCancel (2) version3(3)}

roam ngNumber Enqui ryCont ext -v3 OBJECT | DENTIFIER :: =
{map-ac roam ngNbEnqui ry(3) version3(3)}

| ocationl nfoRetrieval Context-v3 OBJECT | DENTIFIER ::=
{map-ac | ocl nfoRetrieval (5) version3(3)}

reset Context-v2 OBJECT IDENTIFIER :: =
{map-ac reset(10) version2(2)}

handover Cont r ol Context-v2 OBJECT I DENTIFIER ::=
{map- ac handover Control (11) version2(2)}

equi prent Whgt Cont ext -v2 OBJECT | DENTIFIER :: =
{map- ac equi prent Mgt (13) version2(2)}

i nfoRetrieval Context-v32 OBJECT IDENTIFIER ::=
{map-ac infoRetrieval (14) versi on32(32)}

interVirinfoRetrieval Context-v32 OBJECT IDENTIFIER ::=
{map-ac interVirinfoRetrieval (15) version32(32)}
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54 |subscri ber Dat aMhgt Cont ext-v3 OBJECT | DENTIFIER :: =
55 {map- ac subscri ber Dat aMhgt (16) versi on3(3)}
56
57 |traci ngContext-v3 OBJECT | DENTIFIER ::=
58 {map-ac tracing(17) version3(3)}
59
60 |[networ kFunctional SsCont ext-v2 OBJECT | DENTIFIER :: =
61 { map- ac net wor kFuncti onal Ss(18) version2(2)}
62
63 [net wor kUnst ruct uredSsCont ext-v2 OBJECT I DENTIFIER :: =
64 {map-ac networkUnstructuredSs(19) version2(2)}
65
66 [short MsgGat ewayCont ext-v3 OBJECT | DENTI FIER :: =
67 {map- ac short MsgGat eway(20) versi on3(3)}
68
69 [short MsgMD Rel ayCont ext-v3 OBJECT | DENTIFIER :: =
70 {map-ac short MsgM> Rel ay(21) version3(3)}
71
72 [shortMsgAl ert Context-v2 OBJECT IDENTIFIER ::=
73 {map- ac short MsgAl ert (23) version2(2)}
74
75 |mamdMhgt Cont ext-v3 OBJECT | DENTIFIER :: =
76 { map- ac_madMhgt (24) version3(3)}
77
78 |[short MsgMr- Rel ayCont ext -v3 OBJECT | DENTIFIER :: =
79 {map- ac short MsgMT- Rel ay(25) version3(3)}
80
81 |i msi Retrieval Context-v2 OBJECT | DENTIFIER :: =
82 {map-ac insi Retrieval (26) version2(2)}
83
84 [msPurgi ngCont ext-v3 OBJECT | DENTI FIER :: =
85 { map- ac msPur gi ng(27) version3(3)}
86
87 |subscri ber| nf oEnqui ryCont ext-v3 OBJECT I DENTIFIER :: =
88 { map- ac_subscri ber | nf oEnqui ry(28) version3(3)}
89
90 [anyTi nel nf oEnqui ryCont ext-v3 OBJECT | DENTI FIER :: =
91 {map- ac anyTi nel nf oEnqui ry(29) version3(3)}
92
93 |cal | Control TransferContext-v4 OBJECT | DENTIFIER :: =
94 {map-ac call Control Transfer(6) version4(4)}
95
96 |[ss-InvocationNotificationContext-v3 OBJECT I DENTIFIER ::=
97 {map-ac ss-lnvocationNotification(36) version3(3)}
98
99 |sI WFSAl | ocat i onCont ext-v3 OBJECT | DENTIFIER :: =
100 { map-ac sl WFSAl | ocation(12) version3(3)}
101
102 [groupCal | Control Context-v3 OBJECT | DENTIFIER :: =
103 {map-ac groupCal | Control (31) version3(3)}
104
105 [gprsLocati onUpdat eCont ext-v3 OBJECT | DENTIFIER :: =
106 { map- ac_gprslLocati onUpdat e(32) version3(3)}
107
108 [gprsLocati onl nfoRetrieval Context-v3 OBJECT | DENTIFIER :: =
109 {map- ac gprsLocati onl nfoRetrieval (33) version3(3)}
110
111 [fail ureReport Context-v3 OBJECT | DENTIFIER ::=
112 {map-ac failureReport(34) version3(3)}
113
114 |gprsNotifyContext-v3 OBJECT IDENTIFIER ::=
115 {map-ac gprsNotify(35) version3(3)}
116
117 [reportingContext-v3 OBJECT IDENTIFIER ::=
118 {map-ac reporting(7) version3(3)}
119
120 |cal | Conpl eti onCont ext-v3 OBJECT | DENTI FIER :: =
121 {map-ac cal | Conpl eti on(8) version3(3)}
122
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123
124
125
126
127
128
129
130
131

OCO~NOUIR~WNE

| ocati onSvcGat ewayCont ext-v3 OBJECT | DENTIFIER :: =

{map-ac | ocati onSvcCGat eway(37) version3(3)}
| ocati onSvcEnqui ryCont ext-v3 OBJECT | DENTIFIER :: =

{map-ac | ocati onSvcEnquiry(38) version3(3)}
| ocati onSvcPosi tioni ngCont ext-v3 OBJECT | DENTIFIER :: =

{map-ac | ocati onSvcPosi tioni ng(39) version3(3)}
| ocat i onSvcLMJCont r ol Cont ext-v3 OBJECT | DENTIFIER :: =

{map-ac | ocati onSvcLMJControl (40) version3(3)}
| ocat i onSvcDat aTr ansf er Cont ext-v3 OBJECT | DENTI FIER :: =

{map-ac | ocati onSvcDat aTransfer(41) version3(3)}
-- The following Object ldentifiers are reserved for application-
-- contexts existing in previous versions of the protocol
-- AC Name & Version Object Identifier
-- networkLocUpContext-vl map-ac networkLocUp (1) versionl (1)
-- networkLocUpContext-v2 map-ac networkLocUp (1) version2 (2)
-- locationCancellationContext-v1l map-ac locationCancellation (2) versionl (1)
-- locationCancellationContext-v2 map-ac locationCancellation (2) version2 (2)
-- roamingNumberEnquiryContext-v1 map-ac roamingNumberEnquiry (3) versionl (1)
-- roamingNumberEnquiryContext-v2 map-ac roamingNumberEnquiry (3) version2 (2)
-- locationInfoRetrievalContext-v1 map-ac locationInfoRetrieval (5) versionl (1)
-- locationIinfoRetrievalContext-v2 map-ac locationinfoRetrieval (5) version2 (2)
-- resetContext-vl map-ac reset (10) versionl (1)
-- handoverControlContext-v1 map-ac handoverControl (11) versionl (1)
-- equipmentMngtContext-v1 map-ac equipmentMngt (13) versionl (1)
-- infoRetrievalContext-v1l map-ac infoRetrieval (14) versionl (1)
-- infoRetrievalContext-v2 map-ac infoRetrieval (14) version2 (2)
-- interVirInfoRetrievalContext-v2 map-ac interVirinfoRetrieval (15) version2 (2)
-- subscriberDataMngtContext-v1 map-ac subscriberDataMngt (16) versionl (1)
-- subscriberDataMngtContext-v2 map-ac subscriberDataMngt (16) version2 (2)
-- tracingContext-v1 map-ac tracing (17) versionl (1)
-- tracingContext-v2 map-ac tracing (17) version2 (2)
-- networkFunctionalSsContext-vl map-ac networkFunctionalSs (18) versionl (1)
-- shortMsgGatewayContext-v1 map-ac shortMsgGateway (20) versionl (1)
-- shortMsgGatewayContext-v2 map-ac shortMsgGateway (20) version2 (2)
-- shortMsgRelayContext-v1 map-ac shortMsgRelay (21) versionl (1)
-- shortMsgAlertContext-v1 map-ac shortMsgAlert (23) versionl (1)
-- mwdMngtContext-v1l map-ac mwdMngt (24) versionl (1)
-- mwdMngtContext-v2 map-ac mwdMngt (24) version2 (2)
-- shortMsgMT-RelayContext-v2 map-ac shortMsgMT-Relay (25) version2 (2)
-- msPurgingContext-v2 map-ac msPurging (27) version2 (2)
-- callControlTransferContext-v3 map-ac callControlTransferContext (6) version3 (3)
END
EEEEEEEEE SRS TSR ST TSRS E TR RS SRR NEXT M ODI FI CATI ON***7\-7\-7\-7\-7\-7\-*****************************

17.6

17.6.1

MAP- Mbbi | eSer vi ceOper ations {

MAP operation and error types

Mobile Service Operations

ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) nap-Mobil eServiceQperations (5)

version5 (5)}

DEFI NI TI ONS

BEG N

EXPORTS

-- location registration operations

Updat eLocat i on,
Cancel Locati on,
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Pur geMs,
Sendl dentificati on,

-- gprs location registration operations
Updat eGpr sLocat i on,

-- subscriber information enquiry operations
Provi deSubscri ber | nf o,

-- any tine information enquiry operations
AnyTi el nterrogati on,

-- handover operations

Pr epar eHandover,

SendEndSi gnal ,
ProcessAccessSi gnal | i ng,
Forwar dAccessSi gnal | i ng,
Pr epar eSubsequent Handover ,

-- authentication managenent operations
SendAut hent i cat i onl nf o,

-- | MEl nmanagenent operations
Checkl MEI,

-- subscri ber managenent operations
| nsert Subscri ber Dat a,
Del et eSubscri ber Dat a,

-- fault recovery operations
Reset,

For war dCheckSS- | ndi cat i on,
Rest or eDat a,

-- gprs location information retrieval operations
SendRout i ngl nf oFor Gor s,

-- failure reporting operations
Fai | ureReport,

-- gprs notification operations
Not eMsPr esent For Gor s

I MPORTS
OPERATI ON
FROM TCAPMessages {
ccitt recommendation g 773 nodul es (2) nessages (1) version2 (2)}

Syst enfai l ure,

Dat aM ssi ng,

Unexpect edDat aVal ue,
UnknownSubscri ber,
UnknownNSC,

Uni dent i fi edSubscri ber,
UnknownEqui pnent ,

Roami ngNot Al | owed,

ATI - Not Al | owed,

NoHandover Nunber Avai | abl e,
Subsequent Handover Fai | ur e,
Absent Subscri ber

FROM MAP-Errors {
ccitt identified-organization (4) etsi (0) nobil eDormain (0)
gsm Network (1) nodules (3) map-Errors (10) version5 (5)}

Updat eLocat i onAr g,
Updat eLocat i onRes,
Cancel Locat i onAr g,
Cancel Locat i onRes,

Pur geVs- Ar g,

Pur geM5- Res,

Sendl denti ficationArg,

Sendl denti fi cati onRes,
Updat eGpr sLocat i onAr g,
Updat eGpr sLocat i onRes,
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145
146
147
148
149
150
151
152
153

155
156
157
158
159
160
161
162
163
164
165
166
167

Pr epar eHO Ar g,

Pr epar eHO Res,

Pr epar eSubsequent HO- Ar g,
SendAut hent i cat i onl nf 0Ar g,
SendAut hent i cati onl nf oRes,
Equi pnent St at us,

I nsert Subscri ber Dat aAr g,

I nsert Subscri ber Dat aRes,
Del et eSubscri ber Dat aAr g,
Del et eSubscri ber Dat aRes,
Reset Ar g,

Rest or eDat aAr g,

Rest or eDat aRes,

Provi deSubscri ber | nf 0Ar g,
Provi deSubscri ber | nf oRes,
AnyTi mel nt errogati onArg,
AnyTi el nt errogati onRes,
SendRout i ngl nf oFor Gopr sAr g,
SendRout i ngl nf oFor Gor sRes,
Fai | ureReport Arg,

Fai | ur eReport Res,

Not eMsPr esent For Gor SAr g,
Not eMsPr esent For Gpr sRes

FROM MAP- MB- Dat aTypes {

ccitt identified-organization (4) etsi

(0) nobil eDomai n (0)

gsm Network (1) nodules (3) map- Ms-DataTypes (11) version5 (5)}

Ext er nal Si gnal | nf o,
_‘FNS|_’

| MEI
FROM MAP- ConmonDat aTypes {

ccitt identified-organization (4) etsi

(0) nobil eDomai n (0)

gsm Network (1) nodul es (3) nap- ConmonDat aTypes (18) version5 (5)}

-- location registration operations

Updat eLocati on ::= OPERATI ON --Timer m
ARGUMENT
updat eLocat i onArg Updat eLocat i onArg
RESULT
updat eLocat i onRes Updat eLocat i onRes
ERRORS {
Syst enfai l ure,
Dat aM ssi ng,
Unexpect edDat aVal ue,
UnknownSubscr i ber,
Roani ngNot Al | owed}
Cancel Location ::= OPERATI ON --Timer m
ARGUMENT
cancel Locati onArg Cancel Locat i onArg
RESULT
cancel Locati onRes Cancel Locati onRes
-- optional
ERRORS {
Dat aM ssi ng,
Unexpect edDat aVal ue}
Pur geMs :: = OPERATI ON --Tinmer m
ARGUMENT
pur geMVs- Arg Pur geMVs- Ar g
RESULT
pur geMs- Res Pur geM5- Res
-- optional
ERRORS({
Dat aM ssi ng,

Unexpect edDat aVal ue,
UnknownSubscri ber}
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168
169
170
171
172
173
174
175
176

177

Sendl dentification ::= OPERATI ON --Tinmer s
ARGUVMENT
sendl denti fi cati onAr gt-rsi- Sendl denti fi cati onAr gFVSH
RESULT
sendl dentificationRes Sendl denti ficationRes
ERRORS {
Dat aM ssi ng,

Uni dent i fi edSubscri ber}

**********NEXT MODI FI CATI ON*********7\'7\'*7\'*7\'*7\'7\'7\'*7\'************************

17.7  MAP constants and data types

17.7.1 Mobile Service data types
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MAP- MB- Dat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodules (3) map- M5-DataTypes (11) version5 (5)}

DEFI NI TI ONS

IMPLICI T TAGS

BEG N
EXPORTS

-- location registration types
Updat eLocat i onAr g,
Updat eLocat i onRes,
Cancel Locat i onAr g,
Cancel Locat i onRes,

Pur geMVs- Ar g,

Pur geM5- Res,

Sendl denti fi cationArg,
Sendl denti fi cati onRes,
Updat eGpr sLocat i onAr g,
Updat eGpr sLocat i onRes,

-- handover types

Pr epar eHO Ar g,

Pr epar eHO Res,

Pr epar eSubsequent HO Ar g,

-- authentication managenent types
SendAut hent i cat i onl nf 0Ar g,
SendAut hent i cat i onl nf oRes,

-- security managenent types
Equi pnent St at us,
Kc,

-- subscri ber managenent types
I nsert Subscri ber Dat aAr g,
I nsert Subscri ber Dat aRes,
Del et eSubscri ber Dat aAr g,
Del et eSubscri ber Dat aRes,
Subscri ber Dat a,

CDB- Dat a,

Subscri ber St at us,
ZoneCodeli st ,

maxNunf ZoneCodes,

O Csl,

O BesnCanel TDPCri teri aLi st,
SS-Csl,

Ser vi ceKey,

Def aul t Cal | Handl i ng,
Canel Capabi | i t yHandl i ng,
Basi cServiceCriteria,
Suppor t edCanel Phases,
maxNunOf Canel TDPDat a,
CUG | ndex,

CUG I nterl ock,

I nter CUG Restrictions,

I ntraCUG Opti ons,

-- fault recovery types
Reset Ar g,

Rest or eDat aAr g,
Rest or eDat aRes,

-- subscriber information enquiry types
Provi deSubscri ber | nf 0Arg,

Provi deSubscri ber | nf oRes,

Subscri ber | nf o,

Locati onl nf or mati on,

Subscri ber St at e,

-- any tine information enquiry types
AnyTi el nt errogati onArg,
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AnyTi el nt errogati onRes,

-- gprs location information retrieval types
SendRout i ngl nf oFor Gopr sAr g,
SendRout i ngl nf oFor Gor sRes,

-- failure reporting types
Fai | ureReport Arg,
Fai | ur eReport Res,

-- gprs notification types
Not eMsPr esent For Gor SAr g,
Not eMsPr esent For Gpr sRes

| MPORTS
maxNunCf SS,
SS- Subscri pti onOpti on,
SS- Li st
FROM MAP- SS- Dat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDormain (0)
gsm Network (1) nodul es (3) nap-SS-DataTypes (14) version5 (5)}

SS- Code

FROM MAP- SS- Code {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodules (3) map-SS-Code (15) version5 (5)}

Ext - Bear er Ser vi ceCode

FROM MAP- BS- Code {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) nap-BS-Code (20) version5 (5)}

Ext - Tel eservi ceCode

FROM MAP- TS- Code {
ccitt identified-organization (4) etsi (0) nobil eDormain (0)
gsm Network (1) nodules (3) map-TS-Code (19) version5 (5)}

| SDN- Addr essStri ng,
max| SDN- Addr essLengt h,
| SDN- Subaddr essStri ng,
Ext er nal Si gnal | nf o,

I MBI,

TMVSI,

HLR- Li st ,
LNBI,

I dentity,

d obal Cel I 1d,
Cel I 1 dOr LA,

Ext - Basi cSer vi ceCode,
NAEA- Pr ef erredCl ,

EM_PP- | nf o,
Subscriberldentity,

AgeO Locati onl nformati on,
LCSC i ent Ext er nal | D,
LCSAientlinternal ID

FROM MAP- CommpnDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDormain (0)
gsm Network (1) nodul es (3) map- CormonDat aTypes (18) version5 (5)}

Ext ensi onCont ai ner
FROM MAP- Ext ensi onDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) nap-ExtensionDataTypes (21) version5 (5)}

Absent Subscri ber Di agnosti cSM

FROM MAP- ER- Dat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map-ER-DataTypes (17) version5 (5)}
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-- location registration types

Updat eLocati onArg ::= SEQUENCE ({
i MBi | VSl
nsc- Nunber [1] | SDN- AddressStri ng,
vl r - Nunber | SDN- Addr essStri ng,
| nsi [10] LMSI OPTI ONAL,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
vir-Capability [6] VLR Capability CPTI ONAL }
VLR- Capabi lity ::= SEQUENCE{
support edCanel Phases [0] SupportedCanel Phases OPTI ONAL,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Updat eLocati onRes ::= SEQUENCE ({
hl r- Nunmber | SDN- Addr essStri ng,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
sol saSupport | ndi cat or [2] NULL OPTI ONAL }
Cancel LocationArg ::= [3] SEQUENCE {
identity I dentity,
cancel | ati onType Cancel | ati onType OPTI ONAL,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Cancel | ati onType ::= ENUVERATED {
updat ePr ocedur e (0),
subscri pti onWt hdr aw (1),
-}
Cancel Locati onRes ::= SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
PurgeMs- Arg ::= [3] SEQUENCE {
i MBi | VSl
vl r - Nunber [0] | SDN-AddressString OPTI ONAL,
sgsn- Nunber [1] | SDN-AddressString OPTI ONAL,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Pur geMs- Res :: = SEQUENCE {
freezeTMsI [0] NuLL OPTI ONAL,
freezeP- TMSI [1] NuLL OPTI ONAL,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Sendl dentificationArg ::= SEQUENCE {
t nei TMVSI,
nunber O Request edVect or s Nunber O Request edVect or s,
segnent at i onPr ohi bited NULL OPTI ONAL,

-- if segnentation is prohibited the previous VLR shall

not send the result

-- within a TC CONTI NUE nessage.

ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Sendl dentificationRes ::= [3] SEQUENCE {
i MBi | VS OPTI ONAL,
-- IMBl nust be present if SendldentificationRes is not segnented.
-- If the TC Continue segnentation option is taken the I M5l nust be
-- present in one segnented transm ssion of SendldentificationRes.
aut henti cati onSet Li st Aut henti cati onSet Li st OPTI ONAL,
ext ensi onCont ai ner [ 2] Extensi onContai ner OPTI ONAL,
-}
Aut henti cationSetList ::= CHO CE { —
tripletList [O0] TripletlList,

qui ntupl et Li st

[1] Quintupl et Li st AuthenticationSet}
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TripletList ::= SEQUENCE SIZE (1..5) OF
Aut henti cati onTri pl et
QuintupletList ::= SEQUENCE SIZE (1..5) OF
Aut henti cati onQui nt upl et
Aut henti cationTripl et Set ::= SEQUENCE {
rand RAND,
sres SRES,
kc Kc,
-}
Aut henti cati onQui ntuplet ::= SEQUENCE {
rand RAND,
Xres XRES,
ck K
i k I K,
autn AUTN,
-}
[RAND :: = OCTET STRING (SI ZE (16))
[SRES :: = OCTET STRING (SI ZE (4))
[Kc ::= OCTET STRING (SIZE (8))
[XRES ::= OCTET STRING (SI ZE (4..16))
[KCK :: = OCTET STRING (Sl ZE (16))
[ K ::= OCTET STRING (SIZE (16))
[AUTN :: = OCTET STRING (SI ZE (142..186))
[AUTS ::= OCTET STRING (SIZE (12..16))

-- gprs location registration types

Updat eGpr sLocati onArg ::= SEQUENCE {
i msi I MBI,
sgsn- Nunber | SDN- Addr essStri ng,
sgsn- Addr ess GSN- Addr ess,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
sgsn- Capabi | ity [0] SGSN- Capability OPTI ONAL }
SGSN- Capabi ity ::= SEQUENCE{
sol saSupport | ndi cat or NULL OPTI ONAL,
ext ensi onCont ai ner [1] ExtensionCont ai ner OPTI ONAL,
}
GSN- Address ::= OCTET STRING (SIZE (5..17))
-- (ctets are coded according to TS GSM 03. 03
Updat eGpr sLocat i onRes ::= SEQUENCE {
hl r- Number | SDN- Addr essStri ng,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
-- handover types
PrepareHO Arg :: = SEQUENCE {
targetCel |l 1d dobal Cell Id OPTI ONAL,
ho- Nunber Not Requi r ed NULL OPTI ONAL,
bss- APDU Ext ernal Si gnal I nfo OPTI ONAL,
-}
Prepar eHO Res :: = SEQUENCE {
handover Nunber | SDN- Addr essStri ng OPTI ONAL,
bss- APDU Ext er nal Si gnal | nfo OPTI ONAL,
..}
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Pr epar eSubsequent HO- Arg :: = SEQUENCE {
targetCell1d d obal Cel I '1d,
t ar get MSC- Nunber | SDN- Addr essStri ng,
bss- APDU Ext er nal Si gnal | nf o,
.}
- authentication nmanagenent types
SendAut henti cationl nfoArg :: = SEQUENCE
i Nsi [O] IMSI,
nunber O Request edVect or s Nunber O Request edVect or s,
segnent at i onProhi bited NULL OPTI ONAL,
- if segnentation is prohibited the HLR shall not send the result within
- a TC CONTI NUE nessage.
i medi at eResponsePreferred NULL OPTI ONAL,
- if present, the HLR may send an i medi ate response with the available authentication
- vectors (see § 8.5.2 for nore information).
re-synchroni sationlnfo Re- synchroni sati onl nfo OPTI ONAL,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
[Nunber Of Request edVectors ::= I NTEGER (1..5)
Re- synchroni sationlnfo ::= SEQUENCE {
rand RAND,
rand- ns RAND,
aut s AUTS,
-}
SendAut henti cationlnfoRes ::= [3] SEQUENCE {
aut henti cati onSet Li st Aut hent i cati onSet Li st OPTI ONAL,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
.}
****************N EXT M O D I F I CATION nnnnnnnn

19.1.1.5 Send Identification

19.1.1.5.1 General

This serviceisinvoked by a VLR when it receivesaMAP_UPDATE _LOCATION_AREA indication containing a LAl
indicating that the subscriber was registered in adifferent VLR (henceforth called the Previous VLR, PVLR). If the
identity of the PVLR is derivable for the VLR (usualy if both are within the same network), the IMSI and authentication
sets are requested from the PV LR (see subclause 19.1.1.3), using the service described in subclause 8.1.4.

oo+ B oo+ G oo+
IMSC | -------- - fmmmmmmmem - IVLR | ------- L | PVLR
oo+ oo+ oo+

| DENTI FI CATI ON ack
(see NOTE2)

NOTEL: The service shown in dotted lines indicates the trigger provided by other MAP signalling.

NOTEZ2: Severa MAP SEND IDENTIFICATION request/response may be used if message segmentation is
reguired.
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Figure 19.1.1/10: Interface and services for Send Identification

19.1.1.5.2 Detailed procedure in the VLR

The VLR procedureis part of the location area updating process described in subclause 19.1.1.3, see adso
figure 19.1.1/6 sheet 3.

Editor's note: modifications depend on outcome of restructuring 29.002 and 23.012. Some procedures should be updated
as specified and integrated in the CRs to 29.002 and to 23.012 due to location management restructuring.
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Process Send_ldentification VLR

‘Pracess in the new VLR for retrieval - -
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Process Send_ldentification_VLR 2(2)
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Process Send_ldentification VLR
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19.1.1.5.3 Detailed procedure in the PVLR

On receipt of adialogue request for the Send | dentification procedure, (see Receive_Open_Ind macro in
subclause 25.1), the PVLR will:

- terminate the procedure in case of parameter problems;
- revert to the MAP version Vr procedure in case the VLR indicated version Vr protocol; or
- continue as below, if the dialogue is accepted.

If the PVLR process receivesaMAP_NOTICE indication, it terminates the dialogue by sending a MAP_CLOSE
request.

If the PVLR process receivesaMAP_SEND_IDENTIFICATION indication fromthe VLR (see figure 19.1.1/11), it
checks whether the subscriber identity provided is known:

- if so,the IMSI and - if available - authentication parameters for the subscriber are returned in the
MAP_SEND_IDENTIFICATION response;

- if not, the error Unidentified Subscriber isreturned inthe MAP_SEND_IDENTIFICATION response.

In all cases where the PVLR sendsa MAP_SEND_IDENTIFICATION response to the VLR, the dialogue towards the
VLR isterminated by aMAP_CL OSE request with parameter Release Method indicating Normal Release.
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Process Send_ldentification _PVLR 19.1.1_11(1)

'Figure 19.1.1/11: Process in the Previous VLR to handk’,
' an identification request \
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Process Send_ldentification_PVLR 1(1)

Figure 19.1/11: Process in the Previous VLR to handle
an identification request
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Process Send_ldentification PVLR
'Figure 19.1/11: Process in the Previous VLR to handle
‘an identification request
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Figure 19.1.1/11: Process Send_ldentification_PVLR
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NEXT MODIFICATION

25.5.4 Macro Obtain_Authent Para VLR

Thismacro is used by the VLR to request authentication vectorstriplets from the HLR. The macro proceeds as follows:
- aconnection isopened, and aMAP_SEND AUTHENTICATION_INFO request sent to the HLR;

- if theHLR indicates that aMAP version 1 or 2 dialogueisto be used, the VLR performs the equivalent MAP
version 1_or 2 dialogue. which can return a positive result containing authentication sets, an empty positive resullt,
or an error;

- if the dialogue opening fails, the "Procedure Error" exit is used. Otherwise, the VLR waits for the response from
the HLR;

- ifaMAP_SEND _AUTHENTICATION_INFO confirmation is received from the HLR, the VLR checks the
received data.

One of the following positive responses may be received from a MAP version 1 or MAP version 2 dialogue with the
HLR:

- Authentication triplets, in which case the outcome is successful;

- Empty response, in which case the VLR may re-use old triplets, if allowed by the PLMN operator.
If the VLR cannot re-use old triplets (or no such triplets are available) then the " Procedure Error" exit is used.
If the outcome was successful or re-use of old parametersin the VLR is allowed, then the "OK" exit is used.

If an "Unknown Subscriber" error isincluded-inthe MAP-SEND-AUTHENTHCATHONINFO-confirm-or is returned
by the MAP version 1_or 2 dialogue, then the "Unknown Subscriber" exit is used.

InaMAP version 3 dialogue a (possibly empty) set of authentication vectors may be received from the HLR followed
by aMAP_CLOSE Indication or by aMAP_DELIMITER Indication. If aMAP_DELIMITER Indication is received,
the VLR may request additional authentication vectors from the HLR by sending a new

MAP SEND AUTHENTIFICATION INFO Request. If aMAP_CLOSE Indication isreceived, and authentication
vectors have been received during the dialogue, then the "OK" exit is used. If no authentication vectors have been
received during the dialogue, the VLR checks whether old GSM Triplets are available and can be re-used. If so, the
"OK" exit is used, otherwise the "Procedure Error" exit is used. Note that re-use of old UMTS Quintupletsis not
alowed.

If inaMAP version 3 dialogue an "Unknown Subscriber" error is received, then the "Unknown Subscriber" exit is used.
If other errors are received, the VLR checks whether old GSM Triplets are available and can be re-used. If so, the"OK"
exit is used, otherwise the " Procedure Error" exit is used. Note that re-use of old UMTS Quintuplets is not allowed.

- ifaMAP-U-ABORT, MAP_P_ABORT, MAP_NOTICE or unexpected MAP_CLOSE serviceindication is
received from the MSC, then open connections are terminated, and the macro takes the "Null" exit;

- ifaMAP-U-ABORT, MAP_P_ABORT or unexpected MAP_CLOSE service indication is received from the
HLR, then the VLR checks whether old authentication parameters (GSM triplets) can be re-used. If old
parameters cannot be re-used the macro takes the "Procedure Error" exit; otherwise it takes the "OK" exit;_note
that re-use of old UMTS Quintupletsis not allowed,;

- ifaMAP_NOTICE serviceindication is received from the HLR, then the dialogue with the HLR is closed. The
VLR then checks whether old authentication parameters (GSM triplets) can be re-used. If old parameters cannot
be re-used the macro takes the "Procedure Error" exit; otherwise it takes the "OK" exit; note that re-use of old
UMTS Quintuplets is not allowed..

The macro is described in figure 25.5/4.
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******************NEXT MOD' Fl CAT'ON*************************************************+

25.5.5 Process Obtain_Auth_Sets HLR

Opening of the dialogue is described in the macro Receive_Open_Ind in subclause 25.1, with outcomes:
- reversion to version one or two procedure;
- procedure termination; or
- dialogue acceptance, with proceeding as below.

| This processis used by the HLR to obtain authentication vectorstriplets from the AuC, upon request fromthe VLR or
from the SGSN. The process acts as follows:

- aMAP_SEND_AUTHENTICATION_INFO indication is received by the HLR;

- the HLR checksthe service indication for errors. If any, they are reported to the VLR or to the SGSN in the
MAP_SEND_AUTHENTICATION_INFO response. If no errors are detected, authentication vectorstriplets are
fetched from the AuC. Further details are found in GSM 03.20;

- —if errors are detected they are reported to the VLR or to the SGSN in the

MAP_SEND_AUTHENTICATION_INFO response. Otherwise the authentication vectorstriplets are returned.

- if segmentation of the response message is required and allowed, a
MAP _SEND AUTHENTICATION INFO response, containing at |east one authentication vector, followed
by aMAP DELIMITER request isreturned to the VLR or SGSN, the remaining authentication vectors are
stored and the HL R waits for a new service indication from the VLR or SGSN.

The process is described in figure 25.5/5.

37



Macrodefinition Authenticate. MSC

'Figure 25.5/1: Authentication macro in the MSC, relaying authentication indication from the VLR to the MS, b
' and relaying the confirmation from the MSC to the VLR !
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Figure 25.5/1: Macro Authenticate_ MSC
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Macrodefinition

Figure 21.5/2: Authentication macro in the VLR,
controlling the authentication procedure
the MSC/MS and obtaining authentication

from the HLR as applicable.
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Macrodefinition Authenticate_ VLR
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Process Obtain_Authent_Sets VLR
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Figure 25.5/3: Process Obtain_Authentication_Sets_ VLR
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Macrodefinition Obtain_Authent Para_ VLR
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Macrodefinition OBTAIN_AUTHENT_PARA_ VLR
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Figure 25.5/4 (sheet 1 of 32): Macro Obtain_Authent_Para VLR
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Macrodefinition Obtain_Authent Para_ VLR 25.5_4.2(2)
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Macrodefinition OBTAIN_AUTHENT_PARA_ VLR
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Figure 25.5/4 (sheet 2 of 32): Macro Obtain_Authent_Para VLR
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Macrodefinition OBTAIN_AUTHENT_PARA_ VLR
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Figure 25.5/4 (sheet 3 of 3): Macro Obtain Authent Para VLR
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Process Obtain_Auth_Sets HLR 25.5 _5(1)

'Figure 25.5/5: Process in the HLR to obtain authentication '
' sets from the AuC and relay them to the VLR !
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Process Obtain_Auth_Sets HLR 1(2)

Flgure 255/5: Process in the HLR to obtain authentlcatlon
'sets from the AuC and relay them to the VLR
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Figure 25.5/5 (sheet 1 of 2): Process Obtain_Auth_Sets HLR

48




Process Obtain_Auth_Sets HLR 2(2)

Figure 25.5/5: Process in the HLR to obtain authenticatign
sets from the AuC and relay them to the VLR
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Process Obtain_Auth_Sets HLR 2(
"Figure 25.5/5: Processin the HLR to obtain authentlcatlorL
'sets from the AuC and relay them to the VLR
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Figure 25.5/5 (sheet 2 of 2): Process Obtain Auth Sets HLR
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25.5.6 Process Obtain_Authent Para_SGSN

For authentication procedure description see GSM 03.60 and GSM 04.08.

This Process is used by the SGSN to request authentication vectorstriptets from the HLR. The Process proceeds as
follows:

- aconnection isopened, and aMAP_SEND AUTHENTICATION_INFO request sent to the HLR;

- if theHLR indicates that aMAP version lor 2 dialogueisto be used, the SGSN performs the equivalent MAP
version 1 or 2dialogue. which can return a positive result containing authentication sets, an empty positive result,
or an error;

- if the dialogue opening fails, the Authentication Parameters negative response with appropriate error is sent to the
reguesting process. Otherwise, the SGSN waits for the response from the HLR;

- ifaMAP_SEND _AUTHENTICATION_INFO confirmation is received from the HLR, the SGSN checks the
received data.

One of the following positive responses may be received from a MAP version 1 or MAP version 2 dialogue with the
HLR:

- Authentication triplets, in which case the outcome is successful;
- Empty response, in which case the SGSN may re-use old triplets, if allowed by the PLMN operator.

If the SGSN cannot re-use old triplets (or no such triplets are available) then the the Authentication Parameters negative
response with appropriate error is sent to the requesting process.

If the outcome was successful or re-use of old parameters in the SGSN is allowed, then the Authentication Parameters
response is sent to the requesting process

If an "Unknown Subscriber" error isincluded in the MAP_SEND AUTHENTICATION_INFO confirm or is returned
by the MAP version 1 dialogue, then the appropriate error is sent to the requesting process in the Authentication
Parameters negative response

InaMAP version 3 dialogue a (possibly empty) set of authentication vectors may be received from the HLR followed
by aMAP_CLOSE Indication or by aMAP_DELIMITER Indication. If aMAP_DELIMITER Indication is received,
the SGSN may request additional authentication vectors from the HLR by sending a new

MAP SEND AUTHENTIFICATION INFO Request. If aMAP_CLOSE Indication is received, and authentication
vectors have been received during the dialogue, then the "OK" exit is used. If no authentication vectors have been
received during the dialogue, the SGSN checks whether old GSM Triplets are available and can be re-used. If so, the
"OK" exit is used, otherwise the "Procedure Error" exit is used. Note that re-use of old UMTS Quintupletsis not
alowed.

If inaMAP version 3 dialogue an "Unknown Subscriber" error is received, then the "Unknown Subscriber" exit is used.
If other errors are received, the SGSN checks whether old GSM Triplets are available and can be re-used. If so, the
"OK" exit is used, otherwise the "Procedure Error"” exit is used. Note that re-use of old UMTS Quintuplets is not
alowed.

- ifaMAP-U-ABORT, MAP_P_ABORT or unexpected MAP_CLOSE service indication is received from the
HLR, then the SGSN checks whether old authentication parameters can be re-used. If old parameters cannot be
re-used the Authentication Parameters negative response with appropriate error is sent to the requesting process.

- ifaMAP_NOTICE serviceindication is received from the HLR, then the dialogue with the HLR is closed. The
SGSN then checks whether old authentication parameters can be re-used. If old parameters cannot be re-used the
process terminates and the Authentication Parameters negative response with appropriate error is sent to the
reguesting process; Otherwise the Authentication Parameters response is sent to requesting process.

The process is described in figure 25.5/6.
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Process Obtain_Authent Para_ SGSN
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Process Obtain_Authent_Para SGSN
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Figure 25.5/6 (sheet 1 of 2): ProcessMaere Obtain_Authen_Para_SGSN
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Process Obtain_Authent Para_ SGSN 25.5 6.2(2)
Figure 25.5/6: Process to obtain authentication parameters from the HLR to the SGSN’
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Process Obtain_Authent_Para SGSN
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Figure 25.5/6 (sheet 2 of 2): ProcessMaeroe Obtain_Authen_Para_SGSN
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