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9.1

GSM 07.60 version 7.1.0 Release 1998

Example mapping of functions between the R reference
point and the GPRS bearer for IP over PPP

The following example illustrates the case when the IP over PPP functionality is used in the MT. The example does not
include al the details of PPP, but only describes the logical operation of PPP connection establishment, host
authentication and | P configuration.

Each interface at the R reference point can support only one PPP connection and each PPP connection can support only
one |P session. Therefore, in PPP mode only one [P PDP context can be activated per interface at the R reference
point. However, it is possible for aPCMCIA card (or other multiplexed interface) to support multiple virtual interfaces
(communications ports) at the R reference point. Multiple PPP connections and | P contexts are possible in this case.
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Figure 7: IP Over PPP Based Service

1) The TE issues AT commands to set up parameters and enter PPP mode (refer to subclause on AT commands for

2)
3)

4)

5)

further details).

The MT sends AT responses to the TE.

The PPP protocol in the TE sends a LCP Configure-Request. Thiscommand is to establish a PPP link between
the TE and the MT.

The MT returns LCP Configure-Ack to the TE to confirm that the PPP link has been established. The MT might
previously have sent a L CP Configure-Nak in order to reject some options proposed by the TE. Thisin turn
might have triggered a retransmission of the LCP Configure-Request with different options.

The PPP protocol inthe MT sends a LCP Configure-Reguest in order to negotiate for the authentication protocol
used for authentication of the host TE towardsthe MT. The MT shall initialy negotiate for CHAP, and if thisis
unsuccessful, for PAP.
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7)

8)
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The TE returns a LCP Configure-Ack to the MT to confirm the use of the specified authentication protocol. The
MT might previously have sent a L CP Configure-Nak in order to reject the protocol proposed by the TE. Thisin
turn might have triggered a retransmission of the LCP Configure-Request with different options.

If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT
by means of that protocol. The MT stores the necessary authentication data and sends a locally generated
positive acknowledgement of the authentication to the TE. If none of the protocolsis supported by the host TE
no authentication shall be performed. Refer to GSM 09.61 for further details on the authentication.

The PPP protocol in the TE sends to the MT a NCP Configure-Request. This command activates the IP
protocol.

If the MSis not yet GPRS attached, the MT performs the GPRS Attach procedure as described in GSM 03.60.

10) The MT performs a PDP Context Activation as described in GSM 03.60. | P configuration parameters may be

carried between the MT and the network in the Protocol Configuration Options |E in PDP Context Activation
messages. The Protocol Configuration Options | E sent to the network may contain zero or one NCP Configure-
Request packet (in addition to any L CP and authentication packets). The Protocol Configuration Options |E
received from the network may contain zero or one NCP Configure-Ack, zero or one Configure-Nak and/or zero
or one Configure-Reject packets (in addition to any L CP and authentication packets).

11) Based on the information received in the Protocol Configuration Options |E, tFhe MT acknowledges to the PPP

protocol in the TE that the IP protocol is now activated by sending a NCP Configure-Ack command. Before
sending a NCP Configure-Ack, the MT might previously have sent a NCP Configure-Nak and/or Configure-
Reject in order to reject some | P parameters proposed by the TE. Thisin turn might have triggered a
retransmission of the NCP Configure-Request with different parameter values. The decision to reject a specific
parameter or parameter value may be based on the information received from the network in the Protocol
Configuration Options |E. NCP Configure-Ack may also carry IP protocol related parameters such as dynamic
IP address tothe TE. The MT shall also pass name server information to the TE if the TE has requested for it
and if thisinformation is provided by the GGSN. Other packet types and options may optionally be delivered.
The MT may choose to immediately deactivate the PDP context due to the information received from the
network in the Protocol Configurations Options | E.
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Example mapping of functions between the R reference
point and the GPRS bearer for IP over PPP

The following example illustrates the case when the IP over PPP functionality is used in the MT. The example does not
include al the details of PPP, but only describes the logical operation of PPP connection establishment, host
authentication and | P configuration.

Each interface at the R reference point can support only one PPP connection and each PPP connection can support only
one |P session. Therefore, in PPP mode only one [P PDP context can be activated per interface at the R reference
point. However, it is possible for aPCMCIA card (or other multiplexed interface) to support multiple virtual interfaces
(communications ports) at the R reference point. Multiple PPP connections and | P contexts are possible in this case.
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Figure 7: IP Over PPP Based Service

1) The TE issues AT commands to set up parameters and enter PPP mode (refer to subclause on AT commands for

2)
3)

4)

5)

further details).

The MT sends AT responses to the TE.

The PPP protocol in the TE sends a LCP Configure-Request. Thiscommand is to establish a PPP link between
the TE and the MT.

The MT returns LCP Configure-Ack to the TE to confirm that the PPP link has been established. The MT might
previously have sent a L CP Configure-Nak in order to reject some options proposed by the TE. Thisin turn
might have triggered a retransmission of the LCP Configure-Request with different options.

The PPP protocol inthe MT sends a LCP Configure-Reguest in order to negotiate for the authentication protocol
used for authentication of the host TE towardsthe MT. The MT shall initialy negotiate for CHAP, and if thisis
unsuccessful, for PAP.
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The TE returns a LCP Configure-Ack to the MT to confirm the use of the specified authentication protocol. The
MT might previously have sent a L CP Configure-Nak in order to reject the protocol proposed by the TE. Thisin
turn might have triggered a retransmission of the LCP Configure-Request with different options.

If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT
by means of that protocol. The MT stores the necessary authentication data and sends a locally generated
positive acknowledgement of the authentication to the TE. If none of the protocolsis supported by the host TE
no authentication shall be performed. Refer to GSM 09.61 for further details on the authentication.

The PPP protocol in the TE sends to the MT a NCP Configure-Request. This command activates the IP
protocol.

If the MSis not yet GPRS attached, the MT performs the GPRS Attach procedure as described in GSM 03.60.

10) The MT performs a PDP Context Activation as described in GSM 03.60. | P configuration parameters may be

carried between the MT and the network in the Protocol Configuration Options |E in PDP Context Activation
messages. The Protocol Configuration Options | E sent to the network may contain zero or one NCP Configure-
Request packet (in addition to any L CP and authentication packets). The Protocol Configuration Options |E
received from the network may contain zero or one NCP Configure-Ack, zero or one Configure-Nak and/or zero
or one Configure-Reject packets (in addition to any L CP and authentication packets).

11) Based on the information received in the Protocol Configuration Options |E, tFhe MT acknowledges to the PPP

protocol in the TE that the IP protocol is now activated by sending a NCP Configure-Ack command. Before
sending a NCP Configure-Ack, the MT might previously have sent a NCP Configure-Nak and/or Configure-
Reject in order to reject some | P parameters proposed by the TE. Thisin turn might have triggered a
retransmission of the NCP Configure-Request with different parameter values. The decision to reject a specific
parameter or parameter value may be based on the information received from the network in the Protocol
Configuration Options |E. NCP Configure-Ack may also carry IP protocol related parameters such as dynamic
IP address tothe TE. The MT shall also pass name server information to the TE if the TE has requested for it
and if thisinformation is provided by the GGSN. Other packet types and options may optionally be delivered.
The MT may choose to immediately deactivate the PDP context due to the information received from the
network in the Protocol Configurations Options | E.
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11.2.1.2 Non Transparent access to an Intranet or ISP

In this case;

the MSis given an address belonging to the Intranet/| SP addressing space. The addressis given either at
subscription in which case it is a static address or at PDP context activation in which caseit is a dynamic
address. This addressis used for packet forwarding within the GGSN and for packet forwarding on the
Intranet/I SP. This requires alink between the GGSN and an address allocation server, like Radius, DHCP, ...,
belonging to the Intranet/I SP;

the M S shall send an authentication request at PDP context activation and the GGSN requests user
authentication from a server, like Radius, DHCP, ..., belonging to the Intranet/ISP;

the protocol configuration options are retrieved (if requested by the MS at PDP context activation) from some
server (Radius or DHCP, ...) belonging to the Intranet/I SP;

the communication between the GPRS PLMN and the Intranet/I| SP may be performed over any network, even an
insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/I SP there may
be a specific security protocol in between. This security protocol is defined by mutual agreement between GPRS
PLMN operator and Intranet/| SP administrator.

TE MT SGSN GGSN ISP
DHCP/ DHCP/
PPP/L2 PPP/L2 SM SM GTP GTP |RADIUS RADIUS
UDP UDP
IP IP
Phy. Lower Lower | Lower Lower | Lower
Phy. layer Lower layers
layer layers layers | layers layers | layers

Figure 11: Signalling plane of non transparent case

The following description bullet items describe the signal flow.

1)

2)

3)

4)

5)

6)

The TE sends an AT-command to the M T to set up parameters and enter PPP mode. The MT responds with an
AT-response.

L CP negotiates Maximum-Receive-Unit and authentication protocol. The negotiated authentication protocol is,
either CHAP, PAP or ‘none’ . The MT shall try to negotiate for CHAP asfirst priority.

If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT
by means of that protocol. The MT stores the necessary authentication data and sends aforced positive
acknowledgement of the authentication to the TE.

The TE requests | P configuration by sending the IPCP Configure-Regquest message to the MT indicating either
the static | P address that shall be used or that an | P-address shall be dynamically allocated.

The MT sends the Activate PDP context request message to the SGSN, including the Protocol Configuration
Options. The SGSN sends the Create PDP context req message to the chosen GGSN including the unmodified
Protocol Configuration Options.

The GGSN deduces from the APN :
- theserver(s) to be used for address allocation, authentication and protocol configuration options retrieval;
- theprotocol like Radius, DHCP, ... to be used with this/ those server(s);

- the communication and security feature needed to dialogue with this/ those server(s) e.g. tunnel ,IPSec
security association, dial-up connection (using possibly PPP), ....

As an example the GGSN may use one of the following options:
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- RADIUS for authentication and |P-address allocation.. The RADIUS server responds with either an Access-
Accept or an Access-Rgject to the RADIUS client in the GGSN.

- RADIUS for authentication and DHCP for host configuration and address allocation. The RADIUS server
responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a
successful authentication, the DHCP client discovers the DHCP server(s) in the | SP/Intranet and receives
host configuration data. -

If the received Protocol Configurations Options |E contains a PPP |PCP Configure-Request packet, the GGSN
shall analyse all the contained IPCP options and their requested values. In accordance with the relevant PPP
RFC[20] the GGSN shall respond with the following messages:

- Zero or one PPP |PCP Configure-Reject packet containing options not supported and options which values
cannot be returned,

- zero or one PPP |PCP Configure-Nak packet containing options that are supported but has requested
values that are incorrect/unsupported and

- zero or one PPP | PCP Configure-Ack packet containing options that are supported and has requested
values that are correct/supported.

Any returned PPP | PCP packets shall be contained in the Protocol Configurations Options IE.

7) The GGSN sends back to the SGSN a Create PDP Context Response message, containing the Protocol
Configuration Options |E. The cause value shall be set according to the outcome of the host -authentication and -
configuration._A PDP context activation shall not be rejected solely due to the presence of unsupported or
incorrect PPP IPCP options or option values, received from the M S in the Protocol Configurations Options IE.
The MS may however later decide to immediately deactivate the activated PDP context due to the information
received in the Protocol Configurations Options | E received from the network.

8) Depending on the cause value received in the Create PDP Context Response the SGSN sends either an Activate
PDP Context Accept or an Activate PDP Context Reject, to the MS.

If Protocol Configuration Options are received from the GGSN, the SGSN shall relay those to the MS. The MT
sends either the configuration-ack packet (e.g. IPCP Configure Ack in PPP case), the configure-nack packet in
case of dynamic address allocation (e.g. IPCP Configure Nack in PPP case), or alink Terminate request (LCP
Terminate-Request in PPP case) back to the TE. In the case where a configure-nack packet was sent by the MT,
alocal negotiation may take place at the R reference point (i.e. the TE proposes the new value to the MT), after
which a configuration-ack packet is sent to the TE.

9) In case aconfiguration-ack packet was sent to the TE, the link from the TE to the external |SP/Intranet is
established and | P packets may be exchanged.

In case alink terminate request packet was sent to the TE, the TE and MT negotiates for link termination. The
MT may then send afinal AT-response to inform the TE about the rejected PDP Context activation.

A link terminate request packet (such as LCP Terminate-request in PPP case) causes a PDP context deactivation.
Example: In the following example PPP is used as layer 2 protocol over the R reference point.

The MT acts as a PPP server and trandates Protocol Configuration Optionsinto SM message |IEs. GTP carries this
information unchanged to the GGSN which uses the information e.g. for DHCP or RADIUS authentication and host
configuration. The result of the host authentication and configuration is carried via GTP to the SGSN which relays the
information to the MT. The MT sends an |PCP Configure-Ack to the TE with the appropriate options included.
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Normative References

[20] IETF RFC 1661 (1994): " The Point-to-Point Protocol (PPP)" (STD 51).

***************************Next aff&ted %CtiOn*********************************

11.2.1.2 Non Transparent access to an Intranet or ISP

In thi

S Casg;

the MSis given an address belonging to the Intranet/| SP addressing space. The addressis given either at
subscription in which case it is a static address or at PDP context activation in which caseit is a dynamic
address. This addressis used for packet forwarding within the GGSN and for packet forwarding on the
Intranet/ISP. This requires alink between the GGSN and an address allocation server, like Radius, DHCP, ...,
belonging to the Intranet/I SP;

the M S shall send an authentication request at PDP context activation and the GGSN requests user
authentication from a server, like Radius, DHCP, ..., belonging to the Intranet/I SP;

the protocol configuration options are retrieved (if requested by the MS at PDP context activation) from some
server (Radius or DHCP, ...) belonging to the Intranet/ISP;

the communication between the GPRS PLMN and the Intranet/I SP may be performed over any network, even an
insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/I SP there may
be a specific security protocol in between. This security protocol is defined by mutual agreement between GPRS
PLMN operator and I ntranet/| SP administrator.

TE MT SGSN GGSN ISP
DHCPF/ DHCP/
PPP/L2 PPP/L2 SM SM GTP GTP |RADIUS RADIUS
UDP UbP
IP IP
Phy. Lower Lower | Lower Lower | Lower
Phy. layer Lower layers
layer layers layers | layers layers | layers

Figure 11: Signalling plane of non transparent case

The following description bullet items describe the signal flow.

1)

2)

3)

4)

5)

6)

The TE sends an AT-command to the M T to set up parameters and enter PPP mode. The MT responds with an
AT-response.

L CP negotiates Maximum-Receive-Unit and authentication protocol. The negotiated authentication protocol is,
either CHAP, PAP or ‘none’. The MT shall try to negotiate for CHAP asfirst priority.

If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT
by means of that protocol. The MT stores the necessary authentication data and sends aforced positive
acknowledgement of the authentication to the TE.

The TE requests | P configuration by sending the IPCP Configure-Reguest message to the MT indicating either
the static | P address that shall be used or that an |P-address shall be dynamically allocated.

The MT sends the Activate PDP context request message to the SGSN, including the Protocol Configuration
Options. The SGSN sends the Create PDP context req message to the chosen GGSN including the unmodified
Protocol Configuration Options.

The GGSN deduces from the APN :
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- theserver(s) to be used for address allocation, authentication and protocol configuration options retrieval;
- theprotocol like Radius, DHCP, ... to be used with this/ those server(s);

- the communication and security feature needed to dialogue with this/ those server(s) e.g. tunnel ,IPSec
security association, dial-up connection (using possibly PPP), ....

As an example the GGSN may use one of the following options:

- RADIUS for authentication and |P-address allocation.. The RADIUS server responds with either an Access-
Accept or an Access-Rgject to the RADIUS client in the GGSN.

- RADIUS for authentication and DHCP for host configuration and address allocation. The RADIUS server
responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a
successful authentication, the DHCP client discovers the DHCP server(s) in the | SP/Intranet and receives
host configuration data. -

If the received Protocol Configurations Options |E contains a PPP |PCP Configure-Request packet, the GGSN
shall analyse all the contained IPCP options and their requested values. In accordance with the relevant PPP
RFC[20] the GGSN shall respond with the following messages:

- Zero or one PPP |PCP Configure-Reject packet containing options not supported and options which values
cannot be returned,

- zero or one PPP |PCP Configure-Nak packet containing options that are supported but has requested
values that are incorrect/unsupported and

- zero or one PPP | PCP Configure-Ack packet containing options that are supported and has requested
values that are correct/supported.

Any returned PPP | PCP packets shall be contained in the Protocol Configurations Options IE.

7) The GGSN sends back to the SGSN a Create PDP Context Response message, containing the Protocol
Configuration Options |E. The cause value shall be set according to the outcome of the host -authentication and -
configuration._A PDP context activation shall not be rejected solely due to the presence of unsupported or
incorrect PPP IPCP options or option values, received from the M S in the Protocol Configurations Options IE.
The MS may however later decide to immediately deactivate the activated PDP context due to the information
received in the Protocol Configurations Options | E received from the network.

8) Depending on the cause value received in the Create PDP Context Response the SGSN sends either an Activate
PDP Context Accept or an Activate PDP Context Reject, to the MS.

If Protocol Configuration Options are received from the GGSN, the SGSN shall relay those to the MS. The MT
sends either the configuration-ack packet (e.g. IPCP Configure Ack in PPP case), the configure-naek packet in
case of dynamic address allocation (e.g. IPCP Configure Naek in PPP case), or alink Terminate request (LCP
Terminate-Request in PPP case) back to the TE. In the case where a configure-nack packet was sent by the M T,
alocal negotiation may take place at the R reference point (i.e. the TE proposes the new value to the MT), after
which a configuration-ack packet is sent to the TE.

9) In case aconfiguration-ack packet was sent to the TE, the link from the TE to the external ISP/Intranet is
established and | P packets may be exchanged.

In case alink terminate request packet was sent to the TE, the TE and MT negotiates for link termination. The
MT may then send afinal AT-response to inform the TE about the rejected PDP Context activation.

A link terminate request packet (such as LCP Terminate-request in PPP case) causes a PDP context deactivation.
Example: In the following example PPP is used as layer 2 protocol over the R reference point.

The MT acts as a PPP server and trandates Protocol Configuration Optionsinto SM message |IEs. GTP carries this
information unchanged to the GGSN which uses the information e.g. for DHCP or RADIUS authentication and host
configuration. The result of the host authentication and configuration is carried via GTP to the SGSN which relays the
information to the MT. The MT sends an |PCP Configure-Ack to the TE with the appropriate options included.
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3G TS27.060 V3.2.0 (1999-10)

Example mapping of functions between the R reference
point and the GPRS bearer for IP over PPP

The following example illustrates the case when the IP over PPP functionality is used in the MT. The example does not
include al the details of PPP, but only describes the logical operation of PPP connection establishment, host
authentication and | P configuration.

Each interface at the R reference point can support only one PPP connection and each PPP connection can support only
one |P session. Therefore, in PPP mode only one [P PDP context can be activated per interface at the R reference
point. However, it is possible for aPCMCIA card (or other multiplexed interface) to support multiple virtual interfaces
(communications ports) at the R reference point. Multiple PPP connections and | P contexts are possible in this case.

TE

1. AT commar

R

nd

2. AT responsg

3. LCP Config

ure-Request

&

4. LCP Config

ure Ack

&

5. LCP Config

ure-Request
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ure Ack

7. Host auther
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hl

8. NCP Config

jure-Request

11. NCP Cont

igure Ack
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9. GPRS Attach

»

10. PDP context Activation

»

»

Figure 7: IP Over PPP Based Service

1) The TE issues AT commands to set up parameters and enter PPP mode (refer to subclause on AT commands for

2)
3)

4)

5)

further details).

The MT sends AT responses to the TE.

The PPP protocol in the TE sends a LCP Configure-Request. Thiscommand is to establish a PPP link between
the TE and the MT.

The MT returns LCP Configure-Ack to the TE to confirm that the PPP link has been established. The MT might
previously have sent a L CP Configure-Nak in order to reject some options proposed by the TE. Thisin turn
might have triggered a retransmission of the LCP Configure-Request with different options.

The PPP protocol inthe MT sends a LCP Configure-Reguest in order to negotiate for the authentication protocol
used for authentication of the host TE towardsthe MT. The MT shall initialy negotiate for CHAP, and if thisis
unsuccessful, for PAP.



6)

7)

8)

9
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The TE returns a LCP Configure-Ack to the MT to confirm the use of the specified authentication protocol. The
MT might previously have sent a L CP Configure-Nak in order to reject the protocol proposed by the TE. Thisin
turn might have triggered a retransmission of the LCP Configure-Request with different options.

If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT
by means of that protocol. The MT stores the necessary authentication data and sends a locally generated
positive acknowledgement of the authentication to the TE. If none of the protocolsis supported by the host TE
no authentication shall be performed. Refer to GSM 09.61 for further details on the authentication.

The PPP protocol in the TE sends to the MT a NCP Configure-Request. This command activates the IP
protocol.

If the MSis not yet GPRS attached, the MT performs the GPRS Attach procedure as described in GSM 03.60.

10) The MT performs a PDP Context Activation as described in GSM 03.60. | P configuration parameters may be

carried between the MT and the network in the Protocol Configuration Options |E in PDP Context Activation
messages. The Protocol Configuration Options | E sent to the network may contain zero or one NCP Configure-
Request packet (in addition to any L CP and authentication packets). The Protocol Configuration Options |E
received from the network may contain zero or one NCP Configure-Ack, zero or one Configure-Nak and/or zero
or one Configure-Reject packets (in addition to any L CP and authentication packets).

11) Based on the information received in the Protocol Configuration Options |E, tFhe MT acknowledges to the PPP

protocol in the TE that the IP protocol is now activated by sending a NCP Configure-Ack command. Before
sending a NCP Configure-Ack, the MT might previously have sent a NCP Configure-Nak and/or Configure-
Reject in order to reject some | P parameters proposed by the TE. Thisin turn might have triggered a
retransmission of the NCP Configure-Request with different parameter values. The decision to reject a specific
parameter or parameter value may be based on the information received from the network in the Protocol
Configuration Options |E. NCP Configure-Ack may also carry IP protocol related parameters such as dynamic
IP address tothe TE. The MT shall also pass name server information to the TE if the TE has requested for it
and if thisinformation is provided by the GGSN. Other packet types and options may optionally be delivered.
The MT may choose to immediately deactivate the PDP context due to the information received from the
network in the Protocol Configurations Options | E.
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10 PPP Based Services

By means of the PDP type ‘PPP" GPRS may support interworking with networks based on the point-to-point protocol
(PPP), as well aswith networks based on any protocol supported by PPP through one of its Network Control Protocols
(NCPs). It may also support interworking by means of tunnelled PPP, by e.g. the Layer Two Tunnelling Protocol
(L2TP). The protocol configuration is depicted in figure 8.

TE R ref MT GGSN Gi ref
Application
L3
ppp [T T > ppp

L2 - | 2
GPRS Bearer

L1 L1

Figure 8: PPP Based Services _(transparent PPP negotiation)

TE R ref MT GGSN Gi ref
Application
L3
[P - ——————————— - 7 --------- :
PPP PPP | PPP PPP Y ,
L2 - ———p| 2
Packet Domain Bearer
L1 L1

NOTE. In the above case the 'L2' protocol is compliant with [35].

Figure X: PPP Based Services (relayed PPP negotiation)

The ‘L3 protocol isanetwork layer protocol supported by one of the PPP NCP's. All protocols currently supported by
NCP'sarelisted in [36].

The PPP isawidely supported protocol in numerous operating systems and this alleviates the need for any GPRS
specific protocol at the TE. PPP at the GGSN shall comply with [34]. The Domain Name Server information shall be
delivered as defined in [40]. The delivery of any vendor-specific packets and options shall conform to [41].

The‘L2' protocol may be the link layer protocol defined for the PPP suite [35]. As an alternative an ‘L2 protocol can
be used which is defined as a manufacturer’ s operating system dependent protocol capable of carrying PPP frames over
the R reference point. In case the link layer protocol defined for the PPP suite [35] is used as 'L 2' protocol, the MT may
negotiate L CP options related to the 'L 2' framing (e.9. 'ACCM' [35], 'ACFC' [34] and 'FCS-Alternatives [37]), with the
TE. The MT shall removethe'L1' and 'L 2' specific framing from PPP frames in the uplink direction and add it in the
downlink direction (see figure X).
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10.1  Example mapping of functions between the R reference
point and the GPRS bearer_(transparent PPP _negotiation)

The following example illustrates the case when the PPP negotiation is carried out transparently between the TE and the
GGSN. The example does not include all the details of PPP, but only describes the logical operation of PPP LCP, host
authentication and PPP NCP_negotiations.

TE R MT GGSN

1. AT command

2. PDP context Activation

d >

3. AT resporise

4. LCP Configure-Request

5. LCP Configure Ack

6. LCP Configure-Request

7. LCP Configure Ack

8. Host authentication

9. NCP Configure-Request

10%. NCP Configure Ack

Figure 9: PPP Based Service_(transparent PPP negotiation)

1) The TE issues AT commands to set up parameters and activate a PDP Context (refer to sub-clauseon AT
commands for further details).

2) The MT performs a PDP Context Activation as described in GSM 03.60.
3) The MT sends AT responsesto the TE.

4) The PPP protocol in the TE sends an LCP Configure-Request. This command establishes a PPP link between the
TE and the GGSN.

5) The GGSN returns an LCP Configure-Ack to the TE to confirm that the PPP link has been established. The
GGSN might previously have sent an LCP Configure-Nak in order to reject some options proposed by the TE.
Thisin turn might have triggered a retransmission of the L CP Configure-Request with different options.

6) The PPP protocol in the GGSN sends an LCP Configure-Request in order to negotiate for the authentication
protocol used for authentication of the host TE towards the GGSN.

7) The TE returns an LCP Configure-Ack to the GGSN to confirm the use of the specified authentication protocol.
The GGSN might previously have sent an LCP Configure-Nak in order to reject the protocol proposed by the
TE. Thisin turn might have triggered a retransmission of the LCP Configure-Request with different options.

8) The TE authenticates itself towards the GGSN by means of the negotiated protocol. If no authentication protocol
can be negotiated the GGSN may reject the PPP connection. Refer to GSM 09.61 for further details on the
authentication.
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9) The PPP protocol in the TE sends to the GGSN an NCP Configure-Request. This command activates the
network layer protocol.

10) The GGSN acknowledges to the PPP protocol in the TE that the network layer protocol is now activated by
sending an NCP Configure-Ack command. Before sending an NCP Configure-Ack, the GGSN might previously
have sent an NCP Configure-Nak in order to reject some parameters proposed by the TE. Thisin turn might
have triggered a retransmission of the NCP Configure-Request with different parameter values.

10.2 Example mapping of functions between the R reference
point and the Packet Domain bearer (relayed PPP

negotiation)

The following example illustrates the case where the link layer protocol defined for the PPP suite [35] isused as'L2'
protocol. The L CP options related to the 'L2' framing (e.g. 'ACCM', 'ACFC' and 'FCS-Alternatives) are negotiated
between the TE and the M T. All other PPP negotiation is relayed transparently between the TE and the GGSN. The
example does not include all the details of PPP, but only describes the logical operation of PPP L CP, host
authentication and PPP NCP negotiations.

TE R MT

GGSN

1. AT command

2. PDP context Activation

& »

3. AT response

4, LCP Config

LIre-Request

5. LCP Config

ure Ack

&

6. LCP Configurg

-Request

&

7. LCP Configurg

»

Ack

8. Host authentic

Ation

9. NCP Configurg

»

b-Request

10. NCP Configu

re Ack

&

Figure Y: PPP Based Service (relayed PPP negotiation)

1) TheTE issues AT commands to set up parameters and activate a PDP Context (refer to sub-clauseon AT
commands for further details).

2) The MT performs a PDP Context Activation as described in 3G TS GSM-023.060.

3) The MT sends AT responsesto the TE.
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The PPP protocol in the TE sends an L CP Configure-Request. If the request contains options related to the 'L2'

5)

framing these are negotiated by the MT. The LCP Configure-Request shall subsequently be relayed to the
GGSN.

The GGSN returns an LCP Configure-Ack to the MT. The MT may change the value(s) of any options related to

6)

'L2' framing and thereafter return an LCP Configure-Ack to the TE to confirm that the PPP link has been
established. The MT might previously have sent an L CP Configure-Nak to the TE in order to reject some
options proposed by the TE. Thisin turn might have triggered a retransmission of the L CP Configure-Request
with different options.

The PPP protocol in the GGSN sends an L CP Configure-Request in order to negotiate for e.g. the authentication

7)

protocol used for authentication of the host TE towards the GGSN. The request is relayed to the TE.

The TE returns an LCP Configure-Ack to the MT to confirm the use of e.g. the specified authentication

8)

protocol. The acknowledgement is relayed to the GGSN. The GGSN might previously have sent an LCP
Configure-Nak in order to reject the protocol proposed by the TE. Thisin turn might have triggered a
retransmission of the L CP Configure-Request with different options.

The TE authenticates itself towards the GGSN by means of the negotiated protocol. The messages are relayed

9)

transparently by the M T. If no authentication protocol can be negotiated the GGSN may reject the PPP
connection. Refer to 3G TS 29.061 for further details on the authentication.

The PPP protocol in the TE sends an NCP Configure-Reguest to the M T, which relays it transparently to the

GGSN.

10) The GGSN acknowledges to the PPP protocol in the TE that the network layer protocol is now activated, by

sending an NCP Configure-Ack command, transparently relayed by the MT. Before sending an NCP Configure-
Ack, the GGSN might previously have sent an NCP Configure-Nak in order to reject some parameters proposed
by the TE. Thisin turn might have triggered a retransmission of the NCP Configure-Reguest with different

parameter values.
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Foreword

This Technical Specification has been produced by the 3GPP.

The present document defines the requirements for TE-MT interworking over the R-reference point forfer—GPRSwithin
GSM-and- the Packet Domain, within the GSM and 3GPP systems. |n addition, annex B describes the Octet Stream
Protocol (OSP) PDP type.

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying
change of release date and an increase in version number as follows:

Version 3.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 Indicates TSG approved document under change control.

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates,
etc.

z thethird digit isincremented when editorial only changes have been incorporated in the specification;

Introduction

Thisepresent document defines the requirements for TE-MT interworki nq over the R- reference poi nt for the Packet
Domain, within the GSM and 3GPP systems. es SSary ,
for-suppertof GPRS: It is up to the manufacturer how to implement the varlousfuncuons but th|s speC|f|cat|on and
existing GSM-3G TS 674.027.001, 67:027.002, and 87027.003 shall be followed where applicable.

It isthe intention that the present document shall remain as the specification to develop a M S for support of GPRS
Packet Switched services and its text includes referencesto UMTS/GSM standards.
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1 Scope

The UMTS/GSM PLMN supports a wide range of voice and non-voice services in the same network. In order to enable
non-voice traffic in the GSM PLMN there is a need to connect various kinds of terminal equipments to the Maobile
Station (MS). The present document defines the reqw rements for TE- MT interworking over the R-reference point for-n
the the Packet Domain , including the
protocols and signalling needed to support Packet SNI tched serwcesthei#st—pheseef—GPRS as defl nedin3G TS

22.060GSM-02:60 and 3G TS 23.06003-60-(packet-based-services).

2 References

[All references need to be checked once release 99 stabilizes.]

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or non-
specific.

« For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies.

« A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same
number.

[1] GSM 01.04: “Digital cellular telecommunication system (Phase 2+); Abbreviations and
acronyms’..

2] GSM 02.02: "Digital cellular telecommunication system (Phase 2+); Bearer Services (BS)
supported by a GSM Public Land Mobile Network (PLMN)".

[3] 3G TS GSM-022.060: "Digital cellular telecommunication system (Phase 2+); General Packet
Radio Service (GPRS); Service Description Stage 1".

[4] GSM 03.02: "Digital cellular telecommunication system (Phase 2+); Network architecture”

[5] 3G TS GSM-023.003: "Digital cellular telecommunications system (Phase 2+); Numbering,

addressing and identification”.

[6] GSM 03.10: "Digital cellular telecommunication system (Phase 2+); GSM Public Land Mobile
Network (PLMN) connection types".

[7 3G TS GSM-023.022: "Digital cellular telecommunications system (Phase 2+); Functions related
to Mobile Station (MS) in idle mode and group receive mode"

[8] 3G TS GSM-023.040: "Digital cellular telecommunications system (Phase 2+); Technical
realization of the Short Message Service (SMS); Point-to-Point (PP)".

[9] 3G TS GSM-023.060: "Digital cellular telecommunication system (Phase 2+); General Packet
Radio Service (GPRS) Service Description Stage 2".

[10] GSM 04.02: "Digital cellular telecommunication system (Phase 2+); GSM Public Land Mobile
Network (PLMN) access reference configuration”.

[171] 3G TS GSM-024.007: "Digital cellular telecommunications system (Phase 2+); Mobileradio
interface signalling layer 3; General aspects’.
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Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control /
Medium Access Control (RLC/MAC) protocol”.

GSM 04.64: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Logical Link Control (LLC)".
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3 Definitions abbreviations and symbols

3.1 Definitions

Refer to 3G TS 22.060 and 3G TS 23.060.

2G- / 3G- The prefixes 2G- and 3G- refers to functionality that supports only GSM GPRS or UMTS,
respectively, e.qg., 2G-SGSN refers only to the GSM GPRS functionality of an SGSN. When the
prefix is omitted, reference is made independently from the GSM GPRS or UMTS functionality.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

APN Access Point Name

GGSN Gateway GPRS Support Node

GPRS General Packet Radio Service

GSN GPRS Support Node

GTP-U GPRS Tunnelling Protocol for user plane
HDLC High Level Data Link Control

ICMP Internet Control Message Protocol
IHOSS Internet Hosted Octet Stream Service
IETF Internet Engineering Task Force

IP Internet Protocol

I1Pv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

LA Location Area

LAPB Link Access Protocol Balanced

LCP Link Control Protocol

LLC Logical Link Control

MAC Medium Access Control

ME Mobile Equipment

MS Mobile Station

MT Mobile Termination

NCP Network Control Protocol

ospP Octet Stream Protocol

OSP:.IHOSS Octet Stream Protocol for Internet Hosted Octet Stream Service
PAD Packet Assembler/Disassembler
PDCP Packet Data Convergence Protocol
PDN Packet Data Network

PDP Packet Data Protocoal , e.g., IP, X.25 or PPP
PDU Protocol Data Unit

PPP Point-to-Point Protocol

PS Packet Switched

PS attach————Packet Switched-attach

PSPDN Packet Switched Public Data Network
PTM Point To Multipoint

3GPP
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PTP Point To Point

PVC Permanent Virtual Circuit

RA Routing Area

SGSN Serving GPRS Support Node

SNDCP SubNetwork Dependent Convergence Protocol
TE Terminal Equipment

TCP Transmission Control Protocol

UDP User Datagram Protocol

3GPP
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3.3

Symbols

For the purposes of the present document, the following Symbols apply:

‘ Gb Interface between an SGSN and aBSC.
Gi Reference point between GPRS the Packet Domain and an external packet data network.

Gn Interface between two GSNs within the same PLMN.

Gp Interface between two GSNs in different PLMNSs. The Gp interface allows support of GPRS-Packet
Domain network services across areas served by the co-operating GPRS-PLMNs.

Gs Interface between an- SGSN and M SC.

R The reference point between a non-1ISDN compatible TE and MT. Typically this reference point
supports a standard serial interface.

Um The interface between the MS and the GPRS fixed network part. The Um interface is the GPRS
network interface for providing packet data services over the radio to the MS. The MT part of the
MSis used to access the GPRS services through this interface.

Uu I nterface between the mobile station (MS) and the UM TS fixed network part. The Uu interface is
the UMTS network interface for providing packet data services over the radio to the MS. The MT
part of the MSis used to access the UMTS services through this interface.

4 Access reference configuration

R Gi
reference point

Figure 1 shows the relationship between the MS, its terminal equipment and the UMTS/GSM network in the overall
Packet DomainGPRS environment.

Umor Uu reference point

TE

MT

Packet Domain M ! PDN or

reference point

network 1 other network
Ms ] - Gp
Packet Domain
network 2
R Gi

U‘m reference P0| nt

TE L MT

PDN or
other network

GSM GPRS
network 1

——

,,,,, I Gp

GSM GPRS
network 2

MS

Figure 1. GRPRS-Packet Domain Access Interfaces and Reference Points
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5 Functions to support data services

The main functions of the MT to support data services are:

- physical connection at the reference point R;

- flow control between TE and MT;

- mapping of user signalling to/from the GPRS-Packet Domain bearer;

- support of data integrity between the terminal equipment and the Packet DomainGPRS bearer;
- functions to support character based data;

- functions to support packet based data;

6

6.1

Interface to GRPRS-Packet Domain Bearer Services

GPRS

The following figure 2:-TFransmission-Plane shows the relationship of the GPRS Bearer, terminating at the SNDCP layer,
to the rest of the GPRS environment. It is shown for reference purposes only and detailed information can be found in
GSM-03:603G TS 23.060.

Access Access
point point
SNDCP SNDCP GTP
GTP
UDP/ UDP/
LLC LLC TCP TCP
RLC RLC BSSGP BSSGP P IP
MAC MAC Network Network L2 L2
Senvice Service
GSM RF ; GSM RF L1bis : L1bis L1 : L1 ;
Um Gb Gn Gi
MS BSS SGSN GGSN
Access Access
point point
\Rel
SNDCP SNDCP TP-U GTP-U
LLC LLC UDP/ UDP/
wy TCP TCP
RLC RLC BSSGP BSSGP P P
MAC MAC | Network Network L2 L2
Service Service
GSM RF GSM RF Libis L1bis L1 L1
Um Gb Gn Gi
MS BSS SGSN GGSN

NOTE:

Figure 2. GPRS Fransmission-User Plane
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6.2 UMTS

The following figure X shows the relationship of the UMTS Bearer, terminating at the PDCP layer, to the rest of the
Packet Domain environment. It is shown for reference purposes only and detailed information can be found in 3G TS
23.060.

Access Access
point point

Relay, Relj//
PDCP PDCP GTP-U GTP-U GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC AALS5 AALS5 L2 L2
L1 L1 ATM ATM L1 L1
Uu lu-PS Gn Gi
MS RNS 3G SGSN GGSN

Figure X: UMTS User Plane

7 Functions common to all configurations of athe
GPRS MS supporting Packet Switched Services

7.1 Mobile Station Modes of OperationClasses

Three GPRS M S emodes of operationtasses are identified: Class A, B, and C. These modes of operationelasses are
described in GSM-02:603G TS 232.060.

Three UMTS MS modes of operation are supported in UMTS: A PS/CS mode of operation corresponds to class-A
mode of operation in GPRS. A PS mode of operation corresponds to class-C mode of operation in GPRS. A CS mode of
operation is out of scopein this specification.

7.2 Physical Interface

The physical interface between the TE and the MT may conform to CCITT/ITU-T V.24/V.28, or to IrDA IrPHY
physical standard specification, or to PCMCIA PC-Card electrical specification. All signal levels and their operation

shall be as specified in GSM-3G TS 027.001, 827.002, and 027.003. This-shal-netprectude-any-new-developmentssueh

7.3 Terminal context procedures

This subclause describes the relationships for GPRS-PS Attach and Detach, and PDP Context Activation, Modification
and Deactivation. The procedures for these functions are described in 3G TS 23.060GSM-03.60.

7.3.1 GPRS Attach

The GPRS Attach shall be performed prior to activating a PDP context. The GPRS Attach may be performed
automatically or manually depending on the manufacturer’ s implementation and configuration.

3GPP



3G TS 27.060 v&:8inh 3 33PNIEBRB/T

\/3.1.0{1999-08)

7.3.2 GPRS Detach

The GPRS Detach may be performed automatically or manually depending on the manufacturer’s implementation and
configuration. The following cases are valid:

- if the connection between the TE and MT is broken then the MT may perform the GPRS Detach procedure;
- if the network originates a GPRS Detach the MT may inform the TE;
- if theradio connection is broken then the MT may inform the TE;

- if the TE deactivates the last PDP context then the MT may perform the GPRS Detach procedure.

7.3.3 MSebile Originated PDP Context Activation

The PDP Context Activation procedure may be performed automatically or manually depending on the manufacturer’s
implementation and configuration. Depending on the manufacturer’ s implementation and configuration, 0, 1, or more
PDP contexts can be active simultaneously.

7.3.X MSebie Originated Secondary PDP Context Activation

The Secondary PDP Context Activation procedure may be performed automatically or manually depending on the
manufacturer’ s implementation and configuration. Depending on the manufacturer’s implementation and configuration,
0, 1, or more PDP contexts can be active simultaneously for the same PDP address.

7.3.4 Network Requested PDP Context Activation.

The network can request a GPRS attached M S to activate a specific PDP context.

7.3.y MS-Initiated PDP Context Modification

The MS-Initiated PDP Context Modification procedure may be performed automatically or manually depending on the
manufacturer’ s implementation and configuration.

7.3.5 PDP Context Deactivation

The PDP Deactivation may be performed automatically or manually depending on the manufacturer’ s implementation
and configuration. The following cases are valid:

- if the connection between the MT and the TE is broken then the MT may perform the PDP Context Deactivation
procedure.

- if theradio connection is broken then the MT may inform the TE.

- if the TE deactivates the last PDP context then the MT may perform the GPRS Detach procedure.

7.3.6 PDP context related parameters

7.3.6.1 GPRS

It shall be possible to enquire and/or set the following parameters:
- Requested Quality of Service.
(thisincludes the peak bit rate, the mean bit rate, the delay requirements, the service precedence, and the
reliability level)
- Data Compression on or off.

- TCP/IP Header Compression on or off.
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- PDP address
- PDPtype
- Access Point Name (APN)

- Protocol configuration options (if required by the PDP type)

7.3.6.2 UMTS

It shall be possible to enquire and/or set the following parameters:

- Requested Quality of Service.
(this includes Traffic class, -Maximum bitrate, Guaranteed bitrate, Delivery order, Maximum SDU size, SDU
format information, SDU loss ratio, Residual bit error ratio, Delivery of erroneous SDUSs, Transfer delay, Traffic
handling priority, Allocation/Retention Priority)

- Protocol Control [nformation Compression, on or off.

- PDP address

- PDPtype
- Access Point Name (APN)

- Protocol configuration options (if required by the PDP type)

8 X.25 Based Services for GPRS

This clause describes the use of X.25 based services over the GPRSPacket Domain bearer. Two services are specified at
the R reference point -

1) Character mode (specified in ITU-T X.3, X.28, X.29) with the triple X PAD inthe MT.
2) Packet mode (specified in ITU-T X.25).

NOTE: Inorder to maintain consistency within UMTS/GSM specifications, the term TE is used when referring to
what CCITT/ITU-T X.25 calsaDTE. Exceptionally, in text quoted from an ITU-T Recommendation, the
term DTE isretained.

8.1 X.25 Character mode (triple X PAD) service

This mode is an asynchronous character based service allowing the application to set up a single connection using the
CCITT/ITU-T X.28/ X.29 procedures. This supports both mobile originate and mobile terminate calls. The MT
terminates the X.25 packet layer and provides atriple X PAD function.
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R ref
TE MT
Applicatio >
Optional
PAD 25 3 RELA
X.25 » GGSN
L3
LAPB LAPB .
or or Packet Domain Bearer
other L2 [ other L2
L1 L1
R ref
TE MT
Applic.
el - GGSN
Triple X >
D 25
13—
X.28
GPRS Bearer
Char | i | Char
Async Async
L1 — L1

Figure 3: Character (Triple X PAD) mode
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8.1.1 PAD Parameters

The following table lists the minimum set of X.3 parameters that shall be implemented. A full range is specified in the
CCITT/ITU-T X series documents and those parameters not implemented shall be fixed to their defined defaults.

Table 1: Table of Minimum X.3 Parameters

Parameter |Description Default |Valid Value/Function
Number Value [Values
1 PAD Recall Character 1 0 (None)
1 DLE
32-36 | Binary representation of decimal value
2 Echo 0 0 Off
1 On
3 Data Forwarding 2 0 (on 128th data byte)
Character 1 A-Z,az 0-9
2 CR
4 ESC, BEL, ENQ, ACK
8 DEL, CAN, DC2
16 ETX, EOT
32 HT,LF VT, FF
64 All characters between NUL & US not listed
above
4 Delay Timer 0 0 Disabled

1-255 | Period of TXD cct inactivity before data
forwarded (1/20 of a second). The minimum
time-out is 0.5s. Any value of parameter 4
between 1 & 10 will default to 0.5s.

None

XON/XOFF

Disabled

Enabled, excluding prompt

Enabled, including prompt

PAD escapes from data transfer state

300 bps

1200 bps

600 bps

150 bps

2400 bps

4800 bps

9600 bps

Other values may be implemented aslong as
they conformto the CCITT/ITU-T
specifications.

None

XON/OFF

None

LF inserted after CRto DTE

Disabled

Enabled

5 Flow Control from Pad 0
(to DTE)
6 Service Signals 5

7 Action on Break 8
11 Data Rate 13

EoRobrwNnour oo

12 Flow Control to Pad 0
(from DTE)
13 Line Feed insertion 0

15 Character Deletion 0

— O|Fk O|F O

Although not CCITT/ITU-T defined, to be able to specify either X.28 or X.29 modes a Parameter 0 can be used as
follows.

For X.28 mode parameter 0 shall be set to 0.

For the four X.29 variants available, each with a corresponding protocol identifier, the parameter value is set aslisted
below. Theidentifier octet is supplied with the call request packet when setting up a call.
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Value Description Protocol Identifier Octet

2 CCITT use 00000001
3 National use OLXXXXXX
4 International User Bodies 1OXXXXXX
5 DTE-DTE use LTIXXXXXX

X - this digit may be represented by either a1 or O (to be specified in ITU-T Recommendation X.244).

8.1.2 Example mapping of functions between the R reference point and
the GPRSPacket Domain bearer

The following example illustrates the case when the PAD functionality isused in the MT. In PAD mode only one PDP
context can be activated per R reference point.

TE R MT Um

1. AT commarﬁd

2. GPRS Attach

3. PDP Conte§<t Activation

»
»

4. AT responsé

NOTE: The 2 ended arrows indicate an exchange of 0 or more messages.

Figure 4: PAD Service

1) The TE issuesan AT command to activate PAD mode.

2) If the MSisnot yet GPRS attached, the M T performs the GPRS Attach procedure as described in 3G TS
23.060GSM-03:60.

3) TheMT performsthe PDP Context Activation as described in 3G TS 23.060GSM-03:60.

4) TheMT sendsan AT response to the TE. Following a positive AT response the PAD prompt is issued.

8.2 X.25 Packet mode service

This mode offers a packet based service alowing the application to set up one or more virtual calls using the
CCITT/ITU-T X.25 procedures. The maximum permitted number of concurrent virtual callsisimplementation
dependent. Both mobile originate and maobile terminate calls are supported. The MT performs arelay function for X.25
layer 3 which isterminated in the TE. The layer 2 protocol at the R reference point is terminated in the TE and the M T.

Depending on the application, the TE may or may not incorporate atriple X PAD function.
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R ref
TE MT
Application >
Optional
PAD 25 L3 RELAY
X.25 > GGSN
L3
LAPB LAPB
of 5 or GPRS Bearer
otherL2 [ i other L2
L1 : L1

NOTE: The"other L2" could be GSM-3G TS 641027.010 or a manufacturer's defined layer 2

Figure 5: Packet mode

8.2.1 Layer 1 and Layer 2 options

This subclause describes standardized layers 1 and 2 which may be used for the TE-MT interface. As an alternative, the
multiplexing protocol specified in GSM-3G TS 671027.010 or a manufacturer’s defined layers 1 and 2 may be used
providing they meet the requirements for carrying X.25 layer 3 frames over the R reference point.

8.2.1.1 Synchronous serial interface

For TEs with a synchronous serial port -
Layer 1 issynchronous X.21 or X.21bis (V.24/V.28).
Layer 2isLAP B (X.25 L2) based on bit-oriented HDLC.

NOTE: Configuration of the MT in this caseis outside the scope of this specification.

8.2.1.2 Asynchronous serial interface
For TEs with an asynchronous serial port -
Layer 1 isasynchronousV.24/V.28.
Layer 2isLAP B (X.25 L2) based on character-oriented HDL C.
NOTE: The methodsdescribed in ITU-T Rec. V.80 may be applicable here.

8.2.1.3 Synchronous and asynchronous (dual mode) interface

For TEs with a serial port that can operate in both synchronous and asynchronous modes the following mechanism may
be used where the interface supports AT commands. The interface starts in asynchronous mode and AT commands may
be used to configure the MT. When configuration is complete, the interface switches to synchronous mode and X.25
starts up in the usual way. Setting Data Terminal Ready (circuit 108/2) to off is a protocol independent way of returning
to asynchronous mode. Alternatively, the closing down of LAP B could be used as the signal.
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8.2.2 Example mappings of functions between the R reference point and
the-GPRS Packet Domain bearer

The minimum requirement is that the MT shall be GPRS-attached and the X.25 context activated whilst an X.25 virtual
call isin progress. Any extension to this requirement depends on whether the MT implements any other-GPRS Packet
Domain-supported services (e.g. SMS) which might require that the MT remains GPRS-attached even when there is no
X.25 virtual call in progress.

The following subclauses describe only the X.25 requirements. These actions may be filtered by the requirements of any
other-GPRS Packet Domain-supported service. For example, if a GPRS-only MT also supports SMS, a request for
‘disconnection’ of the X.25 service would result in a deactivation of the X.25 context but not a GPRS-detach.

8.2.2.1 Standardized X.25 TE

This case applies to TEs which implement only the X.25 procedures, i.e. they have no support for AT commands. The
layer 1 and 2 options described in subclause 8.2.1.1 and 8.2.1.2 apply.

Because of the different implementations of X.25 procedures in existing DTES, attach/detach and activate/deactivate
may need to be controlled at layer 1, 2 or 3 of the X.25 interface. Whilst it is aways possible to use layer 3 contral, this
requires the most complete implementation of the X.25 protocol stack inthe MT. Control at alower layer may result in
asimpler implementation. The procedures for connection and disconnection at all three layers are described in
CCITT/ITU-T X.25.

In all casesit may be desirable to incorporate atimer to delay the deactivate/detach proceduresin order to avoid
excessive changes of the activation and attachment states in the course of a number of consecutive calls.

NOTE: The activation and deactivation of an X.25 context to carry packets over-GPRSthe Packet Domain is
analogous to setting up and clearing a switched ISDN B channel connection to carry them over an ISDN.
The call control mapping procedures used in the ISDN case are described in detail in ITU-T X.31 clause
7.3 (layer 1) and appendix | (layers 2 and 3).

8.2.2.1.1 Layer 1 control

This appliesto X.25 DTEs which disconnect at the physical layer when no virtual callsarein progress. The TEand M T
signal to one another by using V.24 or X.21 control signals.

From TE -
Physical layer connect received by MT -> attach, activate
Physical layer disconnect received by MT -> deactivate, detach
From network -

If the X.25 context is not currently active, an attempt by the network to offer a mobile terminated X.25 virtual
call will be signalled by the receipt at the MT of a Request PDP Context Activation message. The MT signals
thisto the TE by using V.24 or X.21 control signalling and, if successful, -> attach, activate.

A network request that the X.25 context should be deactivated or afailure of theradio link will result inthe MT
performing a physical layer disconnect.

8.2.2.1.2 Layer 2 control

This appliesto X.25 DTEs which keep layer 1 active but disconnect at the data link layer when no virtual callsarein
progress. The TE and MT signal to one another by starting and stopping the data link layer protocol.

FromTE -
Datalink layer set-up received by MT -> attach, activate
Datalink layer disconnect received by MT -> deactivate, detach

From network -
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If the X.25 context is not currently active, an attempt by the network to offer a mobile terminated X.25 virtual
call will be signalled by the receipt at the MT of a Request PDP Context Activation message. The MT signals
thisto the TE by attempting to start the data link layer and, if successful, -> attach, activate.

A network request that the X.25 context should be deactivated or afailure of the radio link will result inthe MT
performing a data link layer disconnect.

8.2.2.1.3 Layer 3 control

This appliesto X.25 DTEs which keep layers 1 and 2 active when no virtual calls arein progress.

From TE -

Call Request packet received by the MT -> attach, activate
(Action istaken only if there are no X.25 virtual calls already in progress)

Clear Confirmation packet received by the MT from the TE -> deactivate, detach
(Action istaken only if there are no more X.25 virtual callsin progress.)

From network -

If the X.25 context is not currently active, an attempt by the network to offer a mobile terminated X.25 virtual
call will be signalled by the receipt at the MT of a Request PDP Context Activation message. Following
activation by the MT, an X.25 Call Request packet will be received from the network.

Clear Confirmation packet received by the MT from the network -> deactivate, detach
(Action istaken only if there are no more X.25 virtual callsin progress.)

A network request that the X.25 context should be deactivated or afailure of theradio link will result inthe MT
clearing any outstanding X.25 virtual calls.

The above refer only to normal clearing situations. An actual implementation shall take into account exceptional
conditions such as the receipt of a Clear Request packet from the TE but no acknowledging Clear Confirmation from the
network.

8.2.2.2 X.25 TE with support for AT commands

This case applies to TEs which implement AT commandsin addition to supporting X.25 procedures. The layer 1 and 2
options described in subclauses 8.2.1.2 and 8.2.1.3 apply.

The TE sends-GPRS_Packet Domain AT commands to configure the MT, followed by a command to switch the
interface into packet mode and start X.25. A mode of operation may be supported which provides compatibility with
existing modem dial procedures.
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9 IP Based Services

| All protocols that are supported by the underlying 1P protocol are applicable in the GPRS-Packet Domain environment.
However there may be some limitations due to the RF environment.

The IP protocol can be run over various underlying protocols as shown in the following figure.

TE R ref MT
Applic. ~ [¢ >
IP
RELAY
L2/PPP i L2/PPP
: GPRS Bearer
L1 j L1
TE R ref MT
Applic. €« --————"—"—"—"—"—"—"—"—"—"—"—"—"—"—"———= >
IP
IP RELAY
L2/PPP
L2/PPP Packet Domain
Bearer
L1 L1
Figure 6: IP Based Services
PPP isawidely supported protocol in numerous operating systems and this alleviates the need for any GPRS-Packet
Domain specific protocol at the TE. PPP at the MT shall comply with the following specifications IETF STD 51 (RFC

1661, RFC 1662), RFC 1570, RFC 1989, and RFC 1332. The Domain Name Server information shall be delivered as
defined in RFC 1877. The delivery of vendor-specific packets and options shall conform to RFC 2153.

Asan dternative to PPP, an L2 protocol can be used which is defined as a manufacturer’ s operating system dependent
protocol capable of carrying IP frames over the R reference point.

9.1 Example mapping of functions between the R reference
point and the GPRS-Packet Domain bearer for IP over PPP
The following example illustrates the case when the IP over PPP functionality is used in the MT. The example does not

include all the details of PPP, but only describes the logical operation of PPP connection establishment, host
authentication and IP configuration.
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Each interface at the R reference point can support only one PPP connection and each PPP connection can support only
one |P session. Therefore, in PPP mode only one IP PDP context can be activated per interface at the R reference point.
However, it is possible for a PCMCIA card (or other multiplexed interface) to support multiple virtual interfaces
(communications ports) at the R reference point. Multiple PPP connections and | P contexts are possible in this case.

TE R MT Um/Uu

1. AT commariﬂd

A 4

d

2. AT respon$'e

3. LCP Configure-Request

A 4

4.LCP Configiure Ack

d

5.LCP Configi;ure—Request

il T
1
1

6. LCP Configure Ack

Y

7. Host authentication

Y

'
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
d 1
1
1
1
1
1
1

8. NCP Confibure—Request
9. GPRS Attach

Y

v

\4

d

10. PDP conteit
11. NCP Configure Ack N :

Figure 7: IP Over PPP Based Service

1) The TE issues AT commands to set up parameters and enter PPP mode (refer to subclause on AT commands for
further details).

2) The MT sends AT responses to the TE.

3) The PPP protocol in the TE sends a LCP Configure-Request. This command isto establish a PPP link between
the TE and the MT.

4) The MT returns LCP Configure-Ack to the TE to confirm that the PPP link has been established. The MT might
previously have sent a L CP Configure-Nak in order to reject some options proposed by the TE. Thisin turn
might have triggered a retransmission of the LCP Configure-Request with different options.

5) The PPP protocol inthe MT sends a LCP Configure-Request in order to negotiate for the authentication protocol
used for authentication of the host TE towardsthe MT. The MT shall initially negotiate for CHAP, and if thisis
unsuccessful, for PAP.
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6) The TE returns a LCP Configure-Ack to the M T to confirm the use of the specified authentication protocol. The
MT might previously have sent a LCP Configure-Nak in order to reject the protocol proposed by the TE. Thisin
turn might have triggered a retransmission of the LCP Configure-Request with different options.

7) If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT by
means of that protocol. The MT stores the necessary authentication data and sends alocally generated positive
acknowledgement of the authentication to the TE. If none of the protocolsis supported by the host TE no
authentication shall be performed. Refer to GSM-3G TS 029.061 for further details on the authentication.

8) The PPP protocol in the TE sends to the MT a NCP Configure-Request. This command activates the I P protocol.

9) If the MSis not yet GPRS attached, the M T performs the GPRS Attach procedure as described in 3G TS
23.060GSM-03:60.

10) The MT performs a PDP Context Activation as described in 3G TS 23.060GSM-03.60. | P configuration
parameters may be carried between the MT and the network in PDP Context Activation messages.

11) The MT acknowledges to the PPP protocol in the TE that the | P protocol is now activated by sending a NCP
Configure-Ack command. Before sending a NCP Configure-Ack, the MT might previously have sent a NCP
Configure-Nak in order to reject some IP parameters proposed by the TE. Thisin turn might have triggered a
retransmission of the NCP Configure-Request with different parameter values. NCP Configure-Ack may also
carry |P protocol related parameters such as dynamic | P address to the TE. The MT shall also pass name server
information to the TE if the TE has requested for it and if thisinformation is provided by the GGSN. Other
packet types and options may optionally be delivered.
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10 PPP Based Services

| By means of the PDP type ‘ PPP’-GPRSthe Packet Domain may support interworking with networks based on the point-
to-point protocol (PPP), aswell as with networks based on any protocol supported by PPP through one of its Network
Control Protocols (NCPs). It may also support interworking by means of tunnelled PPP, by e.g. the Layer Two
Tunnelling Protocol (L2TP). The protocol configuration is depicted in figure 8.

TE R ref MT GGSN Gi ref

Application

L3

PPP PPP

L2 N o L 4 )
Packet DomainGPRS

Bearer

L1 L1

Figure 8. PPP Based Services

The ‘L3 protocol isanetwork layer protocol supported by one of the PPP NCP's. All protocols currently supported by
NCP'sarelisted in [36].

The PPP isawidely supported protocol in numerous operating systems and this alleviates the need for any GPRS-Packet
Domain specific protocol at the TE. PPP at the GGSN shall comply with [34]. The Domain Name Server information
shall be delivered as defined in [40]. The delivery of any vendor-specific packets and options shall conform to [41].

The ‘L2 protocol may bethe link layer protocol defined for the PPP suite [35]. As an aternative an L2 protocol can be
used which is defined as a manufacturer’ s operating system dependent protocol capable of carrying PPP frames over the
R reference point.

10.1  Example mapping of functions between the R reference
point and the-GPRS Packet Domain bearer

The following example illustrates the case when the PPP negotiation is carried out between the TE and the GGSN. The
example does not include all the details of PPP, but only describes the logical operation of PPP LCP, host authentication
and PPP NCP.
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TE R MT GGSN

1. AT comma:and

2. PDP context Activation

d

3. AT resporise

JEY Wi SIS

4. LCP Configure-Request

5. LCP Configure Ack

6. LCP Configure-Request

7. LCP Configure Ack

8. Host authentication

9. NCP Configure-Request

10. NCP Configure Ack

Figure 9: PPP Based Service

The TE issues AT commands to set up parameters and activate a PDP Context (refer to sub-clause on AT
commands for further details).

The MT performs a PDP Context Activation as described in 3G TS 23.060GSM-03:60.
The MT sends AT responsesto the TE.

The PPP protocol in the TE sends an L CP Configure-Request. This command establishes a PPP link between the
TE and the GGSN.

The GGSN returns an LCP Configure-Ack to the TE to confirm that the PPP link has been established. The
GGSN might previously have sent an LCP Configure-Nak in order to reject some options proposed by the TE.
Thisin turn might have triggered a retransmission of the L CP Configure-Request with different options.

The PPP protocol in the GGSN sends an L CP Configure-Request in order to negotiate for the authentication
protocol used for authentication of the host TE towards the GGSN.

The TE returns an LCP Configure-Ack to the GGSN to confirm the use of the specified authentication protocol.
The GGSN might previously have sent an LCP Configure-Nak in order to reject the protocol proposed by the TE.
Thisin turn might have triggered a retransmission of the L CP Configure-Request with different options.

The TE authenticates itself towards the GGSN by means of the negotiated protocol. If no authentication protocol
can be negotiated the GGSN may reject the PPP connection. Refer to GSM-3G TS 029.061 for further details on
the authentication.

The PPP protocol in the TE sends to the GGSN an NCP Configure-Request. This command activates the network
layer protocol.

10) The GGSN acknowledges to the PPP protocol in the TE that the network layer protocol is now activated by

sending an NCP Configure-Ack command. Before sending an NCP Configure-Ack, the GGSN might previously
have sent an NCP Configure-Nak in order to reject some parameters proposed by the TE. Thisin turn might have
triggered a retransmission of the NCP Configure-Request with different parameter values.
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11 Internet Hosted Octet Stream Service (IHOSS)

11.1 Introduction

This section describes the M 'S aspects of the GPRS Packet Domain Internet Hosted Octet Stream Service (IHOSS). This
isaMO-only, connection-oriented service that carries an unstructured octet (character) stream between aGPRS M S
supporting Packet Switched services and an Internet Host.

IHOSS uses OSP:IHOSS which is a subset of the Octet Stream Protocol (OSP) PDP type to provide a ‘character pipe
between the MS and the GGSN. In the GGSN there is arelay function between the OSP and the Internet Host protocol
(usually TCP). An annex to this specification contains the generic description of OSP. The features of OSP that are used
by OSP:IHOSS are described later in this section.

Figure 10 shows the scope of IHOSS and OSP:IHOSS.

Gi R

--- T

MT GGSN \ Internet

]
]
: Host
|
GPRS network '

/A =
- NG

IHOSS = = = = OSP:IHOSS

Figure 10: Scope of the Internet Hosted Octet Stream Service and Octet Stream Protocol

11.2 Example of protocol stacks at the MT

Figure 11 shows an example of the protocol stacks at the MT. The MT contains arelay function between OSP and an
asynchronous character interface.

DTE M T
NIV
Async Async OSP
chars chars
Packet
D omain
B earer
L1 L1
(e.g. (e.g.
vV .28) vV .28)
R Um

Figure 11: Example of protocol stacks for an MT with an asynchronous serial interface
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11.3 IHOSS connection control and OSP PDP context
management

Establishing an IHOSS connection involves setting up two segments, the PLMN segment (using the OSP) between the
MS and GGSN, and the Internet segment between the GGSN and the Internet Host. There is a one-to-one mapping
between the PLMN segment of an IHOSS connection and an OSP:IHOSS context. When the IHOSS connection is
established, an OSP PDP context is activated. When the connection is released, the context is deactivated. It is possible
for a suitably designed MT to activate multiple simultaneous OSP PDP contexts (subject to any limits imposed by the
GPRS Packet Domain network), each context supporting one IHOSS connection.

11.3.1 Connection establishment and PDP context activation

Establishing the PLMN segment of an IHOSS connection follows the normal procedures for PDP context activation
described in 3G TS 23.0606SM-03:60 using messages described in GSM-3G TS 024.008 (MS-SGSN) and GSM-3G TS
029.060 (SGSN-GGSN). Figure 12 illustrates the procedure when TCP is used over the Internet.

Activate PDP context request

>

_ Activate PDP context acoept

MS SGSN

Figure 12: IHOSS connection establishment

The MS requests that an OSP PDP context be set up by sending an Activate PDP context request message. The PDP
typeis set to OSP:IHOSS. The PDP configuration options may provide information to enable the GGSN to set up a
connection to the Internet host. (Alternatively this information may be derived from subscription information in the HLR
and configuration information within the GGSN.)

In the case where TCP is used over the Internet, the response accepting the context activation request is returned to the
MS only when the TCP connection to the Internet host has been established. If the TCP connection attempt fails, an
Activate PDP context reject message is returned.

In the case where UDP is used over the Internet, the response accepting the context activation request is returned to the
MS only when at |east a successful DNS lookup of the Internet host name has been completed. If the lookup fails, an
Activate PDP context reject message is returned. (The GGSN may perform additional checks before responding to the
context activation request.)

The format of the Activate PDP context request message is shown below:

Activate PDP Context Request (

NSAPI = generated within MS,

PDP type = OSP:IHOSS,

PDP address = null,

APN = asrequired or null - this may be provided by the HLR,

QoS requested = as defined in the generic OSP specification or null - this may be provided by the HLR,

PDP configuration options = (Internet hostname, port number, protocol type, maximum GGSN buffer sizes, OSP
version number - al optional)

)
The format of the PDP configuration optionsis described in alater section.
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11.3.2 Connection release and PDP context deactivation

When the IHOSS connection is rel eased the OSP:IHOSS context is deactivated. The disconnection can be originated
either by the MT or the Internet host, or exceptionally by the SGSN under fault conditions. The MT initiates
disconnection by sending a Deactivate PDP context request. Thisis acknowledged by the receipt of a Deactivate PDP
context accept which indicates that the Internet connection has been cleared. An Internet host or SGSN initiated
disconnection is signalled to the MT by the receipt of a Deactivate PDP context request which it acknowledges by
sending a Deactivate PDP context accept.

11.4 OSP:IHOSS subset of OSP

11.4.1 Required features

The following features of OSP are required for the OSP:IHOSS subset of OSP:

11411 User data transport

Thisis as specified in the generic OSP description

11.4.1.2 Flow control

This shall map on to the local flow control mechanism at the DTE-MT interface.

11.4.2 Optional features

The following features of OSP are optional for the OSP:IHOSS subset of OSP:

11.4.2.1 Break handling
The OSP break procedure may be mapped on to the local break mechanism at the DTE-MT interface.

11.4.2.2 Packet Assembler/Disassembler

If the DTE-MT interface is character-oriented, a PAD is required in the OSP entity in the MT. The PAD may have pre-
set values for the forwarding criteria parameters or they may configurable using, for example, an AT command.

If the interface to the application is block-oriented, for example in an embedded system, the PAD function is not needed.

11.4.2.3 GGSN maximum buffer size negotiation

Although the OSP entity in the GGSN does not have a PAD, it till requires buffersto hold the relayed packets. The
following GGSN PAD parameters (in the Protocol Configuration Options) may be used to specify the maximum buffer
sizesfor the two directions of data transfer.

PAD Parameter Direction
Assembly buffer max size (253) GGSN toMS
Disassembly buffer max size (254) MSto GGSN

11.4.3 Not-required features

The following features of OSP are not required for the OSP:IHOSS subset of OSP;

Control block transport

Remote configuration of OSP PAD in the GGSN (appart from the optional GGSN buffer size configuration - see above).
OSP protocol version negotiation (OSP:IHOSS uses the default version (0) of OSP.)

3GPP



3G TS 27.060 v&r8inh @A 3IPIETBR

\/3.1.0{1999-08)

11.5 Protocol option parameters

All these parameters in the PDP context activation request are optional. If not provided by the M T, this information may
be derived from subscription information in the HLR and configuration information within the GGSN. The parameters
use the syntax described in GSM-3G TS 024.008.

11.5.1 Hosthame

This refersto the Internet host to which the connection will be made.
Option ID 128

Lengthnumber of characters in the Hostname

Contents an A5 character string which is the fully formed domain name extended hostname.

11.5.2 Port Number

Thisrefersto the TCP or UDP port on the host identified by Hosthame, which forms the endpoint of the Internet side of
the connection.

Option ID 129
Lengthnumber of charactersin the Port Number
Contents an A5 character string which is the Port Number in decimal.

Note. If no port number is specified, a default value of 23 is used by the GGSN.

11.5.3 Protocol Type - TCP or UDP

Thisrefersto the protocol used over |P on the GGSN to Internet host segment of the connection. The options available
are Transmission Control Protocol (TCP) or User Datagram Protocol (UDP).

Option ID 130
Length3
Contents an A5 character string which is either “TCP” or “UDP”. All other values are reserved.

If no Protocol Typeis specified, TCP is used by the GGSN.

11.5.4 GGSN PAD parameters (maximum buffer sizes only)

The GGSN PAD options parameter is described in the generic OSP specification.

12 AT commands

GSM-3G TS 67027.007 defines commands that a TE may use to control a GPRSMT supporting Packet Switched
services, via either a non-multiplexed character-stream interface or a mutliplexed character stream interface (27.010). A
non-multiplexed character stream interfacethis places certain limitations on the functionality of the interface. For
example, it is not possible for the MT to send control information to the TE or for the TE to send commands to the M T
whilst the interface isin the VV.250 online data state unless the layer 2 protocol itself supports this feature. However, a
manufacturer-specific escape mechanlsm may be prOV| ded to enable the TE to SWI'[Ch the MT into the V. 250 online
command state.
concideredhere:

It is anticipated that GPRS MTswill vary widely in functionality. At one extreme, aclass A_or PS/ICS MT might support
multiple PDP types as well as circuit switched data, and use multiple external networks and QoS profiles. At the other
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| extremeaclass C or PSMT might support only a single PDP type using asingle external network, and rely onthe HLR
to contain the context definition.

| A comprehensive set of GPRSPacket Domain -specific AT commands is defined in GSM-3G TS 67:027.007 to provide
the flexibility needed by the more complex MT. The commands are designed to be expandable to accommodate new
PDP types and interface protocols, merely by defining new values for many of the parameters. Multiple contexts may be
activated if the interface link-layer protocol is able to support them. The commands use the extended information and
error message capabilities described in GSM-3G TS 67.027.007.

For MTs of intermediate complexity, most commands have simplified forms where certain parameters may be omitted.

For the smplest MTs, and for backwards compatibility with existing communications software, it is possible to control
access to the GPRS-Packet Domain using existing modem-compatible commands. A specia dial-string syntax is defined
for use with the D command. This "modem compatible" mode of operation is described in GSM-3G TS 67:027.007.

Subclause 120.2 contains examples of command segquences for a number of applications.

Annex A of this document liststhe AT commands for the Packet DomainGPRS. They are fully defined in GSM-3G TS
07.027.007,

12.1 General on AT commands

The following sections describe how the AT commands are used for the Packet DomainGPRS. The AT commands
themselves are fully described in GSM-3G TS 67.027.007. Reference to the particular AT command names are shown
only for clarity. In al case refer to GSM-3G TS 674:027.007 for the latest descriptions.

12.1.1 Interaction of AT commands, Packet DomainGRPRS management
and PDPs

State machines may be used to describe the behaviour of -

AT commands (ITU-T V.250).

GPRS PDP context management (3G TS 23.060GSM-03-60).

PDP startup, data transfer and termination (Packet Data Protocol specifications).

The layer 2 protocol (if any) used acrossthe TE-MT interface (layer 2 protocol specifications).

This subclause does not attempt to describe in detail how these state machines interact but rather to give some general
guidance on their relationships.

12.1.1.1 AT commands and responses
AT commands may be issued and responses received by the TE only when the TE and MT arein V.250 command state.

The possibility of suspending the PDP and/or layer 2 protocol and entering V.250 online command state is not
considered here; neither is the use of a multiplexed interface where the PDP and the AT commands use separate logical
channels.

12.1.1.2 PDP and layer 2 protocol operation

The PDP (acrossthe TE-MT interface) may startup, transfer data and terminate only when the TE and MT are in V.250
online data state. It may be necessary to startup alayer 2 protocol across the interface before starting the PDP. The PDP
startup procedure may provide information needed for the PDP context activation procedure (see 10.1.1.3.2).

‘ 12.1.1.3 GPRS-mManagement_of Packet Switched services

A particular PDP may be used to transfer data only when a context is active for that PDP. Before a context can be
‘ activated, the MT must be attached to the Packet DomainGPRS network.
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In order to provide flexibility and support a variety of types of GRRSMT and PDP, AT commands are provided which
give the TE explicit control over attachment and detachment (+CGATT), and context activation and deactivation
(+CGACT) procedures. These commands allow the TE to retain control of the MT, and receive status information from
the MT, after these actions have been performed.

12.1.1.3.1 GPRS attachment

The MT may be attached and detached using the +CGATT command. However, it may not be necessary to use the
command since attachment may occur -

0N power up or reset;
when an attempt is made to activate a context either explicitly (+CGACT) or as aresult of a PDP startup procedure;
when the mobile classis changed (+CGCLASS).
Similarly, detachment may occur -
as aresult of a PDP termination procedure (if no other Packet SwitchedGPRS services are active);

when the mobile classis changed (+CGCLASS).

12.1.1.3.2 PDP context activation

Certain information must be provided to the network in order for a context activation attempt to be successful. The TE
may provide some of thisinformation to the MT during the PDP startup procedure rather than through AT command
procedures. In this case the context activation cannot be initiated by the +CGACT command but rather on receipt of the
appropriate information during the PDP startup.

12.1.2 Use of default context parameter values

The activate context request message sent by the MT to the network contains a number of parameters whose values can
usefully be set by the TE. Under certain circumstances the values for some or all of the parameters need not be provided
by the TE, either via AT commands or the PDP startup procedure. The storage of context information in the SIM is not
considered in this specification. Rules concerning what values shall be sent by the MT to the network under various
circumstances are given in 3G TS 23.06003-60.

One particular rule that is designed to simplify operation in modem compatibility mode is that if thereis only one PDP
context subscription in the HLR then all of PDP type, PDP address and APN may be omitted.

12.1.2.1 PDP type

This may be omitted:
when the MT supports only one PDP type (it will be provided by the MT);
or according to the rules given in 3G TS 23.06003-60.

12.1.2.2 PDP address (of the MS)
This shall be omitted when:
adynamic addressis required;

or according to therules given in 3G TS 23.06003:60.

12.1.2.3 Access Point Name
This may be omitted:

according to the rules given in 3G TS 23.06003.60.
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12.1.2.4 QoS Requested
This may be omitted when:
the default subscribed QoS is acceptable.

12.1.2.5 PDP Configuration Options
These shall be omitted:
when none are required for the PDP concerned;

or according to the rules given for the PDP.

12.2  Example command sequences for dial-compatibility mode

12.2.1 PPP in dial compatibility mode

12.2.1.1 Mobile initiated IP context activation

In this mode of operation, the MT behaves like an originating modem and accepts the normal V.250 commands
associated with placing and clearing acall to adial-up PPP server. Although the procedures for setting up the IP context
are initiated from the mobile end, 1P-based sessions, for example the File Transfer Protocol (FTP), may be initiated from
either end once the context is active.

For this exampleit is assumed that

- the user has subscribed to only one PDP context (of type IP) and therefore no context parameter values are needed,
- the MT supports only PPP at the MT-TE interface and therefore no layer 2 protocol need be specified.

A possible sequence of eventsis -

The MT beginsin V.250 command state.

TE->MT: AT<Packet DomainGPRS-specific configuration commands, if required>

MT ->TE: OK

The TE sends a dial command requesting the Packet Switched serviceGPRS,

TE->MT: ATD*99#
MT ->TE CONNECT
The MT enters V.250 online data state.

TE starts up PPP (LCP exchange) -
TE->MT: LCP Configure-request
MT ->TE: LCP Configure-ack
PPP Authentication may take place (optional)
TE starts up 1P (NCP for IP exchange) -
TE->MT: NCP(IP) Configure-request
MT <-> network: MT performs the GPRS-attach procedure if the MT is not currently attached.
MT <-> network: MT performs the IP context activation procedure.
MT ->TE: NCP(IP) Configure-ack
TE <-> MT< - > network: |P packets may now be transferred
TE stops IP (optional) -

TE-> MT: NCP(IP) Terminate-Request ) this

MT<-> network: MT performs the | P context deactivation procedure ) is

MT ->TE: NCP(IP) Terminate-Ack ) optional
TE stops PPP -
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TE-> MT:LCP Terminate-Request
MT <-> network: MT performs the | P context deactivation procedure if it has not already done so.
MT <-> network: MT may perform the GPRS-detach procedure if no other Packet SwitchedGPRS services
are active.
MT ->TE: LCP Terminate-Ack
The MT returns to V.250 command state and issues the final result code -

MT->TE NO CARRIER

The TE may recognise thisas a return to V.250 command state. However, if it is using procedures intended for
controlling modems, it may attempt to force a disconnect since in the modem case it cannot rely on the remote modem
dropping the carrier. It will use some combination of -

TE->MT: TEdropscircuit 108/2 (Data Terminal Ready)

TE->MT: escape sequence (e.g. +++)

TE->MT: ATH

The MT should respond according to V.250 even if it isalready in command state.

If the connection islost at any time, the MT shuts down PPP, returns to V.250 command state and issues the final result
code -

MT->TE NOCARRIER

12.2.1.2 Network requested IP context activation

In this mode of operation, the MT behaves like an answering modem and accepts the normal V.250 commands
associated with answering a call to a PPP server. Although the procedures for setting up the I P context are initiated from
the network end, 1P-based sessions, for example the File Transfer Protocol (FTP), may be initiated from either end once
the context is active.

Two exampl e sequences of events are given, for the cases of automatic and manual answering -
Case 1. automatic answering

The MT beginsin V.250 command state.

TE->MT: AT<Packet Domain GPRS-specific configuration commands, if required >

The TE sets automatic answering mode -

TE->MT: ATSO=1

MT <- > network: MT performs the GPRS-attach procedure if the MT is not currently attached.
Subsequently -

network -> MT: Request PDP Context Activation message
MT ->TE: RING

The MT returns the intermediate result code -
MT ->TE CONNECT
- and enters V.250 online data state.

The TE and MT perform the PPP and I P startup procedures which include the MT requesting the network to activate
the IP context.

Case 2: manual answering
The MT beginsin V.250 command state.

TE->MT: AT<Packet Domain GPRS-specific configuration commands, if required >
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‘ The TE sets manual answering mode and requests a GPRS-attach (if necessary) -
TE->MT: ATS0=0
TE->MT: AT+CGATT=1
‘ MT <- > network: MT performs the GPRS-attach procedure if the MT is not currently attached.
network -> MT: Request PDP Context Activation message
MT ->TE: RING
The TE answers manually, -
TE->MT: ATA
MT->TE CONNECT
- and enters V.250 online data state.

The TE and MT perform the PPP and I P startup procedures which include the MT requesting the network to activate
the IP context.

or the TE rejects the connection -
TE->MT: ATH

- and remainsin V.250 command state

12.2.2 MO X.25 virtual call using a triple-X PAD in dial compatibility mode

This example shows how the <cal | ed_addr ess> string may be used in the D command to make an X.25 call to a
specified X.121 address.

The MT beginsin V.250 command state.
‘ TE->MT: AT<Packet Domain GPRS-specific configuration commands, if required>
MT->TE: OK

‘ The TE sends a dial command requesting the Packet Switched serviceGPRSto X.121 address 1234567890.
TE->MT: ATD*99*1234567890#
MT->TE CONNECT

| The MT enters V.250 online data state, performs a GPRS attach if necessary and activates the X.25 context. It then
automatically makes an X.25 call to the specified address, bypassing the PAD prompt. If the call is successful the MT
responds with the PAD connect message -

1234567890 COM
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Annex A (informative):
Summary of AT commands for the Packet DomainGPRS

Thisinformative annex liststhe AT commands for the Packet DomainGPRS that are fully described in GSM-3G TS
07.027.007.

Table A.1: Summary of AT commands for the packet domainGPRS

Command Description

+CGACT PDP context activate or deactivate

+CGANS Manual response to a network request for PDP
context activation

+CGATT GPRS attach or detach

+CGAUTO Automatic response to a network request for PDP
context activation

+CGCLASS GPRS mobile station class

+CGCLOSP Configure local Octet Stream PAD parameters

+CGCLPAD Configure local triple-X PAD parameters

+CGDATA Enter data state

+CGDCONT Define PDP context

+CGEREP Control unsolicited GPRS event reporting

+CGPADDR Show PDP address

+CGREG Packet DomainGPRS network registration status

+CGQMIN Quality of service profile (minimum acceptable)

+CGQREQ Quality of service profile (requested)

+CGSMS Select service for MO SMS messages

Table A.2: Summary of Packet DomainGPRS Extensions to existing GSM AT commands

Command Description

+CEER Extended error report (refer to 87:627.007)

+CMEE Report mobile equipment error (refer to 84027.007)
+CR Service reporting control (refer to 87-627.007)
+CRC Cellular result codes (refer to 870627.007)

Table A.3: Summary of AT commands for Packet DomainGPRS modem compatibility mode

Command Description

A Answer — manual acceptance of a network request
for PDP context activation

D Dial — request Packet DomainGPRS service

H On-hook - manual rejection of a network request for
PDP context activation

SO Automatic answering control - automatic acceptance
of a network request for PDP context activation
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Annex B (informative):
Octet Stream Protocol (OSP) PDP type

B.1  Scope

The Octet Stream Protocol (OSP) is used to carry an unstructured octet (character) stream between the M S and GGSN.
It is used to provide a 'character pipe' to allow a M S to communicate (viathe GGSN) with an arbitrary Internet host, or
other character-based service. Unlike PDP types such as I P and X.25, OSP has no existence outside the PLMN. In the
MSthereis acharacter stream at the R reference point together with some optional control signals. In the GGSN thereis
arelay function, carrying the same character stream and control signals between the OSP entity and a fixed network
protocol stack.

An OSP entity has two modes of operation. In octet mode, it uses a Packet Assembly function to assemble a number of
user octetsinto a single packet for more efficient transport by the underlying packet protocol. A complementary Packet
Disassembly function in the same OSP entity performs the reverse operation. In block mode, an OSP entity's Packet
Assembly and Disassembly functions are bypassed. Data is transferred between the OSP user and the OSP entity in
blocks of octets. Each block of octetsis carried in a single packet of the underlying protocol. The selection of octet or
block mode is made independently for each OSP entity as an implementation or configuration decision before a
connection is established and remains fixed for the duration of that connection.

An example of the use of block mode iswhen OSP is used for interworking with a fixed network where the octet stream
isalso carried in packets. The use of the block mode in the OSP entity in the GGSN avoids the use of back-to-back
PADs. Block mode could also be used in aMS where the MT function is embedded in alarger piece of equipment and
the application transfers datain blocks of octets.

OSP uses the services of SNDCP between the MS and SGSN, and the services of GTP between the SGSN and GGSN.
The Quality of Serviceis determined mainly by that provided by the underlying layers. However, the end-to-end delay
may be affected by the presence of the PAD (Packet Assembler/Disassembler) function. For most applicationsit is
anticipated that a reliable (acknowledged) service will be provided by the underlying layers.

In summary, the main functions of OSP are:

- transport of an unstructured octet stream,

- Packet Assembly/Disassembly (to make efficient use of network resources),
- end-to-end flow control.

In addition OSP may provide:

- transport of a'break’ signal,

- transport of blocks of control information between the OSP users,

- user control of packet assembly buffer forwarding,

- direct OSP user access to the underlying packet service, bypassing the PAD.

Figure B.1 shows how OSP fits into the overall Packet DomainGPRS protocol model.
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Figure B.1: Relationship of OSP to the rest of the packet domainGPRS protocol architecture

B.2  Service primitives

B.2.1 Service Primitives provided by the OSP layer

The service provided by the OSP layer to its user (the layer above) is described in terms of service primitives. An
example of the use of the OS-DATA .request and OS-DATA.indications primitives to transfer an octet or block of octets

from one OSP user to another is shown in figure B.2.
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Figure B.2: An example of the use of the OS-DATA primitives
The primitives provided by the OSP layer are listed in Table B.1.

Table B.1: OSP layer service primitives

Generic Type Parameters

Name Request | Indication | Response Confirm

OSP User (MSor GGSN) <> OSP

OS-DATA X X - - D-PDU (single octet or
block of octets)

OS-UNITDATA X X - - D-PDU (single octet or
block of octets)

OS-FLOWCONTROL X X - - Requested flow control
state (STOP or START)

OS-BREAK X X - - none

OS-CONTROL X X - - C-PDU (block of octets)

OS-FORWARD X - - - none

B.2.1.1 OS-DATA.request

Request used by the OSP user for transmission of a D-PDU. In octet mode, the D-PDU consists of asingle octet. In
block mode the D-PDU consists of a block of octets. This primitive is used when the underlying protocol layers are
providing areliable service.

B.2.1.2 OS-DATA.indication

Indication used by the OSP entity to deliver the received D-PDU to the OSP user. In octet mode, the D-PDU consists of
asingle octet. In block mode the D-PDU consists of a block of octets.

B.2.1.3 OS-UNITDATA.request

Request used by the OSP user for transmission of a D-PDU. In octet mode, the D-PDU consists of asingle octet. In
block mode the D-PDU consists of a block of octets. This primitive is used when the underlying protocol layers are
providing an unreliable service.
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B.2.1.4 OS-UNITDATA.indication

Indication used by the OSP entity to deliver the received D-PDU to the OSP user. In octet mode, the D-PDU consists of
asingle octet. In block mode the D-PDU consists of a block of octets.

B.2.1.5 OS-FLOWCONTROL.request

Request used by the OSP user for the peer OSP user to update its flow control state.

B.2.1.6 OS-FLOWCONTROL.indication

Indication used by the OSP entity to request the OSP user to update its flow control state.

B.2.1.7 OS-BREAK.request

Request used by the OSP user to send a break signal to the peer OSP user.

B.2.1.8 OS-BREAK.indication

Indication used by the OSP entity to deliver a break signal to the OSP user.

B.2.1.9 OS-CONTROL.request

Request used by the OSP user to request transmission of a C-PDU. The C-PDU consists of ablock of octets. The
reliability of the transmission is determined by the lower layer protocols.

B.2.1.10 OS-CONTROL.indication

Indication used by the OSP entity to deliver areceived C-PDU to the OSP user.

B.2.1.11 OS-FORWARD.request

Request used by the OSP user to cause immediate forwarding of the OSP Packet Assembly buffer.

B.2.2 Service Primitives Used by the OSP Layer

The OSP layer uses the service primitives provided by the SNDCP layer (see Table B.2) and the GTP layer (seetable
B.3). SNDCP is specified in GSM 04.65 and GTP in GSM-3G TS 629.060.

Table B.2: SNDCP service primitives used by the OSP entity

Generic Type Parameters

Name Request | Indication | Response Confirm

OSP <> SNDCP

SN-DATA X X - - N-PDU, NSAPI

SN-UNITDATA X X - - N-PDU, NSAPI,
protection mode
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B.2.2.1 SN-DATA.request
Request used by the SNDCP user for acknowledged transmission of an N-PDU. The successful transmission of an SN-

PDU shall be confirmed by the LLC layer. The SN-DATA..request primitive conveys the NSAPI to identify the PDP
using the service.

B.2.2.2 SN-DATA.indication

Indication used by the SNDCP entity to deliver areceived N-PDU to the SNDCP user. Successful reception has been
acknowledged by the LLC layer.

B.2.2.3 SN-UNITDATA.request

Request used by the SNDCP user for unacknowledged transmission of an N-PDU. The SN-UNITDATA .request
primitive conveys the NSAPI to identify the PDP using the service and protection mode to identify the requested
transmission mode.

B.2.2.4 SN-UNITDATA.indication

Indication used by the SNDCP entity to deliver areceived N-PDU to the SNDCP user.

Table B.3: GTP service primitives used by the OSP entity

Generic Type Parameters
Name Request | Indication | Response Confirm
OSP <---> GTP
GT-DATA X X - - N-PDU, TID
GT-UNITDATA X X - - N-PDU, TID

B.2.2.5 GT-DATA.request

Request used by the GTP user for acknowledged transmission of an N-PDU. The successful transmission of an SN-PDU
shall be confirmed by the TCP layer. The SN-DATA .request primitive conveys TID to identify the PDP using the
service.

B.2.2.6 GT-DATA.indication

Indication used by the GTP entity to deliver the received N-PDU to the GTP user. Successful reception has been
acknowledged by the TCP layer.

B.2.2.7 GT-UNITDATA.request

Request used by the GTP user for unacknowledged transmission of an N-PDU. The SN-UNITDATA..request primitive
conveys TID to identify the PDP using the service. This uses UDP as the path protocol.

B.2.2.8 GT-UNITDATA.indication

Indication used by the GTP entity to deliver the received N-PDU to the GTP user.
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B.3 OSP Functional model

Flow control, D-PDUs OSP  Flow control, D-PDUs
bresk, C-PDUs, (octet mode) user  bresk, C-PDUs, (octet mode),
D-PDUs (block D-PDUs (block  force forward
modea ______ b modd l.._.
Packet Packet
Disassembl er Assembler
osP

N-PDUs SNDCP or GTP N-PDUs

Figure B.3: OSP functional model

The main functions of the OSP entity are shown in figure B.3.

At the sending side, in octet mode, octets from the OSP user (D-PDUs) are accumulated by the Packet Assembler until
some forwarding criterion is satisfied. Forwarding can be forced by the user if required. The resulting packet is then
passed to the multiplexing function (MUX). In block mode, D-PDUs are passed directly to the MUX. The MUX
combines these packets of user data with flow control requests and optionally break requests and control blocks (C-
PDUSs). (A control block isadelimited set of octets whose maximum size is determined by the limits imposed by the
underlying protocol.) The resulting stream of N-PDUs is passed to the SNDCP or GTP layer below.

At the receiving side, the N-PDUs from the SNDCP or GTP layer below are passed to the demultiplexing (DEMUX)
function. Here the packets of user data, flow control indications, and (if implemented) break indications and control
blocks (C-PDUSs) are separated out. In block mode, the packets of user data are passed directly to the OSP user. In octet
mode, they are passed to the Packet Disassembler which regenerates the original stream of octets (D-PDUS).

B.4 OSP N-PDU (packet) format

Each N-PDU shall contain an integral number of octets, and shall comprise a header part and a data part. An N-PDU
shall contain data from zero or more D-PDUs or a single C-PDU. (D-PDUs and C-PDUs may not be mixed in the same
N-PDU.)

The bit and octet numbering convention used in this specification isillustrated in figure B.4. The bits are grouped into
octets. The bits of an octet are shown horizontally and are numbered from 1 to 8. Multiple octets are shown vertically
and are numbered from 1 to N.
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Bit 817|615 4]13]|]2]1

Octet 1

N-1

Octet N

Figure B.4: Numbering convention

N-PDUs are transferred between the OSP layer and the SNDCP or GTP layer in ascending numerical octet order (i.e.,
octet 1, 2, ..., N-1, N).

B.4.1 OSP header

The OSP header is contained in octet 1. The use of bits 1-4 and bit 8 are described below. Bits 5-7 are not used in this
version of the protocol and shall be set to zero by the sender and ignored by the receiver.

B.4.1.1 Bit1l - Extension (E)

Thisis provided to allow the OSP header in future versions of the protocol to consist of more than one octet. In this
version of the protocol E shall always be set to 1 by the sender and checked by the receiver.

B.4.1.2 Bit 2 - Ready to Receive (RTR) - flow control

This bit indicates if the OSP entity that sent the N-PDU is able to receive data from its peer OSP entity.
RTR=0 not ready to receive

RTR=1 ready to receive

B.4.1.3 Bit 3 - Break Request (BR)

This bit requests that the receiving OSP entity shall signal a break to its user.
BR=0 no break
BR=1 signal break

B.4.1.4 Bit4 - Break Acknowledge (BA)

This bit indicates that the sending OSP entity has signalled a break to its user in response to a Break Request.
BA=0 no acknowledge break
BA=1 acknowledge break

B.4.1.5 bit 8 - payload type (PT)

This bit indicates whether the payload contains user data or a control block .
PT=0 data(zero or more D-PDUS)

PT =1 control (zero or one C-PDU)
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B.4.2 OSP payload

This consists of one of the following:

B.4.2.1 User data

This consists of zero or more (up to some maximum - TBD) octets of user data (zero or more D-PDUS).

B.4.2.2 Control block

This consists of the contents of zero or one C-PDU.

B.5 Packet Assembly/Disassembly (PAD) function

In order to make efficient use of the network resources, particularly the radio resource, D-PDUSs (octets) received from
the OSP user are not forwarded immediately but are placed in a buffer. When some forwarding criterion is satisfied, the
contents of the buffer are forwarded in the payload of an N-PDU to the layer below. At the receiving end, the payload of
an N-PDU received from the layer below is placed in a buffer and the octets are delivered to the OSP user as a stream of
D-PDUs (octets). The PAD is used only when the OSP entity is operating in octet mode. It is not used when the OSP
entity is operating in block mode.

B.5.1 Packet Assembler

The packet assembler shall be able to detect the following forwarding criteria. When any one criterion is satisfied, the
contents of the buffer shall be forwarded in an N-PDU (of type User Data) to the layer below, subject to any flow
control condition. Whenever abuffer is forwarded, the inactivity timer is stopped (if it isrunning).

B.5.1.1 Buffer full

The buffer contents are forwarded when the number of octets in the buffer reaches the value of the maximum buffer size
parameter.

The maximum N-PDU sizeis equal to the maximum buffer size plus the size of the OSP header. It should be chosen so
asto make efficient use of the network resources, particularly the radio resources. Although it is possible to calculate the
overhead imposed by the various underlying protocol layers, it is not possible to predict exactly how an N-PDU will be
mapped on to radio frames even if the channel coding is known. Thisis because the SNDCP layer may use data
compression, the efficiency of which depends on the compressibility of the data. However, since the SNDCP layer is
able to segment and reassemble long N-PDUSs, it is recommended that the maximum N-PDU size should be several
times the largest radio frame size, allowing for atypical compression ratio of, say, 2:1. Thiswill ensure that most radio
frames are full.

The maximum size for the packet assembly buffer is specified by PAD parameter 253. The value isin the range 1-65535
octets.

The maximum size for the packet disassembly buffer is specified by PAD parameter 254. The value isin the range 1-
65535 octets.
B.5.1.2 Inactivity timer expiry

Whenever an octet is placed in the buffer the inactivity timer shall be started, set to the value of the inactivity time
parameter. When the timer expires, the buffer contents are forwarded. The timer has the following functions:

1. to ensure that octets don't remain in the buffer for ever.

2. to detect significant gaps in the stream of octets and try to ensure that these gaps match the N-PDU boundaries. This
is beneficial for datathat at the user level isin blocks of octets, e.g. a PPP frame. It means that the trailing octets of a
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block do not get delayed (since they are forwarded when the timer expires). Also, because the timer is restarted
whenever a new octet appears, it ensures that blocks do not get split unless the buffer becomes full.

3. to give interactive traffic a reasonable response time.

Theinactivity time parameter should be set to be longer than the inter-octet time but shorter than the inter-block time to
ensure optimum forwarding of blocked data. It shall be possibleto set it to aninfinite time, i.e. the timer never expires.

The maximum buffer delay timer is specified by PAD parameter 4 and values shall be in the range 1-255 (units of 1/20
of asecond). Additionally, the value O disables the timer. The default valueis 0.
B.5.1.3 Maximum Buffer Delay timer expiry (optional)

When the first octet is placed into the (empty) buffer, a maximum buffer delay timer may optionally be started, set to the
value of the maximum buffer delay parameter. When the timer expires, the buffer contents are forwarded. Thistimer
ensures that no octet is delayed in the buffer for more than the specified time.

The maximum buffer delay timer is specified by PAD parameter 255 and values shall be in the range 1-255 (units of 1/2
of asecond). Additionally, the value O disables the timer. The default valueis 0.
B.5.1.4 Special character(s)

Whenever an octet has been placed in the buffer, it is compared (lower 7 bits only) with alist of 'special characters. If it
matches, the buffer is forwarded.

The possible characters and combinations of characters are specified by PAD parameter 3. Permitted values are listed
below.

Vaue Characters

0 disabled
1 A-Z, &z, 0-9
2 CR

4 ESC, BEL, ENQ, ACK

8 DEL, CAN DC2

16 ETX, EOT

32 HT, LF, VT, FF

64 all characeters between NUL and US not listed above

Values may be added to create further combinations, e.g., 34 (=2+32) correspondsto CR, HT, LF, VT, FF.

B.5.1.5 Change in flow control state

An N-PDU (type User Data) carries flow control information in the OSP header as well as user datain the payload. If
thereis aneed to signal a change in the Ready to Receive condition, the buffer shall be forwarded immediately with the
appropriate (new) value of RTR in the OSP header, unless the change has already been signalled using an N-PDU with
an empty payload.

B.5.1.6 Immediate forwarding request

When the OSP entity receives a OS-FORWARD.request primitive from its user, it shall immediately forward the buffer
unlessit is empty.

B.5.2 Packet Disassembler

The packet disassembler shall forward the contents of the N-PDU (type User data) payload to the OSP user, subject to
any local flow control condition.
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B.6 Flow control

The OSP entity maintains two variables indicating the readiness of the local OSP entity (itself) and the remote OSP
entity (its peer) to receive data.

Local - variable RTRL

Thevalue of RTRL is updated as aresult of the receipt of OS-FLOWCONTROL .request primitives from the OSP user
and changes in buffer conditions within the OSP entity. When the user requests STOP, RTRL shall immediately be set
to 0. When the user requests START, RTRL may be set to 1 immediately or this may be delayed subject to buffer
conditions.

Thevaue of RTRL iscopied into the RTR bit of every N-PDU transmitted. Whenever RTRL changes, an N-PDU is
sent immediately to signal the change to the peer OSP entity. This may be done by either sending an N-PDU with an
empty payload or immediately forwarding the packetiser buffer.

RTRL may also be set to 0 or 1 by the OSP entity as a result of buffer conditions within the OSP entity.
Remote - variable RTRR

The value of RTRR is updated from the RTR bit of every N-PDU received. When RTRR changesto 0, an OS-
FLOWCONTROL .indication(STOP) primitive shall be sent immediately to the OSP user. When RTRR changesto 1, an
OS-FLOWCONTROL.indication (START) primitive may be sent immediately to the OSP user or this may be delayed
subject to buffer conditions.

STOP and START indications may also be sent at any time as aresult of buffer conditions within the OSP entity.

B.7  Break handling

When an OSP entity receives an OS-BREAK .request from its user it shall immediately send an N-PDU (type User Data)
with the Break Request (BR) hit in the OSP header set to 'signal break' and an empty payload. Any datain the packetiser
buffer shall be discarded and not transmitted in the N-PDU. Further data received from the OSP user shall be processed
in the normal way. The OSP entity shall discard any buffered data already received from its peer entity and, when
operating over areliable service, shall continue discarding received N-PDUSs (type user data) until it receives one with
the Break Acknowledge (BA) bit in the OSP header set to ‘acknowledge break '. Any datain the received N-PDU shall
be processed in the normal way. N-PDUs (type control) are not discarded.

When operating over an unreliable service, the OSP entity sending ‘signal break’ shall protect itself from the risk of
lockup resulting from the loss of either or both of the N-PDUs containing ‘signal break’ or ‘break acknowledge'. Thisis
implementation-dependent. (A simple implementation could resume processing received N-PDUs immediately and
ignore any received ‘break acknowledge’.)When an OSP entity receives an N-PDU (type User Data) with the BR bit set
to 'signal break' it shall immediately signal a break to its user with an OS-BREAK .indication. The OSP entity shall
discard al buffered data for both directions of flow and acknowledge the break by sending an N-PDU (type User Data)
with the Break Acknowledge (BA) bit in the OSP header set to 'acknowledge break'. This may either be sent
immediately with no data or wait until one of the forwarding criteriais satisfied.

B.8  Control block transport

An OSP user may use the OS-CONTROL .request primitive to send a C-PDU (block of control information) consisting
of zero or more octets to its peer user. An N-PDU (type Control Block) is sent immediately, regardless of whether there
isany datain the packetiser buffer or flow control condition. If it is necessary to forward the buffer contents before
sending the control block, the OSP user should issue an OS-FORWARD.request before the OS-CONTROL .request. The
C-PDU isdelivered immediately to the receiving OSP user with the OS-CONTROL .indication primitive, regardless of
the state of the depacketiser buffer or local flow control condition. The octet ordering within the block and the block
boundaries are preserved.

3GPP



3G TS 27.060 v&r8inh @A 3IPIETBR

\/3.1.0{1999-08)

B.9  Quality of Service

The Quality of Service (QoS) provided by the OSP layer is determined almost entirely by that provided by the
underlying protocol layers. However, the Packet Assembly and Disassembly functions introduce an additional variable
delay into the transmission path. This delay can be limited at the risk of making less efficient use of network resources
(particularly radio resources). The PAD function is described in detail in its own section.

B.10 OSP version

In order to allow the possible coexistence in the future of multiple versions of OSP, each version shall be assigned a
version number. The use of a particular version may be negotiated by the peer OSP entities using the OSP version
subparameter of the protocol configuration options parameter in the PDP context activation request, accept and reject
messages. The default in the event of no negotiation taking placeis thisinitial version (0).

B.11 Protocol Configuration Options

The following generic OSP configuration options parameters are defined for use in the various PDP Context Activation
control messages. They use the syntax described in GSM-3G TS 024-008. Option IDs 0-127 are reserved for generic
use. Additional parameters with IDs in the range 128-255 may be defined for specific uses of the OSP.

Parameter values may be negotiated between the MT and GGSN OSP entities. Thisis atwo phase negotiation with the
MT making a set of proposals and the GGSN either accepting each value or proposing an alternative. The MT must
either accept the new set or the connection attempt fails. The alternative values are proposed in either a PDP context
activation accept or reject message.

The accept message should be used if there is areasonable likelihood that the alternative will be acceptable to the MT,
e.g. adowngrading of buffer size, since the connection may then immediately continue. If the alternative is unacceptable
the MT immediately deactivates the context.

The reject message should be used if it islikely that the alternative will not be acceptable, or if asignificant charge
would be incurred if the context were to be activated by the GGSN and then immediately deactivated by the MT. If the
dternative is acceptable the MT may reattempt context activation using the values supplied by the GGSN.

B.11.1 OSP version

This parameter is optional. It allowsthe MT and GGSN to negotiate a mutually acceptable version of OSP. If omitted,
theinitial (version 0) of OSP is assumed.

OptionID 0O
Lengthl

Contents 0 indicatesthis (initial) version of OSP. Other values are reserved for future versions.
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B.11.2 GGSN PAD parameters

This options parameter is optional and may be used if the OSP entity in the GGSN contains a PAD function. It allows
the MT and GGSN to negotiate a mutually acceptable set of PAD parameters for the GGSN PAD. The maximum buffer
size parameters may be negotiated even when the OSP entity in the GGSN does not contain a PAD. If not relevant to the
GGSN OSP entity, the PAD options parameter shall be ignored.

Option D 1

Length3n (n = number of PAD parameters)

Contents Pairs of (PAD parameter, value)

The PAD parameter is 1 octet in length. The valueis 2 octets in length.

Valid PAD parameters are listed in the section describing the Packet Assembly/Disassembly function.
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2

References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non-
specific.

For a specific reference, subsequent revisions do not apply.
For a non-specific reference, the latest version applies.

A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the
same number.

For this Release 1998 document, referencesto GSM documents are for Release 1998 versions (version 7.x.y).

[44] IETF RFC 2686 (1999):" The Multi-Class Extension to Multi-Link PPP”
[45] IETF RFC 1990 (1996):" The PPP Multilink Protocol (MP)*.
3.2 Abbreviations
For the purposes of the present document the following abbreviations apply:
MCML Multi-Class Multi-Link PPP
MP Multilink PPP
TFT Traffic Flow Template

5

Functions to support data services

The main functions of the MT to support data services are:

physical connection at the reference point R;
flow control between TE and MT,;
mapping of user signalling to/from the Packet Domain bearer;

mapping of packets belonging to different flows to appropriate PDP contexts;

support of dataintegrity between the terminal equipment and the Packet Domain bearer;
functions to support character based data;

functions to support packet based data;

7.3.6 PDP context related parameters

It shall be possible to enquire and/or set the following parameters:

Requested Quality of Service.
(thisincludes the peak bit rate, the mean bit rate, the delay requirements, the service precedence, and the
reliability level)

Traffic Flow Template

Data Compression on or off.
TCP/IP Header Compression on or off.
PDP address
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- PDPtype
- Access Point Name (APN)

- Protocol configuration options (if required by the PDP type)

9 |P Based Services

All protocolsthat are supported by the underlying I P protocol are applicable in the Packet Domain environment.
However there may be some limitations due to the RF environment.

The IP protocol can be run over various underlying protocols as shown in the following figure.

TE R ref MT
Applic. €« - == —————— == >
IP
IP RELAY
L2/PPP
L2/PPP Packet Domain
Bearer

L1 L1

Figure 6: IP Based Services

PPP isawidely supported protocol in numerous operating systems and this alleviates the need for any Packet Domain
specific protocol at the TE. PPP at the MT shall comply with the following specifications IETF STD 51 (RFC 1661,
RFC 1662), RFC 1570, RFC 1989, and RFC 1332. The Domain Name Server information shall be delivered as defined
in RFC 1877. The delivery of vendor-specific packets and options shall conform to RFC 2153.

Asan dternative to PPP, an L2 protocol can be used which is defined as a manufacturer’ s operating system dependent
protocol capable of carrying IP frames over the R reference point. An example for such an L2 protocol is the Multi-
Class Multi-Link (MCML) PPP. The MCML is defined in RFC 2686 and is based on Multi-Link (MP) PPP which is
defined in RFC 1990.

9.2 Example mapping of functions between the R reference
point and the Packet Domain bearer for IP over MCML PPP

When MCML is used instead of standard PPP at the R-reference point, it is possible to support multiple | P sessions on
one MCML connection. Thisis achieved by using an additional MP header after the standard PPP header. MCML
provides two different MP headers, a 2-byte header to have four |P sessions and a 4-byte header to have sixteen |P
sessions multiplexed over the MCML connection.

Since both MP and MCML closely follow the PPP connection establishment and negotiation model described in section
9.1, it isnot replicated in this section. The major difference is the additional negotiation capabilities used during the
L CP configuration negotiation.
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12.2.1.2 Procedural description

In this case;

the MSis given an address belonging to the Intranet/I SP addressing space. The addressis given either at
subscription in which case it is a static address or at PDP context activation in which caseit is a dynamic
address. This addressis used for packet forwarding within the GGSN and for packet forwarding on the
Intranet/I SP. This requires alink between the GGSN and an address allocation server, such as Radius, or DHCP,
belonging to the Intranet/I SP;

the communication between the GPRS PLMN and the Intranet/| SP may be performed over any network, even an
insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/I SP there may
be a specific security protocol in between. This security protocol is defined by mutual agreement between GPRS
PLMN operator and Intranet/| SP administrator.

The following description bullet items describe the signal flow.

1

2)

3)

4)

5)

The TE sends an AT-command to the M T to set up parameters.

The MT sends the Activate PDP context request message to the SGSN which sends the Create PDP context
reguest message to the chosen GGSN.

The GGSN deduces from the APN:
- theserver(s) to be used for address allocation and authentication;
- theprotocol such as Radius, DHCP or L2TP to be used with this/ those server(s);

- the communication and security feature needed to dialogue with this/ those server(s) e.g. tunnel ,IPSec
security association, dial-up connection (using possibly PPP).

As an example the GGSN may use one of the following options:

- RADIUS for authentication and |P-address allocation.. The RADIUS server responds with either an
Access-Accept or an Access-Reject to the RADIUS client in the GGSN.

- RADIUS for authentication and DHCP for host configuration and address allocation. The RADIUS
server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN.
After a successful authentication, the DHCP client discovers the DHCP server(s) in the | SP/Intranet and
receives host configuration data.

- L2TPfor forwarding PPP framesto aL2TP Network Server.

The GGSN sends back to the SGSN a Create PDP Context Response message.

Depending on the cause value received in the Create PDP Context Response the SGSN may either send the

Activate PDP Context Accept message or send the Activate PDP Context Reject message to the MS.

6)

The MT responds with an AT-response that may indicate whether the context activation was successful or not.

In the case of a non-successful context activation the response may also indicate the cause.

7)

In case of a successful context activation, the TE will start its PPP protocol after the LLC link has been
established. The LCP, Authentication and IPCP (in case of |P) negotiations are then carried out-end-to-end—or
between-the TE-and-the GGSN. During these negotiations the GGSN may acknowledge values, for any L CP
optionsrelated to ‘L.2" framing (e.g. 'ACCM', 'ACFC' and 'FCS-Alternatives), as proposed by the M T, which
itself isforwarding these negotiations from the TE.
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Note: With the <PDP Type>"PPP” the MT may provide a PPP relay (or proxy) function between the TE and
GGSN. This gives the opportunity for the MT to intercept the ‘L2’ framing end to end negotiations.
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| *** Modified Section ***

11.3  Numbering and Addressing

In the case of interworking with-the public I P networks (such as the Internet), the GPRS operator shall use public network
addresses. These public addresses can be reserved from the responsible | P numbering body, or from an ISP with which the
GPRS operator has an agreement.

In the case of interworking with-the private | P networks, two scenarios can be identified:

1. tThe GPRS operator manages internally the subnetwork addresses. Each private network is assigned a unique
subnetwork address. Normal routing functions are used to route packets to the appropriate private network.

2. Each private network manages its own addressing. In general this will result in different private networks having
overlapping address ranges. A logically separate connection (e.g. an I[P in IP tunnel or layer 2 virtual circuit) is used
between the GGSN and each private network. In this case the |P address alone is not necessarily unique. The pair of
values, Access Point Name (APN) and | P address, is unique.

The GPRS operator allocates the | P addresses for the subscribersin either of the following ways.

- The GPRS operator allocates a static | P address when the subscription record is built. The IP addressis reserved
from a pool of free IP addresses. Each external network hasits own pool of addresses.

- The GPRS operator allocates (either on its own or in conjunction with the external network-an-+SP) adynamic IP
address when the M S performs the PDP Context Activation procedure with dynamic address allocation as described
in GSM-03:603G TS 23.060.
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11.2.1.2 Non Transparent access to an Intranet or ISP

In this case;

the MSis given an address belonging to the Intranet/| SP addressing space. The addressis given either at
subscription in which case it is a static address or at PDP context activation in which caseit is a dynamic
address. This addressis used for packet forwarding within the GGSN and for packet forwarding on the
Intranet/I SP. This requires alink between the GGSN and an address allocation server, like Radius, DHCP, ...,
belonging to the Intranet/I SP;

the M S shall send an authentication request at PDP context activation and the GGSN requests user
authentication from a server, like Radius, DHCP, ..., belonging to the Intranet/ISP;

the protocol configuration options are retrieved (if requested by the MS at PDP context activation) from some
server (Radius or DHCP, ...) belonging to the Intranet/ISP;

the communication between the GPRS PLMN and the Intranet/I| SP may be performed over any network, even an
insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/I SP there may
be a specific security protocol in between. This security protocol is defined by mutual agreement between GPRS
PLMN operator and Intranet/| SP administrator.

TE MT SGSN GGSN ISP
DHCP/ DHCP/
PPP/L2 PPP/L2 SM SM GTP GTP |RADIUS RADIUS
UDP UDP
IP IP
Phy. Lower Lower | Lower Lower | Lower
Phy. layer Lower layers
layer layers layers | layers layers | layers

Figure 11: Signalling plane of non transparent case

The following description bullet items describe the signal flow.

1)

2)

3)

4)

5)

6)

The TE sends an AT-command to the M T to set up parameters and enter PPP mode. The MT responds with an
AT-response.

L CP negotiates Maximum-Receive-Unit and authentication protocol. The negotiated authentication protocol is,
either CHAP, PAP or ‘none’. The MT shall try to negotiate for CHAP asfirst priority.

If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT
by means of that protocol. The MT stores the necessary authentication data and sends aforced positive
acknowledgement of the authentication to the TE.

The TE requests | P configuration by sending the IPCP Configure-Regquest message to the MT indicating either
the static | P address that shall be used or that an | P-address shall be dynamically allocated.

The MT sends the Activate PDP context request message to the SGSN, including the Protocol Configuration
Options. The SGSN sends the Create PDP context req message to the chosen GGSN including the unmodified
Protocol Configuration Options.

The GGSN deduces from the APN :
- theserver(s) to be used for address allocation, authentication and protocol configuration options retrieval;
- theprotocol like Radius, DHCP, ... to be used with this/ those server(s);

- the communication and security feature needed to dialogue with this/ those server(s) e.g. tunnel ,IPSec
security association, dial-up connection (using possibly PPP), ....

As an example the GGSN may use one of the following options:
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- RADIUS for authentication and |P-address allocation.. The RADIUS server responds with either an Access-
Accept or an Access-Rgject to the RADIUS client in the GGSN.

- RADIUS for authentication and DHCP for host configuration and address allocation. The RADIUS server
responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a
successful authentication, the DHCP client discovers the DHCP server(s) in the | SP/Intranet and receives
host configuration data. -

If the received Protocol Configurations Options |E contains a PPP |PCP Configure-Request packet, the GGSN
shall analyse all the contained IPCP options and their requested values. In accordance with the relevant PPP
RFC[20] the GGSN shall respond with the following messages:

- Zero or one PPP |PCP Configure-Reject packet containing options not supported and options which values
cannot be returned,

- zero or one PPP |PCP Configure-Nak packet containing options that are supported but has requested
values that are incorrect/unsupported and

- zero or one PPP | PCP Configure-Ack packet containing options that are supported and has requested
values that are correct/supported.

Any returned PPP | PCP packets shall be contained in the Protocol Configurations Options IE.

7) The GGSN sends back to the SGSN a Create PDP Context Response message, containing the Protocol
Configuration Options |E. The cause value shall be set according to the outcome of the host -authentication and -
configuration._A PDP context activation shall not be rejected solely due to the presence of unsupported or
incorrect PPP IPCP options or option values, received from the M S in the Protocol Configurations Options IE.
The MS may however later decide to immediately deactivate the activated PDP context due to the information
received in the Protocol Configurations Options | E received from the network.

8) Depending on the cause value received in the Create PDP Context Response the SGSN sends either an Activate
PDP Context Accept or an Activate PDP Context Reject, to the MS.

If Protocol Configuration Options are received from the GGSN, the SGSN shall relay those to the MS. The MT
sends either the configuration-ack packet (e.g. IPCP Configure Ack in PPP case), the configure-nack packet in
case of dynamic address allocation (e.g. IPCP Configure Nack in PPP case), or alink Terminate request (LCP
Terminate-Request in PPP case) back to the TE. In the case where a configure-nack packet was sent by the MT,
alocal negotiation may take place at the R reference point (i.e. the TE proposes the new value to the MT), after
which a configuration-ack packet is sent to the TE.

9) In case aconfiguration-ack packet was sent to the TE, the link from the TE to the external |SP/Intranet is
established and | P packets may be exchanged.

In case alink terminate request packet was sent to the TE, the TE and MT negotiates for link termination. The
MT may then send afinal AT-response to inform the TE about the rejected PDP Context activation.

A link terminate request packet (such as LCP Terminate-request in PPP case) causes a PDP context deactivation.
Example: In the following example PPP is used as layer 2 protocol over the R reference point.

The MT acts as a PPP server and trandates Protocol Configuration Optionsinto SM message |IEs. GTP carries this
information unchanged to the GGSN which uses the information e.g. for DHCP or RADIUS authentication and host
configuration. The result of the host authentication and configuration is carried via GTP to the SGSN which relays the
information to the MT. The MT sends an |PCP Configure-Ack to the TE with the appropriate options included.
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MT SGSN GGSN | SP/infuapehnet
RADIUS/DHCP client RADIUS/DHCP server
AT-Commands
[APN]
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- APN -> ISP address
L CP negotiation translation viaDNS
» - allocates 1) RADIUS client or
[MRU, Auth. prot] 2) RADIUS client and
DHCPclient

- Translates the Protocol

Authentication > Configuration Options DHCP
[CHAP/PAP/none] The MT stores the option and RADIUS attributes.

authentication parameters
IPCP Config-req

[ IP-address, Activate PDP Contextreq.
7
Header compression Create PDP ContextReq.
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Foreword

This Technical Specification has been produced by the 3GPP.
This TS describes the network interworking for the Packet Domai nGSM-service General-Packet-Radio-Service (GPRS).

Interworking to various external networks is defined together with the interworking for data forwarding while
subscribers roam within the 3GPP system.
The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approva. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying
change of release date and an increase in version number as follows:

Version 3.y.z

where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 Indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the specification;
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1 Scope
Thepresentis document defines the requirements for Packet Domai nGeneral-Packet-Radio-Service (GPRS)

interworking between a:
a PLMN and PSDN
b) PLMN and IP Networks
¢) PLMN and PLMN

In addition, annex X describes the special requirements for interworking between a PCS1900 PLMN and a PSDN
withinaBOC's LATA.

2 2-References

rapporteur comment — to be cleaned up)
The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or non-

specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies.

* A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same

number.
[1] GSM 01 04: "D|g|ta| ceIIuIar tel ecommunlcatlon system (Phase 2+) Abbrewauons and
acronyms'.
[2] 3G TS GSM-022.060: "Digital cellular telecommunication system (Phase 2+); General Packet

Radio Service (GPRS): Stage 1 Service Description".

[3] 3G TS GSM-023.060: "Digital cellular telecommunication system (Phase 2+); General Packet
Radio Service (GPRS); Stage 2 Service Description ™.

[4] GSM 03.61: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Point to Multipoint Multicast Service Description; Stage 2".

[5] GSM 03.62: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Point to Multipoint Group Call Service Description; Stage 2".

[6] GSM 03.64: "Digital cellular telecommunications system (Phase 2+);General Packet Radio
Service (GPRS); Overall description of the Radio interface; Stage 2.

[7] GSM 04.60: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control /
Medium Access Control (RLC/MAC) protocol”.

[8] GSM 04.64: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Logical Link Control (LLC)".

[9] GSM 04.65: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Subnetwork Dependent Convergence Protocol (SNDCP)".

[10] 3G TS GSM-027.060: "Digital cellular telecommunications system (Phase 2+); General Packet
Radio Service (GPRS); Mobile Station (MS) supporting GPRS".

[11] CCITT Recommendation E.164: "Numbering plan for the ISDN era’
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[12] CCITT Recommendation X.25: "Interface between data terminal equipment (DTE) and data
circuit-terminating equipment (DCE) for terminals operating in the packet mode and connected to
public data networks by dedicated circuit".

[13] CCITT Recommendation X.75: "Packet-switched signalling system between public networks
providing data transmission services'.

[14] CCITT Recommendation X.121: "International Numbering Plan for Public Data Networks".

[15] IETF RFC 768 (1980): "User Datagram Protocol” (STD 6).

[16] IETF RFC 791 (1981): "Internet Protocol” (STD 5).

[17] IETF RFC 792 (1981): "Internet Control Message Protocol” (STD 5).

[18] IETF RFC 793 (1981): "Transmission Control Protocol" (STD 7).

[19] IETF RFC 1034 (1987): "Domain Names — Concepts and Facilities' (STD 7).

[20] Bellcore GR-000301 Issue 2 December 1997; “Public Packet Switched Network Generic
Requirements (PPSNGR)”.

[21] IETF RFC 1661 and 1662 (1994): “The Point-to-Point Protocol (PPP)” (STD 51).

[22] IETF RFC 1700 (1994): “ Assigned Numbers’ (STD 2).3

[23] UMTS 24.008: "Mobile radio interface layer 3 specification; Core Network Protocols— Stage 3".

[24] UMTS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across

the Gn and Gp Interface’.

3 Definitions, abbreviations and Symbols

3.1 31— Definitions

Refer to UMTS 22.060 and UMTS 23.060.

2G- / 3G- The prefixes 2G- and 3G- refers to functionality that supports only GSM GPRS or UMTS,
respectively, e.0., 2G-SGSN refers only to the GSM GPRS functionality of an SGSN. When the
prefix is omitted, reference is made independently from the GSM GPRS or UMTS functionality.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

APN Access Point Name

ATM Asynchronous Transfer Mode

BG Border Gateway

BOC Bell Operating Company

CHAP Challenge Handshake Authentication Protocol
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DHCP Dynamic Host Configuration Protocol
DNS Domain Name SystemServer
DNIC Data Network Identification Code
DSE Data Switch Exchange
GGSN Gateway GPRS Support Node
GTP-U GPRS Tunnelling Protocol for user plane
IC Interexchange Carrier
ICMP Internet Control Message Protocol
IETF Internet Engineering Task Force
IHOSS Internet Hosted Octet Stream Service
IP Internet Protocol
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
ISDN Integrated Services Digital Network
ISP Internet Service Provider
LATA Local Access and Transport Area
LAPB Link Access Protocol Balanced
LAC L2TP Access Concentrator
LNS L2TP Network Server
MS Mobile Station
MT Mobile Terminal
ospP Octet Stream Protocol
OSP:IHOSS Octet Stream Protocol for Internet Hosted Octet Stream Service
PAP Password Authentication Protocol
PDCP Packet Data Convergence Protocol
PDN Packet Data Network
PDU Protocol Data Unit
PHF Packet Handler Function
PNIC Pseudo Network Identification Code
PPP Point-to-Point Protocol
PS Packet Switched
PPSN Public Packet Switched Network
PSDN Packet Switched Data Network
PSPDN Packet Switched Public Data Network
RADIUS Remote Authentication Dial In User Service
SGSN Serving GPRS Support Node
SMDS Switched Multimegabit Data Service
TE Termina Equipment
TEID Tunnel End-point Identifier
TCP Transmission Control Protocol
UDP User Datagram Protocol
3.3 Symbols
For the purposes of the present document, the following symbols apply:
Gb Interface between an SGSN and a BSC.
Gi Reference point between GPRS-Packet Domain and an external packet data network.
Gn I nterface between two GSNs within the same PLMN.
Gp Interface between two GSNsin different PLMNSs. The Gp interface allows support of GPRS
Packet Domain network services across areas served by the co-operating GPRS PLMNs.
Gs I nterface between an SGSN and MSC.
R The reference point between a non-ISDN compatible TE and MT. Typically this reference point
supports a standard serial interface.
Um The interface between the MS and the GPRS fixed network part. The Um interface is the GPRS
network interface for providing packet data services over the radio to the MS. The MT part of the
MS is used to access the GPRS services through this interface.
Uu I nterface between the mobile station (MS) and the UMTS fixed network part. The Uu interfaceis

the UMTS network interface for providing packet data services over the radio to the MS. The MT
part of the MS is used to access the UMTS services through this interface.
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4 Network characteristics

4.1 Key characteristics of PLMN

The GSM PLMN isfully defined in the UMTSGSM technical specifications. The Packet DomainGPRS related key
characteristics are found in GSM3G TS 22.06002:60 and 3G TS 23.06003-60.

4.2 Key characteristics of PSDN

Packet Switched Data Networks (PSDNs) are defined in the relevant CCITT/ITU-T X series.

4.3 Key characteristics of IP Networks

The Internet is a conglomeration of networks utilising a common set of protocols. IP protocols are defined in the
relevant IETF STD specifications and RFCs. The networks topologies may be based on LANSs (e.g. ethernet), Point to
Point leased lines, PSTN, ISDN, X.25 or WANSs using switched technology (e.g. SMDS, ATM).

5 Interworking Classifications

5.1 Service Interworking

Service interworking is required when the Teleservice at the calling and called terminals are different. For Packet
DomainGPRS, service interworking is not applicable at the Gi reference point.

5.2 Network Interworking
Network interworking is required whenever a PLMN is involved in communications with another network to provide
end-to-end communications. The PLMN shall interconnect in a manner consistent with that of anormal Packet Data

Network (type defined by the requirements e.g. IP, PSDN X.75). Interworking appears exactly like that of Packet Data
Networks.

5.3 Numbering and Addressing

See 3G TSGSM 023.003 and the relevant sections for X.25 and | P addressing below.

6 Access reference configuration

Figure 1 shows the relationship between the M S, its terminal equipment and the UMTS/GSM network in the overall
Packet DomainGPRS environment.
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R Gi

referer?ce point Um
i ! GSM GPRS
TE =/ MT network 1 other network
Y
Ms T Gp
GSM GPRS
network 2
R Gi

reference point

Umor Uu reference point

e mTl_ ~ Packet Domain

network 1

MS

PDN or
other network

,,,,, I Gp

Packet Domain
network 2

Figure 1: Packet DomainGPRS Access Interfaces and Reference Points

7 ZInterface to Packet Domain BearerGRRS Bearer

Services

/.1 GPRS

The following Figure 2-TFransmission-Plane shows the relationship of the GPRS Bearer terminating at the SNDCP layer
to the rest of the GPRS environment. It is shown for reference purposes only and detailed information can be found in
3G TS 23.060GSM-03:60,-04-64;-and-04:65.

Access : Access

point : § point
SNDCP : : SNDCP | GTP :
' : : GTP
; . uDP/ f UDP/
LLC ; ; LLC TCP ; TCP
RLC f RLC | BssGP f BSSGP P : P
.............. : Network Network L2 L2
MAC : MAC service : service :
GSM RF ; GSMRF | Libis g L1bis L1 ; L1 :
Um Gb Gn Gi
MS BSS SGSN GGSN
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Access Access
point point
\Rel
SNDCP SNDCPY GTP-U GTP-U
LLC LLC UDP/ UDP/
\Rel 3/ TCP TCP
RLC RLC BSSGP BSSGP P P
MAC MAC | Network Network L2 L2
Service Service
GSM RF GSM RF| L1bis L1bis L1 L1
Um Gb Gn Gi
MS BSS SGSN GGSN

NOTE: Inthe SGSN and GGSN UDP is mandatory. TCP is optional but recommended for X.25 services.

Figure 2: GPRS Transmission Plane

7.2 UMTS

The following figure X shows the relationship of the UMTS Bearer, terminating at the PDCP layer, to the rest of the
Packet Domain environment. It is shown for reference purposes only and detailed information can be found in 3G TS

23.060.

Access Access
point point
Relay Rel jy/
PDCP PDCP GTP-U GTP-U GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC AALS AALS L2 L2
L1 L1 ATM ATM L1 L1
Uu lu-PS Gn Gi
MS RNS 3G SGSN GGSN

Figure X: UMTS User Plane

8 Subscription checking

Subscription is checked during the GPRSPS Attach procedure and also during the PDP Context Activation procedure as
described in 3G TS 23.060GSM-03:60. The GGSN implicitly checksitsinternal context related to the destination
address for each mobile terminated packet. If there is a context associated with the PDP address the packet shall be
forwarded to the M'S, otherwise the packet shall be discarded or rejected depending on the implemented protocol.

9 Message Screening

Screening function*s reside within the Packet Domai nGPRSretwerk-and-has threetevels as described in 3G TS
22.0606SM-02:60 and 3G TS 23.06003-60. Screeni ng may be appllcable for onIy certain protocols Screenl ng is
outside the scope of this specificationGPF A
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10 Interworking with PSDN (X.75/X.25)

10.1 General

GPRSThe Packet Domain shall support interworking with PSDN networks. The interworking may be either direct or
through atransit network.
GPRSPacket Domain shall support both CCITT/ITU-T X.121 and CCITT/ITU-T E.164 addressing.
GPRSPacket Domain shall provide support for CCITT/ITU-T X.25 and CCITT/ITU-T X.75.
The GPRSPacket Domain TE’s shall have addresses provided , and controlled, by their GPRSPLMN operator. The
PSDN TE sends data to the GPRSPacket Domain TE by use of that TE's GPRSPacket Domain DNIC (Data Network
Identification Code) or equivalent which uniquely identifies that GPRSPacket Domain network worldwide.
The GGSN for interworking with PSDNs is the access point of the GSM-GPRSPacket Domain data-network.
There are two models for PSDN interworking.

- X.75 over the Gi reference point.

- X.25over the Gi reference point with the DCE located within the PSDN and the DTE located within the TE of
the GPRS PLMN.

Both X.75 and X.25 access methods are supported when mobile users are resident on HPLMN or VPLMN. A roaming
user may be allocated a dynamic address from the VPLMN.

10.2  PSDN Interworking Models

The two models of X.75 and X.25 represent the different scenarios for PSDN interworking with the GPRSPacket
Domain network.
The model differences lie in the interconnection protocol over the Gi reference point.

10.2.1 X.75 Interworking at the Gi Reference Point

Figure 3 represents the case where X.75 is used as the interworking protocol, as used between interconnect X.25 PSDNs
currently. The GPRSPacket Domain network will 1ook like any other PSDN in all respects and uses X.75 addressing.
Figure 4 shows the interconnecting protocol stacks to the GPRSPacket Domain bearer. The GPRSPacket Domain bearer
isdescribed in 3G TS GSM-027.060, which uses the protocols described in GSM-03G TS 23.060.
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Packet Domain
Network

PLMN Gi =
GPRS Networ k

TE

o

Figure 3: PSPDN Interworking with X.75 at Gi Reference Point
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GGSN

.....

XD Relay
DCE) X.75

Packet Domain
Bearer

LAPB

L1

GGSN

.....

Rel
X .2 ¥

GPRS
Bearer

Figure 4: The Protocol Stack for the X.75 Gi Reference Point

10.2.1.1 Numbering and Addressing

| A PLMN GPRSretwork interworking with PSPDN requires a DNIC or PNIC.
X.121 addresses allocated to subscribers belong to the PLMN operator.

10.2.1.2 Charging
Charging of X.25 packetsis done at the GGSN.
‘ 10.2.2 X.25 Interworking at the Gi Reference Point

Figure 5 represents the case where X.25 is used as the interconnect protocol between a DCE and aDTE.
| The DTE resides within the Packet DomainGPRS network. The DCE resides within the PSDN.
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| The GPRS Packet Domain Network is seen as part of the PSDN, asthe Gi reference point is the interconnect point
between the DCE and the DTE.
The protocol stack for this model is shown in Figure 6.

Packet Domain

Actual PSDN

Actual PSDN

NOTE: The PSDN can interwork at X.75 to other PSDN’s

Figure 5: PSDN Interworking with X.25 over Gi Interface
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GGSN PSDN
Gi
X.25
Relay Relay
X.25
(DCE) X.75
Packet Domain
Bearer LAPB LAPB
L1 L1
GGSN PSDN
Gi
X.25
Relay Relay
X.25
oD X.75
\
GPRS
Bea.rer LAPB LAPB
L1 L1

Figure 6: The Protocol Stack for the X.25/ Gi Reference point

Figure 6 shows the transmission plane only. In this case the GGSN shall resolve the association between the-MS
GPRSPacket Domain bearer and the X.25 DCE. L1 isleft to operators to determine connection to other networks.
The X.25 Relay performs the following:

- mapping of logical channel numbers.

10.2.2.1 Numbering and Addressing

A fixed X.121 address for the MS maybe allocated by the PSDN operator, and is integral to the PSDN numbering plan.
A dynamic X.121 address can also be used which is assigned by the Packet Domain GPRS-hetwork at PDP context

activation.
10.2.2.2 Charging

The charging information may be collected in the X.25 network, depending upon the agreement between the GPRS
PLMN operator and the PSDN operator. The charging may also be collected in the Packet DomainGPRS network. If the
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VPLMN assigns the dynamic address, the charging of the GPRS-Packet Domain and the external network shall be
gathered and sent to the HPLMN.

10.3 User Facilities

The set of user facilities asdefined in CCITT/ITU-T X.25 may be supported.
As aminimum the following shall be supported:
- reversecharging;

- reverse charging acceptance;

fast select restricted;

- fast select unrestricted;

fast select acceptance.

10.4  The Packet DomainGRRS Interworking to PSDN
Characteristics

The following table describes the differences in addressing, and user profile for each interconnect type. The static X.121
address in the following table indicates an address which is permanently allocated to the GPRS subscriber by the
network operator. The dynamic X.121 address is assigned automatically on the PDP Context Activation procedure. The
dynamic addressis allocated from a free pool held in the GGSN. Thisis described in GSM 03.60.

Table 1: PSPDN Packet DomainGPRS Interconnection Characteristics

Metric X.75 — Stand Alone PSPDN
X.25 — PSPDN Sub Network
Static X.121  [Dynamic X.121 address
address
X.25 User Only Default Profiles allowed in
profile determined in | X.25 DCE- Selected upon PDP
X.25 DCE context activation
X.28/X.29 |Addressin Addressin GGSN after PDP
PAD GGSN Context Activation

11 Interworking with PDN (IP)

11.1 General

Packet DomainGPRS shall support interworking with networks based on the Internet Protocol (1P). These interworked
networks may be either intranets or the Internet.

11.2  PDN Interworking Model

When interworking with the I P networks, the Packet DomainGPRS can operate IPv4 or 1pv6. The interworking point
with IP networksiis at the Gi reference point as shown in Figure 7.

3GPP



3G TS 29.061 version 3.21.0 19 3G TS 29.061 V3.21.0 (1999-1108)

Gi TE

TE Packet Domain

Network | P Network(s)

TE | P Network(s)

Figure 7: IP network interworking

The GGSN for interworking with the | P network is the access point of the Packet DomainGSM-GPRS data-network (see
Figure 8). In this case the GPRS Packet Domain network will 1ook like any other 1P network or subnetwork.

Gi

...............................................................

3GPP



3G TS 29.061 version 3.21.0 20 3G TS 29.061 V3.21.0 (1999-1108)

GGSN Gi

Packet Domain Bearer L2

L1

Figure 8: The protocol stacks for the |P / GiGHR reference point

Typically in the IP networks, the interworking with subnetworks is done via IP routers. The Gi reference point is
between the GGSN and the external 1P network. From the external |P network’s point of view, the GGSN isseenasa
normal IP router. The L2 and L1 layers are operator specific.

It is out of the scope of this specification to standardise the router functions and the used protocols in the Gi reference
point.

Interworking with user defined | SPs and private/public I P networks is subject to interconnect agreements between the
network operators.

11.2.1 Access to Internet, Intranet or ISP through Packet DomainGRRS

The access to Internet, Intranet or ISP may involve specific functions such as : user authentication, user’ s authorization,
end to end encryption between MS and Intranet/| SP, allocation of a dynamic address belonging to the
PLMN/Intranet/| SP addressing space, etc.
| For this purpose the Packet Domai nGPRS-PLMN may offer:
- either direct transparent access to the Internet.

| - or anon transparent access to the Intranet/ISP. In this case the Packet DomainGPRSPLMN, i.e. the GGSN,
takes part in the functions listed above.
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11.2.11 Transparent access to the Internet
Gi
Reference
Point
PLMN §
GPRS Network ) GGSN 4\
/ Operator
' specific
DHCP . External IP
P Firewall / Network
.................... Network Proxy
DNS

Gi
Reference
Point
Packet Domain ) GGSN
Network '
Operator
specific
DHCP . External IP
IP Firewall / Network
________________________________________________________________ Network Proxy
DNS

Figure 9: Example of the PDN Interworking Model, transparent case

In this case (see Figure 9),
- TheMSisgiven an address belonging to the operator addressing space. The addressis given either at
subscription in which caseit is a static address or at PDP context activation in which case it is adynamic
address. This addressis used for packet forwarding between the Internet and the GGSN and within the GGSN.

- The MS need not send any authentication request at PDP context activation and the GGSN need not take any
part in the user authentication/authorization process.

The transparent case provides at least a basic ISP service. As a consequence of thisit may therefore provide a bearer
service for atunnel to a private Intranet.
NB The remainder of this section deals with this specific case.

| - Theuser level configuration may be carried out between the TE and the intranet, the Packet DomainGPRS

network is transparent to this procedure.

The used protocol stack is depicted in Figure 10.

Intranet Intranet
protocol protocol
1P 1P 1P 1P
PPP PPP GPRS GPRS L2 L2
or L2 or L2 bearer bearer
TE < »M T < > GGSN < »Intranet

3GPP



3G TS 29.061 version 3.21.0 22 3G TS 29.061 V3.21.0 (1999-1108)

Intranet Intranet
protocol protocol
P P Y IP P
PPP PPP _ L2 L2
or L2 or L2 Packet Domain bearer
TE - M T -¢ » GGSN - »|Nntranet

Figure 10: Transparent access to an Intranet

| The communication between the- GPRS PLMN and the Intranet may be performed over any network, even an insecure
network e.g. the Internet. There is no specific security protocol between GGSN and the Intranet because security is
ensured on an end to end basis between M S and the intranet by the «Intranet protocol ».
User authentication and encryption of user data are done within the «I ntranet protocol» if either of them is needed. This
«Intranet protocol» may also carry private (IP) addresses belonging to the address space of the Intranet.
An example of an «Intranet protocol» is | Psec (see RFC 1825). If IPsec is used for this purpose then | Psec
authentication header or security header may be used for user (data) authentication and for the confidentiality of user
data (see RFC 1826 and RFC 1827). In this case private | P tunnelling within public I P takes place.

11.2.1.2 Non Transparent access to an Intranet or ISP

In this case;

- the MSisgiven an address belonging to the Intranet/| SP addressing space. The addressis given either at
subscription in which caseit is a static address or at PDP context activation in which case it is adynamic
address. This addressis used for packet forwarding within the GGSN and for packet forwarding on the
Intranet/I SP. This requires alink between the GGSN and an address all ocation server, like Radius, DHCP, ...,
belonging to the Intranet/I SP;

- the MSshall send an authentication request at PDP context activation and the GGSN requests user authentication
from a server, like Radius, DHCP, ..., belonging to the Intranet/I SP,

- theprotocol configuration options are retrieved (if requested by the MS at PDP context activation) from some
server (Radius or DHCP, ...) belonging to the Intranet/I SP;

| - the communication between the GPRS-PLMN Packet Domain and the Intranet/I SP may be performed over any
network, even an insecure e.g. the Internet. In case of an insecure connection between the GGSN and the
Intranet/I SP there may be a specific security protocol in between. This security protocol is defined by mutual

‘ agreement between GPRS-PLMPLMNN operator and Intranet/| SP administrator.

TE MT SGSN GGSN ISP
DHCP/ DHCP/
PPP/L2 PPP/L2 SM SM GTP-C GTP-C |RADIUS RADIUS
UDP UDP
IP IP
Phy. Lower Lower | Lower Lower | Lower
Phy. layer Lower layers
layer layers layers | layers layers | layers

Figure 11: Signalling plane of non transparent case
The following description bullet items describe the signal flow.

1) The TE sends an AT-command to the M T to set up parameters and enter PPP mode. The MT responds with an
AT-response.
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2) LCP negotiates Maximum-Receive-Unit and authentication protocol. The negotiated authentication protocol is,
either CHAP, PAP or ‘none’. The MT shall try to negotiate for CHAP asfirst priority.

3) If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towardsthe MT
by means of that protocol. The MT stores the necessary authentication data and sends a forced positive
acknowledgement of the authentication to the TE.

4) The TE requests IP configuration by sending the IPCP Configure-Reguest message to the M T indicating either
the static | P address that shall be used or that an |P-address shall be dynamically allocated.

5) The MT sendsthe Activate PDP context request message to the SGSN, including the Protocol Configuration
Options. The SGSN sends the Create PDP context req message to the chosen GGSN including the unmodified
Protocol Configuration Options.

6) The GGSN deduces from the APN :
- theserver(s) to be used for address allocation, authentication and protocol configuration options retrieval;
- theprotocol like Radius, DHCP, ... to be used with this/ those server(s);

- the communication and security feature needed to dialogue with this/ those server(s) e.g. tunnel ,|PSec
security association, dial-up connection (using possibly PPP), ....

As an example the GGSN may use one of the following options:

- RADIUS for authentication and | P-address allocation.. The RADIUS server responds with either an Access-
Accept or an Access-Reject to the RADIUS client in the GGSN.

- RADIUS for authentication and DHCP for host configuration and address allocation. The RADIUS server
responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a
successful authentication, the DHCP client discovers the DHCP server(s) in the | SP/Intranet and receives
host configuration data. .

7) The GGSN sends back to the SGSN a Create PDP Context Response message, containing the Protocol
Configuration Options | E. The cause value shall be set according to the outcome of the host -authentication and -
configuration.

8) Depending on the cause value received in the Create PDP Context Response the SGSN sends either an Activate
PDP Context Accept or an Activate PDP Context Reject, to the MS.

If Protocol Configuration Options are received from the GGSN, the SGSN shall relay those to the MS. The MT
sends either the configuration-ack packet (e.g. IPCP Configure Ack in PPP case), the configure-nack packet in
case of dynamic address allocation (e.g. IPCP Configure Nack in PPP case), or alink Terminate request (LCP
Terminate-Request in PPP case) back to the TE. In the case where a configure-nack packet was sent by the MT,
alocal negotiation may take place at the R reference point (i.e. the TE proposes the new value to the MT), after
which a configuration-ack packet is sent to the TE.

9) In case aconfiguration-ack packet was sent to the TE, the link from the TE to the external 1SP/Intranet is
established and | P packets may be exchanged.

In case alink terminate request packet was sent to the TE, the TE and MT negotiates for link termination. The
MT may then send afinal AT-response to inform the TE about the rejected PDP Context activation.

A link terminate request packet (such as L CP Terminate-request in PPP case) causes a PDP context deactivation.
Example: In the following example PPP is used as layer 2 protocol over the R reference point.

The MT acts as a PPP server and translates Protocol Configuration Optionsinto SM message |Es. GTP-C carries this
information unchanged to the GGSN which uses the information e.g. for DHCP or RADIUS authentication and host
configuration. The result of the host authentication and configuration is carried via GTP-C to the SGSN which relays
the information to the MT. The MT sends an IPCP Configure-Ack to the TE with the appropriate options included.
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TE MT SGSN GGSN |SP/infinatieanet
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Figure Z: PDP Context Activation for the Non-transparent IP case
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11.3  Numbering and Addressing

In the case of interworking with the public I P networks (such as the Internet), the PLMNGPRS operator shall use public
network addresses. These public addresses can be reserved from the responsible |P numbering body, or from an ISP
with which the PLMNGPRS operator has an agreement. In the case of interworking with the private | P networks, the
PLMNGPRS operator manages internally the subnetwork addresses.
The PLMNGPRS operator allocates the | P addresses for the subscribersin either of the following ways.
- The PLMNGPRS operator allocates a static |P address when the subscription record is built. The IP addressis
reserved from a pool of free IP addresses.

- The PLMNGPRS operator allocates (either on its own or in conjunction with an |SP) a dynamic | P address when
the M S performs the PDP Context Activation procedure with dynamic address allocation as described in 3G TS
23.0606SM-03:60.

11.4  Charging

The PLMNGPRS operator may define the accuracy of the charging mechanism using one of the following categories:
- Every source/destination pair islogged separately.

- Source/destination pairs are logged to an accuracy of subnetworks.

- Source/destination pairs are logged to an accuracy of connection types (e.g., external data network, corporate
network, another mobile).

11.5 Domain Name System Server (DNS Server)

Provision of Domain Name servi ces shaII be provi ded by the PLM NGPRS operators |n the transparent case and the ISP
in the non transparent case. Dema A . Ré& (DNS
documentation is provided in RFC 1034 and RFC 1035)

11.6  Screening

The way the PLMNGPRS-operater is performing the operator controlled screening and the subscription controlled
screening is out of the scope of this specification. These functions may be done, for example, in a firewall.

12 Interworking with PDN (PPP)

12.1 General

By means of the PDP type ‘PPP’ Packet DomainGPRS may support interworking with networks based on the point-to-
point protocol (PPP), aswell as with networks based on any protocol supported by PPP through one of its Network
Control Protocols (NCPs). All protocols currently supported by PPP NCP' s are listed in [21]. It may also support
interworking by means of tunnelled PPP, by e.g. the Layer Two Tunnelling Protocol (L2TP).

12.2  PDN Interworking Model

Theinterworking point is at the Gi reference point. The GGSN for interworking with the ISP/PDN is the access point of
the Packet Domai nGSM-GPRS data-hetwork (see Figure 13). The GGSN will either terminate the PPP connection
towards the MS or may further relay PPP frames to the PDN. The PPP frames may be tunnelled in e.g. L2TP.
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GGSN Gi
PPP-NCP[ eg.
PPP Suppuﬁud E27P
protocol
| orppp | UOP
i IP
GPRS Bearer
L2
L1
GGSN Gi
PPP-NCP| eg.
PPP supported | L2TP
E protocol
i orprp | UPP
E . IP
Packet Domain Bearer
E L2
L1

Figure 13: The protocol stacks for the Gi PPP reference point

In case the external PDN is an IP based network and the GGSN terminates PPP the same description applies as
specified in section 11.2.

In case the GGSN tunnetls PPP frames to the PDN, the GGSN may behave like a LAC towards the external network.

12.2.1  Virtual dial-up- and direct Access to PDNs, or ISPs through Packet
DomainGPRS

The access to PDNSs, or 1SPs may involve specific functions such as: user authentication, user’s authorization, end to
end encryption between MS and PDN/ISP, allocation of a dynamic address belonging to the PLMN/PDN/ISP
addressing space, etc.

For this purpose the- GPRS PLMN may offer, based on configuration data:
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Direct accessto an | P based Intranet/I SP using a protocol configuration as depicted in figure 14. Here DHCP
and/or RADIUS are used between the GGSN and Intranet/I SP for performing the specific functions mentioned
above. The Packet Domai nGPRS-PLMMN may also offer access to networks based on any protocol supported by
PPP through one of its Network Control Protocols (NCPs).

TE MT SGSN GGSN Intranet/I SP
DHCP/ DHCP/
PPP PPP RADIUS RADIUS
UpP Uubh
IP IP
Phv. laver GPRS bearer Lower Lower lavers
~ y. [ay! layers ay
TE MT SGSN GGSN Intranet/I SP
DHCP/ DHCP/
PPP PPP RADIUS RADIUS
UDP UDP
IP IP
Phv. laver Packet Domain bearer Lower Lower lavers
y. lay layers ay
Figure 14: Protocol stack for direct access to IP-based Intranets/ISPs
— Virtual dia-up accessto a PDN with PPP frame tunnelling as depicted in figure 15.
TE MT SGSN GGSN LNS
(LAC)
PPP PPP eg.L2TP eg.L2TP
UDP UDP
IP IP
Phv. laver GPRS bearer Lower Lower lavers
y. [ay! layers ay
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TE MT SGSN GGSN LNS
(LAC)
PPP PPP eg. L2TP eg. L2TP
UDP UDP
IP IP
Packet Domain bearer Lower
Phy. layer layers Lower layers

Figure 15: Protocol stack for virtual dial-up access with PPP frame tunnelling
12.2.1.2  Procedural description

In this casg;

- the MSisgiven an address belonging to the Intranet/| SP addressing space. The addressis given either at
subscription in which caseit is a static address or at PDP context activation in which case it is adynamic
address. This addressis used for packet forwarding within the GGSN and for packet forwarding on the
Intranet/I SP. This requires alink between the GGSN and an address all ocation server, such as Radius, or DHCP,
belonging to the Intranet/I SP;

- the communication between the Packet Domal nGPRS-PLMN and the Intranet/| SP may be performed over any
network, even an insecure e.g. the Internet. In case of an insecure connection between the GGSN and the
Intranet/I SP there may be a specific security protocol in between. This security protocol is defined by mutual
agreement between GPRS-PLMN operator and Intranet/I SP administrator.

The following description bullet items describe the signal flow.

1) TheTE sendsan AT-command to the M T to set up parameters.

2) TheMT sendsthe Activate PDP context request message to the SGSN which sends the Create PDP context
request message to the chosen GGSN.

3) The GGSN deduces from the APN:
- theserver(s) to be used for address allocation and authentication;
- theprotocol such as Radius, DHCP or L2TP to be used with this/ those server(s);

- the communication and security feature needed to dialogue with this/ those server(s) e.g. tunnel ,|PSec
security association, dial-up connection (using possibly PPP).

As an example the GGSN may use one of the following options:

- RADIUS for authentication and | P-address allocation.. The RADIUS server responds with either an
Access-Accept or an Access-Reject to the RADIUS client in the GGSN.

- RADIUS for authentication and DHCP for host configuration and address allocation. The RADIUS server
responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a
successful authentication, the DHCP client discovers the DHCP server(s) in the | SP/Intranet and receives
host configuration data.
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- L2TPfor forwarding PPP framesto a L2TP Network Server.

4) The GGSN sends back to the SGSN a Create PDP Context Response message.

5) Depending on the cause value received in the Create PDP Context Response the SGSN may either send the
Activate PDP Context Accept message or send the Activate PDP Context Reject message to the MS.

6) The MT responds with an AT-response that may indicate whether the context activation was successful or not.
In the case of a hon-successful context activation the response may also indicate the cause.

7) Incase of asuccessful context activation, the TE will start its PPP protocol after the LLC link has been
established. The LCP, Authentication and IPCP (in case of 1P) negotiations are then carried out end-to-end, or
between the TE and the GGSN.

Example: In the following example the successful PDP context activation is shown.

TE MT SGSN GGSN Intranet/I SP
AT-Commands
g
Activate PDP Context Reqg.
g
Create PDP Context reg.
g
Creste PDP Context Resp.
<
Activate PDP Context Acc.
<
AT-Response
<
LCP, Authentication and IPCP nefiotiation RADIUS/DHCP or
( ) L2TP negotiation

Figure 16

13 Internet Hosted Octet Stream Service (IHOSS)

13.1 Introduction

This section describes the GGSN aspects of the Packet DomainGPRS Internet Hosted Octet Stream Service (IHOSS).
ThisisaMO-only, connection-oriented service that carries an unstructured octet (character) stream between a Packet
DomainGPRS MS and an Internet Host.

IHOSS uses OSP:IHOSS which is a subset of the Octet Stream Protocol (OSP) PDP type to provide a 'character pipe
between the M S and the GGSN. In the GGSN there is arelay function between the OSP and the Internet Host protocol
(usually TCP). An annex to 3G TS GSM-027.060 contains the generic description of OSP. The subset of features of
OSP that are used by OSP:IHOSS is also described in 3G TS GSM-027.060.

Figure 17 shows the scope of IHOSS and OSP:IHOSS.
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DTE T frrrerrrrersoerrsssooeeeecfores . : Host |
MT GGSN Internet
Packet Domain network

IHOSS  ==sseeennn- OSP:IHOSS

Figure 17: Scope of the Internet Hosted Octet Stream Service and Octet Stream Protocol

13.2 Protocol stacks at the GGSN

Figure 18 shows the protocol stacks at the GGSN. The GGSN contains a relay function between OSP and and the
protocol used on the Internet (usually TCP, alternatively UDP).
GGSN

Relay

OsP TCP
(or UDP)

Packet P

Domain
bearer

L2

L1

Gn Gi
Figure 18: Protocol stacks at the GGSN

13.3 IHOSS connection control and OSP PDP context
management

Establishing an IHOSS connection involves setting up two segments, the PLMN segment (using the OSP) between the
MS and GGSN, and the Internet segment between the GGSN and the Internet Host. There is a one-to-one mapping
between the PLMN segment of an IHOSS connection and an OSP:IHOSS context. When the IHOSS connection is
established, an OSP PDP context is activated. When the connection is released, the context is deactivated. Each context
supports only one IHOSS connection.

13.3.1 Connection establishment and PDP context activation

Establishing the PLMN segment of an IHOSS connection follows the normal procedures for PDP context activation
described in 3G TS GSM-023.060 using messages described in 3G TS GSM-024.008 [23] (MS-SGSN) and 3G TS GSM
029.060 [24] (SGSN-GGSN).
A request to establish an IHOSS connection is signalled to the GGSN by the receipt of a Create PDP context Request
message from an SGSN with the PDP type set to OSP:IHOSS. The PDP configuration options may provide information
to enable the GGSN to set up a connection to the Internet host. (The contents and format of the PDP configuration

| options are described in 3G TS GSM-027.060.) Alternatively thisinformation may be derived from subscription
information in the HLR and configuration information within the GGSN.
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Create PDP context Request > - Internet (TCP)
connection set-up

| <Create PDP context Response ... lnternet (TCP)

| connection
SG SN GGSN Internet host

Figure 19: IHOSS connection establishment (TCP over the Internet)

In the case where TCP is used over the Internet (figure 19), the response creating the context activation request is
returned to the SGSN only when the TCP connection to the Internet host has been established. If the TCP connection
attempt fails, the request to create a context is rejected.

Create PDP context Request > DN S lookup request
. <Create PDP context Response .. DNS lookup response
SGSN GGSN DNS Server

Figure 20: IHOSS connection establishment (UDP over the Internet)

In the case where UDP is used over the Internet (figure 20), the response accepting the context activation request is
returned to the SGSN only when a successful DNS lookup of the Internet host name has been completed. If the lookup
fails, the request to create a context is rejected. (The GGSN may perform additional checks before responding to the

| context activation request but these are not -specified here.)

13.3.2 Connection release and PDP context deactivation

When the IHOSS connection is released the OSP:IHOSS context is deactivated. The disconnection can be originated

| either by the MS or the Internet host (TCP only), or exceptionally by the SGSN under fault conditions. An M S-initiated
or SGSN-initiated disconnection is signalled to the GGSN by the receipt of a Delete PDP context request from an
SGSN.
In the case where TCP is used over the Internet, the GGSN first clears the TCP connection and then sends a Delete PDP
context response to the SGSN.
In the case where UDP is used over the Internet, the GGSN sends a Delete PDP context response to the SGSN
immediately, there being no actual Internet connection to clear.

| The GGSN signals an Internet host-initiated disconnection to the SGSN by sending a Delete PDP context -request.

13.4  OSP:IHOSS - TCP (UDP) relay

13.4.1 Required feature

13.4.1.1 Flow control

The OSP flow control procedures shall map on to the TCP flow control procedures. There is no flow control mapping in
the case of UDP.

13.4.2 Optional features

13.4.2.1 Break handling

The OSP break procedure may map on to the TCP break procedure. There is no break mapping in the case of UDP.
13.4.2.2 GGSN maximum buffer size

Although the OSP entity in the GGSN does not have a PAD, it still requires buffers to hold the relayed packets. The
GGSN PAD maximum buffer size parameters (in the Protocol Configuration Options) may be used to specify the
| maximum buffer sizes for the two directions of data transfer. Details are given in 3G TS GSM-027.060.
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14 Interworking between Packet DomainsGRPRS
oo s

The primary reason for the interworking between Packet Domainsthe GPRS-retworks is to support roaming GPRS
subscribers as described in TS 23.0606SM-03:60. The general model for Packet Domai nGPRS network- interworking is
shown in Figure 21.

ert Data Netwom
Inter-PLMN Backbone

~—

G B Gp ¢ N “1 Gi

c | | cosn

us]

Intra-PLMN Backbone Intra-PLMN Backbone

SGSN | | sasn

PLMN A PLMN B

Figure 21: General interworking between Packet DomainsGPRS-retworks to support roaming
subscribers

For roaming subscribers that have a PDP address allocated from the HPLMN a forwarding route between the HPLMN
and the VPLMN is created. This routeis used for both mobile terminated and mobile originated datatraffic. The
communication is done via the BGs (Border Gateways) as described in 3G TS 23.060GSM-03:60.

The procedures to set the link between the SGSN in the VPLMN and the GGSN in the HPLMN areis described in 3G
TS 23.060GSM-03-60.

Theinter-PLMN link may be any packet data network or dedicated link as described in 3G TS 23.0606SM-03:60. The
PLMNGPRS operators may have a dedicated inter-PLMN link to fulfil the QoS requirements of a certain protocol.

14.1  Security Agreements
Each PLMNGPRS operator may support 1Psec (RFC 1825) and accompanying specifications for authentication (RFC

1826) and encryption (RFC 1827) as a basic set of security functionality in its border gateways. The PLMNGPRS
operators may decide to use other security protocols based on bilateral agreements.

14.2  Routing protocol agreements

Each PLMNGPRS operator may support BGP (RFC 1771) asabasic set of routing functionality in its border gateways.
The PLMNGPRS operators may decide to use other routing protocols based on bilateral agreements.
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14.3  Charging agreements

Sharing the cost of the inter-PLMN link is subject to the agreement between the PLMNGPRS operators.
There may be a requirement to collect charging information in the Border Gateway (see Figure 121 in section 14) and
thisis down to the normal interconnect agreement between PLMN and PDN operators.

Annex A (normative):
Interworking PCS1900 with PSDNs

A.1  Key characteristics of interworking PCS1900 with
PSDNs

Bell Operating Company’s (BOC's) Public Packet Switching Networks provide data transport services withinit's
LATA and support data transport as follows:

- between Terminal Equipment (TE) and host computers,

- between TE to TE, between host computer to host computer,

- and interface to Private Networks within LATA.

The interface to other Packet Switched Public Data Networks (PSPDNSs) outside the LATA is via I nterexchange
Carriers (1Cs).

For PCS1900, two types of PSDN may exist - those outside aBOC's LATA and those inside.

A.1.1 PSPDNSs which are outside the BOC's LATA

PSPDNSs which are outside the BOCs LATA are connected via X.75 interface. Interworking is the same as described in
section 10.2.1, X.75 Interworking at the Gi Reference Point.

A.1.2 PSPDNs which are inside the BOC's LATA

BOCs PPSN consists of Data Switching Exchanges (DSE) and ISDN Packet Handler Functions (PHFs).

The Bellcore defined X.75' protocol is used on intranetwork DSE to DSE, DSE to ISDN Packet Handler Function
(PHF), and ISDN PHF to ISDN PHF within BOC administered networks, and is used for intra-LATA packet data calls.
X.75 interface is used on | Cs connected to other PSPDNs outside the LATA.

Therefore, in order to support packet data services within BOC's LATA for PCS 1900 subscribers, support of Bellcore
defined X.75" interface isrequired at the Gi interface.

Bellcore defined X.75 protocol is an extension of X.75 protocol. The extension consists primarily of additional utilities
some of which are analogous to X.25 facilities The extension is necessary to maintain service transparency when
interconnection equipment supplied by different manufacturers within a single network.

Therest of this annex describes X.75" interworking.

A.2  Subscription checking

Subscriptions checking for Bellcore defined X.75 interface is outside the scope of this specification.

A.3  Interworking PCS1900 with PSDN using X.75’

A.3.1 General

The Packet DomainGPRS shall support interworking with PSDN networks. The interworking may be either direct or
through atransit network (e.g. ISDN).

The Packet DomainGPRS shall support both ITU-T X.121 and ITU-T E.164 addressing.

The Packet DomainGPRS shall provide support for interworking using Bellcore specified X.75' protocol for data
transport within BOC's LATA.
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The Packet DomainGPRS TE's shall have addresses provided, and controlled, by their Packet DomainGPRS operator.
The PSDN TE sends data to the Packet DomainGPRS TE by use of that TE's Packet DomainGPRS DNIC (Data
Network Identification Code) or equivalent which uniquely identifies that GPRS network worldwide.

The GGSN for interworking with PSDNs is the access point of the Packet Domai nGSM-GPRS data network.

The X.75" access method is supported when mobile users are resident on HPLMN or VPLMN. A roaming user may be
allocated a dynamic address from the VPLMN.

A.3.2 PSDN Interworking Model using X.75' Interworking at the Gi
Reference Point

Figure AX.1 represents the case where X.75’ is used as the interworking protocol, as used between interconnect X.25
PSDNs within the BOC's LATA. The GPRS network will look like any other PSDN in the BOC's LATA and will use
X.75" addressing. Figure 4 shows the interconnecting protocol stacks to the Packet DomainGPRS bearer. The Packet
DomainGPRS bhearer is described in 3G TSGSM- 027.060, which uses the protocols described in 3G TS GSM-023.060.

X. 75

Gi
T

Packet Domain Network

X. 75
~[E

PLMN

T GPRS Network PSPDN

Figure A.1: PSPDN Interworking with X.75" at Gi Reference Point
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Figure A.2: The Protocol Stack for the X.75" Gi Reference Point

A.3.3 Numbering and Addressing

| A PLMN interworking with a PSPDNGPRSretwerk requires a DNIC or PNIC.

X.121 addresses alocated to subscribers belong to the PLMN operator.

A.3.4 Charging

Charging of X.25 packetsis done at the GGSN.
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A.3.5 User Facilities

These are the same as in section 10.3 in the main part of this specification.

A.3.6 The Packet DomainGPRS Interworking to PSDN
Characteristics

These are the same as in section 10.4 in the main part of this specification.
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