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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
This document specifies the identity management, authentication and key management protocols needed to support Mission Critical Push To Talk (MCPTT). Identity management applies only to on-network operation.

Mission critical communication services are services that require preferential handling compared to normal telecommunication services, e.g. in support of police or fire brigade.

The MCPTT service can be used for public safety applications and also for general commercial applications (e.g., utility companies and railways).

This document is applicable to User Equipment (UE) supporting the identity management client functionality, and to application servers supporting the identity management server functionality.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.179: "Security of Mission Critical Push-To-Talk (MCPTT)".

[3]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[4]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[5]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[6]
"OpenID Connect Core 1.0 incorporating errata set 1".

[7]
W3C.REC-html401-19991224: "HTML 4.01 Specification”.

[8]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".

3
Definitions and abbreviations
3.1
Definitions
For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.179 [2] apply:
MCPTT UE

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

MC ID
Mission Critical User Identity
MCPTT
Mission Critical Push To Talk
UE
User Equipment
HTTP
Hypertext Transfer Protocol

IdM
Identity Management

LTE
Long Term Evolution

MCPTT
Mission Critical Push To Talk
OIDC
OpenID Connect

TLS
Transport Layer Security

UE
User Equipment
4
General

4.1
Identity management

Editor's Note [CT1-onMCPTT, C1ah-160088]: describe what identity management is.
4.2
Key management

Editor's Note [CT1-onMCPTT, C1ah-160088]: is this more than just a reference to 3GPP TS 33.179? Is service authorisation for KMS access (or GMS or CMS access for that matter) covered in 3GPP TS 33.179?
4.2.1
Group key management

5
Entities


5.1
Identity management client
The identity management client acts as the application user agent for MC ID transactions. It interacts with the identity management server. The identity management client:

-
shall support identity management registration to the identity management server;

-
shall support the MCPTT user authentication framework as specified in 3GPP TS 33.179 [2];

-
shall support a username and password method of authentication as specified in 3GPP TS 33.179 [2]; and

-
may support additional methods of authentication.
5.2
Identity management server
The identity management server is a functional entity that is capable of authenticating the MC ID. It contains the knowledge and means to do authentication by verifying the credentials supplied by the user. The identity management server:

-
shall support identity management registration of the identity management client;

-
shall support the MCPTT user authentication framework as specified in 3GPP TS 33.179 [2];

-
shall support a username and password method of authentication as specified in 3GPP TS 33.179 [2]; and

-
may support additional methods of authentication.
5.3
Key management client
The key management client acts as the application user agent for the key management functions. It interacts with the key management server. The key management client shall support the key management client functionality as specified in 3GPP TS 33.179 [2].
5.4
Key management server
The key management server stores and provides security related information (e.g. encryption keys) to the key management client, the group management server and the MCPTT server to achieve the security goals of confidentiality and integrity of media and signalling. The key management server shall provide the functionality specified for according to 3GPP TS 33.179 [2].

5.5
MCPTT client
The MCPTT client shall interact with the IdM client as specified in subclause 6.2:

-
to trigger initiation of the user authentication procedure; and

-
to receive the credentials obtained from the IdM server.
5.6
HTTP proxy
The HTTP proxy acts as the proxy for all hypertext transactions between the HTTP client and the HTTP server. The HTTP proxy terminates the TLS session with the HTTP client of the MCPTT UE in order to allow the HTTP client to establish a single TLS session for hypertext transactions with multiple HTTP servers as specified in 3GPP TS 23.179 [8].
NOTE:
The HTTP proxy shall be in the same trust domain as the HTTP servers that are located within a MCPTT service provider’s network.
6
Authentication procedures
6.1
General
6.2
HTTP-1 authentication
6.3
Identity management client procedures
6.3.1
IdM client registration
The IdM client shall register with the IdM server as specified in 3GPP TS 33.179 [2]. The MCPTT client:

Editor's Note [CT1-onMCPTT, C1ah-160103]: SA3 has stated that the method for doing IdM client registration "...is not specified by this profile..." while CT1 has asked for something more prescriptive. Potential candidates include provisioning or a dynamic procedure to be determined later.
1)
shall register the client’s redirect URIs; and

2)
may register other information as specified in 3GPP TS 33.179 [2].

NOTE 1:
The MCPTT client will as a result of this procedure be issued a client identifier which represents the client’s registration with the authorisation server, and enables the IdM server to reference parameters associated with that client’s registration when being requested for an access token by the IdM client.

NOTE 2:
This registration procedure is assumed to be performed one-time only, e.g., not upon each power-up.

6.3.2
User authentication
NOTE 1:
It is assumed that the IdM client has registered with the IdM server and performed the actions in subclause 6.1.1 prior to performing this procedure.

Upon an indication from the MCPTT client to initiate MCPTT user authentication, the IdM client shall perform the user authentication procedure according to 3GPP TS 33.179 [2] with the following clarifications:

1)
shall establish a TLS tunnel to the IdM server as specified in 3GPP TS 33.179 [2];

NOTE 2:
Whether or not there is an HTTP proxy in the path between the IdM client and the IdM server is deployment-dependent. This is the only interface where the MCPTT user provides their exposes primary credentials and thus the security concerns are heightened.

Editor's Note [CT1-onMCPTT, C1ah-160103]: how is the URL of the IdM server obtained? Having this configured and being defined in 24.383 is one candidate solution.

2)
shall generate an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP GET request method according to IETF RFC 2616 [4]; and

b)
shall include the required parameters as specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and
3)
shall send the HTTP GET request method towards the IdM server.

NOTE 3:
The OpenID Connect 1.0 [6] specification allows for an alternative mechanism for sending the OIDC Authentication request message using an HTTP POST request method which may be used in place of steps 1, 2, and 3 above.

Editor's Note [CT1-onMCPTT, C1ah-160103]: need a reference for the send above.

Upon receipt of an HTTP POST request method from the IdM server, the MCPTT client:

1)
shall prompt the MCPTT user for their username and password;

NOTE 4:
Other types of authentication are supported and are not defined by the OIDC specifications. 3GPP TS 33.179 [2] has defined username and password as a mandatory authentication method to be supported, hence a procedure to realize that method is included here.

2)
shall generate an HTTP POST request method containing the MCPTT user's username and password; and

3)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Authentication Response message, the IdM client:

1)
shall generate an OIDC Token Request message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP POST request method according to IETF RFC 2616 [4]; and

b)
shall include the grant_type parameter set to a value of "authorization_code" and the other required parameters in the entity body of the HTTP POST request method using the using the "application/x-www-form-urlencoded" format as specified in 3GPP TS 33.179 [2]; and

2)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Token Response message, the IdM client:
1)
shall validate the id_token, access_token and refresh token in the received OIDC Token Response message as specified in the OpenID Connect 1.0 [6] specification; and

2)
shall provide the id_token and access_token in the received OIDC Token Response message to the MCPTT client.

NOTE 5:
The method in which the IdM client provides the id_token and access_token to the MCPTT client is implementation specific.
6.4
Identity management server procedures
6.4.1
IdM client registration
6.4.2
User authentication
7
HTTP-1 security

Editor's Note [CT1-onMCPTT, C1ah-160088]: is this more than just a reference to 3GPP TS 33.179? In any case, is a subclause required or just in-line references within procedures to 3GPP TS 33.179?
8
Key provisioning and management

Editor's Note [CT1-onMCPTT, C1ah-160088]: is this more than just a reference to 3GPP TS 33.179?
9
Inter/intra domain interface security

Editor's Note [CT1-onMCPTT, C1ah-160088]: is this more than just a reference to 3GPP TS 33.179? On what interface would this be used within the scope of this document?
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