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Notes
Chicago
	S4-231753
	[5GMS_Pro_Ph2]: Extending 5GMS with Oauth 2.0 support
	Ericsson LM
	Thorsten Lohmar


Email Discussion:
Presenter: Thorsten Lohmar
Online Discussion:
· Richard: Is the idea to obtain an authorization code, and use it subsequently in M5
· Thorsten: Yes
· Richard: Do we need this kind of security (oauth) at M5? Understand for M1. We got a security network right. What are you protecting against
· Thorsten: For example, you could have applications using policy templates of other applications that it is not intended to use
· Imed: Just to follow up, this is calls invoked my MSH, not by application. Maybe we need to dig deeper. Where will the MSH get it
· Thorsten: In 26804, we have done some scenarios. People should start looking
Decision: 
· 
S4-231753 is endorsed.
Background
TR 26.804, Clause 6.9
[image: ] 
Summary of the Proposal in the CR
· For M1 APIs, Oauth 2.0 Client Credential flows is added to the yaml definition. CT supports Client Credentials for its NEF APIs.
· For M5 APIs, Oauth 2.0 Client Credential and Authorization Code flows are added. Support for Authorization Code is an outcome of the Study in TR 26.804.
· Currently, CC and AC is added only to the C.4.1	M5_ServiceAccessInformation API. Once the principle is agreed, the same definition should be added to all M5 APIs.
Open Questions, for discussion
· OAuth Client Credential flow is a so-called 2-legged authorization flow, which does not involve a user or a resource owner. OAuth Authorization Code flow is a so-called 3-legged authorization flow. It is for discussion, whether the OAuth Client Credentials flow is suitable for M5, or whether only the Authorization Code Flow should be supported.
· TS 29.122 / 29.522 does not include any scopes within the security schemes. 5GMS M1 APIs support different features, like content hosting configuration, content preparationm, etc procedures. It is for discussion, whether the SA4 yaml definition should define different scopes, allowing control of different features and also allowing control of the operations (like read-only vs write and delete)    
Detailed Background
[bookmark: _Toc131151086]Summary of Clause 5.9.2 and 5.9.3 of TR 26.804
[bookmark: _Toc131151083]5.9.2	Collaboration Scenarios
Collaboration A: UE hosting multiple Applications (Multiple Applications on the same UE)
Collaboration B: Applications with multiple subscription levels (Same Application, but with different levels)
5.9.3	Role distribution in the 5GMS deployments
The 5G Media Streaming architecture can be used for different application service offerings. Annex A in TS 26.512 [16] describes three different Dynamic Policy usage examples: Premium QoS, Conditional Zero Rating and Background Download. In all the three cases, different network features are used to realise the Dynamic Policy, e.g. an increase in network resource utilization when consuming HD content with the corresponding network QoS.
It is assumed in all three examples that the 5GMS Application Provider (and the Application Service Provider) has an agreement with the 5G System provider to use the relevant network feature.
[image: ]
Figure 5.9.3-1: Applying roles for 5G Media Streaming Architecture functions
Figure 5.9.2-1 illustrates the different roles and responsibilities:
-	The resource in question is a network policy.
-	The 5G System Provider is the resource owner in this case, since it provides the 5G connectivity service.
-	The 5GMSd-Aware Application is the Resource User. It instructs the 5GMSd Client to activate a certain dynamic policy, based on the service subscription and the selected content.
-	The 5GMS Application Provider is the Resource Owner. It checks that the requested dynamic policy matches the application service subscription. For example (with reference to clause A.2 in TS 26.512 [16]), when the user has an HD video subscription, the user should only be authorised to activate a dynamic policy corresponding to the HD operating point.

**** First Change for TS 26.510 ****
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
…
[RFC5246]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[RFC8446]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[RFC6749]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework", October 2012.
[29222]	3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".
	Comment by Richard Bradbury (2024-05-15): stage-2
(not even referenced!)
	Comment by Richard Bradbury (2024-05-15): stage-2
**** Next Change ****
[bookmark: _Toc68899584][bookmark: _Toc71214335][bookmark: _Toc71722009][bookmark: _Toc74859061][bookmark: _Toc146626957][bookmark: _Toc156488749]7.4	Security
7.4.1	General
The Media AF shall enable secure provision of information in the Media Delivery System by authenticated and authorised Media-aware Applications or Media Application Providers.	Comment by Richard Bradbury (2024-05-15): Seems to partially duplicate the second sentence.
7.4.2	Authorising Media Application Provider access to the Media AF at reference point M1
When a Media Application Provider deployed outside the Trusted DN attempts to access a Media AF deployed inside the Trusted DN, the Media Delivery System shall authenticate and authorise the Media Application Provider.
[bookmark: _Hlk166734765]Access to the Maf_Provisioning API of the Media AF by the Media Application Provider at reference point M1 may be authorised by means of the OAuth 2.0 protocol specified in RFC 6749 [RFC6749]), using the client credentials authorization grant.	Comment by Richard Bradbury (2024-05-15): Don't reference stage-2 from stage-3.
Moved
When CAPIF (see TS 29.222 [29222]) is used for external API exposure:
-	The CAPIF core function shall play the role of authorization server, the Media AF shall play the role of resource server and the Media Application Provider shall play the role of client.
-	Before invoking any service operation exposed by the Media AF, the Media Application Provider shall negotiate the security method (PKI, TLS-PSK or OAuth 2.0) with the CAPIF core function and shall ensure that the Media AF has the required credentials to authenticate access tokens subsequently presented by the Media Application Provider (see clauses 5.6.2.2 and 6.2.2.2 of TS 29.222 [29222]).
-	If PKI or TLS-PSK is the selected security method between the Media Application Provider and the Media AFthe Media AF shall, upon invocation of a Maf_Provisioning service operation by the Media Application Provider at reference point M1, retrieve the authorisation information from the CAPIF core function as described in clause 5.6.2.4 of TS 29.222 [29222].	Comment by Richard Bradbury (2024-05-15): CHECK!
Is this what you meant?
-	If OAuth 2.0 [RFC6749] is the selected security method between the Media Application Provider and the Media AF, the Media Application Provider shall, prior to invoking Maf_Provisioning service operations on the Media AF at reference point M1, obtain an access token from the authorization server (CAPIF core function) by invoking the Obtain_Authorization service operation specified in clause 5.6.2.3.2 of TS 29.222 [29222].	Comment by Richard Bradbury (2024-05-15): Moved this down here to make it part of the CAPIF bulleted list because the reference to Obtain_Auhorization seems CAPIF-specific.
Otherwise:	Comment by Richard Bradbury (2024-05-15): Added.
Please check.
-	The Media AF shall play the role of both authorization server and resource server, and the Media Application Provider shall play the role of client.
-	The Media Application Provider shall obtain an access token from the authorization server (Media AF) using the client credentials authorization grant specified in section 4.4 of RFC 6749 [RFC6749] prior to invoking Maf_Provisioning service operations on the resource server (Media AF) at reference point M1.
7.4.3	Authorising Media Session Handler access to the Media AF at reference point M5
When a Media Session Handler deployed in a Media Client attempts to access a Media AF deployed inside the Trusted DN, the Media Delivery System shall authenticate and authorise the Media Session Handler.
Access to the Maf_SessionHandling API of the Media AF by the Media Session Handler at reference point M5 shall be authorised by means of the OAuth 2.0 protocol specified in RFC 6749 [RFC6749], using the "Client Credentials" or "Authorization Code" flow grant types.
Editor's Note: Awaiting further contribution.
**** Open API ****
3GPP Forge merge request
The code changes associated with this Change Request are available for review at the following URL:
https://forge.3gpp.org/rep/sa4/5gms_pro_ph2/-/merge_requests/6/diffs
https://forge.3gpp.org/rep/sa4/5gms_pro_ph2/-/merge_requests/12/diffs
The proposed changes are reproduced below for posterity:
The OAuth 2.0 specific definitions follow OAuth 2.0 (swagger.io)
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**** Last Change ****
image1.png
6.9 Per-application-authorization

The 5G Media Streaming Architecture enables a 5SGMS-Aware Application to access certain network features, in
alignment with the SGMS Application Provider. The Key Issue explores the usage of OAuth 2.0 for per-application
authorization of different 5G System features, for example to prevent misuse. The Key Issue specifically addresses use-
cases, when a UE hosts multiple SGMS-Aware Applications from different SGMS Application Providers.

It is recommended to specify the usage of OAuth 2.0 (according to the SA3 guidelines) within a normative work item.
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00 -38,6 +38,9 @0 paths:
post:
operationld: activateConsunptionReporting

[ 17 files +306 -67

+21 -1

() viewed

8~

summary: ‘Activate the consumption reporting procedure for the specified Provisioning Session by providing the Consumption Reporting Configuration'

security:
- OAUth2ClientCredentials:
- consumption-reporting-create
requestBody:
description: 'A JSON representation of a Consumption Reporting
required: true

00 -79,6 +82,9 @0 paths:

get:
operationld: retrieveConsumptionReportingConfiguration

summary: ‘Retrieve the Consunption Reporting Configuration of the specified Provisioning Session®

security:
- OAUth2ClientCredentials:
- consumption-reporting-read
responses:
1200'§ # ox
description: 'Success’

00 -107,6 +113,9 @@ paths:

put:
operationId: updateConsunptionReportingConfiguration
summary: ‘Update the Consumption Reporting Configuration for the
security:
- OAUth2ClientCredentials:
- consumption-reporting-put

Configuration’

specified Provisioning Session’
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- consumption-reporting-put

119 requestBody:
120 | description: 'A JSON representation of a Consumption Reporting Configuration'
121 required: true

00 -158,6 +159,9 @@ paths:

159 patch:
160 operationId: patchConsumptionReportingConfiguration
161 summary: ‘Patch the Consumption Reporting Configuration for the specified Provisioning Session®
162 |+ security:
163 |+ - OAUth2ClientCredentials:
164 |+ - consumption-reporting-patch
153 165 requestBody:
154 166 description: 'A JSON representation of a Consumption Reporting Configuration'
155 167 required: true
T g e s o s
19 208 delete:
197 209 operationld: destroyConsunptionReportingConfiguration
198 210 summary: ‘Destroy the current Consunption Reporting Configuration of the specified Provisioning Session®
m |+ security:
212 |+ - OAUth2ClientCredentials:
23 |+ - consumption-reporting-delete
199 214 responses:
20 215 1204'§ # No Content
01 216 description: 'Consunption Reporting Configuration Destroyed'
t 00 -225,7 +246,12 @@ components:
25 20 Flows:
26 241 clientCredentials:
27 22 tokenUrL: *{tokenUr1}'
228 - scopes: {}
23 |+ scopes:
24 |+ consumption-reporting-create: Create consumption reporting
A5 |+ consumption-reporting-read: Read consumption reporting
26 | + consumption-reporting-put: Put consumption reporting




image5.png
247 |+ consumption-reporting-patch: Patch consumption reporting
28 |+ consunption-reporting-delete: Delete consumption reporting
29

250 schenas:

251 ConsumptionReportingConfiguratio
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00 -38,6 +38,9 @0 paths:
post:

operationld: createContentHostingConfiguration
summary: ‘Create and upload the Content Hosting Configuration for the specified Provisioning Session'
security:

- 0AUth2ClientCredentials:

- content-hosting-configuration-create

requestBody:

description: 'A JSON representation of a Content Hosting Configuration'

required: true

00 -81,6 +84,9 @ paths:

get:
operationld: retrieveContentHostingConfiguration
summary: ‘Retrieve the Content Hosting Configuration of the specified Provisioning Session'
security:
- OAUth2ClientCredentials:
- content-hosting-configuration-read
responses:
1200'§ # ox
description: 'Success’

00 -109,6 +115,9 @@ paths:

put:

operationId: updateContentHostingConfiguration
summary: ‘Update (by replacenent) the Content Hosting Configuration for the specified Provisioning Session'
security:

- 0AUth2ClientCredentials:

- content-hosting-configuration-put

requestBody:

description: 'A JSON representation of a Content Hosting Configuration'

required: true

00 -152,6 +161,9 @@ paths:

patch:
operationld: patchContentHostingConfiguration
summary: ‘Patch the Content Hosting Configuration for the specified Provisioning Session®

() viewed
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security:
- OAUth2ClientCredentials:
- content-hosting-configuration-patch
requestBody:
description: 'A JSON representation of a Content Hosting Configuration'
required: true

00 -198,6 +210,9 @@ paths:

delete:
operationld: destroyContentHostingConfiguration
summary: ‘Destroy the current Content Hosting Configuration of the specified Provisioning Session'
security:
- 0AUth2ClientCredentials:
- content-hosting-configuration-delete
responses:
1204'§ # No Content
description: 'Destroyed Content Hosting Configuration®

00 -231,6 +246,9 @@ paths:

post:

operationId: purgeContentHostingCache
summary: ‘Purge the content of the cache for the Content Hosting Configuration of the specified Provisioning Session'
security:

- OAUth2ClientCredentials:

- content-hosting-configuration-purge

requestBody:

description: 'The regular expression pattern for resources to purge from the cache’

required: true

00 -280,7 +298,13 (@ components:

flows:
clientCredentials:
‘tokenUrl: ' {tokenUrl}"
scopes: 1}
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104

scopes:
content-hosting-configuration-create: Create a content hosting configuration
content-hosting-configuration-read: Read a content hosting configuration
content-hosting-configuration-put: Put a content hosting configuration
content-hosting-configuration-patch: Patch a content hosting configuration
content-hosting-configuration-delete: Delete a content hosting configuration
content-hosting-configuration-purge: Purge a content hosting configuration

schenas:
IngestConfiguration:

00 -38,6 +38,9 @0 paths:
post:
operationld: createContentPreparationTenplate
‘Create (and optionally upload) a new Content Preparation Template for the specified Provisioning Session'

- OAUth2ClientCredentials:
- content-preparation-template-create
requestBody:
description: 'A Content Preparation Template of any supported type'
required: true

00 -94,6 +97,9 @0 paths:

get:
operationld: retrieveContentPreparationTenplate
summary: ‘Retrieve the specified Content Preparation Template of the specified Provisioning Session'

- content-preparation-template-read
responses:
1200'[ # oc

+21 -1

(] viewed
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99 165 description: 'Success’

T e s e
122 128 put:
123 129 operationld: updateContentPreparationTenplate
124 130 summary: ‘Update (by replacement) the specified Content Preparation Template for the specified Provisioning Session'
31|+ security:
132 |+ - OAUth2ClientCredentials:
133 |+ - content-preparation-tenplate-put
125 13 requestBody:
126 135 description: 'A Content Preparation Template of any type'
127 136 required: true
T g s s e
165 174 patch:
16 175 operationld: patchContentPreparationTemplate
167 176 summary: ‘Patch the specified Content Preparation Template for the specified Provisioning Session'
177 |+ security:
178 |+ - OAUth2ClientCredentials:
179 |+ - content-preparation-template-patch
168 180 requestBody:
169 181 description: 'A Content Preparation Template patch of any type'
170 182 required: true
T g e s e
5 217 delete:
206 218 operationld: destroyContentPreparationTenplate
27 219 summary: ‘Destroy the specified Content Preparation Template of the specified Provisioning Session'
220 |+ security:
21 |+ - OAUth2ClientCredentials:
22 |+ - content-preparation-template-delete
28 223 responses:
09 2% 1204'§ # No Content

210 225 description: ‘Content Preparation Template Destroyed'
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209 224 '204'F # No Content

210 225 description: 'Content Preparation Template Destroyed'
t 00 -236,4 +251,9 @@ components:

236 251 low

237 252 clientCredentials:

238 253 tokenUrL: *{tokenUr1}'

239 - scopes: {}
254 |+ scope:
255 |+ content-preparation-tenplate-create: Create a content preparation template
256 |+ content-preparation-tenplate-read: Read a content preparation template
257 |+ content-preparation-template-put: Put a content preparation template
258 |+ content-preparation-tenplate-patch: Patch a content preparation template
259 |+ content-preparation-tenplate-delete: Delete a content preparation template

~ TS26510_Maf_Provisioning_ContentProtocols.yaml [ +5 -2 (J Viewed

1 00 -38,6 +38,9 @0 paths:
38 38 get:

9 39 operationld: retrieveContentProtocols

W@ 4o summary: ‘Retrieve the set of Content Protocols supported by the specified Provisioning Session'

al+ security:
@ |+ - OAUth2ClientCredentials:
S - content-protocols-read
a4 responses:
@ 4 1200'%
@3 W description: 'Success'
t 00 -71,8 +74,8 (@ components:
T4 Flows:
T clientCredentials:
7 tokenUrL: *{tokenUr1}'
7% - scopes: | {}

AR scopes:
78|+ content-protocols-read: Read supported content protocols
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7% 79 schemas:

77 8 ContentProtocolDescriptor:
7 81 type: object
T
~ TS26510_Maf_Provisioning_EdgeResources.yaml [?} +21 -1 (O Viewed }
1 00 -38,6 +38,9 @0 paths:
B 38 post:
9 39 operationId: createEdgeResourcesConfiguration
w0 4o sunmary: ‘Create an Edge Resources Configuration within the scope of the specified Provisioning Session’
al+ security:
@ |+ - OAuth2ClientCredentials:
S - edge-resource-configuration-create
a a4 requestBoa
@2 4@ description: 'A JSON representation of an Edge Resources Configuration’
3 4 required: true
T g e e s
93 % get:
% 97 operationId: retrieveEdgeResourcesConfiguration
95 98 sunmary: ‘Retrieve the Edge Resources Configuration of the specified Provisioning Session'
9+ security:
108+ - OAuth2ClientCredentials:
01 |+ - edge-resource-configuration-read
9% 102 responses:
97 103 1200'F # oc
98 104 description: 'Success’
T g e s e
121 127 put:
122 128 operationId: updateEdgeResourcesConfiguration
123 129 sunmary: ‘Update an Edge Resources Configuration for the specified Provisioning Session’

130 |+ security:
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131+ - DAuth2ClientCredentials:

132 |+ - edge-resource-configuration-put
124 133 requestBody:
125 13 description: 'A JSON representation of an Edge Resources Configuration'
126 135 required: true
T g e s e
14 173 patch:
165 174 operationld: patchEdgeResourcesConfiguration
166 175 summary: ‘Patch the Edge Resources Configuration for the specified Provisioning Session®
176 | + security:
177 |+ - OAUth2ClientCredentials:
178 | + - edge-resource-configuration-patch
167 179 requestBody:
168 180 description: 'A JSON representation of a Edge Resources Configuration®
169 181 required: true
T g w9 e
20 222 delete:
m 23 operationld: destroyEdgeResourcesConfiguration
212 2% summary: ‘Destroy the specified Edge Resources Configuration of the specified Provisioning Session'
25 |+ security:
226 |+ - 0AUth2ClientCredentials:
27 |+ - edge-resource-configuration-delete
213 228 responses:
24 229 1204'§ # No Content
215 230 description: 'Edge Resources Configuration Destroyed'
t 00 -241,7 +256,12 @@ components:
241 256 Flows:
%42 257 clientCredentials:
243 258 tokenUrL: *{tokenUr1}'

24 -
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scope:
edge-resource-configuration-create: Create an edge resource configuration
edge-resource-configuration-read: Read an edge resource configuration
edge-resource-configuration-put: Put an edge resource configuration
edge-resource-configuration-patch: Patch an edge resource configuration
edge-resource-configuration-delete: Delete an edge resource configuration

schenas:
EdgeResourcesConfiguration:

00 -38,6 +38,9 @0 paths:
post:

operationld: createEventDataProcessingConfiguration

summary: ‘Supply an Event Data Processing Configuration for the specified Provisioning Session®

security:
- 0Auth2ClientCredential:

- event-data-processing-provisioning-create

requestBody
description: 'A JSON representation of a Event Data Processing Configuration®
required: true

00 -94,6 +97,9 @0 paths:

get:

operationld: retrieveEventDataProcessingConfiguration
summary: ‘Retrieve the specified Event Data Processing Configuration of the specified Provisioning Session'
security:

- OAUth2ClientCredentials:

- event-data-processing-provisioning-read

responses:

1200'§ # ox

description: 'Success’

+21 -2

() viewed
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00 -122,6 +128,9 @@ paths:

put:

operationld: updateEventDataProcessingConfiguration
summary: ‘Update the specified Event Data Processing Configuration for the specified Provisioning Session'
security:

- 0AUth2ClientCredentials:

- event-data-processing-provisioning-put

requestBody

description: 'A JSON representation of a Event Data Processing Configuration'

required: true

00 -165,6 +174,9 @@ paths:

patch:
operationId: patchEventbataProcessingConfiguration
summary: ‘Patch the specified Event Data Processing Configuration for the specified Provisioning Session'
security:
- OAuth2ClientCredential:
- event-data-processing-provisioning-patch
requestBody:
description: 'A JSON representation of a Event Data Processing Configuration®
required: true

00 -211,6 +223,9 @@ paths:

delete:
operationld: destroyEventDataProcessingConfiguration
summary: ‘Destroy the specified Event Data Processing Configuration of the specified Provisioning Session'
security:
- 0AUth2ClientCredentials:
- event-data-processing-provisioning-delete
responses:
1204'§ # No Content
description: 'Event Data Processing Configuration Destroyed'
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00 -240,8 +255,12 (@ components:

>«

240 255 flows:

241 256 clientCredentials:

242 257 tokenUrl: ‘{tokenUrl}

23 - scopes: {}

244 -
28 |+ scopes:
259+ event-data-processing-provisioning-create: Create an event data processing provisioning
20 |+ event-data-processing-provisioning-read: Read an event data processing provisioning
21+ event-data-processing-provisioning-put: Put an event data processing provisioning
22+ event-data-processing-provisioning-patch: Patch an event data processing provisioning
263 |+ event-data-processing-provisioning-delete: Delete an event data processing provisioning

245 264 schemas:

246 265 EventDataProcessingConfiguration:

247 266 description: 'A representation of an Event Data Processing Configuration resource.’

T

~ TS26510_Maf_Provisioning_MetricsReporting.yaml +21 -2 (] Viewed

1 00 -38,6 +38,9 @0 paths:

38 38 post:

9 39 operationld: activateletricsReporting

W@ 4o summary: ‘Activate the Metrics reporting procedure for the specified Provisioning Session by providing the Metrics Reporting Configuration'
al+ security:
@+ - OAUth2ClientCredentials:
@+ - metrics-reporting-create

a4 requestBody:

@ 4 description: 'A JSON representation of a Metrics Reporting Configuration'

@3 W required: true

T e s
9% 97 get:
95 98 operationld: retrieveMetricsReportingConfiguration

9% 9 summary: ‘Retrieve the specified Metrics Reporting Configuration of the specified Provisioning Session'
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223
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security:
- OAUth2ClientCredentials:
- metrics-reporting-read
responses:
1200'§ # ox
description: 'Success’

00 -122,6 +128,9 @@ paths:

put:
operationld: updateMletricsReportingConfiguration
summary: ‘Update the specified Metrics Reporting Configuration for the specified Provisioning Session'
security:

- OAUth2ClientCredentials:

- metrics-reporting-put

requestBody:

description: 'A JSON representation of a Metrics Reporting Configuration'

required: true

00 -165,6 +174,9 @@ paths:

patch:
operationId: patchMetricsReportingConfiguration
summary: ‘Patch the specified Metrics Reporting Configuration for the specified Provisioning Session'
security:
- OAUth2ClientCredentials:
- metrics-reporting-patch
requestBody:
description: 'A JSON representation of a Metrics Reporting Configuration'
required: true

00 -211,6 +223,9 @@ paths:

delete:
operationld: destroyMetricsReportingConfiguration
summary: ‘Destroy the specified Metrics Reporting Configuration of the specified Provisioning Session'
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22 | + security:

27+ - OAuth2ClientCredentials:
28+ - metrics-reporting-delete
24 229 responses:
25 230 1204°F # No Content
26 231 description: ‘Metrics Reporting Configuration Destroyed’
i 00 -240,8 +255,12 (@ components:
20 255 lows:
21 25 clientCredentials:
22 257 tokenUrL: *{tokenUr1}'
243 = scopes: {}
264 -
258 |+ scope:
259+ metrics-reporting-create: Create a metric reporting
20 |+ metrics-reporting-read: Read a metric reporting
21+ metrics-reporting-put: Put a metric reporting
22+ metrics-reporting-patch: Patch a metric reporting
263 |+ metrics-reporting-delete: Delete a metric reporting
25 264 schenas:
26 265 MetricsReportingConfiguration:
27 266 type: object
T
~ TS26510_Maf_Provisioning_PolicyTemplates.yaml [3} +21 -1 (O Viewed
1 00 -38,6 +38,9 @0 paths:
B 38 post:
9 39 operationId: createPolicyTenplate
w0 4o sunmary: ‘Create and upload a new Policy Template for the specified Provisioning Session’
al+ security:
@ |+ - OAuth2ClientCredentials:
S - policy-template-create
a a4 requestBody

2 & description: 'A JSON representation of a Policy Template'
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43 46 required: true

T e s
9% 97 get:
95 98 operationld: retrievePolicyTenplate
9% 9 summary: ‘Retrieve a representation of an existing Policy Template in the specified Provisioning Session'
100 |+ security:
01 |+ - OAUth2ClientCredentials:
102 |+ - policy-template-read
97 163 responses:
98 104 1200'§ # ox
99 165 description: 'Success’
T e s e
122 128 put:
123 129 operationld: updatePolicyTenplate
124 130 summary: ‘Update a Policy Template for the specified Provisioning Session'
31|+ security:
132 |+ - OAUth2ClientCredentials:
133 |+ - policy-template-put
125 13 requestBody:
126 135 description: 'A JSON representation of a Policy Template'
127 136 required: true
T g s s e
165 174 patch:
16 175 operationld: patchPolicyTemplate
167 176 summary: ‘Patch the Policy Template for the specified Provisioning Session'
177 |+ security:
178 |+ - OAUth2ClientCredentials:
179 |+ - policy-template-patch
168 180 requestBody:
169 181 description: 'A JSON representation of a Policy Template'

176 182 required: true
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00 -218,6 +222,9 @@ paths:

>«

20 222 §ref: 'T529571_ConmonData.yanl#/conponents/responses/default’
m 23 delete:
212 2% operationld: destroyPolicyTemplate
25 |+ security:
226 |+ - OAUth2ClientCredentials:
27 |+ - policy-template-delete
213 228 responses:
24 229 1204'§ # No Content
215 230 description: 'Policy Template Destroyed'
i 00 -239,7 +254,12 @@ components:
239 25 Flows:
20 255 clientCredentials:
21 256 tokenUrL: *{tokenUr1}'
242 - scopes: {}
257 |+ scopes:
258 |+ policy-template-create: Create a policy template
259 |+ policy-template-read: Read a policy template
20 |+ policy-template-put: Put a policy template
21 |+ policy-template-patch: Patch a policy template
22 |+ policy-template-delete: Delete a policy template
%3 263
24 264 schenas:
245 265 PolicyTemplate:
v

~  T$26510_Maf_Provisioning_ProvisioningSessions.yaml

+13 -1 (J Viewed

1 00 -31,6 +31,9 @0 paths:
31 31 post:
2 % operationld: createProvisioningsession

3 33 summary: 'Create a new Provisioning Session'
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15
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119
120
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147
148
149

- OAUth2ClientCredentials:
- provisioning-sessions-create
requestBody:
description: 'A JSON representation of a Provisioning Session.'
required: true

00 -81,6 +84,9 @ paths:

get:
operationId: getProvisioningSessionsyId
sunmary: ‘Retrieve an existing Provisioning Session’
security:
- OAuth2ClientCredentials
- provisioning-sessions-read
responses:
'200°F
description: 'Success’

00 -109,6 +115,9 @@ paths:

delete:
operationId: destroyProvisioningSession
sunmary: ‘Destroy an existing Provisioning Session'
security
- DAuth2ClientCredentials:
- provisioning-sessions-delete

responses:
1204'§ # No Content
description: 'Provisioning Session Destroyed'

00 -138,7 +147,10 (@ components:

flows:
clientCredentials:
‘tokenUrl: ' {tokenUrl}"
scopes: {F
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150 + scope:
51 |+ provisioning-sessions-create: Create a provisioning session
152 |+ provisioning-sessions-read: Read a provisioning session
153 |+ provisioning-sessions-delete: Delete a provisioning session
42 156
143 155 schenas:
14 156 ProvisioningSession:
T
~ TS26510_Maf_Provisioning_ServerCertificates.yaml [3} +17 -1 (O Viewed
1 00 -39,6 +39,9 @0 paths:

9 39 operationd: createOrReserveServerCertificate

W@ 4o sunmary: ‘Create or reserve a Service Certificate resounce’

a  a description: 'Without the optional csr query parameter, an X.309 certificate is generated and this is returned. If the csr query parameter is
present, a Certificate Signing Request is instead generated and returned, allowing the X.509 certificate to be generated by the invoker and later
uploaded

@ |+ security:
S - OAuth2ClientCredentials:
@ - certificates-csp-request

@2 4@ paraneters:

3 4 - in: query

a1 nane: csr

-

102 105 put:

103 106 operationId: uploadServerCertificate

104 107 sunmary: "Upload the X.509 certificate for a previously reserved Server Certificate resource”

108 security:
109 - OAuth2ClientCredentials:
110 - certificates-upload

105 111 requestBody:

106 112 i

107 113 content:





image22.png
00 -138,6 +144,9 @@ paths:

> el

138 144 get:
139 145 operationld: retrieveServerCertificate
%0 146 summary: ‘Retrieve the X.509 certificate representation of the specified Server Certificate resource’
247 |+ security:
148 |+ - OAUth2ClientCredentials:
19 |+ - certificates-retrieve
%1 150 responses:
%2 151 1200'%
143 152 description: 'Success’
T g e s e
168 177 delete:
19 178 operationld: destroyServerCertificate
7 179 summary: ‘Destroy an existing Server Certificate resource
180 |+ securit
181+ - OAUth2ClientCredentials:
182+ - certificates-delete
71 183 responses:
72 18 1204'§ # No Content
173 185 description: 'Server Certificate Destroyed'
t 00 -199,4 +211,8 @@ components:
199 211 Flows:
00 212 clientCredentials:
01 213 tokenUrL: *{tokenUr1}'
202 - scopes: {}
24+ scopes:
25+ certificates-csr-request: Create a Certificate Signing Resource
26+ certificates-upload: Upload a certificate
27 |+ certificates-retrieve: Retrieve a certificate
28 |+ certificates-delete: Delete a certificate
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~ TS26510_Maf_SessionHandling_ConsumptionReporting.yaml +10 -4 (0 Viewed }

1 00 -39,6 +39,11 @@ paths:
9 39 post:
W@ 4o operationId: submitConsumptionReport
a @ summary: ‘Submit a Consumption Report’
@ |+ security:
@3+ - OAUth2ClientCredentials:
|+ - consumption-reporting-create
@ |+ - oAuth2AuthorizationCode:
@ |+ - consumption-reporting-create
@ a1 requestBody:
@3 48 description: 'A Consumption Report'
w4 required: true
t 00 -79,15 +84,16 @@ components:
79 84 Flows:
8 85 clientCredentials:
81 8 tokenUrL: *{tokenUr1}'
82 - scopes: {}
83 - 0Auth2AuthorizationCode:
87 |+ scopes:
8 | + consumption-reporting-create: Create consumption report
89 |+ oAuth2AuthorizationCode:
8 90 type: oauth2
85 91 Flows:
86 92 authorizationCode:
87 9 authorizationUrl: '{authorizationUri}'
88 9 tokenUrL: *{tokenUr1}'
89 - scopes: {}
9 -
95 |+ scopes:
9 |+ consumption-reporting-create: Create consumption report

91 97 schemas:
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93

T

98
99

ConsumptionReport:
description: "A representation of a Consumption Report."

~ T$26510_Maf_SessionHandling_DynamicPolicy.yaml (%

1
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88
89
%
91
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93
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00 -26,12 +26,16 (@ security:
- {r
- OAUt2CUientCredentials: [1
- OAuth2AuthorizationCode: [1

paths:
/dynanic-policies:
post:
operationld: createDynamicPolicy
summary: ‘Create (and optionally upload) a new Dynamic Policy resource'
security:
- OAUth2ClientCredentials:
- dynanic-policy-create
- oAuth2AuthorizationCode:
- dynanic-policy-create
requestBody:
descriptio
content:

*An optional JSON representation of a Dynamic Policy resource’

00 -83,6 +87,11 @@ paths:

get:
operationld: retrieveDynanicPolicy
summary: ‘Retrieve an existing Dynanic Policy resource’
security:
- OAUth2ClientCredentials:
- dynanic-policy-read
- oAuth2AuthorizationCode:
- dynanic-policy-read

+38 -5

() viewed
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86 95 responses:

87 9% 1200'§ # ox
88 97 description: 'Success’
-
m 120 put:
12 121 operationId: updateDynamicPolicy
13 122 summary: ‘Update an existing Dynamic Policy resource’
123 |+ security:
124 |+ - OAUth2ClientCredentials:
125 |+ - metrics-reporting-put
126 |+ - oAuth2AuthorizationCode:
127 |+ - metrics-reporting-put
14 128 requestBody
15 129 description: 'A replacement JSON representation of a Dynamic Policy resource’
116 130 required: true
T o s vae,11 e pet:
154 168 patch:
155 169 operationId: patchDynamicPolicy
156 170 summary: ‘Patch an existing Dynamic Policy resource’
7|+ security:
72 |+ - OAUth2ClientCredentials:
173 |+ - dynanic-policy-patch
174 |+ - oAuth2AuthorizationCode:
175 |+ - dynanic-policy-patch
157 176 requestBody:
158 177 description: 'A JSON patch to a Dynanic Policy resource’
159 178 required: true
-
00 219 delete:
21 220 operationld: destroyDynanicPolicy

202 221 summary: 'Destroy an existing Dynamic Policy resource’
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security:
- OAUth2ClientCredentials:
- dynanic-policy-delete
- oAuth2AuthorizationCode:
- dynanic-policy-delete
responses:
1204'§ # No Content
description: 'Dynamic Policy Destroyed'

00 -229,15 +253,24 (@ components:

Flows:
clientCredentials:
tokenUrL: *{tokenUr1}'
scopes: {}
0Auth2AuthorizationCode:
scopes:
dynaic-policy-create: Create a dynamic policy
dynanic-policy-read: Read a dynamic policy
dynamic-policy-put: Put a dynamic policy
dynaic-policy-patch: Patch a dynamic policy
dynamic-policy-delete: Delete a dynamic policy
oAuth2AuthorizationCode:
type: oauth2
Flows:
authorizationCode:

authorizationUr’ *{authorizationUri}*
‘tokenUrl: ' {tokenUrl}"

scopes: 1}

scopes:

dynaic-policy-create: Create a dynamic policy
dynanic-policy-read: Read a dynamic policy
dynamic-policy-put: Put a dynamic policy
dynaic-policy-patch: Patch a dynamic policy
dynamic-policy-delete: Delete a dynamic policy
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241 274 schemas:

%@ 275 DynamicPolicy:

%3 276 description
v

“A representation of a Dynamic Policy resource.”

~ TS26510_Maf_SessionHandling_MetricsReporting.yaml [3} +10 -3 () Viewed }

1 00 -45,6 +45,11 @@ paths:

454 post:

W6 4o operationId: submitMetricsReport

@ a1 summary: ‘Subnit a Metrics Report'
@ |+ security:
@+ - OAUth2ClientCredentials:
50 |+ - metrics-reporting-create
51+ - oAuth2AuthorizationCode:
52 |+ - metrics-reporting-create

@ 53 requestBody:

9 54 description: 'A Metrics Report’

56 55 required: true

t 00 -89,11 +94,13 @@ components:

89 9 Flows:

9% 95 clientCredentials:

a1 % tokenUrL: *{tokenUr1}'

92 - scopes: {}

93 - 0Auth2AuthorizationCode:
97 |+ scopes:
98 |+ metrics-reporting-create: Create a metrics report
9+ oAuth2AuthorizationCode:

9 160 type: oauth2

95 1601 Flows:

96 162 authorizationCode:

97 163 authorizationUrl: '{authorizationUri}'

98 104 tokenUrl: '{tokenUrl}'




image28.png
99 - scopes: {}
105 |+ scope:
106 |+ metrics-reporting-create: Create a metrics report

~  T$26510_Maf_SessionHandling_NetworkAssistance.yaml

+52 -5 (] Viewed

1 00 -32,6 +32,11 0@ path:
2 % post:
333 operationld: createNetworkAssistancesession
3% 34 summary: ‘Create a new Network Assistance Session.'
35 |+ security:
36 |+ - OAUth2ClientCredentials:
37+ - network-assistance-create
38+ - oAuth2AuthorizationCod
39 |+ - network-assistance-create
35 40 requestBody:
36 a1 description: 'The initial paraneters for the Network Assistance Session resource’
37 & content:
T g e s o e
8 88 get:
8 8 operationld: retrieveNetworkAssistancesession
85 90 summary: ‘Retrieve an existing Network Assistance Session resource’
G security:
92+ - OAUth2ClientCredentials:
93 |+ - network-assistance-get
% |+ - oAuth2AuthorizationCode:
95 |+ - network-assistance-get
86 9% responses:
87 97 1200'§ # ox
88 98 description: 'Success'
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put:
operationld: updateNetworkAssistanceSession
summary: ‘Update an existing Network Assistance Session resource'
security:
- OAUth2ClientCredentials:
- network-assistance-put
- oAuth2AuthorizationCode:
- network-assistance-put
requestBody:
description: 'A replacenent JSON representation of a Network Assistance Session resource’
required: true

00 -154,6 +169,11 @@ paths:

patch:
operationId: patchNetworkAssistanceSession
summary: ‘Patch an existing Network Assistance Session resource'
security:
- OAUth2ClientCredentials:
- network-assistance-patch
- oAuth2AuthorizationCode:
- network-assistance-patch
requestBody:
description: 'A JSON patch to a Network Assistance Session resource'
required: true

00 -208,6 +220,11 @@ paths:

delete:
operationld: destroyNetworkAssistancesession
summary: ‘Destroy an existing Network Assistance Session resource'
security:
- OAUth2ClientCredentials:
- network-assistance-delete
- oAuth2AuthorizationCode:
- network-assistance-delete
responses:
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*204'[ # No Content
description: 'Network Assistance Session Destroyed'

00 -226,6 +251,11 @@ paths:

get:
operationld: requestBitRateReconmendation
summary: ‘Obtain a bit rate recommendation for the next recommendation window'
security:
- OAUth2ClientCredentials:
- network-assistance-getrec
- oAuth2AuthorizationCode:
- network-assistance-getrec
paraneters:
- name: nasessionId
description: 'The resource identifier of an existing Network Assistance Session resource'

00 -262,6 +292,11 @@ paths:

post:
operationld: requestDeliveryBoost
summary: ‘Request a delivery boost'
security:
- OAUth2ClientCredentials:
- network-assistance-boost
- oAuth2AuthorizationCode:
- network-assistance-boost
paraneters:
- name: nasessionId
description: 'The resource identifier of an existing Network Assistance Session resource'

00 -304,16 +339,28 (0 components:

flows:
clientCredentials:
tokenUrL: ' {tokenUri}'
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TS26510_Maf_SessionHandling_ServiceAccessinformation.yaml

@

scopes: {}

OAuth2AuthorizationCode:

scopes:
network-assistance-create: Create a network assistance session
network-assistance-read: Read a network assistance session
network-assistance-put: PUt a network assistance session
network-assistance-patch: Patch a network assistance session
network-assistance-delete: Delete a network assistance session
network-assistance-getrec: Obtain a bit rate recommendation
network-assistance-boost: Request a delivery boost

oAuth2AuthorizationCode:
type: oauth2
Flows:

authorizationCode:
authorizationUrl: '{authorizationurl}'
‘tokenUrl: ' {tokenUrl}"
scopes: 1}

scopes:
network-assistance-create: Create a network assistance session
network-assistance-read: Read a network assistance session
network-assistance-put: PUt a network assistance session
network-assistance-patch: Patch a network assistance session
network-assistance-delete: Delete a network assistance session
network-assistance-getrec: Obtain a bit rate recommendation
network-assistance-boost: Request a delivery boost

schemas:
NetworkAssistanceSession:
description: "A representation of a Network Assistance Session resource.”

00 -39,6 +39,11 @ paths:

+10 -4 () Viewed
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get:
operationId: retrieveserviceAccessInfornation
‘Retrieve the Service Access Information resource’

- OAUth2ClientCredentials:
- service-access-infornation-read
- oAuth2AuthorizationCode:
- service-access-infornation-read
responses:
1200'§ # ox
description: 'Success'

00 -72,15 +77,16 (@ components:

lows:
clientCredentials:
tokenUrL: *{tokenUr1}'
scopes: {}
0AUth2AuthorizationCode:
scopes:
service-access-infornation-read: Read service access session
oAuth2AuthorizationCode:
type: oauth2
lows:
authorizationCode:
authorizationUrl: '{authorizationuri}'
tokenUrL: *{tokenUr1}"
scopes:| {}

scopes:
service-access-information-read: Read service access session

schemas:
MsMediaEntryPoint:
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~ TS26512_Maf_Provisioning.yaml +0 -13 (0 Viewed

1 00 -22,19 +22,6 @@ servers:
2 2 default: https://exanple.con
23 23 description: See 3PP TS 29.512 clause 6.1.
2% 2%
25 - security:
26 = =®
27 - - OAUthaClientCredentials: []
28 -
29 - components:
30 - securitySchenes:
31 - OAUth2CLientCredentials:
32 - type: oauth2
33 - lows:
34 - clientCredentials:
35 - tokenUrL: *{tokenUr1}'
36 - scopes: {}
37 -
38 25 paths:
9 2 # Provisioning Sessions APT
40 27 /provisioning-sessions:
T

v TS26512_Maf_SessionHandling.yaml

+0 =20 (J Viewed

B @ 22,26 +22,6 @@ servers:
2 2 default: nttps://exanple.con
% 23 description: See 3PP TS 29.512 clavse 6.1.
% 2%
25 - security:
26 = =®
27 - - OAuth2ClientCredentials: [1

28 - - DAuth2AuthorizationCode: []
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27

components:
securityschenes:
OAUth2CLientCredentials:
type: oauth2
Low
clientCredentials:
tokenUrL: *{tokenUr1}'
scopes: {}
0Auth2AuthorizationCode:
type: oauth2
lows:
authorizationCode:
authorizationUrl: '{authorizationUri}'
tokenUrL: *{tokenUr1}'
scopes: {}

paths:
# Service Access Information APT




