3GPP TSG-SA3 Meeting #119
draft_S3-244909-r1
Orlando, USA  11 - 15 November 2024
Source:
OPPO
Title:
Security Key Generation Using L1 Parameter
Document for:
Approval

Agenda Item:
5.9
1
Decision/action requested

Approve the pCR to TR 33.713
2
References

[x]            Jiao L, Wang N, Wang P, et al. Physical layer key generation in 5G wireless networks[J]. IEEE wireless communications, 2019, 26(5): 48-54.
[y]           Zhao H, Zhang Y, Huang X, et al. A physical-layer key generation approach based on received signal strength in smart homes[J]. IEEE Internet of Things Journal, 2021, 9(7): 4917-4927.
3
Rationale

This solution addresses KI #4. It proposes a L1 security key generation soluton for “inventory and command case”.
Using L1 mesurement message to derive KL1 between AIoT device and Reader could efficiently provide input parameter to key derivation.
4
Detailed proposal

*** Start of 1st Change ***
6.Y
Solution #Y: L1 Security Key Generation
6.Y.1
Introduction

This solution addresses KI#4. It proposes a L1 security key generation soluton for “inventory and command case”. 

Physical layer key generation utilizing the reciprocity and randomness of wireless channels to generate shared keys includes three main stages: channel feature extraction, channel feature quantization and key negotiation[x]. 
Channel feature parameters are L1 measurements e.g., the reference signal received power (RSRP), channel state information (CSI), channel phase (CP) etc. The key generation process of the physical layer key mainly quantizes the measured wireless channel information into keys, and this process does not have high and complex computationally algorithms [y].
6.Y.2
Solution details
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Figure 6.Y.2-1 Security Key Derivation using L1 measurements for “inventory and command case”
1. AIoT NF triggers inventory. AIoT NF could be triggerd by AF.

2. Reader sends R2D Inventory paging message. 
3. AIoT device extracts L1 measurements from Inventory paging message, and uses L1 measurements e.g. L1-RSRP to generate K_L1, a physical layer key. 

4. AIoT device sends inventory response, inclusing device ID. 
Note that K_L1 is not needed to be sent over the airinterface, because reader can generate the same key.

5. Reader extracts L1 measurements from the inventory response message, and uses L1 measurements e.g. L1-RSRP to generate the same K_L1 as AIoT device.

6. Reader sends device ID and K_L1 to AIoT NF.
7. AIoT NF sends device ID and K_L1 to UDM/ARPF.

8. UDM/ARPF calculates Kiot with K, K_L1, and Device ID.

9. UDM/ARPF sends device ID and Kiot to AIoT NF. 

10. AIoT NF sends command message which is protected by Kiot.

11. Reader sends command message protected by Kiot to AIoT device.

12. AIoT device calculates Kiot with K, K_L1, Device ID. 
13. AIoT device uses Kiot to decipher or verify command message, depends on the protection methods.
Editor’s Note: Whether DL frequency and UL frequency need to be the same is FFS.
Editor’s Note: This solution needs to align with RAN1 agreements on the measurements.
NOTE: UDM refers to the credential holder. The actual NF name for the credential holder is to be aligned with SA2.
Editor’s Note: it is FFS whether the key generation for AIoT devices in close proximity result in the same key.
6.Y.3
Evaluation

TBA.

*** Start of 2nd Change ***
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*** End of Changes ***
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