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Decision/action requested

This pCR describes a potential data to be considered for data collection and exposure to clause 5.1.X of the TR 33.794.
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Rationale

Flooding of core SBA NF can lead to Denial of Service in the core network [3]. 
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change*****
5.1.X
Threat #X: Denial of Service
5.1.X.1
Threat details


Flooding of core SBA NF with massive number of service API invocations can lead to Denial of Service in the core network.
5.1.X.2
Potential Data #X for exposure to detect the threat: <Flooding attempt data>


5.1.X.2.1
Description


Based on operator policy the NF can be configured with allowed number of invocations for normal case. If the number of service invocations by any service consumer exceed this configured level, then a flooding attempted can be indicated with the number of invocations.
5.1.X.2.2
Any additional Data needed for exposure


The information on NF identification (e.g., NF ID or NF Instance ID) can be considered as additional data to be considered for exposure.
*****End of Change*****
