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1
Decision/action requested

This pCR describes a potential data to be considered for data collection and exposure to clause 5.1.X of the TR 33.794.
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3
Rationale

Sending malformed messages to NF has the potential to crash the NFs [5,6,7,8] as elaborated with NRF crash [6] and AMF crash [8] examples. TS 33.501 in different scenarios other than SBA, has already considered the issue of malformed messages into account and has a limited standard way of handling malformed message such as the references listed below. 
TS 33.501, Clause 5.9.3.2, states, ‘The SEPP shall discard malformed N32 signaling messages.’.

TS 33.501, Clause 5.9.3.4, states, ‘The IPUPS shall discard malformed GTP-U messages.’.

In case of SBA, malformed messages received over SBI can have the potential adverse effect over the receiving and processing NFs (e.g., can lead to crashing of NFs). Meanwhile simply dropping the malformed message cannot help to identify the threat surface and context i.e., which NF sends the malformed message and why does it send such a malformed message and so on. Therefore, this pCR propose to collect the malformed message (if received by a NF over SBI) and to expose the malformed message data to the operator security function (e.g., SIEM) to enable the security evaluation and monitoring process.

4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change*****
5.1.X
Threat #X: NF Crash
5.1.X.1
Threat details


Sending malformed messages to NF over SBI has the potential to crash the NFs.
5.1.X.2
Potential Data #X for exposure to detect the threat: SBI Message Violations

5.1.X.2.1
Description


3GPP specified service-based message inputs and outputs described in TS 23.502 clause 5.2 is considered as normal messages. Any invalid or malformed message if received in the Service based interface message input or output, that message should be classied as SBI message violation.
5.1.X.2.2
Any additional Data needed for exposure


The information on NF identification (e.g., NF ID or NF Instance ID) can be considered as additional data to be considered for exposure
*****End of Change*****
