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1
Decision/action requested

Acceptance of context for MBS security.
2
Detailed proposal

***
BEGIN OF 1st CHANGE
***
X.4 
Security mechanisms for MBS traffic transmission  

X.4.1
Key derivation, management and distribution

Editor's Note: This clause will describe the key derivation, management and distribution for Multicast/Broadcast Service.
X.4.1.1
key distribution in UE joining procedure 

The key distribution procedure is performed in the multicast join procedure defined in clause 7.2.1.3 in TS 23.247 [yy].
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Figure X.4.2-1: key distribution when UE joining multicast session

1.
To join the multicast group, the UE sends a PDU Session Modification Request which additionally contains one or several MBS Session ID(s) and join request. The MBS Session ID(s) indicate the multicast group(s) that UE wants to join.

2.
Based on the received MBS Session ID and join request, the SMF determines this is MBS Session join request. The SMF checks whether the user is authorized to use the required multicast service.

3.
Nmbsmf_ MBSSession_ContextStatusSubscribe request indicates the SMF want to subscribe the MBS session context. SMF interacts with the MB-SMF to retrieve information about the indicated multicast session context information including the security context.

The security context which consists of the MBS session ID, MBS keys and the corresponding key ID, key lifetime. MBS keys include MBMS Service Keys (MSK)s and MBS Traffic Keys (MTK)s. MBS data is protected with MTKs shared between the MBSTF and the authorized UEs. The MSKs are used to protect the delivery of MTK when MTK update is needed. Clause 6.3.2.1 in TS 33.246 [xx] apply to the key ID for MSK. Clause 6.3.3.1 in TS 33.246 [xx] apply to the key ID for MTK with the difference that every MTK is uniquely identifiable by its Key Domain ID, concatenation of MSK IDs, and MTK ID. Every time a MSK with a new MSK ID is taken into use, the MTK ID of the first MTK sent protected by that MSK shall be set to an initial value greater than zero.
4.
 If MB-SMF decided to activate ciphering and/or integrity protection for the multicast session, MB-SMF checks whether the MBS keys are available. If needed (eg. the first UE joining the multicast group), MB-SMF requestes MBS keys for the MBS session in step 5-6.
5.
MB-SMF
 sends key request to MBSF indicating the MBS session ID.

6.
MBSF generates MBS keys for the corresponding MBS session.
7.
After receiving the request and generating MBS keys, MBSF forwards the security context to MBSTF.

8.
MBSTF replies to MBSF with ACK.

9.
MB-SMF responses to SMF through Nmbsmf_ MBSSession_ContextStatusSubscribe response including the security context.

10. SMF delivers the security context to UE via AMF.
11. MBSTF receives the multicast PDUs from the content provider. The traffic are protected using MTKs.
X.4.1.2
Key distribution in key update procedure
If key update is decided based on the changes of authorization info or the key lifetime or the local policy, MBSF generates new MBS keys and distribute them to UE side and MBSTF side, respectively. MB-SMF or MBSTF may also trigger the MBS key update by sending request to MBSF.
When MSK update is needed, MB-SMF receives the MSKs from MBSF and triggers session update as defined in clause 7.2.6 in TS 23.247 [yy]. MSKs and the corresponding key ID, key lifetime are delivered to UE side. If the procedure to update the key in UE side is finalized,  MB-SMF indicates MBSTF to activate the updated MSK via MBSF.
To improve the efficiency of MTK update, the updated MTK is delivered from MBSTF to the UE using MIKEY over UDP as specified in clause 6.3.3.2 in TS 33.246 [xx]. The MSKs are used to protect the delivery of the updated MTK. The UE shall not send an error message to the MBSTF as a result of receiving an MTK message.
X.4.2
Protection of the traffic transmission 

The actual method of protection may vary depending on the type of data being transmitted, e.g. media streaming application or file download. Clause 6.6.2 and clause 6.6.3 in TS 33.246 [xx] apply to the protection of streaming data and protection of download data, respectively.
***
END OF 1st CHANGE
***
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�Two options: 


 In the configuration phase, MBSF diliver the keys to MB-SMF


 In UE joining phase, MBSF request keys to MB-SMF;





