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1
Decision/action requested

No actions required. This is only for information.
2
Meeting information
Scope: MBS security
Date and time: The 21st of October 15:00 CEST to 17:00 CEST
3
Agenda and notes
	Discussion item
	Notes

	Opening
	Meeting opened at 15:00 CEST. 

	Issue 1: whether UP based solution can co-exist with the CP based solution

	Rapporteur: There are three options on the table:

· Option 1: CP only

· Option2: CP only, leave UP based solution to R-18

· Option3: UP based solution co-exists with the CP based solution

Ericsson: what’s the solution for CP?
Huawei: for CP based, the solution is in the folder to be treated as baseline.

Qualcomm: a new solution and don’t know how it works. Have UP based solution since Rel-6. Why exclude in 5G. 

Huawei: the solution is not a new one and improve the solution 8; 

ZTE: not exclude UP based solution

Qualcomm: UP based solution is independent generation.
E///: UP based solution is there for many year

Huawei: we have made the conclusion that CP based solution will be supported. Is it fine that leave with option 3?

Chairman: do we have agreement to reuse LTE MBMS?

Huawei: No.

Qualcomm: proposed such conclusion in the last meeting. The interworking issue may have some impact if supporting CP based solution.

Huawei: the difference is that in CP based solution MSK is delivered using NAS security. UP based solution is using MUK

Nokia: we are discussing whether to support UP based solution. Interworking is never discussed in the study.

Huawei:  as there are some supporters for UP based solution. Can we go with option 3 and move forwards?


	Issue 2:details for CP based solution
	Rapporteur: Huawei presents the CP based solution

QC: how MBSF can decide when to generate and update MTK? MBSF doesn’t have the UP traffic information.
Huawei: two choice to trigger the key generation. MBSTF can also trigger the key update based on local policy.

E///: how it works in the interworking case; show how CP based solution can work in the next meeting.
Huawei: MSK and MTK part for MBMS and MBS is similar. The difference is whether using MUK. The CP based solutions work for interworking.
Chairman: Is SA2 addressing the interworking issue?

Huawei: yes.

QC:assumption that the combo of BMSC and MBSF knows UE in LTE or 5G.

Huawei: yes. Addressed in the discussion paper for next meeting.

	2.1 key generator 
	Rapporteur:  There are three options on the table:
· Option 1: MBSF
· Option 2: MBSTF

· Option 3: Other entities


	2.2 key hirachy
	Rapporteur: There are three options on the table:
· Option 1: MTK only
· Option 2: MTK&MSK, MSKs ars used to protect MTKs 

· Option 3: Other proposals
Rapporteur: Philips presents the discussion on the key hierachy for MBS security
QC: if multiple MSK is used, there are multiple corresponding MTK. May increase the overhead.

Philips: yes, MTK has identifier.  Performance is better comparing the overhead.

	2.3 call flow
	Rapporteur: 
From MB-SMF to UE side, the keys are distributed in the UE joining procedure.

From Key generator (eg. MBSF) to MB-SMF, there are two options
· Option 1: in the UE joining procedure, MB-SMF request keys to Key generator if the keys are not available (eg. the first UE joining the multicast group);
· Option 2: in the initial MBS session configuration, key generator configures the keys to MB-SMF
· Option 3: Other proposals


	
	

	Issue 3: prevention of unauthorized operations on MBS sessions
	Rapporteur: There are three options on the table:
· Option 1: the issue does not exist; 
· Option 2: the issue exists, but left for implementation
· Option 3: the issue exists, the solution is needed
Rapporteur: Huawei presents the key issue
ZTE: comment on the issue

Huawei: the authorization now doesn’t check the mapping between AF and TMGI. 

	Other issues
	Rapporteur: discuss other issues if time limited

Rapporteur: our goal is to finish the normative work on time. It is recommended to bring contributions in normative work agenda addressing the possible issues.

	Closing
	Meeting closed at 17:00 CEST


