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1
Decision/action requested

SA3 is kindly requested to approve the proposed endorsement in this discussion paper.
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Rationale

In TR 33.864 [1], Study on the security of Access and Mobility Management Function (AMF) re-allocation, solution #2, #9, and #10 all propose to transfer the NAS security context from the initial AMF to the target AMF via RAN to address key issue #1. The differences are the how the NAS security context being transferred are protected. In solution #2, #9 and #10, the NAS security context being transferred is proteted respectively using N2 security, the keys genenerated by NSSF and the public key of the target AMF set.
Due to the locations where RAN nodes are deployed, it is generally recognized that RAN nodes can not provide the same level of security as the core network, and face higher risk of being compromised than the nodes in the core network.  Therefore, in solution #2, #9, and #10, NAS security exposed at RAN nodes are faced with higher risk than that with the current security design where NAS security contexts stay in the core network. 

Observation 1: Exposing NAS security contexts at RAN nodes increase security risk. 
In solution #9, NSSF generates the keys for protecting the NAS security context during transmission via RAN, and the keys are shared between the initial AMF and the target AMF. In solution #10, the public key of the target AMF set is shared with the initial AMF. This is a violation of slice separation, as keys are shared betweent the two separated slices.
Observation 2: Exposing NAS security contexts at RAN nodes require key sharing and break slice separation. 
 In the key hierarchy of current 33.501[2], 

· Keys are generated by the HPLMN and delivered to the VPLMN from the HPLMN. Only the keys that are needed by the VPLMN are transferred by the HPLMN. 
· Keys are generated the core network and delivered to the RAN nodes from the core network. Only the keys that are needed by the RAN nodes are transferred by the core network. 

The security design follows two principles: keys are generated by the more trusted nodes and delivered to the less trust nodeds, and the “need-to-know” security rule is strictly implemented. Solution #2, #9, and #10 break both security principles in the current 33.501, and increase security risk of key leakage. 
Observation 3: Exposing NAS security contexts at RAN nodes compromise the security design in 33.501.
There are other drawbacks with solution #2, #9 and #10 in addition to the above observations. 

- Solution #9 requires NSSF to be mandatory, which is agasint 5GS architecture in which NSSF is defined as optional. Also it requires new functionalities of key generation and management to be supported by NSSF.
- Solution #10 requires that certificates for NF set are supported in the core network and each AMF is configured with the ceritficates for all AMF sets. This introduces new type of certificates to 5G core network and the consequent ceritificate management work. 
- Solution #2, #9, and #10 all require changes to RAN. 
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Detailed proposal

SA3 is kindly requested to endorse that the solutions that transfer NAS security context via RAN shall not be used as the basis for the normative work for key issue #1 in TR 33.864 [1]. 
