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**************Start of the first change**************
[bookmark: _Toc19635275][bookmark: _Toc26867096][bookmark: _Toc44947004][bookmark: _Toc51144326][bookmark: _Toc58258184]13.3.1	Authentication and authorization between network functions and the NRF
NRF and NF shall authenticate each other during discovery, registration, and access token request. If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.
If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS/IP or physical security (see clause 13.1).
When NRF receives message from unauthenticated NF, NRF shall support error handling, and may send back an error message. The same procedure shall be applied vice versa.
After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF Service Consumer, as described in clause 4.17.4 of TS 23.502 [8].In the roaming scenario, the NRF of the NF Service Producer shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF Service Consumer and the serving network ID.
If the NRF finds NF Service Consumer is not allowed to discover the expected NF instances(s) as described in clause 4.17.4 of TS 23.502[8], NRF shall support error handling, and may send back an error message.
NOTE 1: 	When a NF accesses any services (i.e.g. register, discover or request access token) provided by the NRF  , the NRF shall use the static authorization policy to authorize the service request sent by the NF. Therefore, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed and the NF shall not request an access token for consuming the NRF services. The NF may however request an access token from the NRF for consuming other NF producer services. 
**************End of the first change**************

**************Start of the second change**************

[bookmark: _Toc19635279][bookmark: _Toc26867100][bookmark: _Toc44947008][bookmark: _Toc51144330][bookmark: _Toc58258188]13.4	Authorization of NF service access
[bookmark: _Toc19635280][bookmark: _Toc26867101][bookmark: _Toc44947009][bookmark: _Toc51144331][bookmark: _Toc58258189]13.4.1	OAuth 2.0 based authorization of Network Function service access
[bookmark: _Toc19635281][bookmark: _Toc26867102][bookmark: _Toc44947010][bookmark: _Toc51144332][bookmark: _Toc58258190]13.4.1.0	General
The authorization framework uses the OAuth 2.0 framework as specified in RFC 6749 [43]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4 of RFC 6749 [43]. Access tokens shall be JSON Web Tokens as described in RFC 7519 [44] and are secured with digital signatures or Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45].
NOTE 1:	Securing the access token using Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45] requires a pairwise pre-shared symmetric key between the NRF and the NF Service Producer. The provisioning of such pre-shared symmetric key is outside the scope of this document.
The authorization framework described in clause 13.4.1 shall be supported for NRF and NF.
[bookmark: _Toc19635282][bookmark: _Toc26867103][bookmark: _Toc44947011][bookmark: _Toc51144333][bookmark: _Toc58258191]13.4.1.1	Service access authorization within the PLMN
[bookmark: _Toc58258192]13.4.1.1.1	OAuth 2.0 roles
OAuth 2.0 roles, as defined in clause 1.1 of RFC 6749 [43], are as follows:
a.	The Network Repository Function (NRF) shall be the OAuth 2.0 Authorization server.
b.	The NF Service Consumer shall be the OAuth 2.0 client.
c.	The NF Service Producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)
The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43] in the following cases: (a) the NF Service Consumer is subscribing to notification services at the NRF and (b) if the NF Service Consumer is also acting as a NF Service Producer. Otherwise, the OAuth 2.0 client (NF Service Consumer) registration procedure is not required.  Static authorization can be used for the OAuth 2.0 client (NF Service Consumer) authorization by the NRF. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
[bookmark: _Toc58258193]13.4.1.1.2	Service Request Process
The complete service request is a two-step process including requesting an access token by NF Service Consumer (Step 1, i.e. 1a or 1b), and then verification of the access token by NF Service Producer (Step 2).
Step 1:
Pre-requisite:
- The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
- The NRF and NF service producer share the required credentials. 
- The NRF and NF have mutually authenticated each other. 
1a. Access token request before service access
The following procedure describes how the NF Service Consumer obtains an access token before service access to NF Service Producers of a specific NF type.  



Figure 13.4.1.1-1: NF Service Consumer obtaining access token before NF Service access
1. The NF Service Consumer shall request an access token from the NRF in the same PLMN using the Nnrf_AccessToken_Get request operation. The message shall include the NF Instance Id(s) of the NF Service Consumer, expected NF Service name(s), NF type of the expected NF Service Producer instance and NF consumer. The Service Consumer may also include a list of NSSAIs or list of NSI IDs for the expected NF Service Producer instances. 
2. The NRF authorizes the NF service consumer by verifying the input parameters (e.g., NF type) in the access token request match with the corresponding ones in the public key certificate of the NF service consumer or that in the NF profile of the NF service consumer, and authorizes the NF service consumer as the OAuth client based on the static authorization policy, or based on the OAuth 2.0 client registration profile received during the NF Service registration procedure, as specified in clause 13.4.1.1.1. The NRF checks whether  the NF Service Consumer is authorized to access the requested service(s). If the NF Service Consumer is authorized, the NRF shall then generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45]. If the NF Service Consumer is not authorized, the NRF shall not issue an access token to the NF Service Consumer.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer (subject), NF type of the NF Service Producer (audience), expected service name(s) (scope) and expiration time (expiration). The claims may include a list of NSSAIs or NSI IDs for the expected NF Service Producer instances.
3. If the authorization is successful, the NRF shall send access token to the NF Service Consumer in the Nnrf_AccessToken_Get response operation, otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]. The other parameters (e.g., the expiration time, allowed scope) sent by NRF in addition to the access token are described in TS 29.510 [68].
The NF Service Consumer may store the received token(s). Stored tokens may be re-used for accessing service(s) from NF Service Producer NF type listed in claims (scope, audience) during their validity time.

**************End of the second change**************

**************Start of the third change**************
[bookmark: _Toc19634889][bookmark: _Toc26875957][bookmark: _Toc35528724][bookmark: _Toc35533485][bookmark: _Toc45028849][bookmark: _Toc45274514][bookmark: _Toc45275101][bookmark: _Toc51168359][bookmark: _Toc58333354]13.4.1.2	Service access authorization in roaming scenarios 
[bookmark: _Toc58333355]13.4.1.2.1	OAuth 2.0 roles
In the roaming scenario, OAuth 2.0 roles are as follows:
a.	The visiting Network Repository Function (vNRF) shall be the OAuth 2.0 Authorization server for vPLMN and authenticates the NF Service Consumer. 
b.	The home Network Repository Function (hNRF) shall be OAuth 2.0 Authorization server for hPLMN and generates the access token.
c.	The NF Service Consumer in the visiting PLMN shall be the OAuth 2.0 client.
d.	The NF Service Producer in the home PLMN shall be the OAuth 2.0 resource server.
OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF) in the vPLMN
Same as in the non-roaming scenario in 13.4.1.1.
[bookmark: _Toc58333356]13.4.1.2.2	Service Request Process
The complete service request is two-step process including requesting an access token by NF Service Consumer (Step 1, i.e. 1a or 1b), and then verification of the access token by NF Service Consumer (Step 2).

Step 1
Pre-requisite:
- The NF Service consumer (OAuth2.0 client) is registered with the vNRF (Authorization Server in the vPLMN).
- The hNRF and NF service producer share the required credentials. Additionally, the NF Service producer (OAuth2.0 resource server) is registered with the hNRF (Authorization Server in the hPLMN) with "additional scope" information per NF type.
- The two NRFs have mutually authenticated each other.
- The NRF in the serving PLMN and NF service consumer have mutually authenticated each other. 
1a. OAuth 2.0 resource server (NF Service Producer) registration with the OAuth 2.0 authorization server (NRF) in the hPLMN
Same as in the non-roaming scenario in 13.4.1.1.
Obtaining access token independently before NF Service access
The following procedure describes how the NF Service Consumer obtains an access token for NF Service Producers of a specific NF type for use in the roaming scenario. 


Figure 13.4.1.2-1: NF Service Consumer obtaining access token before NF Service access (roaming)
1.	The NF Service Consumer shall invoke Nnrf_AccessToken_Get Request (NF Instance Id of the NF Service Consumer, the requested "scope" including the  expected NF Service Name (s) and optionally "additional scope" information (i.e. requested resources and requested actions (service operations) on the resources), NF Type of the expected NF Service Producer instance, NF type of the NF Service Consumer, home and serving PLMN IDs, optionally list of NSSAIs or list of NSI IDs for the expected NF Service Producer instances, optionally NF Set ID of the expected NF Service Producer) from NRF in the same PLMN. 
2.	The NRF in serving PLMN authorizes the NF service consumer by verifying the input parameters (e.g., NF type) in the access token request match with the corresponding ones in the public key certificate of the NF service consumer or that in the NF profile of the NF service consumer, and authorizes the NF service consumer as the OAuth client based on the static authorization policy, or based on the OAuth 2.0 client registration profile received during the NF Service registration procedure, as specified in clause 13.4.1.2.2, 1a. If the authorization is successful, Tthe NRF in serving PLMN shall identify the NRF in home PLMN (hNRF) based on the home PLMN ID, and request an access token from hNRF as described in clause 4.17.5 of TS 23.502 [8]. The vNRF shall forward the parameters it obtained from the NF Service Consumer, including NF Service Consumer type, to the hNRF.
3.	The hNRF checks whether the NF Service Consumer is authorized to access the requested service(s) based on the static authorization policy. If the NF Service Consumer is authorized,the hNRF shall generate an access token with appropriate claims included as defined in clause 13.4.1.1. The hNRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45]. If the NF service consumer is not authorized, the hNRF shall not issue an access token to the NF Service Consumer.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer appended with its PLMN ID (subject), NF type of the NF Service Producer appended with its PLMN ID (audience), expected services name(s),scope  (scope) and expiration time (expiration), and optionally "additional scope" information (allowed resources and allowed actions (service operations) on the resources). The claims may include a list of NSSAIs or NSI IDs for the expected NF Service Producer instances. The claims may include the NF Set ID of the expected NF Service Producer instances.
4.	If the authorization is successful, the access token shall be included in Nnrf_AccessToken_Get Response message to the vNRF. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]. The NF Service Consumer may store the received token(s). Stored tokens may be re-used for accessing service(s) from NF Service Producer NF type listed in claims (scope, audience) during their validity time. The other parameters (e.g., the expiration time, allowed scope) sent by NRF in addition to the access token are described in TS 29.510 [68].
5.	The vNRF shall forward the Nnrf_AccessToken_Get Response or error message to the NF Service Consumer.



**************End of the third change**************
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