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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	800015
	Network Controlled Interactive Service
	Related SA1 work on determine service requirements for commercial use cases, e.g. interactive services.

	840030
	WID on Network Controlled Interactive Service(NCIS) Requirements 
	SA1 work item, which specifies the requirements for interactive service.

	860038
	Study on NR Sidelink relay
	Rel-17 RAN study item, which studies RAN aspects of NR sidelink relay.

	911005
	NR Sidelink Relay
	Rel-17 RAN work item on NR Sidelink Relay.

	830033
	Study on System enhancement for Proximity based Services in 5GS
	Rel-17 SA2 Study on identifying and evaluating architecture enhancements of 5G System design needed to support proximity based services.

	900007
	Proximity based Services in 5GS
	Rel-17 Stage 2 5G_ProSe work item.

	940077
	Study on Proximity-based Services in 5GS Phase 2
	SA2 study item to enhance proximity based services in 5GS Phase 2.

	880005
	Study on Security Aspects of Enhancement for Proximity Based Services in 5GS
	Rel-17 SA3 study item on security aspects.

	930008
	Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)
	Rel-17 SA3 work item on security aspects.


3
Justification

The 5G System has been enhanced to support Proximity Services in Release 17 based on the service requirements defined in TS 22.278, TS 22.261 and TS 22.115. The security aspects for the enhanced proximity based services in the 5G System are specified in TS 33.503. The following security features are standardized for Proximity Services in Release 17:

-
Security for 5G ProSe Discovery

-
Security for unicast mode 5G ProSe Direct Communication
-
Security for 5G ProSe UE-to-Network Relay Communication

According to SA2's study item "Study on Proximity-based Services in 5GS Phase 2", the following features of ProSe Services will be studied in Release 18:
Objective A.
5G System enhancements to support Rel-17 5G ProSe leftovers

WT#1.
Support of single NR PC5 hop UE-to-UE Relay for unicast.
NOTE 1:
WT#1 should take into account the forward compatibility for supporting more than one hop in a later release.

WT#2.
Support of service continuity when switching between two indirect network communication paths for UE-to-Network Relay (NR PC5 and NR Uu are used).
WT#3.
Void.
WT#4.
Whether and how to support path switching between direct NR Uu communication path and direct NR PC5 communication path (i.e. non-relay case).
NOTE 2:
WT#4 does not target to support session continuity (e.g. IP address preservation) during path switching.

WT#5.
Void.
WT#6.
Void.
Objective B.
5G System enhancements to support new Proximity Services requirements
WT#7.
Support of service continuity when switching between direct network communication path and indirect network communication path for Layer-2 UE-to-Network Relay, including inter-gNB indirect-to-direct and inter-gNB direct-to-indirect path switching.
WT#8.
Support of multi-path transmission using only one direct network communication path and only one indirect network communication path for UE-to-Network Relay for improved reliability or data rates.
WT#9.
Void.
WT#10.
Support of Emergency Services for Remote UE over UE-to-Network Relay.
NOTE 3:
Whether all the regulatory service requirements for Emergency Services to be supported for UE-to-Network Relay (WT#10) needs investigation.

WT#11.
Void.
NOTE 4:
Support of sidelink DRX for Layer-2 UE-to-Network Relay operation can be done in alignment with RAN WGs in normative phase if not done in Rel-17.
NOTE 5:
The UE-to-Network Relay and UE-to-UE Relay in the above WTs include both Layer-3 and Layer-2 Relays unless explicitly stated otherwise.
NOTE 6:
Whether and how objectives with RAN dependencies (as illustrated in the table below) will be supported need to be confirmed with RAN.
NOTE 7:
Support of PWS for Remote UE over UE-to-Network Relay can be done in alignment with other WGs in normative phase.
Among these objectives, SA3 studied the security for 5G ProSe UE-to-UE Relay Communication in TR 33.847. However, due to UE-to-UE Relay was not pursued in Rel-17, no conclusions were drawn.
There are also some new requirements for Proximity Services captured in TS 22.278 and TS 22.261, e.g. emergency services over relay, etc., which may introduce new security requirements and require corresponding security solutions.
4
Objective

The objective is to study the security aspects of proximity based services in 5G system phase 2 based on what has been specified in Rel-17, and ensure the security solutions are aligned with the work in SA2 (i.e. in TR 23.xxx) and SA1 (i.e. in TS 22.278, TS 22.261 and TS 22.115). The work is comprised of the following parts:
-
Study the security key issues, threats and requirements of proximity based services in 5G system phase 2.
-
Elaborate on the potential security solutions to cover these requirements.
Both non-roaming and roaming scenarios will be considered.

NOTE:
Timely feedback on supporting SA2/RAN study needs to be considered.
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Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Study on Security Aspects of Enhancement for Proximity Based Services in 5GS Phase 2
	SA#xx xx 2022
	SA#xx  xx 2022
	Wei Zhou, CATT, zhouwei@catt.cn
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Work item Rapporteur(s)
Wei Zhou, CATT, zhouwei@catt.cn
7
Work item leadership

SA3
8
Aspects that involve other WGs
Potential interactions with SA2 WG and RAN WGs during the work.
9
Supporting Individual Members
	Supporting IM name

	CATT

	CAICT

	China Unicom

	Huawei

	Hisilicon

	Apple

	Vivo

	Xiaomi Technology

	

	

	

	

	

	

	

	

	

	

	


