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Decision/action requested

It is proposed to discuss the security aspects of the application of AI/ML on the radio access network. 
2
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3GPP TR 37.817: "Study on enhancement for data collection for NR and ENDC".
[2]
3GPP RP-213599: "New SI: Study on Artificial Intelligence (AI)/Machine Learning (ML) for NR Air Interface".

[3]
3GPP RP-213602: "New WI: Artificial Intelligence (AI)/Machine Learning (ML) for NG-RAN".
3
Rationale

RAN3 has been working in Rel-17 on a study for the Artificial Intelligence(AI)/Machine Learning (ML) framework for NG-RAN and the results are currently documented in TR 37.817 [1].
Recently the RAN plenary has approved two items related to AI/ML for NG-RAN. The first is a study item, RP-213599 [2] and the second is a work item RP-213602 [3]. Some information is presented below.
3.1
RP-213599 SID
The objectives of the study item are the following. There are some highlighted excerpts that could be considered with respect to an SA3 security study.
Study the 3GPP framework for AI/ML for air-interface corresponding to each target use case regarding aspects such as performance, complexity, and potential specification impact.
Use cases to focus on: 

· Initial set of use cases includes: 

· CSI feedback enhancement, e.g., overhead reduction, improved accuracy, prediction [RAN1]

· Beam management, e.g., beam prediction in time, and/or spatial domain for overhead and latency reduction, beam selection accuracy improvement [RAN1]
· Positioning accuracy enhancements for different scenarios including, e.g., those with heavy NLOS conditions [RAN1] 
· Finalize representative sub use cases for each use case for characterization and baseline performance evaluations by RAN#98

· The AI/ML approaches for the selected sub use cases need to be diverse enough to support various requirements on the gNB-UE collaboration levels

Note: the selection of use cases for this study solely targets the formulation of a framework to apply AI/ML to the air-interface for these and other use cases. The selection itself does not intend to provide any indication of the prospects of any future normative project. 

AI/ML model, terminology and description to identify common and specific characteristics for framework investigations:

· Characterize the defining stages of AI/ML related algorithms and associated complexity:

· Model generation, e.g., model training (including input/output, pre-/post-process, online/offline as applicable), model validation, model testing, as applicable 

· Inference operation, e.g., input/output, pre-/post-process, as applicable

· Identify various levels of collaboration between UE and gNB pertinent to the selected use cases, e.g., 

· No collaboration: implementation-based only AI/ML algorithms without information exchange [for comparison purposes]

· Various levels of UE/gNB collaboration targeting at separate or joint ML operation. 

· Characterize lifecycle management of AI/ML model: e.g.,  model training, model deployment , model inference, model monitoring, model updating

· Dataset(s) for training, validation, testing, and inference 

· Identify common notation and terminology for AI/ML related functions, procedures and interfaces

· Note: Consider the work done for FS_NR_ENDC_data_collect when appropriate

For the use cases under consideration:

1) Evaluate performance benefits of AI/ML based algorithms for the agreed use cases in the final representative set:

...

2) Assess potential specification impact, specifically for the agreed use cases in the final representative set and for a common framework:

· PHY layer aspects, e.g., (RAN1)

...

· Protocol aspects, e.g., (RAN2) - RAN2 only starts the work after there is sufficient progress on the use case study in RAN1 

...

· Interoperability and testability aspects, e.g., (RAN4) - RAN4 only starts the work after there is sufficient progress on use case study in RAN1 and RAN2

...

Note 1: specific AI/ML models are not expected to be specified and are left to implementation. User data privacy needs to be preserved.
Note 2: The study on AI/ML for air interface is based on the current RAN architecture and new interfaces shall not be introduced.
3.2
RP-213602 WID

The justification of the work item is the following.

5G networks are expected to meet the challenges of consistent optimization of increasing numbers of key performance indicators (KPIs) including latency, reliability, connection density, user experience, energy efficiency, etc. Artificial Intelligence (AI) /Machine learning (ML) provides a powerful tool to help operators to improve the network management and the user experience, by analyzing the data collected and autonomously processed that can yield further insights. 

The study item 880076 “Study on enhancement for data collection for NR and EN-DC” studied general high-level principles, AI/ML functional framework and the potential use cases, and the identified potential solutions for these use cases. The accomplishments of the study for AI enabled RAN are documented in TR37.817. The normative work based on the conclusion of R17 SI should be continued undertaken in R18.
However currently TR 37.817 [1] does not include any conclusions.
The objectives of the work item is the following.

Specify data collection enhancements and signaling support within existing NG-RAN interfaces and architecture (including non-split architecture and split architecture) for AI/ML-based Network Energy Saving, Load Balancing and Mobility Optimization. (RAN3)

Note: On security impacts, coordination with SA3 when needed. On OAM aspects, coordination with SA5 when needed.

Editor’s Note: The objectives and any other involved working groups are subject to further refinement when the Rel-17 SI is completed.

3.3
Discussion
The study item RP-213599 [2] focuses on the use cases and protocol aspects for AI/MN for NG-RAN while the work item RP-213602 [3] focuses on the enhancements of the existing interfaces and architecture for supporting the new identified use cases. With respect to transfer of data, models, predictions, between network functions it may be the case that the security aspects are already been taken care of since existing interfaces are assumed to be used. 
It can be observed by the TR 37.817 [1] and the study and work item  proposals that AI/ML for RAN aims at an architecture different from the core network NWDAF architecture and therefore a SID in SA3 could be prudent.
The SA3 study could cover the following items. 
-
In both RAN documents there are statements about user privacy and involvement of SA3 in the study/work item when needed. It is true that some of the use cases may need a closer look into use privacy and potential user consent. 

-
SA3 could also look into the security aspects of these use cases from the point of view of AI/ML robustness in the face of AI/ML adversaries. In other words is there any security issues if the there are AI/ML adversaries that e.g. poison the collected data ?
-
Moreover SA3 could also look into new security related use cases based on the assumption that the RAN AI/ML framework is specified. As a result SA3 could propose using existing types of RAN data or propose new types of data and new enhancements to the existing interfaces in order to support SA3 proposed security use cases apart from the RAN proposed performance-related use cases. 
4
Detailed proposal

It is proposed that a study for the security impacts of AI/ML for NG-RAN is considered in SA3, possibly after RAN groups have progressed the AI/ML work. 

