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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Security assumptions for the network components/functions on satellites should be provided so that people can understand the foundation of security research.
4
Detailed proposal
*** BEGIN CHANGES ***
4
Architecture and security assumptions
The following architecture and security assumptions are applied to the study:

-
The architecture assumptions and principles for EPS/5GS integrating of satellite components as defined in TR 23.700-29 [2] are used as architecture assumptions in this study.
-
The security architecture, procedures, and security requirements for EPS/5GS as defined in TS 33.401 [3] / TS 33.501 [4] are used as a baseline.
-
The IP Multimedia Subsystem (IMS) media plane security as defined in TS 33.328 [5] is used as a baseline.
-
The security requirements for key management, handling user plane data, handling control plane data and secure environment in these network elements/network functions of LTE or 5G systems located on satellites are assumed to be the same as those defined for eNB in TS 33.401 [3] or for gNB in TS 33.501 [4]. If some UDM functions are located on satellites, the security requirements for the on board UDM are the same as those defined for UDM in TS 33.501 [4].
-
Network elements/network functions located on a satellite are assumed to be within the same trust zone. The physical security of 3GPP systems on satellites is out of the scope of 3GPP.
-
The feeder link and the inter-satellite link (ISL) are assumed to act only as transport layer links and are not specified in 3GPP.
-
The use of feeder link and ISL is assumed to have no impact on the security of reference points (including the X2/Xn interface, S1-MME/N1 interface, S1-U/N3 interface, and the interfaces between the core network entities) by using the network domain security as defined in TS 33.210 [6].
Editor’s Note: Priority of the security study between IoT NTN (EPS) and NR NTN (5GS) and the scenario when two UEs are under the coverage of the same satellite are to be aligned with TR 23.700-29 [2]. The security study should be aligned with TR 23.700-29 [2].


*** END OF CHANGES ***

