3GPP TSG-SA3 Release 19 SID/WID Workshop AdHoc-e 	S3-23xxxx
Chicago, USA, 06 - 10 November 2023
[bookmark: _GoBack]
Source:	China mobile
Title:	Discussion on security for XR
Document for:	Discussion and endorsement
Agenda Item:	6
1	Decision/action requested
It is proposed to discuss the security for XR Services. 
2	References
[1] 3GPP TR 23.700-60: "Study on XR (Extended Reality) and media services".
[2]	TR 23.700-70: "Study on Architecture enhancement for XRM Ph2".
3	Rationale
To support the XR (Extended Reality), 3GPP has launched multiple studies. SA2 already completed the study of XRM (Extended Reality and media services) in R18 and concluded with the PDU set based QoS enhancements;  and RAN also made related study based on SA2’s work in Rel-18. SA2 in Rel-19 also starts the study on architecture enhancement for XRM phase 2.
Support for XR and media services based on PDU set handling from SA2 in Rel-18
SA2 has completed the study of XRM (Extended Reality and media services) in R18 and concluded with the PDU set based QoS enhancements mechanism. The following is copied from TS 23.700-60[1].
[bookmark: OLE_LINK50]Excerpt #1:
[bookmark: _Toc101526052][bookmark: _Toc122517539][bookmark: _Toc97526900][bookmark: _Toc117496317][bookmark: _Toc113425890][bookmark: _Toc104882742][bookmark: _Toc122418184]In clause 4.1 Architectural Assumptions, it states that:
[bookmark: _Toc97526931][bookmark: _Toc117496833][bookmark: _Toc101526315][bookmark: _Toc122518055][bookmark: _Toc113426406][bookmark: _Toc104883169]NOTE 3:	It is assumed that some header information necessary for the identification of PDUs is not encrypted.
Excerpt #2:
[bookmark: _Toc122518065][bookmark: _Toc117496843]In Clause 8 conclusion, subclause 8.4.2.2	PDU Set Information identification on UPF and supported N6 
protocols states that:
The detection and marking of the DL PDU Sets sent to the NG-RAN shall be done by the PSA UPF.
PSA UPF may identify the PDU Set based on instruction from SMF and packet header of N6 protocols:
-	By matching RTP/SRTP header and payload (RFC 3550/3711/6184/7798/draft-ietf-avtcore-rtp-vvc/draft-ietf-avtext-framemarking/AV1 RTP payload format [68] are supported).
NOTE 1:	In above cases, it is assumed that the RTP/SRTP header and/or payload necessary for the identification of PDU Set Information is not encrypted. 

[bookmark: OLE_LINK1] SA2’s study on Architecture enhancement for XRM Ph2 in Rel-19 
SA2 continues the study on XR in R19, and is going to further investigate the enhancement for PDU Set based QoS handling. The following is copied from the new study TR 23.700-70[2].
Excerpt #3:
[bookmark: _Toc93073656]In clause 4.1, it makes the architectural Assumptions:
End-to-end media flows that are fully or partially encrypted may use different application layer protocols. Some examples include RTP cryptex [9], RTP over QUIC (RoQ) [10], Media over QUIC (MoQ) [11] and SRTP [6] with partially encrypted header extensions [8] [12].
Excerpt #4:
In 5.X Key Issue #X: Support PDU Set identification and QoS handling for end-to-end encrypted XRM traffic
The solutions should consider the following aspects:

· If and how applications should assist 5GS in performing PDU Set Identification in an end-to-end encryption scenario

Solutions that rely on breaking end-to-end encryption are out of the scope of this key issue.
NOTE: The work on this key issue may need coordination with SA4 and SA3.

Observation：
To enhance the QoS for XR service, SA2 proposed PDU set based packet handling of XR multi-modality data flows to better utilize radio resources, and concluded that 5GS may perform filtering on PDU sets to selectively discard the packets from data flows with low priority based on radio utilization. 
In Rel-18, SA2 assumed the header information used to identify PDUs is not encrypted. The Excerpt#1 notes SA2’s work was based on the architectural assumption, which limits the scope of XR services to be not encrypted.  In Excerpt#2, SA2 also concluded only unencrypted protocols can be supported for the PDU set identification handling. 
However, the usage of end-to-end encryption is broadly deployed in current networks to provide security and the same is expected for XRM applications.The mechanisms supported in Release 18 are not applicable for performing PDU Set identification of XRM traffic with end-to-end encryption. Consequently, the corresponding QoS handling is not possible either. Therefore, in Excerpt#3,  SA2’s new study in Rel-19 makes the new architectural assumption: End-to-end media flows may be fully or partially encrypted using different application layer protocols. In Excerpt#4, the key issue “Support PDU Set identification and QoS handling for end-to-end encrypted XRM traffic” is going to be investigated, also SA2 notes: The work on this key issue may need coordination with SA4 and SA3.
From the security aspects, in coordination with SA2, how to meet the security requirements for a reliable handling of PDU Sets in 5G networks requires further work and specification from SA3, for example, how to ensure the authentication, confidentiality and integrity protection of the PDU Set information being provided to 5GS. 

In addition, SA2 is also discussing other key issues such as “PDU Set based QoS handling support for uplink transmission”, etc. And SA6 and RAN groups will also study the support/enhancement of XR-based services in Rel-19. There might be potential security and privacy issues need SA3’s research.
4	Detailed proposal
Considering the security risks, SA3 needs to study the security aspect to better support XR services. Therefore a SID is proposed in a parallel contribution S3-23XXXX. 

