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1
Decision/action requested

Discuss potential study on Mitigations on Bidding Down Attack.
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Rationale
3.1
Introduction
Currently, 2G/3G FBS remain a serious security threat to mobile networks. In these generations, critical security features are missing, for example, mutual authentication, integrity protection, strong security algorithms, etc. If a UE connects to a 2G/3G FBS from 4G or 5G, then it is vulnerable to bidding down attack, e.g. fraudulent SMS or phone call. In Blackhat 2017, Ghost telephonist attack [1] was demonstrated that the attacker exploiting a vulnerability that allowed for unsecure redirection from 4G to 2G, resulting in a significant impact.
Observation 1: If a UE connects to a 2G/3G FBS from 4G or 5G, then it is vulnerable to bidding down attack, e.g. fraudulent SMS or phone call, which could cause significant financial losses for subscribers.
There are several procedures for UEs connected to 4G/5G to establish a connection with 2G/3G base station. 
When the UE is in CONNECTED state in 4G, it may use inter RAT handover procedure (as specified in 5.5.2 in TS 23.401 [2]) or CSFB procedure which includes redirection from 4G to 2G/3G (as specified in TS 23.272 [3]) to connect to a 2G/3G base station. When the UE is in IDLE state in 4G, it may use RAU procedure (as specified in 5.3.3.3 or 5.3.3.6 in TS 23.401 [2]) or cell selection once 4G signalling is not available to connect to a 2G/3G base station.
When the UE is in CONNECTED state in 5G, it may use SRVCC procedure (as in TS 23.216 [4]) to connect to a 3G base station. When the UE is in IDLE or INACTIVE state in 5G, it may use cell selection once 4G and 5G signalling is not available to connect to a 2G/3G base station.
Observation 2: There are several procedures for UEs connected to 4G/5G to establish a connection with 2G/3G base station, i.e. interworking from 4G to 2G/3G (including inter RAT handover procedure and RAU procedure), CSFB procedure (including redirection from 4G to 2G/3G), SRVCC from 5G to 3G, and cell selection once 5G and 4G is unavailable.
3.2
Analysis of current procedures
3.2.1
Interworking from 4G to 2G/3G

A security solution for interworking from 4G to 2G/3G is already defined in TS 33.401 [5]: inter RAT handover from 4G to 3G security procedure is specified in 9.2.1 in TS 33.401 [5], inter RAT handover from 4G to 2G security procedure is specified in 10.3.1 in TS 33.401 [5], RAU from 4G to 3G security procedure is specified in 9.1.1 in TS 33.401 [5], RAU from 4G to 2G security procedure is specified in 10.2.1 in TS 33.401 [5].

Observation 3: Security solution for interworking from 4G to 2G/3G is already defined in TS 33.401 [5].
3.2.2
CSFB procedure: redirection from 4G to 2G
During the SA3#87 meeting, SA3 has initiated the discussion on the security issue of unsecure redirection from 4G to 2G, based on LS S3-171017 [6] from RAN2, after thorough deliberations, the conclusion was reached and documented in LS S3c0011 [7].
SA3 has provided 2 solutions (NAS based solution and AS based solution), and leave the final decision to RAN2 and CT1. Finally, RAN2 and CT1 chose solution 2, i.e. AS based solution.

The AS based solution includes 2 phases:

Phase 1: Network indication 

As described in 5.5.1.2.4 and 5.5.3.2.4 in TS 24.301 [8], the MME can provide redirection security policy information to the UE during attach accept and TAU accept. 

Phase 2: RRC Release handing:

As described in 5.3.8.3 in TS 36.331 [9], if the RRCConnectionRelease message includes redirectedCarrierInfo indicating redirection to geran or if the RRCConnectionRelease message includes idleModeMobilityControlInfo including freqPriorityListGERAN, and if AS security has not been activated and upper layers indicate that redirect to GERAN without AS security is not allowed (i.e. redirection security policy from NAS), the UE will ignore the content of the RRCConnectionRelease, and go to IDLE.
Thus, according to the current specification, unsecure redirection from 4G to 2G has been addressed.
Observation 4: SA3 has addressed unsecure redirection from 4G to 2G in Release 15.
3.2.3
CSFB procedure: redirection from 4G to 3G
In SA3#111, there is a LS S3-232345 [10] from GSMA, two security issues are found, a) unsecure RRC connection release with redirection from 4G to 3G; b) Security capabilities handing in MME. SA3 will consider issues raised by finding 1, i.e. unsecure RRC connection release with redirection from 4G to 3G.
After discussion, SA3 has replied S3-233321 [11] to RAN2 and CT1, and CT1 has already endorsed the C1-236303 [12] and sent C1-236517 [13] back to SA3 and RAN2, and agreed to reuse the method as depicted in 3.1.1. 

It seems that unsecure redirection from 4G to 3G will been addressed in Release 18.
Observation 5: SA3 has addressed unsecure redirection from 4G to 3G in Release 18.
3.2.4
SRVCC from 5G to 3G

A security solution for SRVCC from 5G to 3G is already defined in Annex J in TS 33.501 [14].
Observation 6: Security solution for SRVCC from 5G to 3G is already defined in TS 33.501 [14].
3.3
Relation to previous studies
In the FBS study (TR 33.809 [15]), there are 7 key issues and 27 solutions, key issue #3 “Network detection of false base stations” has two security requirements:

“5G system should be able to detect false base stations.

5G system should be able to employ methods to prevent UEs from connecting to false base stations.”
The 2nd requirement may be related to this discussion.
According to clause 6.0 in TR 33.809 [15], solution #4, #6, #8, #18, #22, #23, #24, #25 are solutions to address key issue #3, and it is concluded that “This key issue is not concluded.”

It should be noted that those solutions propose to prevent UEs from connecting to 5G FBS, but does not consider mitigation of legacy 2G or 3G FBS.
However, a UE can still be fooled into selecting a 2G or 3G network. For example, a false base station can employ high power to block 3G, 4G, or 5G signals, forcing a UE to only connect to a 2G network. Consequently, the UE becomes a target for all known attacks on 2G network, e.g. fraudulent SMS or phone call.
Observation 7: SA3 did study preventing UEs from connecting to 5G FBS from Release 16 to Release 18, and no conclusion is reached. 
Observation 8: SA3 did not study how to prevent UEs from selecting 2G/3G FBS when 5G/4G is blocked by an attacker.
3.4
Conclusion
It is worth noticing that throughout the history of mobile network deployments, as mobile network systems are continuously evolving and improving, operators periodically shift focus and investment to the newest generation network and obviously end up decommissioning older ones. This is in fact what is currently happening with many operators announcing the decommissioning of their 2G or 3G networks. In such circumstances, it is no longer appropriate to allow a UE supporting 2G or 3G networks to continue selecting such networks.
Therefore, we should look into this aspect and explore mechanisms that could prevent UEs from selecting networks that have been decommissioned.
Observation 9: 2G or 3G networks will be decommissoned sooner or later. 
Observation 10: Considering the decommissioning of 2G and 3G networks, it is imperative to prevent UEs with 2G or 3G modules from connecting to these networks to avoid severe FBS attacks.
4
Detailed proposal

Consequently, we think a dedicated study is required. 

This study will focus on mitigating bidding down attack, i.e. preventing UE that is currently connected to 4G/5G is establishing a connection with 2G/3G FBS considering the decommissioning of 2G and 3G networks. The identified topics are:

-
Identify attack scenario on UE connecting to 2G/3G FBS, e.g. cell selection on 2G or 3G once 4G and 5G signalling are blocked;

-
Identify potential security threats and requirements for the identified attack scenario. 

-
Study solutions for the identified security threats and requirements.
