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1
Decision/action requested

Approval of this key issue for TR 33.776
2
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3
Rationale

The use of Certificate Management Protocol v2 (CMPv2) [4] for automated certificate management for Service Based Architecture is defined in TS 33.310 [3]. Standardizing support for Automated Certificate Management Environment (ACME) [5] as an option for automated certificate management in SBA introduces the need for all SBA entities, including Certificate Authorities (CAs) and Network Functions (NFs), to determine which of the standardize protocols to use. There needs to be a mechanism for making this selection. 
This contribution proposes a new key issue to address this need.
4
Detailed proposal

Approve the following changes to TR 33.776.

*** Start of changes ***
5
Key issues
Editor’s Note: This clause contains all the key issues identified during the study.

5.X
Key issue #X: Protocol selection
5.X.1
Key issue details
The use of Certificate Management Protocol v2 (CMPv2) [4] for automated certificate management for Service Based Architecture is defined in TS 33.310 [3]. Standardizing support for Automated Certificate Management Environment (ACME) [5] as an option for automated certificate management in SBA introduces the need for all SBA entities, including Certificate Authorities (CAs) and Network Functions (NFs), to determine which of the standardize protocols to use. There needs to be a mechanism to determine which protocols are available for use in a given deployment and to make an appropriate selection such that certificate management is successfully automated to the greatest extent possible.
5.X.2
Security threats
A mismatch in support or use of available certificate management protocols may result in an inability of NFs to obtain and use valid certificates as necessary to secure intra-SBA communications. An inappropriate choice of protocol can also result in less automated and more manual operation, which can introduce additional room for operator error.
5.X.3
Potential security requirements
NF instances need a way to determine an appropriate certificate management protocol to use to obtain and use valid certificates within a given deployment.
*** End of changes ***
