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Abstract: This document discusses the possibility to define an MCPTT application on the UICC. The intention is to describe different technical solutions and what are the benefits and drawbacks between the solutions and in comparison to store the MCPTT parameters and data in the device.
Introduction:
TS 23.179 in its current version defines several blocks of MCPTT functionality in the UE. These are described in figure 7.3.1
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Some of these clients in the UE need to store data and provide functions that are security relevant and require a certain level of security and protection. These are especially the Identity Management client and the group management client but also the configuration management client needs a certain level of protection to avoid miss-use.
The detailed security requirements for MCPTT services are under discussion in SA3. In any case it is obvious that especially the Identity management and authentication need a high level of security against possible attacks to avoid that un-authorized access to MCPTT services would be possible. Certainly also the group management functions require protection against un-authorized access.
It is also obvious that in the case network coverage is available and a secure connection to the MCPTT server can be established, most of the functionality will be managed by the MCPTT server. But in the case no network coverage is available and thus no connection to the MCPTT server exists, all the necessary parameters need to be available in the UE and they need to be stored in the UE in a secure and protected way. 

Possible solutions

1. All functions to support the MCPTT service from the UE are provided and stored inside the memory of the Mobile Equipment (ME).
This is probably the easiest solution, as all parameters are located in the same location and updating them in the memory of the ME seems to be easy.

On the other hand the update of the parameters will probably require support of OMA-DM and thus also the related server infrastructure. But the main concern is certainly about security. Storing all the security relevant information like identities, algorithms etc. in the memory of the ME is not the most secure solution. It is well known that all attempts to securely store identities (i.e. IMEI) in the ME have not been successful.
2. Split of MCPTT functions between ME and UICC

The UICC could host the identity and the related authentication for the MCPTT service as well as the parameters and configuration data that need to be pre-provisioned. This would mean the Identity management client, group management client and configuration management client. All the MCPTT related data and functions can be located in a dedicated MCPTT application. The architecture of the UICC according to Global Platform allows for a complete separation between the MCPTT application and the network operator application from the security point of view. This enables the Over-The-Air management of the content of the MCPTT application by the MCPTT service. Nevertheless, at the beginning, there needs to be an agreement between the UICC issuer and the MCPTT service provider for the initial set-up. After that the MCPTT service provider has a completely separate access.
The benefit of an MCPTT application on the UICC is the provided level of security for the identity, authentication and the necessary parameters.

3. Split of MCPTT functions between ME and UICC, using the embedded UICC
This is pretty much the same as above, but providing a clearer independency between the MCPTT service and the network operator. The embedded UICC is using so called “Profiles” which are meant to include all data and applications belonging to the service offer of an MNO. The embedded UICC allows to exchange such profiles, hence a change to another MNO without the need to exchange the UICC itself.
In this scenario the MCPTT application would be an application outside of Profiles and hence completely independent from an MNO. The security concept of an embedded UICC is based on Global Platform, but would allow for a completely independent security. There is no need for an initial agreement related to security credentials between an MCPTT service provider and an MNO.

The current GSMA specifications for the embedded UICC do not foresee applications outside of Profiles. This is a drawback of this solution as the necessary specifications would need to be updated.

Summary / Conclusion/ Intention
This document intends to start the discussion on the possibility to make use of the UICC capabilities to support a secure implementation of the MCPTT service. The description of the possible solutions is certainly not complete and just the main benefits and drawbacks are described. 
As said, the main intention is just to start the discussion, raise the idea of using the UICC and get some general feedback if there is an interest in this approach.
************************************* End of document *********************************************
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