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The purpose of the present document is to discuss the consideration on optional Universal PIN. 3G TS 31.101 R99 and later accept the Universal PIN as mandatory function for multi-verification capable UICC.

First of all, the following three impacts are outlined in the each aspects changing the mandatory for the option:

1. security policies for operator;

2. organised security architecture on 3G-UICC;

3. operational procedures on 2G/3G-terminal.

1. Impact on security policies

This is out of scope of this document.

2. Impact on 3G-UICC

3G-UICC organises Universal PIN on the own security architecture. Universal PIN acts the following framework.

1. multi-verification capable UICC;

2. the action and information on an 3G application;

3. the action and information among 3G applications;

4. multi-logical channels;

5. CHV-PIN mapping.

2.1. multi verification capable UICC

3G-UICC accepts up to eight global PIN(s) for card holder. The global PIN assigned ADF is called Application PIN. TS 31.101 specifies the single and multi verification capable UICC by the number of Application PIN.

· single verification capable UICC means only one Application PIN on 3G-UICC;

· multi verification capable UICC means from two to eight Application PINs on 3G-UICC. For the sharing data among Application PINs, multi verification capable UICC adds a special Application PIN, i.e., Universal PIN and specifies two security environments, i.e., SE01 and SE00, for switching purpose between Application PIN and Universal PIN.

The above relation is described as following Table 1:

Table 1: The number of global PIN between SE and single/multi verification capable UICC


SE01
Application PIN
SE00
Application PIN

single verification 
capable UICC
only 1

PIN: ‘01’


multi verification 
capable UICC
1 .. 8

PIN: ‘01’ to ‘08’
only 1

Universal PIN: ‘11’

2.2. Universal PIN related action and information on an application

On multi-verification capable UICC, un-supported Universal PIN may affect no impact for a 3G application if the terminal accepts only SE01 mode and new format of PIN status DO.

On muti-verification capable UICC, ADF shall accept two global key references, i.e., an Application PIN and an Universal PIN. These key references are switched between SE01 and SE00 using DISABLE PIN with replacement and ENABLE PIN command. The action of switching mechanism is described as below Figure 1.


Figure 1: Switching mechanism between Application PIN and Universal PIN

The above global key references related information is stored in MF, ADF or DF-FCP(File control parameters) template. The DF-FCP template is the response data by STATUS or current MF, ADF or DF selection. On DF-FCP template ,the key related information on the current logical channel is indicated in the PIN status DO. The PIN status DO contains below information for current logical channel:

· PIN status byte;

· usage qualifier for Universal PIN;

· assigned key references as global and local PINs.

Current format for multi-verification capable UICC is below:

PS Tem. Tag
len
PS_DO tag
len
PS byte(s)
Usage qualifier DO
len
usage qualifier
Key reference DO (UPIN ‘11’)
Key reference DO (PIN ‘01’)
Key reference DO (PIN ‘02’)

‘C6’
‘0F’
’90’
01

‘95’
‘01’
’00’ :DUUP

‘08’: UUP
’83’ ‘01’ ’11’
’83’ ‘01’ ‘01’
’83’ ’01’ ‘02’




Universal PIN
Global
Global

b8
b7
b6
b5
b4
b3
b2
b1

PIN
PIN

UPIN ’11’
1: enabled

0: disabled
PIN ‘01’
1: enable

0: disabled
PIN ‘02’
1: enabled

0: disabled
RFU
RFU
RFU
RFU
RFU




MF and under the child DFs
PS Tem. Tag
Len
PS_DO tag
len
PS byte(s)
Usage qualifier DO
len
usage qualifier
Key reference DO (U-PIN ‘11’)
Key reference DO (PIN ’01’)
Key reference DO (PIN ‘81’)

‘C6’
‘0F’
’90’
01

‘95’
‘01’
‘00’ :DUUP

‘08’: UUP
’83’ ‘01’ ’11’
’83’ ‘01’ ’01’
’83’ ’01’ ’81’




Universal PIN
Application
Local PIN

b8
b7
b6
b5
b4
b3
b2
b1

PIN


UPIN ’11’
1: enabled

0: disabled
PIN ‘01’
1: enabled

0: disabled
PIN ’81’
1: enabled

0: disabled
RFU
RFU
RFU
RFU
RFU




ADF and under the child DFs

The new format for un-supported Universal PIN is below:

PS Tem. Tag
len
PS_DO tag
len
PS byte(s)
None
Key reference DO (PIN ‘01’)
Key reference DO (PIN ‘02’)

‘C6’
‘0F’
’90’
01


’83’ ‘01’ ‘01’
’83’ ’01’ ‘02’





Global
Global

b8
b7
b6
b5
b4
b3
b2
b1

PIN
PIN

PIN ‘01’
1: enable

0: disabled
PIN ‘02’
1: enabled

0: disabled
RFU
RFU
RFU
RFU
RFU
RFU




the new format of MF and under the child DFs
PS Tem. Tag
Len
PS_DO tag
len
PS byte(s)
None
Key reference DO (PIN ’01’)
Key reference DO (PIN ‘81’)

‘C6’
‘0F’
’90’
01


’83’ ‘01’ ’01’
’83’ ’01’ ’81’





Application
Local PIN

b8
b7
b6
b5
b4
b3
b2
b1

PIN


PIN ‘01’
1: enabled

0: disabled
PIN ‘81’
1: enabled

0: disabled
RFU
RFU
RFU
RFU
RFU
RFU




the new format of ADF and under the child DFs

For reference, the format of single verification capable UICC is below:

PS Tem. Tag
Len
PS_DO tag
len
PS byte(s)
None
Key reference DO (PIN ‘01’)



‘C6’
’06’
’90’
01


’83’ ’01’ ’01’






Global PIN



b8
b7
b6
b5
b4
b3
b2
b1




PIN ‘01’
1: enabled

0: disabled
RFU
RFU
RFU
RFU
RFU
RFU
RFU




MF and under the child DFs

PS Tem. Tag
len
PS_DO tag
len
PS byte(s)
None
Key reference DO (PIN’01’)
Key reference DO (PIN ’81’)


‘C6’
’09’
’90’
01


’83’ ‘01’ ’01’
’83’ ’01’ ’81’





Application PIN
Local PIN


b8
b7
b6
b5
b4
b3
b2
b1




PIN ‘01’
1: enabled

0: disabled
PIN 2 ‘81’
1: enabled

0: disabled
RFU
RFU
RFU
RFU
RFU
RFU




ADF and under the child DFs

In the UICC, data is stored in EF and is protected by the access conditions on the EF. The access conditions are indicated in the security attributes on EF-FCP template by EF selection. 

For multi-verification capable UICC, 3G-UICC specifies the expanded format referencing EF(ARR) as security attributes. The security attributes shall contains two SEs, i.e., SE01 and SE00, for switching key references.

The security attributes on EF-FCP contains below information:

· file ID of referencing EF(ARR);

· SEIDs, i.e., SE01 and SE00;

· the record number of EF(ARR).

The EF(ARR) at least stores two kind of security attributes i.e., SE01 set and SE00 set. The global key reference in SE01 set contains only one key reference as global key reference, i.e., ’01 to ‘08’. SE00 set also contains only one key reference as global key reference, i.e., ‘11’. For the switching mechanism, the contents between SE01 and SE00 sets are same except global key reference.

2.3 Universal PIN related action and information among applications

On multi-verification capable UICC, un-supported Universal PIN may affect no impact among 3G applications, i.e. USIM and ISIM, using the following access rules for sharable area, i.e. DF(telecom) in SE01 mode.

1. each 3G application refers to the same record of EF(ARR) as access rule in SE01. All global key references are connected by OR template;
FCP data
SE#
EFARR


Security Attributes


SE 01

#xx

…






READ(PIN’01’ OR ‘02’ OR ...)

Tag
Len
EFARRID
SE
rec
SE
rec



…

8B
06
2F
06
01
xx
00
yy

SE 00

#yy

…




READ (Univ. ‘11’)





…

not use






2. or, each 3G application refers to the suitable record of EF(ARR) as access rule to DF(telecom) in SE01. Each global key reference are indicated without OR template.

SE#
EFARR


Security Attributes


SE 01

#xx
SE01 set for Application A






READ(PIN’01’)

Tag
Len
EFARRID
SE
rec
SE
rec



…

8B
06
2F
06
01
xx
00
zz

SE 01

#yy
SE01 set for Application B




READ (PIN ‘02’)





…



SE 00

#zz

…




READ (Univ. ‘11’)





…

not use






2.4 multi logical channels

SE01 set is independent of multi logical channels. It may affect no impact for multi-verification capable UICC.

2.5 CHV-PIN mapping

CHV and PIN mapping depends on SIM application implementation. In SE01 set, CHV-PIN mapping is independent of Universal PIN. It may affect no impact for multi-verification capable UICC.

3. Impacts on 2G/3G-terminal

For the 3G-UICC un-supported Universal PIN, the terminal for 3G (R99 and later) and 2G (Rel-4 and later) should proceed to operate the following two features:

1. interpretation for new PIN status DO template without Universal PIN on multi-verification capable UICC;

2. ignorance procedure for refused DISABLE PIN with replacement in the card session. On the new PIN status DO template without Universal PIN, this attempt may not occur.

4. Conclusion

This issue depends on the above two terminal interpretations.

SE 01





key reference ‘01’ 


(Application PIN)





SE 00





key reference ‘11’


(Universal PIN)



































ENABLE PIN





C-APDU: 0x 28 00 01 08 “PIN data”





DISABLE PIN with replacement





C-APDU: 0x 26 91 01 08 “PIN data”
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