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6.4
Elementary files

An Elementary File (EF) is composed of a header and a body part. The following three structures of an EF are used by GSM.

A file is associated with attributes that depending of the file type indicates how data is to be accessed e.g. file size, record length etc. Although in the present document some files and data structures stored in a file are indicated as having a fixed length; when reading such structures the terminal shall derive the length of the structure from the attributes provided in the file information i.e. not use the fixed value specified for the file in the present document. Although the terminal is able to read the entire structure it should only use those elements from the structure which is recognised by the terminal.
10.3.37
EFHPLMNwAcT (HPLMN Selector with Access Technology)

The HPLMN Selector with access technology data field shall contain the HPLMN code, or codes together with the respective access technology in priority order (see TS 23.122 [51]).

	Identifier: '6F62'
	Structure: transparent
	Optional

	File size: 5n (n ( 1) bytes
	Update activity: low

	Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 3
	1st PLMN (highest priority)
	M
	3 bytes

	4 to 5
	1st PLMN Access Technology Identifier
	M
	2 bytes

	6 to 8
	2nd PLMN
	O
	3 bytes

	9 to 10
	2nd PLMN Access Technology Identifier
	O
	2 bytes

	:
	:
	
	

	(5n-4) to (5n‑2)
	Nth PLMN (lowest priority)
	O
	3 bytes

	(5n-1) to 5n
	Nth PLMN Access Technology Identifier
	O
	2 bytes


‑
PLMN

Contents: 


Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding: 


according to TS 24.008 [47].

‑
Access Technology


Contents: The Access Technology of the HPLMN that the MS will assume when searching for the HPLMN, in priority order. The first Access Technology in the list has the highest priority.

Coding: See EFPLMNwAcT  for coding.

10.4.2.2
EFORPK (Operator Root Public Key)

This EF contains the descriptor(s ) of certificates containing the Operator Root Public Key. This EF shall only be allocated if the operator wishes to verify applications and certificates in the MExE operator domain using a root public key held on the SIM. Each record of this EF contains one certificate descriptor. 

For example, Operator may provide a second key for recover disaster procedure in order to limit OTA data to load.

	Identifier: '4F41'
	Structure: linear fixed
	Optional

	Record length : X + 10 bytes, X ( 1
	Update activity: low 

	Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Parameters indicator
	M
	1 byte

	2
	Flags
	M
	1 byte

	3
	Type of certificate
	M
	1 byte

	4 to 5
	Key/certificate file identifier
	M
	2 bytes

	6 to 7
	Offset into key/certificate file
	M
	2 bytes

	8 to 9
	Length of key/certificate data
	M
	2 bytes

	10
	Key identifier length (X)
	M
	1 byte

	11 to 10+X 
	Key identifier
	M
	X bytes


‑
Parameter indicator

Contents: 
The parameter indicator indicates if record is full and which optional parameters are present

Coding: bit string

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Certificate descriptor is valid (bit1=0 key descriptor is  valid)

	
	
	
	
	
	
	
	
	
	
	Reserved bit set to 1 (bitx=0 optional parameter present)

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


‑
Flags

Contents: 
The authority flag indicates whether the certificate identify an authority (i.e. CA or AA) or not.

Coding: bit string

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Authority certificate (bit=1 certificate of an authority)

	
	
	
	
	
	
	
	
	
	
	RFU

	
	
	
	
	
	
	
	
	
	
	RFU


‑
Type of certificate

Contents: 
This field indicates the type of certificate containing the key.

Coding: binary :  
0
: WTLS
1
: X509
2
: X9.68
Other values are reserved for further use

-
Key/certificate File Identifier

Contents:


these bytes identify an EF which is the key/certificate data file (see subclause 10.7.5), holding the actual key/certificate data for this record.

Coding:


byte 4: high byte of Key/certificate File Identifier;


byte 5: low byte of Key/certificate File Identifier.

-
Offset into Key/certificate  File

Contents:


these bytes specify an offset into the transparent key/certificate data File identified in bytes 4 and 5.

Coding:


byte 6: high byte of offset into Key/certificate Data File;


byte 7: low byte of offset into Key/certificate Data File

-
Length of Key/certificate Data

Contents:


these bytes yield the length of the key/certificate data, starting at the offset identified in "Offset into Key/certificate  File" field.

Coding:


byte 8: high byte of Key/certificate Data length;


byte 9: low byte of Key/certificate Data length.

‑
Key identifier length

Contents: 
This field gives length of key identifier

Coding:
binary

‑
Key identifier

Contents: 
This field provides a means of identifying certificates that contain a particular public key (chain building) and linking the public key to its corresponding private key. For more information about value and using see TS 23.057 [50].

Coding:
octet string 

Note:
transparent key/certificate data longer than 256 bytes may be read using successive READ BINARY commands.

10.4.2.3
EFARPK (Administrator Root Public Key)

This EF contains the descriptor(s ) of certificates containing the Administrator Root Public Key.  This EF shall only be allocated if the SIM issuer wishes to control the Third Party certificates on the terminal using an Administrator Root Public Key held on the SIM. Each record of this EF contains one certificate descriptor. 

This file shall contain only one record.

	Identifier: '4F42'
	Structure: linear fixed
	Optional

	Record length: X + 10 bytes, X ( 1
	Update activity: low 

	Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Parameters indicator
	M
	1 byte

	2
	Flags
	M
	1 byte

	3
	Type of certificate
	M
	1 byte

	4 to 5
	Key/certificate file identifier
	M
	2 bytes

	6 to 7
	Offset into key/certificate file
	M
	2 bytes

	8 to 9
	Length of key/certificate data
	M
	2 bytes

	10
	Key identifier length (X)
	M
	1 byte

	11 to 10+X 
	Key identifier
	M
	X bytes


For contents and coding of all data items see the respective data items of the EFORPK (sub-clause 10.4.2.1).

10.4.2.4
EFTPRPK (Third Party Root Public key)

This EF contains descriptor(s ) of certificates containing the Third Party Root Public key (s). This EF shall only be allocated if the SIM issuer wishes to verify applications and certificates in the MExE Third Party domain using root public key(s) held on the SIM.  This EF can contain one or more root public keys. Each record of this EF contains one certificate descriptor.

For example, an operator may provide several Third Party root public keys.

	Identifier: '4F43'
	Structure: linear fixed
	Optional

	Record length : X + Y + 11 bytes, 

X ( 1 ; Y ( 1
	Update activity: low 

	Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Parameters indicator
	M
	1 byte

	2
	Flags
	M
	1 byte

	3
	Type of certificate
	M
	1 byte

	4 to 5
	Key/certificate file identifier
	M
	2 bytes

	6 to 7
	Offset into key/certificate file
	M
	2 bytes

	8 to 9
	Length of key/certificate data
	M
	2 bytes

	10
	Key identifier length (X)
	M
	1 byte

	11 to 10+X 
	Key identifier
	M
	X bytes

	11+X 
	Certificate identifier length (Y)
	M
	1 byte

	12+X to 11+X+Y
	Certificate identifier
	M
	Y bytes


‑
Certificate identifier length

Contents: 
This field gives length of certificate identifier

Coding:
binary

‑
Certificate identifier

Contents: 
This field identify the issuer and provide a easy way to find a certificate. For more information about value and usage, see TS 23.057 [50]. 

Coding:
Octet string

For contents and coding of all other data items see the respective data items of the EFORPK (sub-clause 10.7.1).

10.5.9
EFSDN (Service Dialling Numbers)

This EF contains special service numbers (SDN) and/or the respective supplementary service control strings (SSC). In addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also contain associated alpha‑tagging.

	Identifier: '6F49'
	Structure: linear fixed
	Optional

	Record length: X+14 bytes
	Update activity: low

	Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1 toX
	Alpha identifier
	O
	X bytes

	X+1
	Length of BCD number/SSC contents
	M
	1 bytes

	X+2
	TON and NPI
	M
	1 byte

	X+3 –to X+12
	Dialling Number/SSC String
	M
	10 bytes

	X+13
	Capability/Configuration Identifier
	M
	1 byte

	X+14
	Extension3 Record Identifier
	M
	1 byte


For contents and coding of all data items see the respective data items of the EFADN (subclause 10.5.1), with the exception that extension records are stored in the EFEXT3.

NOTE:
The value of X (the number of bytes in the alpha‑identifier) may be different to the length denoted X in EFADN.
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