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The Splinter Group was formed on 14th and 15th November 2000 as part of the T3 meeting #16. It was chaired by Stefan Kaliner, T-Mobil.

1. CRs already approved but not yet re-issued

Docs T3-000534, T3-000535, T3-000536 and T3-000540 have been combined into Doc T3-000598.

Docs T3-000538 and T3-000539 have been combined into Doc T3-000599.

2. T3-000543 (T-Mobil)
Alignment with S3 CR to TS 33.102 on Re-transmission of Authentication Parameters

Based on the changes to 33.102 a CR to 31.102 is needed to convert the new requirements into an implementable solution for the USIM. Additionally it may be necessary to liaise with S3 to clarify any open questions.

Extract from 33.102: "The USIM shall store the last (RAND, AUTN) pair as well as the corresponding RES. When the USIM receives an authentication request and discovers that a (RAND, AUTN) pair is repeated and the associated START parameter is 0, it shall re-transmit the response. The USIM shall delete the stored (RAND, AUTN) pair and the corresponding RES as soon as the START parameter is updated by the ME".

For the USIM, these basic demands can be detailed into the following requirement list:

a) The USIM shall store the last (RAND, AUTN) pair.

b) The USIM shall be able to compare a received (RAND, AUTN) pair to the pair it has in memory.

c) The USIM shall respond with the RES corresponding to the stored (RAND, AUTN) pair if this is equal to the stored one and the associated START parameter is 0.

d) To know the associated START parameter, the USIM needs an information about the current RR domain, i.e. either CS or PS.

e) The USIM shall delete the stored (RAND, AUTN) pair (and the corresponding RES, if it is stored) upon update of the corresponding START parameter.

Contrary to the S3 assumption it was found that there is no need to store the corresponding RES. It can instead be calculated by the authentication algorithm in the usual way, but without checking the sequence number SQN. This could be left up to the implementation.

There was some discussion if requirement e) is really necessary. A START parameter is set to zero immediately after a successful authentication and key agreement has been indicated by the network. It is read at every connection establishment and updated at every connection release. It appeared to the splinter group that a security problem may arise when the authentication parameters are not deleted immediately upon update of EF-START-HFN as in this case another successful authentication could be obtained by an attacker by resetting START to 0 and then repeat the parameters. 

Remark: It was found that EF-START-HFN is currently marked with "Update activity: low". This should be changed to "Update activity: high". A proposal to change that is included in doc T3-000598.

Requirements a), b) and c) are comparably easy to be fulfilled. Requirement d) needs an enhancement to the existing AUTHENTICATE command so that it can convey the present domain information. It was decided by the splinter group to modify the coding of the command parameter P2. Bits b1 to b5 are free to be used to code the required security context (GSM or 3G) together with the domain information.       

Requirement f) is more difficult to fullfill. A related mechanism should be able to detect an update to a START parameter and then delete the associated (RAND, AUTN) pair (and the corresponding RES, if it is stored). This could be achieved 

· by a USIM specific modification to the UPDATE BINARY command that checks whether an update was on EF-START-HFN and in that case starts a deletion routine or

· by a USIM specific update command only to be used to update EF-START-HFN (that could be safeguarded by an appropriate access rule).

Both solutions have disadvantages. The splinter group assumes that there may be other possible solutions that need more time to be evaluated. A preferred solution can therefore not be given at this stage.

During the considerations of the splinter group a number of points were identified that need to be highlighted in a LS to S3. The draft LS is available to the meeting in doc T3-000xxx.

3. T3-000506 (LS from R2)
Parameters to be stored on the USIM

From the plenary discussion of the issue it was already clear that storing of "old" security parameters is not necessary as there is no such requirement in TS 33.102 or TS 33.103. An answer from the contact person (Nokia) concerning the frequency parameters (it appeared unclear, whether the foregoing LS from T3 to R2 (T3-000433) had been understood properly) was not available to the splinter group, therefore this issue could not be solved.

4. T3-000542 (Gemplus)
Phonebook Correction on CCPs

There is a compatibility problem concerning the mapping of EF-CCP1 with EF-CCP in a SIM application. EF-CCP1 with record lenght X >= 15 cannot be mapped to EF-CCP of a SIM application with record length 14. There are two possible ways foreward:

a) The record length of EF-CCP1 with 14 bytes is kept. Mapping is possible, but EF-CCP1 is not able to hold the full possible length of a bearer capability information element.

b) The record length is set to X >= 15 (as proposed in the CR) to allow storage of bearer capability information elements in full length. In this case, mapping is only possible to EF-ECCP. Further, to avoid the phonebook structure to be spoiled, EF-CCP cannot exist in the SIM application at the same time.

c) The GSM EF-CCP is still refered from EF-ADN by a type-3 link, but it will not be used in a 3G phonebook. The 3G phonebook will use a type-2 link from EF-CCP1.

CRs for each solution are available to the plenary in docs T3-000594, T3-000595 and T3-000596. It is proposed that the plenary decides which way to follow.

5. T3-000541 (Cetecom)
Correction of PID to PUID

After a clarification within the splinter group the CR was withdrawn. Instead, to avoid such confusion in the future, the splinter group decided to propose a CR to rename the abbreviation PID (Phonebook Identifier) to PBID and to improve the related wording in the text. The revised CR is available to the plenary in doc T3-000593.

6. T3-000559 (Bull CP8)
Editorial Corrections and Clarifications on Phonebook

The CR had in principle been agreed by the plenary, however some of the wording had to be reconsidered. The revised CR is available to the plenary in doc T3-000593.
7. T3-000536 (Gemplus)
Correction of EF-PBC about "hidden information"
The CR had in principle been agreed by the plenary, however some of the wording had to be reconsidered to remove a possible ambiguity. The changes are available to the plenary in doc T3-000598.

8. T3-000537 (Gemplus)
Correction of the phonebook example
The CR still contained a few errors that were corrected in the splinter group. The revised CR is available to the plenary in doc T3-000600.

9. T3-000501 (LS from T2 MeXe)
Support of VHE User Profiles

Due to lack of time this document has not been considered by the splinter group.

10. T3-000500 (LS from TSG GERAN)
Preventing unciphered writing/overwriting of pre-configuration fields by the HPLMN

Due to lack of time this document has not been considered by the splinter group.

11. Questions raised by USIM Testing Subgroup

a) Section 4.4.2 describes the setting of the modified-by-GSM-ME flag in the Entry Control Information byte of EF-PBC. When is the flag reset? 

b) Section 4.4.2.12.2 describes the check to be made by the terminal before asignment of a new UID (Unique Identifier of a new phone book entry). What happens to the value of the UID, after it reaches its maximum value "FFFF"?

The splinter group found that 31.102 in fact is unclear at these points. To reduce the amount of CRs the related change proposals were added to doc T3-000593.

