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6.2
Cryptographic Functions

The names and parameters of the cryptographic functions supported by the USIM are defined in 3G TS 33.102 [13]. These are:

-
f1: a message authentication function for  network authentication used to compute XMAC;

-
f1*: a message authentication function for support to re-synchronisation with the property that no valuable information can be inferred from the function values of f1* about those of f1, ... , f5, f5* and vice versa;

-
f2: a message authentication function for user authentication used to compute SRES;

-
f3: a key generating function to compute the cipher key CK;

-
f4: a key generating function to compute the integrity key IK;

-
f5: a key generating function to compute the anonymity key AK (optional);
-
f5*: a key generating function to compute AK in re-synchronisation procedures with the property that no valuable information can be inferred from the function values of f5* about those of f1, f1*, f2, ... , f5 and vice versa.
These cryptographic functions may exist either discretely or combined within the USIM.

7
USIM Commands
7.1
AUTHENTICATE

7.1.1
Command description

The function is used during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-directory  has been selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

The function can be used in two different contexts:

-
a 3G security context, when 3G authentication vectors (RAND, CK, IK, AUTN) are available (i.e. the UE is located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable VLR/SGSN), or

-
a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM radio access network which is connected to a non-3G capable VLR/SGSN).

7.1.1.1
3G security context

The USIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number SQN = (SQN  AK)  AK.

Then the USIM computes XMAC = f1K (SQN || RAND || AMF) and compares this with the MAC which is included in AUTN. If they are different, the USIM abandons the function.

Next the USIM verifies that the received sequence number SQN is previously unused. If it is unused and its value is lower than SQNMS, it shall still be accepted if it is among the last 32 sequence numbers generated. A possible verification method is described in annex C.2 of 3G TS 33.102 [13].

NOTE: 
This implies that the USIM has to keep a list of the last used sequence numbers and the length of the list is at least 32 entries. 

If  the USIM detects the sequence numbers to be invalid, this is considered as a synchronisation failure and the USIM abandons the function. In this case the command response is AUTS, where:
AUTS = Conc(SQNMS ) || MACS;
Conc(SQNMS) = SQNMS ( f5*K(RAND) is the concealed value of the counter SQNMS in the USIM; and. 
MACS = f1*K(SQNMS || RAND || AMF) where:
RAND is the random value received in the current user authentication request;
the AMF assumes a dummy value of all zeroes so that it does not need to be transmitted in clear in the resynchronisation message.

If the sequence number is considered in the correct range, the USIM computes RES = f2K (RAND), the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND) and includes these in the command response. Note that if this is more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HE specific and while processing the command, the content of the AMF has to be interpreted in the appropriate manner. The AMF may e.g. be used for support of multiple algorithms or keys or for changing the size of lists, see 3G TS 33.102 [13].

If Service n°27 is "available", the USIM calculates the GSM response parameter KC, using the conversion function defined in 3G TS 33.102 [13].

Input:

‑
RAND, AUTN (AUTN := SQN  AK || AMF || MAC).

Output:

-
RES, CK, IK if Service n°27 is "not available".

or

-
RES, CK, IK, KC if Service n°27 is "available".

or

-
AUTS.

Annex C:
Void
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