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1
Opening of the Meeting

The Chairman, Dr. Klaus Vedder, opened the eighth meeting of the 3GPP TSG-T WG3 on USIM issues (hereafter referred to as T3). Günter Maringer welcomed the delegates to Bonn on behalf of the host T-Mobil.

2
Roll Call of Delegates

The T3 #8 meeting was attended by 37 delegates from 10 countries. The list can be found in Annex A of this report. 

3
Input Documents / Agenda

T3-99251 (a revision of T3-99213) contains the draft agenda. One new item, "Report from the PCG" and several new documents were added. The approved version can be found in T3-99256 and in annex B of this report.

4
Approval of the report of T3 #6

T3-99212 contains the draft meeting report from TSG-T3 #7, held in Lund on the 5 - 7 July, 1999. In section 5.1, it was proposed that the third bullet point regarding the use of UICCs in a GSM network may not be accurate. It was therefore agreed to replace this bullet with a quote from the draft SA #4 meeting report. With some minor corrections of an editorial nature, the report was then approved as T3‑99242.

5
Liaisons from other groups

T3-99215 is an LS from S3 to S2 and T3 on interoperation between GSM and UMTS. See section 7.2 of this report for further information.

T3-99216 is an LS from S3 to T3 in which they request information on characteristic values for the following properties of the IC in the UICC available for the USIM: word size, clock speed and memory size (i.e. ROM for storing the algorithm and RAM required for processing). See section 7.3 of this report for further information.

T3-99217 is an LS from S1 to T2 and T3 on the role of MExE and SAT within the OSA concept of VHE. It requests the advice as to whether or not there is a requirement for an Application Interface between the NAC and the SIM Application Toolkit server. See section 11 of this report for further information.

T3-99218 (S3-99123) is an LS from S3 to S2, C2, R2 and T3 about their plans to improve the level of security by specifying a new feature called "user identity confidentiality" in 33.102. See section 7.4 of this report for further information.

T3-99219 is an LS from T2 to S1 cc T3 in reply to the LS from S1 contained in T3-99217 on the role of MExE within the OSA concept of VHE. See section 11 of this report for further information.

T3-99221 is an LS from T2 to S3 (cc T3) containing a request and Confirmation of Terminal Baseline Implementation Capabilities in the security domain. It was noted.

T3-99222 is an LS from T2 to S3 (cc T3) containing a request for Terminal Service Implementation Capabilities in the security domain. It was noted.

T3-99223 is an LS from S2 to S3 and R2 (cc T3) informing these two groups of the T3 LS to S2 (in T3-99159) in which it was requested that they provide a list of parameters that may need to be stored in the USIM. The LS request that R2 supply the list of parameters rather than S2. It was noted.

T3-99224 is an LS from S2 to S3 and T3 informing them that S2 has considered the security related issues on GSM/UMTS interoperation. See section 7.2 of this report for further information.

T3-99225 is an LS from S2 to S3 and T3 about their plans to improve the level of security by specifying a new feature called "user identity confidentiality" in 33.102 (Security Architecture). See section 7.4 of this report for further information.

T3-99226 is an LS from S2 to S3 and T3 questioning the feasibility of the introduction of Enhanced User Confidentiality (see section 7.4 of this report for further information) and other issues for Release 99. It was noted.

T3-99227 is an LS from S2 to S3 (cc T3) in response to the S3 request for information on the time constraints on the execution of cryptographic algorithms. See section 7.3 of this report for further information.

T3-99233 is an LS from T2 MExE to SMG9 (cc T3) on changes to SAT TERMINAL PROFILE that may be necessary as a result of the work on SAT/MExE interworking. See section 11 of this report for further information.

T3-99236 is an LS from T2 to T3. It states that T2 is developing a report on the "baseline capabilities" of 3G-mobile terminals. T2 would like to identify the minimum requirements of the 3G-mobile terminal for each service. To proceed this purpose, T2 (SWG6) considered a “service-less” terminal as a start point. A "service-less" terminal is a terminal, which has capabilities to search for, synchronise with, register (with authentication) to and operate within a network, but does not have any services. These capabilities above are called “Baseline Capabilities”. Several T3-related examples are given in the LS as to exactly what sort of information is required. Although it was noted that T2 would like to receive information by their September meeting, there was not enough time during the meeting to develop a sufficiently detailed response to T2. It was therefore agreed that discussion on the issue should occur on the T3 email list. Rune Lindholm agreed to act as a catalyst for this discussion.

T3-99237 is an LS from S3 to S2 (cc T3) thanking S2 for their response to a liaison statement from S3 on security interoperation between UMTS and GSM. It states that they believe such issues should be discussed during the T3/S2/S3 joint session. It was noted.

T3-99246 (S3-99259) is a reply from S3 to the LS from TSG T3 (S3-99212) on Multiple Authentication Algorithms and Keys. It is covered in section 7.2 of this report.

T3-99250 is a Liaison Statement from T2 MExE on changes to GSM 11.11 for root public keys on the (U)SIM. See section 11 of this report for further information. 

6
Phone book issues

T3-99230 is a discussion document elaborating the proposal to base the USIM phone book on ISO/IEC 7816‑7.

During a discussion the following points were noted:

-
it was noted that the search time figures relate to the internal frequency of the UICC. As this may differ from the external frequency which is in the range of 1-5 MHz (for 5 V) and 1-4 MHz (for 3 V), the actual performance is chip dependant. Some present day chips only have half the external frequency as their internal frequency. It is, however, expected that in the future chips will include a frequency “doubler”. The power consumption of such a chip at, say 10 MHz, need to be examined.

-
it was noted that currently, many terminals use 13/4 MHz (i.e. 3.25 MHz) for the external frequency. It is expected that for 3G terminals, this figure will be higher, probably between 4 & 5 MHz.

-
what would the frequency constraints be for a 1,8 V UICC?

-
what time would be required to read in all names so that the terminal could create a list in alphabetical order?

-
regarding memory it was noted that it is not possible in case of the database solution to state exactly how many more entries remain unused (or are in use). This may be necessary in order for the mobile to be able to sort the entries (length of name, for example, would be important). 

-
if there is an FDN service in the USIM application, then interworking would have to be ensured or, more likely, a separate database/table would be required. 

-
it was noted that there was no ISO/IEC test specification for this feature. This was felt to be relevant because it may well be the case that ISO/IEC 7816-7 compliant implementations are not able to interwork with each other.

-
regarding wild card searching, it was noted that searching for a name would normally require a combination of scrolling of names on the terminal and searching (within the USIM).

-
for the database, a 2G "filter" would have to be implemented to ensure backwards compatibility.

-
a benefit would be that if the database is mandatory for the phone book, then other applications  will also be able to use the functionality.

T3-99231 is a discussion document describing the “merged” Nokia / Schlumberger index file approach for the USIM phone book. It addresses many of the issues raised during T3 #7.

After an intensive discussion it was concluded that the database concept was not mature enough to be adopted by T3 within the R99 specification. It was therefore unanimously agreed that the index file concept should be used for the phonebook.

It was further agreed that a WI for databases for the 3G USIM should be raised within T3. A draft of the work item is available in T3-99259. During the discussion on this document, it was concluded to add the following points to its scope:

-
relationship between performance and structure of database;

-
proposal for test scenarios.

Bruno Basquin from Gemplus was appointed as the rapporteur of the work item. The WI proposal was then approved as T3-99262.

T3-99255 is a discussion document that identifies the parameters that should serve as a guide to T3 regarding the performance of the solution for the 3rd generation ADN service from a network operator point of view. The document was noted.

7
Joint session with S2 & S3 on USIM security issues

The purpose of the joint session was the identification of security issues necessary to be specified for the completion of the T3 documents 31.101 and 31.102. The session was chaired by the T3 chairman. The S3 chairman gave his apologies as he had fallen ill. It was attended by 48 delegates from 12 countries. A list of delegates can be found in annex A of this report.

7.1
Addressing of algorithms and keys 

T3-99207 (S3-99212) is an LS that was sent from T3 to S3 on multiple authentication algorithms and keys. It informs S3 that T3 is currently designing the implementation of the 3GPP security architecture into the USIM. It requests feedback on whether provisions should be made to allow for multiple authentication algorithms and / or multiple authentication keys within a USIM. 

T3-99246 (S3-99259) is a reply from S3. S3 agrees that an explicit feature to support algorithm and/or key version identification would be useful for disaster recovery and if all the authentication keys in the network are disclosed. S3 are now planning to produce a mechanism to support such a feature. During a discussion on the issue, the following points were noted:

-
it was noted that such a signal to change keys could be sent via SMS-PP or SMS-CB. 

-
Each authentication could be accompanied by an indication of which key to use (e.g. 1, 2 or 3). This would avoid the requirement of modifying core network signaling; the advantage of indicating it each time the command is sent across the USIM/ME interface would be a more flexible solution;

-
in order to optimise the signaling on the radio interface, the ME/USIM interface could allow a default (for a specific operator) algorithm. This could be a particular one or the last used one, for example;

-
S3 had agreed at their last meeting that every MM message must be protected.

The main conclusions of the discussion were:

-
selection (possibly non-reversible) of algorithms and keys was agreed to be necessary;

-
the solution should preferably not involve changes to the signaling on the core network;

-
it should be investigated whether the algorithm (or key) should be specified each time the command is used or whether there should there be an activation command? A third possibility would be a combination of both where the algorithm may be selected each time and, at some later point, be permanently used as the default algorithm;

-
it should be investigated how the non-reversible change of the algorithm/keys could be done on a mass scale;

-
it should be investigated what level of security should be used to change the algorithm/key (enciphering, integrity protection);

-
it should be investigated how the "spare" algorithm(s) could be protected to avoid attacks;

-
it was agreed that S3 should investigate the following potential solution for the selection of algorithm and key. It was proposed to use a few bits of the challenge to indicate the algorithm and key to be used. This would have the advantage that no change would be required to the radio interface signaling, that the information on algorithm and key would be protected as the challenge is signed and that the precise method could be left to each operator. The latter would mean that there is no need of a general specification but that a recommendation in the relevant security specification (e.g. in the form of an informative annex) would be sufficient.

7.2
Handover/Roaming/Interoperation between GSM and UMTS

T3-99248 is a presentation of four different UMTS-GSM Interworking-Scenarios which are elaborated in detail in T3-99234. During a discussion of the presentation the following points were noted:

-
it was proposed that the 3rd solution could be modified such that when the user roams back to UMTS they get UMTS level security (see separate proposal in T3-99247);

-
the meeting agreed that IMUI should be recommended to be 15 digits. GSM allowed for shorter IMSIs, but experience has shown that such IMSIs might cause problems for some terminals on the market;

-
the issue of the 3-digit MNC has been solved in the USA;

-
it was agreed that the issue of allocation of Network Codes by regulators should be raised at the next SA meeting. UMTS and GSM networks operated by the same operator should use the same network code as otherwise it would substantially change the specification of the support of GSM and UMTS handover implications for the user (e.g. authentication on handover).

No recommendations were made as to which solution should be used as this was felt to be an S3 issue and that further discussion of the scenarios was required.

T3-99215 (S3-99190) is an LS from S3 to T3 on interoperation between GSM and UMTS. For the situation where there is a GSM SIM with GSM ME or dual mode ME, the following conclusions were reached:

-
the conversion function GSM <-> UMTS security vectors would have to be in the terminal;

-
an "up-conversion" mechanism is necessary for the requirement of using a 2G SIM in 3G terminal. This would need to reside in the terminal;

-
part of the "down-conversion" mechanism would reside on the USIM. This could either be the same for all networks or network dependant. S3 will have to decide on this issue and T3 would then have to specify the USIM relevant parts. 

T3-99224 (S2-99633) is an LS from S2 informing S3 and T3 that S2 has considered the issues regarding security related issues on GSM/UMTS interoperation. S2 supports the S3 view regarding the feasibility of re-authentication at inter-system handover. Regarding the location of the conversion function, S2 is of the opinion that it would be preferable that this should be done in the HLR. It was noted that that this is a first analysis, and that this does not prevent further analysis of the different solutions.

T3-99243 is a discussion document (presented for information to the joint session) proposing a set of mechanisms for interoperation between UMTS and GSM that provide. This would allow:

-
interoperation between upgraded 3G VLRs and non-upgraded 2G VLRs, providing a 2G level of security both to 3G users and 2G users;

-
interoperation between GSM BSS and UTRAN both connected to upgraded 3G VLR, providing a 3G level of security to 3G users.

T3-99247 is a discussion document with comments on the proposal in T3-99234. It proposes a modification of mechanism 3a. The benefit of the modification would be to reduce the impact on existing GSM infrastructure. The document was noted and will be discussed further within S3.

7.3
Resources for cryptographic algorithms in the USIM 

T3-99216 is an LS from S3 to T3 in which they request information on characteristic values for the following properties of an IC supporting a USIM application: word size, clock speed and memory size (i.e. ROM for storing the algorithm and RAM required for processing). Discussion concluded that the following figures should be used:

-
word size should be 8 bits. It was noted that within 2 years, 32 bit processors would be available on the SIM, but that this was not relevant for the purposes of the S3 calculations;

-
clock speed would be at least 13/4 (3,25) MHz. The maximum frequency for 1,8 V chips was not yet known, but it was concluded that it would have to be 3,25 MHz to avoid problems;

-
the amount of ROM required by the algorithm should not exceed 4 KBytes of memory. In addition 4 KBytes should be allocated to allow manufacturers to counteract certain types of attacks; 

-
the amount of RAM required would be 300 bytes, not taking into account hardware attack counter measures.

It was agreed that the above figures are provided for guidance only as it is an operator decision to decide on algorithm strength and USIM configuration.

Regarding the execution time of the algorithm in the USIM, it was agreed that 500 ms should be considered as a maximum time.

T3-99227 is an LS from S2 to S3 (cc T3) in response to the S3 request for information on the time constraints on the execution of cryptographic algorithms. The LS was noted.

7.4
Enhanced user identity confidentiality

T3-99218 (S3-99123) is an LS from S3 to S2, C2, R2 and T3 informing them about their plans to improve the level of security by specifying a new feature called "user identity confidentiality" in 33.102 (Security Architecture). This would have the property that the permanent user identity (IMUI) of a user to whom a service is delivered cannot be eavesdropped on the radio access link. During a discussion of the document, the following points were noted:

-
user identity confidentiality must be supported by all UMTS networks as a mandatory feature (as the feature is a network feature and is either “on” or “off”). This has been endorsed by TSG-SA;

-
the IMSI/IMUI should be readable in clear text by the terminal as the terminal needs this information for instance when deciding whether data stored in the terminal has to be deleted at the beginning of a session. The clear-text IMUI should not be sent over the radio interface;

-
currently, the IMSI is supposedly sent only during the very first time a SIM is used;

-
the home environment has the option to encipher or not encipher the IMUI;

-
if the IMUI and enciphered IMUI had the same length, then the visited network would automatically support the feature without modification;

-
the (group) key for enciphering the IMUI would be stored in the USIM;

-
a counter (of length 64 bits, as specified in 33.102) to serve as a cryptographic TVP (time variant parameter) would also be needed on the USIM;

-
the length of the IMUI could be used to indicate whether or not it is enciphered (i.e. one extra bit could indicate this);

-
this feature would result in a major incompatibility issue between R98 and R99 networks.;
the issue of terminal paging is currently under consideration within S3. 

T3-99225 is an LS from S2 to S3 and T3 in reply to the LS in T3-99281 asking S3 on the format of the IMUI recommending to use the term IMSI instead if the format was the same as that of the IMSI. S2 state further that the feature would imply modifications in visited networks and that this may not be acceptable for R99.

 The LS was noted.

T3-99226 is an LS from S2 to S3 and T3.questioning the possibility of introducing this feature in R99 within the short time schedule. It was noted.

7.5
IMUI / IMSI relationship

During a general discussion about the relationship between the IMUI and IMSI, it was agreed that coding should be the same but that the name should remain different (IMUI and IMSI). This in line with a proposal in an LS sent from S3 to S2. It was felt that the IMSI range currently available would be enough for UMTS.

7.6
Different algorithms for SIM/USIM/multiple USIM

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

7.7
Termination point of integrity protection at the user side (USIM or UE?)

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

7.8
The timing of delivery of cipher/integrity keys 

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

7.9
Definition of a message for immediate call termination from USIM to terminal

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

7.10
Visibility in the USIM of the ciphering/integrity process in the terminal

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

7.11
Other issues

T3-99238 is a discussion document about USIM security requirements currently contained in S3 specifications but not yet reflected in T3 specifications. It was concluded that the following features need to be addressed by T3:

-
User Identify Confidentiality;

-
Identification by temporary identities;

-
Identification by a permanent identity;

-
User authentication;

-
User-to-USIM authentication;

-
USIM-Terminal Link;

-
Message authentication of signaling information sent to/from UE;

-
USIM application security.

T3-99244 is a discussion document listing several USIM requirements from 33.103 v1.0.0 that require clarification. 

T3-99245 is a proposal as to how some of the features listed in T3-99238 could be incorporated into T3 specifications.

It was concluded that many of the issues raised in T3-99238, T3-99244 and T3-99245 have already been discussed within S3 and that the next version of 33.103 (current version is v1.0.1, 1999-06) would contain clarifications. S3 undertook to provide an updated version of 33.103 after their September meeting (i.e. by 1st October 1999). Since the document would only be available to T3 immediately before their October meeting, it was also requested that the 33.103 rapporteur (or other suitable S3 expert) should attend the T3 meeting in Korea to assist with questions that are likely to arise.

During the discussion, clarification was requested about which security features specified by S3 were mandatory. It was noted that the S3 work plan submitted to the TSG-SA meeting #4 contained a list of which features that were planned to be mandatory. 

8
Transfer of GSM 11.14 to 3GPP

T3-99239 is a discussion document on how to upgrade GSM 11.14 to 3G TS 31.014/114. It shows some possible roadmaps for the transfer of GSM 11.14 to the 3G environment. 

T3-99240 is a list of some of the issues that need to be resolved in order to incorporate SIM toolkit into the 3G specifications. It was agreed that the first issue that needs to be addressed should be a clarification about how the multi-application environment would work in practice on a USIM. For example, how would application selection be done etc. Other issues include the use of the REFRESH command and the use of timers if more than one USIM application is active at the same time. This may have quite an impact on the specification itself and its realisation in particular in the terminal.

It was unanimously agreed that due to the high workload of preparing 31.101 and 31.102 for approval in December 1999, it would not be possible to integrate the SIM application toolkit into the specifications by December. Nevertheless, it was agreed that work on a new USIM application toolkit (USAT) specification could commence before the end of the year, based on the GSM 11.14 functionality. As a start, a document identifying the main problems could be elaborated. This document could be based on T3-99240. It was then agreed that the best way forward would be to produce a work item description that contains the main details about the areas in which work would be required. This was done in T3‑99261. This proposes that the first draft of the new USAT specification (v1.0.0) could be made available at the T3 #12 meeting (February 2000) and that final approval could be done at the TSG-T meeting in September 2000. With some minor modifications and the election of Kristian Woodsend (Aspects Software) as rapporteur, the work item was agreed as T3-99266.

During the discussion on the USAT work item, the issue of the transfer was again raised. It was questioned whether the issue of the multiple USIM application needs to be solved before USAT could be included into R99 or whether GSM 11.14 could be used for single application cards without preventing multiple USIMs in the future. As no new arguments were brought forward, the issue was not further discussed at this meeting.
9
UICC physical and logical characteristics (3G TS 31.101)

9.1
Review of current version

T3-99214 is the draft report from the 31.101 splinter group held during the Lund meeting on the 5 - 7 July 1999. It also includes a list of the current action points that need to be considered at the next meeting. The report was noted and will be used by the 31.101 editing group as a basis for their future discussions.

T3-99235 is 3G TS 31.101 V0.7.0. It contains updates as agreed during the T3#7. It was noted.

9.2
Other issues

9.2.1
T=0 / T=1 protocol issues

T3-99211 is a discussion document regarding the current requirements in 3G TS 21.111 v3.0.0 regarding the T=0 and T=1 protocols. It is in response to T3-99135, 3G TS 21.111 states that "In addition to the T=0 protocol which is mandatory for the UICC and the ME, the T=1 protocol shall be mandatory for the ME. It is optional for the UICC." Discussion at previous T3 meeting had indicated some support for making the T=1 protocol mandatory also for the UICC. Discussion during T3 #8 concluded that the T=1 protocol should remain optional for the UICC. 

It was noted that once the protocol had been negotiated, this meant that all applications on the card would have to use that protocol, as it can not be re-negotiated during a session. 

It was also noted that in GSM 11.11 and GSM 11.14, the transport layer and the application layer are not clearly distinguished. This makes it possible to write applications that are effectively protocol specific. It was agreed that the distinction between the two layers should be more clearly made in 31.101 and 31.102.

9.2.2
Security issues

T3-99228 is an updated version of a contribution to specify the AUTHENTICATE command. However, discussions during the joint T3/S2/S3 meeting have indicated that further changes will be necessary before the contribution can be incorporated into 31.101. The 31.101 editing session (26 - 27 August) will discuss the document in greater detail and incorporate it into 31.101 if the outstanding issues are resolved.

T3-99241 contains ETSI TS 101 206-3 V1.3.2 (1998-12) "Technical Specification; Identification card systems; Telecommunications IC cards and terminals; Part 3: Application independent card requirements". As mentioned in T3-99214, it is planned to review the specification during the 31.101 drafting session, in particular for the PIN handling mechanism. It was noted.

9.2.3
General

During a general discussion about 31.101, the following points were noted:

-
regarding extended addressing for the APDUs (i.e. use of 3 bytes instead of 1), it was concluded that extended addressing would cause problem and should not be used;

-
there should be a general way of indication as to whether UCS2 is used and whether or not it is compressed.

10
USIM characteristics (3G TS 31.102)

10.1
Review of current version

The current version of 31.101 is v0.6.0 in T3-99195, as seen at the T3#7 meeting in Lund.

T3-99232 is a discussion document about the EFs that have been removed from 31.102 in accordance with decisions made at T3 meeting #2. At that meeting, it had been believed that those particular EFs were specifically used for GSM systems only. However, discussion at T3 #8 concluded that T3 should seek advice from S1 as to whether there is a UMTS service requirement for these features or whether they are just required to be accessible to a 2G terminal. An LS was drafted to S1 in T3‑99257. With some minor changes, the LS was approved as T3-99265.

During the discussion of T3-99232, it was commented that FDN / BDN interworking scenarios require some streamlining. France Telecom agreed to submit an input document to the next T3 plenary meeting on this issue.

10.2
Synchronisation

T3-99200 is a document that was postponed from the T3 #7 meeting. It proposes a structure for the UID. T3-99220 is a discussion document that clarifies the basic principles of synchronisation. It extends the original proposal made in T3-99190 at the T3 meeting #7 in Lund in July. Both documents were noted and would be discussed in further detail at the 31.102 drafting session on the 26 ‑ 27 August.

It was noted that the T2 MExE group was also looking at the issue of synchronisation. It was therefore agreed that this issue should be discussed during a joint session during the T2 and T3 meeting in October in Korea. An LS was drafted to T2 in T3-99254. With some minor enhancements, the LS was approved as T3-99264.

10.3
Other issues

T3-99229 is an updated version of a contribution to specify the AUTHENTICATE command. However, discussions during the joint T3/S2/S3 meeting have indicated that further changes will be necessary before the contribution can be incorporated into 31.102. The 31.102 editing session (26 - 27 August) will discuss the document in greater detail and incorporate it into 31.102 if the outstanding issues are resolved.

11
MExE and SIM Application Toolkit

T3-99217 is an LS from S1 to T2 and T3 on the role of MExE and SIM application toolkit within the OSA concept of VHE. They request that T2 and T3 review the OSA part of the VHE specification and to indicate whether or not there is a requirement for an Application Interface between the NAC and the MExE or SAT servers. The response would then be reflected in the S1 specification, 22.121. T3-99219 is an LS from T2 to S1 (cc T3) in response to the LS mentioned above. T2 state that they do not believe that there is a requirement for an application interface. The LS was noted.

The discussion in T3 came to the same conclusion that such an interface would be very difficult to define and was not required. T3-99258 is a draft LS to S1 informing them of this conclusion. After some minor editorial changes, it was approved as T3-99263.

T3-99233 is an LS from T2 MExE to SMG9 (cc T3). It proposes that MS execution environments (e.g. MExE) should be aware of the presence of other MS execution environments (e.g. SIM toolkit). A SIM application could use this information, for example, to request OTA download of an operator root public key to the SIM. The LS was noted.

T3-99250 is an LS from T2 MExE containing a draft change request for GSM 11.11 R99. It proposes changes that would be required to support root public key(s) (certificates) on the SIM. These root public keys would be used to verify applications, certificates and parameters on the terminal that have been digitally signed with the private key corresponding to the root public key. 

Initial discussion about the issue concluded that this would be straightforward to implement assuming that there was only one USIM on a UICC. An LS to T2 was drafted in T3-99260 to inform them about this. However, later discussion about this liaison concluded that it would be preferable to wait for the outcome within SMG9. Further discussion was then postponed until the next T3 meeting.

12
Report from 3GPP Partnership Co-ordination Group (PCG)

T3-99252 contains the draft report of the last PCG meeting held in Sophia Antipolis on the 6 - 7 July. The following points were noted:

-
liaisons can now be sent from 3GPP WGs to the equivalent 3GPP2 WGs via the parent TSG;

-
the PCG approved the T3 request that the 3GPP should apply for an RID (part of an Application Identifier). Furthermore, they agreed that ETSI should be responsible for the management of the RID. It was noted that a T3 work item should be raised for a new document to specify the coding of the 3GPP AID;

-
the PCG approved in principle the T3 request for funding for a "project team" to develop the tests required for USIM testing. Companies were requested to think about candidates that might be available for participation. It was suggested that the project team should consist of representatives from:

-
an ME manufacturer;

-
an operator;

-
a SIM manufacturer;

-
a test house.


Aspects Software volunteered to draft an input document to T3 #9 describing in more detail the tasks that such a team would undertake. This could then be submitted to TSG-T in October for approval;


Some concern was raised in T3 that it may be better for some of the work to be done in early 2000 rather than trying to complete it in 1999 since the core USIM/UICC specification may not be stable enough until December 1999. The T3 secretary undertook to obtain further information about how and when the funding would be available.

13
Any Other Business

The latest versions of several SMG9 specifications were registered at the end of the meeting for information. They are:

-
T3-99267
GSM 11.11 v8.0.1 "Specification of the SIM-ME Interface"

-
T3-99268
GSM 11.14 v8.0.0 "SIM-ME Interface for the SIM application toolkit"

-
T3-99269
GSM 11.18 v7.0.0 "Specification of the 1.8 Volt SIM-ME Interface"

14
Meeting Plan

The following table shows the current meeting schedule. It was noted that TSG SA had requested that all WGs take into account the requirement for some days to be allowed between (for example) T3 meeting and TSG-T meetings.  

Meeting
Date
Host
Location

T3 drafting session
14 – 16 Sept, 1999
Nokia
Copenhagen, Denmark

3GPP T3 #9
4 - 6 October, 1999
Samsung et al.


3GPP T3 #10
2 - 4 November, 1999
Schlumberger
Austin, Texas, USA

3GPP T3 #11
8 – 10 December, 1999
ETSI
Sophia Antipolis, FR

3GPP T3 #12
early Feb 2000 (3 days)
Japan Telecom
Tokyo, Japan

----- Related meetings and other ad hoc groups (for information) ------

ETSI SMG9 #19
20 - 23 September,1999
Giesecke & Devrient, Siemens, Viag Interkom
Munich, Germany

3GPP TSG-T #5
7 - 8 October, 1999
TTA
Kyongju, Korea

ETSI SMG Plenary #30
9 - 11 November, 1999
ETSI
Sophia Antipolis, France

3GPP TSG-T #6 
and SA #6
13 - 17 December, 99
ETSI
Sophia Antipolis, France

3GPP TSG‑T #7
13‑15 March 2000 (TBC)
Telefonica
Madrid, Spain

3GPP TSG‑T #8
5‑7 June 2000 (TBC)

(this date is likely to change!)
Mannesmann
Berlin, Germany

3GPP TSG‑T #9
25‑27 September 2000
Host required


3GPP TSG‑T #10
11‑13 December 2000
Host required


15
Closing of the Meeting

The chairman thanked the hosts for the excellent organisation of the meeting. He then closed the meeting at 17:10.
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Access to 3GPP documents

This document briefly outlines some of the more important locations of information that all T3 members should be aware of. 

3GPP email lists:

To receive information about T3 issues, all delegates and other interested parties MUST register for email list 3GPP_TSG_T_WG3. This can be done by sending an email to LISTSERV@LIST.3GPP.ORG with the following single line of text in the body of the message:
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e.g. the documents for T3 meeting #8 can be found at: ftp://ftp.3gpp.org/tsg_t/wg3_usim/tsgt3_08
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