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1 Executive Summary:

1.1 General:

24 delegates, 30 Tdocs, 5 output papers.

1.2 MEXE6-ENHANC Work Item:
· The restructuring of the MExE specification has been agreed upon.

· Sending an LS to WAP UAProf forum, asking them to create a CLIPlatform attribute.

1.3 MEXE5-SEC Work Item:  

No work done.

The MExE group recommends, that the MExE security Analysis WID is being closed.

1.4 MEXE6-RTIF Work Item:  

· A long discussion and clarification process took place, identifying more specifically some of the work that needs be done in this WID. 

A draft technical report going into details with the topics raised, will be prepared for the next meeting.

1.5 Any Other Business:  

· A new WID, “Binary execution feasibility study” was agreed.

· A presentation and discussion concerning a new WID called “Network Execution” took place. It was felt by the group that the WID did not belong in the MExE group. It was the groups recommendation, that the proposal should be presented for SA1, which then, during the 3GPP work item allocation process, will place the work item in the correct working group/sub working group (which might be MExE!).

· A presentation  focussed on the security aspects of BREW was given.

· A presentation concerning more technical details about WIPI was given.

· An LS to the SDR forum explaining the work in the MExE group was agreed upon.

· An LS to T explaining the criteria’s for new classmarks was drafted and agreed upon.

· New rapporteur of the 23.057 specification is Lars Brenk, TTPCom.

1.6 Future Meetings:

	Meeting
	Date


	Venue
	Comment 

	MExE
	June/July
	No meeting identified
	

	T2#18
	12-16 August 2002
	Velen, Germany
	Materna

	MExE
	September/October
	No meeting identified
	

	T2#19
	18-22 November 2002
	Korea
	Samsung


1.7 Output Change Requests:

	Tdoc
	Subject
	SOURCE

	T2-020393
	CR: Restructuring of the MExE specification
	Ericsson

	T2-020406
	WID: Binary code execution feasibility study
	TTPCom / Qualcomm


1.8 Output Liaison Statements:

	Tdoc
	Subject
	SOURCE

	T2-020394
	LS to SDR: MExE contribution to the SDR Forum
	MExE group

	T2-020402
	LS to T: Criteria’s for selecting new classmarks
	MExE group

	T2-020405
	LS to WAP Forum UAProf group
	Microsoft


Detailed Report:

2 Opening of the meeting

The Chairman (Lars Brenk, TTPCom) opened the meeting.

3 Approval of the draft agenda

	Tdoc
	Subject
	SOURCE

	T2-020380
	Agenda SWG1 MExE at T2#17
	Chairman


Tdoc presented by Lars Brenk, Chairman.

Conclusion:

The agenda was agreed.

4 Introductions

Delegates introduced themselves, and are listed in the participants annex.

5 Call for IPR

	The attention of the members of this Technical Specification Group is drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of. 

The members take note that they are hereby invited:

· To investigate in their company whether their company does own IPRs which are, or are likely to become Essential in respect of the work of the Technical Specification Group.

· To notify the Chairman, or the Director-General of their respective Organizational Partners, of all potential IPRs that their company may own, by means of the IPR Statement and the Licensing declaration forms.


6 Results of previous meetings

6.1 Meeting report

	Tdoc
	Subject
	SOURCE

	
	
	


No ad hoc meetings held since last T2.

6.2 E-mail activity

	Tdoc
	Subject
	SOURCE

	T2-020383
	e-mail approval status #4
	Chairman


Tdoc presented by Lars Brenk, Chairman.

Conclusion:

Tdoc T2-020383 was noted.

6.3 Action Items and other issues

· Mike Smith to find a cleaning tool for Word documents, to remove bookmarks, etc
· Bo Johansson to create a new restructured version of the MExE specification from the 5.0 version.
· Ernest Woodward to lead an email discussion concerning the work in the MExE Security Analysis Activity WID.
· Nicola to lead a discussion on the email reflector (tdoc 85)
· Tobias to post information about new WAP download forum and draft an LS for email approval.
· Wendy Fong to post information and links concerning the JEFF format.
6.3.1 Action Items

	Tdoc
	Subject
	SOURCE

	T2-020398
	Signed packages for installation of root certificates
	Microsoft


Tdoc T2-020398 presented by Miller Abel, Microsoft.

The outcome of the analysis in this tdoc shows, that other signed packages apart from JAR files to be used as containers for root certificates. For example JEFF or CAB formats.

Conclusion:

T2-020398 was noted.

6.4 Others

	Tdoc
	Subject
	SOURCE

	
	
	


No input.

7 Incoming LS

	Tdoc
	Subject
	SOURCE

	
	
	


No input.

8 MExE Security Analysis Activity

	Tdoc
	Subject
	SOURCE

	
	
	


No input.

9 MExE 22.057 contributions and change requests

	Tdoc
	Subject
	SOURCE

	
	
	


No input.

10 MExE 23.057 contributions and change requests

10.1 Security

	Tdoc
	Subject
	SOURCE

	
	
	


No input.

10.2 Non security

10.2.1 Restructuring of the MExE specification

	Tdoc
	Subject
	SOURCE

	T2-020382
	Restructuring of the MExE specification
	Ericsson

	T2-020393
	CR: Restructuring of the MExE specification
	Ericsson


Tdoc T2-020382 presented by Bo Johansson, Ericsson.

The content of T2-020382 was agreed upon and was transformed into a CR (tdoc T2-020393).

Conclusion:

T2-020382 was noted.

T2-020393 was agreed.

10.2.2 Others

	Tdoc
	Subject
	SOURCE

	T2-020390
	LS to WAP Forum UAProf group
	Microsoft

	T2-020395
	LS to WAP Forum UAProf group
	Microsoft

	T2-020405
	LS to WAP Forum UAProf group
	Microsoft


Tdoc T2-020390 presented by Miller Abel, Microsoft.

The content of T2-020390 was agreed upon in principle. 

Minor textual modifications were made and represented in T2-020395, which were finalized in T2-020405.

Conclusion:

T2-020390 was noted.

T2-020395 was noted.

T2-020405 was agreed.

11 MExE Run-Time independent Classmark

	Tdoc
	Subject
	SOURCE

	T2-020391
	Discussion Topics Towards a Requirements Analysis for a MExE Run-Time Independent Conformance Framework
	Intel


Tdoc T2-020391 presented by Aaron Cohen, Intel.

The document raised quite some questions, and a lengthy discussion took place. Below are the summarized comments to the questions. 

1. Issues which runtime environments may need to address in order to be compliant with MExE device behavioural requirements and claim conformance to the MExE RTIF.

1) It’s easy to make security implementations runtime for VM’s, not so easy for binary code. Binaries needs lots of versions, to be able to execute on different platforms, OS’s and chips. A hardware semantic barrier  between binary applications and core code could be one way forward. Maybe executing the application on a different chip than the core software executes on, with different code needed, so there is absolutely no way for the two types of code to interflict. Embedded VM’s on chip makes the execution faster all the time. The security has always first priority in MExE, then comes performance speed and capability. The binary examples, the MExE group had had presentations from, have dealt with end-2-end security, but not so much with runtime execution security. The topic of application portability between different platforms were mentioned. How is untrusted code handled by binary execution environments. Untrusted applications are a key part of MExE. The screen only security area for applications was mentioned (basically a blanket NO-permission from the user for network activity).  

2) As manufacturer you can do what you want, concerning additional API’s.

3) Difficult to provide a list of API’s that have security restrictions (dependent of which domain). Interesting for developers. Manufacturers may need to give some idea how the API’s are implemented. MExE will not approve these lists for all new classmarks. It could become a recommendation.

4) The minimum RSA key-bit-length is not mandated.

5) One root certificates for all classmarks. There are not certificate trees for each classmark.

6) Jar files are not mandated for all classmarks. Maybe a secure independent transport format needs to be mandated.

7) See 6).

8) UAProf is needed for identifying the runtime support needed for new RTIF mappings. A scheme for how optional API’s are identified is needed.

9) A browser is the mean for application transfer mechanism.

10) No API’s need to be mandated for future RTIF mappings. What would the motivation be.

11) See 10).

12) It is recommended that the behaviour of non accessible API’s are documented.

13) See 6).

14) The USIM specification defines the directory names for the certificates stored there.

15) It is recommended that it is documented how the security is maintained, if the security domains are not supported.

2. Issues that the platform management software may need to address in order to provide support for the RTIF.

1) The user shall be notified for each network access.

2) There was difficulties understanding why the start and end points of an application needs clarification.

3) Icon usage is for example specified for java in the MExE spec.

4) The UAProf is not stable yet, so how it is used is for future work.

5) No need to mandated HTML browsers

6) No need to mandate any further content types.

3. Issues in the MExE Service Environment (MSE) that may need to be resolved in order to provide a consistent run-time independent framework.

1) A consistent mechanism to correlate between capabilities, provisioning, delivery and application management is needed.

2) The capability attributes could be based on URI.

3) Archive formats is an area were work is needed.

4) HTTP is not mandated.

5) The MExE service environment is out of the scope of MExE.

6) How does the handset distinguishes between two jar-files, belonging either to classmark 2 or 3.

7) The server may request the handset through SyncML (looked at by UAProf), but since the UAProf is not stable, this might change.

8) Core software download is allowed as long as the certificate allows it.

4. Other issues in the MExE specification that may need to be resolved in order to provide a well defined run-time independent framework.

1) One classmark is still mandated to be supported. Might be changed.

2) The only thing we could find was the minimum key-bit-length, that needs clarification.

3) Archive formats needs more work.

A draft technical report going into details with the topics raised, will be prepared for the next meeting.

Conclusion:

T2-020391 was noted

12 Binary classmark investigation WID

	Tdoc
	Subject
	SOURCE

	T2-020388
	Binary classmark investigation WID
	TTPCom / Qualcomm

	T2-020406
	WID: Binary code execution feasibility study
	TTPCom / Qualcomm


Tdoc T2-020388 presented by Lars Brenk, TTPCom.

Tdoc T2-020406 presented by Lars Brenk, TTPCom.

Textual changes were made to T2-020388, to make it clear that the WID is about a feasibility study, and not the introduction of a new classmark. 

It was felt that this WID does not overlap the RTIF WID.
Conclusion:

T2-020388 was noted.

T2-020406 was agreed.

	Tdoc
	Subject
	SOURCE

	T2-020392
	Discussion document - classmarks


	Openwave


Tdoc T2-020392 presented by Lars Brenk, Chairman.

Conclusion:

T2-020392 was noted.

	Tdoc
	Subject
	SOURCE

	T2-020403
	MExE feasibility study
	MCC


Placed as input documents for information.

Conclusion:

T2-020403 was noted.

	Tdoc
	Subject
	SOURCE

	T2-020404
	First MExE WID
	MCC


Placed as input documents for information.

Conclusion:

T2-020404 was noted.

13 Network Execution WID

	Tdoc
	Subject
	SOURCE

	T2-020389
	Network Execution in MExE WID
	Media Farm


Tdoc T2-020389 presented by Srinivas Bharadwaj, Media Farm.

The following discussion clarified the term multimodality to mean enhanced MMI input/output features.

It was mentioned that the network execution work item might not belong under the MExE group.

It was the groups recommendation, that the proposal should be presented for SA1, which then, during the 3GPP work item allocation process, will place the work item in the correct working group/sub working group (which might be MExE!).

Conclusion:

T2-020389 was noted.

	Tdoc
	Subject
	SOURCE

	T2-020396
	Presentation of Network execution
	Media Farm


Tdoc T2-020396 presented by Srinivas Bharadwaj, Media Farm.
Tdoc T2-020396 presents reasons and use cases for the WID in T2-020389.

Conclusion:

T2-020396 was noted.

14 Presentations

	Tdoc
	Subject
	SOURCE

	T2-020387
	BREW Presentation for MExE SWG
	Qualcomm


Tdoc T2-020387 presented by Laurence Lundblade, Qualcomm.
The presentation was focused mainly on the security aspects of BREW, and initiated a lengthy discussion. Some of the topics were, that BREW has its own security concepts, which must be aligned to MExE.

Issues were raised that the hardware memory protection is not enough to prevent a buffer overload attack, by overflowing the stack, or changing pointer values in the stack to point outside the dedicated area for the executing application.

The recall procedure of applications in BREW is very closed.

The untrusted area in MExE is mandated. An issue was raised how BREW would deal with untrusted applications.

It was mentioned, that one of the successes of i-mode, was that it allowed access to all the unofficial i-mode services as well, this way targeting the consumer market of applications, and encouraging application developers to create new applications.

A white paper may be needed to distinguish between what BREW is today, and what Qualcomm propose to add to the MExE standard.

Conclusion:

T2-020387 was noted.

	Tdoc
	Subject
	SOURCE

	T2-020400
	UE architecture picture
	Siemens


Tdoc T2-020400 presented by Peter Neumann, Siemens.

The tdoc pictures the device architecture, seen from Siemens point of view.

One of the suggestions from Siemens (in consistence with other leading manufacturers), was that it might be an idea to stop creating more specific classmarks, but create a last general classmark, which consists of a API created by the MExE group, which could be used by all future execution environment technologies.

Conclusion:

T2-020400 was noted.

	Tdoc
	Subject
	SOURCE

	T2-020365
	WIPI presentation
	ETRI


Tdoc T2-020365 presented by Sang Jin Yoon, ETRI.
Some of the information that came out of the presentation and the following discussion were, that the first implementation of WIPI is for the ARM processor. It can download C/C++ and Java code, and its done in binary code!

The complete implementation takes up approximate 1 MB.

The Java version that is implemented in WIPI is not MIDP, but something alike (to avoid the licensing agreement from SUN).

Questions were raised concerning the security and how it is handled when talking about binary code. 

The Java applications can be said to be secure, whereas the C/C++ applications can only be executed if they are from a trusted source.

3 handset models exist on the market today (Samsung and LG) with WIPI implementations.

Conclusion:

T2-020365 was noted.

15 Any other business

	Tdoc
	Subject
	SOURCE

	T2-020384
	MExE contribution to the SDR Forum
	MExE group

	T2-020394
	LS to SDR: MExE contribution to the SDR Forum
	MExE group


Tdoc T2-020384 presented by Lars Brenk, TTPCom.

The content of T2-020384 had been distributed and discussed on the reflector, and after correcting some minor grammar-correction and removal of a reference to a MExE white paper, the LS was updated in T2-020394 and agreed upon.

Conclusion:

T2-020384 was noted.

T2-020394 was agreed.

	Tdoc
	Subject
	SOURCE

	T2-020385
	New MExE classmark questions
	Chairman

	T2-020397
	MExE answers
	Microsoft

	T2-020399
	MExE answers version 2

	Microsoft

	T2-020401
	MExE answers version 3

	MExE group


Tdoc T2-020385 presented by Lars Brenk, TTPCom.

Tdoc T2-020397 presented by Oshoma Momoh, Microsoft.

Tdoc T2-020399 presented by Oshoma Momoh, Microsoft.

Tdoc T2-020401 presented by Lars Brenk, TTPCom.

Tdoc T2-020385 raised a lot of questions concerning the working process of the MExE group. The questions have been answered in tdoc T2-020397, updated in T2-020399 and finalized in T2-020401.

During the lengthy discussion, a lot of different questions were raised. 

The answers in T2-020401 are used as background material for the LS to T (T2-020402), explaining the criteria’s for selecting new classmarks.

Conclusion:

T2-020385 was noted.

T2-020397 was noted.

T2-020399 was noted.

T2-020401 was noted.

	Tdoc
	Subject
	SOURCE

	T2-020402
	LS to T: Criteria’s for selecting new classmarks
	MExE group


Tdoc T2-020402 presented by Lars Brenk, TTPCom.

Conclusion:

T2-020402 was agreed.

	Tdoc
	Subject
	SOURCE

	T2-020313
	T2 specs status list
	MCC


Tdoc T2-020313 presented by Lars Brenk, TTPCom.

The rapporteur of the MExE specification 23.057 was the topic. The group would like the rapporteur to be a person that is present at the meetings. 

The MExE chairman (Lars Brenk) has contacted the current rapporteur (Mark Cataldo) and Mark Cataldo agreed to resign as rapporteur.

New rapporteur of the 23.057 specification is Lars Brenk, TTPCom.

Conclusion:

T2-020313 was noted.

	Tdoc
	Subject
	SOURCE

	T2-020315
	Summary of T#15 issues of T2 interest
	T2 secretary


Tdoc T2-020315 presented by Lars Brenk, TTPCom.

The topics concerning MExE were highlighted, and clarifications regarding the changes made by T to the RTIF WID were made clear.

The MExE group will ask, that the MExE security Analysis WID is being closed, due to lack of input and work done in the area.

Conclusion:

T2-020315 was noted.

16 Future meetings

Conferences with MExE relation

Strategically Deploying Wireless Java, 26th-28th June, Amsterdam, Netherlands

Surf to the 3GPP on-line meeting calendar (http://www.3gpp.org) for latest meeting and registration details.
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