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Contents of the Files

This clause specifies the EFs for the 3G session defining access conditions, data items and coding. A data item is a part of an EF which represents a complete logical entity, e.g. the alpha tag in an EFADN record.

EFs or data items having an unassigned value, or, which during the 3G session, are cleared by the ME, shall have their bytes set to 'FF'. After the administrative phase all data items shall have a defined value or have their bytes set to 'FF'. If a data item is 'deleted' during a 3G session by the allocation of a value specified in another 3GPP TS, then this value shall be used and the data item is not unassigned. For example, for a deleted LAI in EFLOCI the last byte takes the value 'FE' (TS 24.008 [9] refers).

EFs are mandatory (M), optional (O), or conditional (C). A conditional file is mandatory if a specific requirement is fulfilled. The file size of an optional EF may be zero. All implemented EFs with a file size greater than zero shall contain all mandatory data items. Optional data items may either be filled with 'F', or, if located at the end of an EF, need not exist.

When the coding is according to ITU-T Recommendation T.50 [23], bit 8 of every byte shall be set to 0.

For an overview containing all files see figures 4.1 and 4.2.

[…]
4.2.1
EFLI (Language Indication)

This EF contains the codes for one or more languages. This information, determined by the user/operator, defines the preferred languages of the user in order of priority. This information may be used by the ME for MMI purposes. This information may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.

When the CB Message Identifier capability is available, the ME selects only those CB messages the language of which corresponds to an entry in this EF or in EFPL, whichever of these EFs is used (see clause 5.1.1). The CB message language is defined by the Data Coding Scheme (DCS: see TS 23.038 [5]) received with the CB message. The ME shall be responsible for translating the language coding indicated in the Data Coding Scheme for the Cell Broadcast Service (as defined in TS 23.038 [5]) to the language coding as defined in ISO 639 [19] if it is necessary to check the language coding in EFPL.

	Identifier: '6F 05'
	Structure: transparent
	Optional

	SFI: '02'
	

	File size: 2n bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 2
	1st language code (highest priority).
	M
	2 bytes

	3 to 4
	2nd language code
	O
	2 bytes

	
	
	
	

	2n-1 to 2n
	Nth language code (lowest priority).
	O
	2 bytes


Coding:
-
each language code is a pair of alpha-numeric characters, defined in ISO 639 [19]. Each alpha-numeric character shall be coded on one byte using the SMS default 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0.

Unused language entries shall be set to 'FF FF'.

[…]

4.2.21
EFECC (Emergency Call Codes)

This EF contains emergency call codes.

	Identifier: '6FB7'
	Structure: linear fixed
	Mandatory

	SFI: '01'
	

	Record size: X+4 bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 3
	Emergency Call Code 
	M
	3 bytes

	4 to X+3
	Emergency Call Code Alpha Identifier
	O
	X bytes

	X+4
	Emergency Service Category
	M
	1 byte


‑
Emergency Call Code.

Contents:

-
Emergency Call Code.

Coding:

-
the emergency call code is of a variable length with a maximum length of 6 digits. Each emergency call code is coded on three bytes, with each digit within the code being coded on four bits as shown below. If a code of less than 6 digits is chosen, then the unused nibbles shall be set to 'F'. 
[…]

4.2.41
Void

[…]

4.3
DFs at the USIM ADF (Application DF) Level

DFs may be present as child directories of USIM ADF. The following DFs are defined:

-
DFPHONEBOOK

'5F3A'.
-
DFGSM



'5F3B'.

-
DFMExE 


'5F3C'.
 (DF for application specific phonebook. This DF has the same structure as the DFPHONEBOOK under DFTELECOM).

'5F70' is reserved for DFSoLSA.

4.4
Contents of DFs at the USIM ADF (Application DF) level

4.4.1
Contents of files at the DF SoLSA level

Void.



 


[…]

5
Application protocol

When involved in administrative management operations, the USIM interfaces with appropriate equipment. These operations are outside the scope of the present document.

When involved in network operations the USIM interfaces with an ME with which messages are exchanged. A message can be a command or a response.

‑
A USIM Application command/response pair is a sequence consisting of a command and the associated response.

‑
A USIM Application procedure consists of one or more USIM Application command/response pairs which are used to perform all or part of an application‑oriented task. A procedure shall be considered as a whole, that is to say that the corresponding task is achieved if and only if the procedure is completed. The ME shall ensure that, when operated according to the manufacturer's manual, any unspecified interruption of the sequence of command/response pairs which realise the procedure, leads to the abortion of the procedure itself.

‑
A USIM session is the interval of time starting at the completion of the USIM initialisation procedure and ending either with the start of the 3G session termination procedure, or at the first instant the link between the UICC and the ME is interrupted.

During the network operation phase, the ME plays the role of the master and the USIM plays the role of the slave.

The USIM shall execute all commands defined in TS 31.101 [11], if applicable for the USIM (see section 8.3 for optional commands), including USAT commands, in such a way as not to jeopardise, or cause suspension, of service provisioning to the user. This could occur if, for example, execution of the AUTHENTICATE is delayed in such a way which would result in the network denying or suspending service to the user.

The procedures listed in clause "USIM management procedures" are required for execution of the procedures in the subsequent clauses "USIM security related procedures" and "Subscription related procedures". The procedures listed in clauses "USIM security related procedures" are mandatory. The procedures listed in "Subscription related procedures" are only executable if the associated services, which are optional, are provided in the USIM. However, if the procedures are implemented, it shall be in accordance with clause "Subscription related procedures".

If a procedure is related to a specific service indicated in the USIM Service Table, it shall only be executed if the corresponding bits denote this service as "service available" (see clause "EFUST"). In all other cases the procedure shall not start.

[…]

5.1.1.1
USIM application selection

After UICC activation (see TS 31.101 [11]), the ME selects a USIM application. If no EFDIR file is found or no USIM applications are listed in the EFDIR file, the ME then tries to select the GSM application as specified in TS 51.011 [18].
Note: there may be cards that need to be reset before selecting the GSM application.
After a successful USIM application selection, the selected USIM (AID) is stored on the UICC. This application is referred to as the last selected application. The last selected application shall be available on the UICC after a deactivation followed by an activation of the UICC.

If a USIM application is selected using partial DF name, the partial DF name supplied in the command shall uniquely identify a USIM application. Furthermore if a USIM application is selected using a partial DF name as specified in TS 31.101 [11] indicating in the SELECT command the last occurrence the UICC shall select the USIM application stored as the last application. If, in the SELECT command, the options first, next/previous are indicated, they have no meaning if an application has not been previously selected in the same session and shall return an appropriate error code.

[…]

5.1.4
Emergency call codes
Request:
The ME performs the reading procedure with EFECC. If EFECC does not contain any valid number, the ME shall use the emergency numbers it stores for use in setting up an emergency call without a USIM.
Update:
The ME performs the updating procedure with EFECC.

NOTE:
The update procedure is only applicable when access conditions of ADM for update is set to ALW, PIN or PIN2.

[…]

5.2.1
Authentication algorithms computation

The ME selects a USIM application and uses the AUTHENTICATE command (see 7.1.1). The response is sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

After a successful AUTHENTICATE command, the ME shall perform cipher and integrity key update procedure.

[…]

5.2.8
Void
.

[…]

5.5
MExE related procedures

MExE is an optional feature. The higher level procedures, and contents and coding of the commands are given in TS 23.057 [30]. Procedures relating to the transmission of commands and responses across the USIM/ME interface are given in this clause. A USIM or ME supporting MExE shall conform to the requirements given in this clause.

5.5.1
MExE ST

Requirement:
Service n°41 (MExE) "available".

Request:
The ME performs the reading procedure with EFMExE-ST
5.5.2
Operator root public key

Requirement:
Service n°41 (MExE) " available " and MExE ST service n°1 (EFORPK)" available ".

Request:
The ME performs the reading procedure with EFORPK. The ME shall analyse the data of EFORPK (clause 4.4.1.4.2) to identify the files containing the certificate instances. If necessary, then the ME performs READ BINARY commands on these files to assemble the complete certificate instance data.

5.5.3
Administrator root public key

Requirement:
Service n°41 (MExE) " available " and MExE ST service n°2 (EFARPK) " available ".

Request:
The ME performs the reading procedure with EFARPK. The ME shall analyse the data of EFARPK (clause 4.4.1.4.3) to identify the file containing the certificate instance. If necessary, then the ME performs READ BINARY commands on this file to assemble the complete certificate instance data. 

5.5.4
Third Party root public key(s)

Requirement:
Service n°41 (MExE) " available " and MExE ST service n°3 (EFTPRPK) " available ".

Request:
The ME performs the reading procedure with EFTPRPK. The ME shall analyse the data of EFTPRPK (clause 4.4.1.4.4) to identify the files containing the certificate instances. If necessary, then the ME performs READ BINARY commands on these files to assemble the complete certificate instance data.
5.5.5
Trusted Key/Certificates Data Files

Requirement:
Service n°41 (MExE) "available".

Request:
The ME performs the reading procedure with EFTKCDF. The ME shall analyse the data of EFTKCDF and, if necessary, perform READ BINARY commands on these files 

[…]

7.1.1
Command description

The function is used during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

The function can be used in two different contexts:

-
a 3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the UE is located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable VLR/SGSN), or

-
a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM radio access network which is connected to a non-3G capable VLR/SGSN).

[…]

7.3
Status Conditions Returned by the USIM
Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This clause specifies the coding of the status bytes in the following tables, in addition to the ones defined in TS 31.101 [11].

7.3.1
Security management

	SW1
	SW2
	Error description

	'98'
	'62'
	‑
Authentication error, incorrect MAC

	'98'
	'64
	‑
Authentication error, GSM security context not supported


[…]

Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2FE2'
	ICC identification
	No

	'4F20'
	Image data
	Yes

	‘4F20’
	GSM Ciphering key Kc
	No

	'4FXX'
	Image Instance data Files 
	Yes

	'4FXX'
	Unique identifier
	Yes

	'4F22'
	Phone book synchronisation counter
	Yes

	'4F23'
	Change counter
	Yes

	'4F24'
	Previous unique identifier
	Yes

	'4F30'
	Phone book reference file
	Yes

	'4FXX'
	Capability configuration parameters 1
	Yes 

	‘4F52’
	GPRS Ciphring key KcGPRS
	No

	'4F63'
	CPBCCH Information
	No

	'4F64’
	Investigation Scan
	Caution

	'4FXX'
	Additional number alpha string
	Yes

	'4FXX'
	Additional number
	Yes

	'4FXX'
	Second name entry
	Yes

	'4FXX'
	Grouping information alpha string
	Yes

	'4FXX'
	Phone book control
	Yes

	'4FXX'
	E-mail addresses
	Yes

	'4FXX'
	Index administration phone book
	Yes

	'4FXX'
	Extension 1
	Yes 

	'4FXX'
	Abbreviated dialling numbers
	Yes 

	'4FXX'
	Grouping file
	Yes

	'6F05'
	Language indication 
	Yes

	‘6F06’
	Access rule reference (under ADFUSIM and DFTELECOM)
	Caution

	'6F07'
	IMSI
	Caution (Note 1)

	'6F08'
	Ciphering and integrity keys
	No 

	'6F09'
	Ciphering and integrity keys for packet switched domain
	No 

	
	
	

	'6F2C'
	De-personalization Control Keys
	Caution

	'6F31'
	HPLMN search period
	Caution

	'6F32'
	Co-operative network list
	Caution

	'6F37'
	ACM maximum value
	Yes

	'6F38'
	USIM service table
	Caution

	'6F39'
	Accumulated call meter
	Yes

	'6F3B'
	Fixed dialling numbers
	Yes

	'6F3C'
	Short messages
	Yes

	
	
	

	'6F3E'
	Group identifier level 1
	Yes

	'6F3F'
	Group identifier level 2
	Yes

	
	
	

	Continued….


	File identification
	Description
	Change advised

	'6F40'
	MSISDN storage
	Yes

	'6F41'
	PUCT
	Yes

	'6F42'
	SMS parameters
	Yes

	'6F43'
	SMS status
	Yes

	
	
	

	'6F45'
	CBMI
	Caution

	'6F46'
	Service provider name
	Yes

	'6F47'
	Short message status reports
	Yes

	'6F48'
	CBMID
	Yes

	'6F49'
	Service Dialling Numbers
	Yes

	'6F4B'
	Extension 2
	Yes

	'6F4C'
	Extension 3
	Yes

	'6F4D'
	Barred dialling numbers
	Yes

	'6F4E'
	Extension 5
	Yes

	'6F4F'
	Capability configuration parameters 2
	Yes 

	'6F50'
	CBMIR
	Yes

	
	
	

	'6F54'
	SetUp Menu Elements
	Yes

	‘6F55’
	Extension 4
	Yes

	'6F56'
	Enabled services table
	Caution

	'6F57'
	Access point name control list
	Yes

	'6F58'
	Comparison method information
	Yes

	'6F5B'
	Initialisation value for Hyperframe number
	Caution

	'6F5C'
	Maximum value of START
	Yes

	'6F60'
	User controlled PLMN selector with Access Technology
	No

	'6F61'
	Operator controlled PLMN selector with Access Technology
	Caution

	'6F62'
	HPLMN selector with Access Technology
	Caution

	'6F65'
	RPLMN last used Access Technology
	Caution

	'6F73'
	Packet switched location information
	Caution 

	'6F78'
	Access control class
	Caution

	'6F7B'
	Forbidden PLMNs
	Caution

	'6F7E'
	Location information
	No (Note 1)

	'6F80'
	Incoming call information
	Yes

	'6F81'
	Outgoing call information
	Yes

	'6F82'
	Incoming call timer
	Yes

	'6F83'
	Outgoing call timer
	Yes

	'6FAD'
	Administrative data
	Caution

	'6FB5'
	Enhanced Multi Level Pre-emption and Priority
	Yes

	'6FB6'
	Automatic Answer for eMLPP Service
	Yes

	'6FB7'
	Emergency Call Codes
	Caution

	
	
	

	'6FC3'
	Key for hidden phone book entries
	No

	'6FC4'
	Network Parameters
	No

	'6FC5'
	PLMN Network Name
	Yes

	'6FC6'
	Operator Network List
	Yes

	'6FC7'
	Mailbox Dialling Numbers
	Yes

	'6FC8'
	Extension 6
	Yes

	'6FC9'
	Mailbox Identifier
	Caution

	'6FCA'
	Message Waiting Indication Status
	Caution

	'6FCB'
	Call Forwarding Indication Status
	Caution

	'6FCC'
	Extension 7
	Yes

	'6FCD'
	Service Provider Display Information
	Yes

	‘6FCE’
	MMS Notification 
	Yes

	‘6FCF’
	Extension 8
	Yes

	‘6FD0’
	MMS Connectivity Parameters 
	Yes

	‘6FD1’
	MMS User Preferences
	Yes

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in TS 31.111 and update EFLOCI accordingly.


Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	'2F00'
	Application directory
	Card issuer/operator dependant

	'2F05'
	Preferred languages
	'FF…FF'

	'2F06'
	Access rule reference
	Card issuer/operator dependant

	'2FE2'
	ICC identification
	operator dependant 

	'4F20'
	Image data 
	'00FF...FF'

	‘4F20’
	GSM Ciphering key Kc
	'FF...FF07'

	'4FXX'
	Image instance data files
	'FF…FF'

	'4FXX'
	Unique identifier
	'0000'

	'4F22'
	Phone book synchronisation counter
	'00000000'

	'4F23'
	Change counter
	'0000'

	'4F24'
	Previous unique identifier
	'0000'

	'4F30'
	Phone book reference file
	Operator dependant

	'4FXX'
	Capability configuration parameters 1
	'FF…FF'

	‘4F52’
	GPRS Ciphring key KcGPRS
	'FF...FF07'

	'4F63'
	CPBCCH Information
	'FF..FF'

	'4F64'
	Investigation PLMN scan
	'00'

	'4FXX'
	E-mail addresses 
	'FF…FF'

	'4FXX'
	Additional number alpha string
	'FF…FF'

	'4FXX'
	Second name entry
	'FF…FF'

	'4FXX'
	Abbreviated dialling numbers
	'FF...FF'

	'4FXX'
	Grouping file
	'00…00'

	'4FXX'
	Grouping information alpha string
	'FF…FF'

	'4FXX'
	Phone book control
	'0000'

	'4FXX'
	Index administration phone book
	'FF…FF'

	'4FXX'
	Additional number
	'FF…FF'

	'4FXX'
	Extension 1
	'00FF...FF'

	'6F05'
	Language indication
	'FF…FF'

	'6F06'
	Access rule reference (under ADFUSIM and DFTELECOM)
	Card issuer/operator dependant

	'6F07'
	IMSI
	Operator dependant 

	'6F08'
	Ciphering and integrity keys
	'07FF…FF'

	'6F09'
	Ciphering and integrity keys for packet switched domain
	'07FF…FF'

	
	
	

	'6F2C'
	De-personalization control keys
	'FF…FF'

	'6F31'
	HPLMN search period
	'FF'

	'6F32'
	Co-operative network list
	'FF…FF'

	'6F37'
	ACM maximum value
	'000000' (see note 1)

	'6F38'
	USIM service table
	Operator dependant 

	'6F39'
	Accumulated call meter
	'000000'

	'6F3B'
	Fixed dialling numbers
	'FF...FF'

	'6F3C'
	Short messages
	'00FF...FF'

	'6F3E'
	Group identifier level 1
	Operator dependant

	'6F3F'
	Group identifier level 2
	Operator dependant

	'6F40'
	MSISDN storage
	'FF...FF'

	'6F41'
	PUCT
	'FFFFFF0000'

	'6F42'
	SMS parameters
	'FF...FF'

	'6F43'
	SMS status
	'FF...FF'

	'6F45'
	CBMI
	'FF...FF'

	'6F46'
	Service provider name
	Operator dependant 

	'6F47'
	Short message status reports
	'00FF…FF'

	'6F48'
	CBMID
	'FF...FF'

	'6F49'
	Service Dialling Numbers
	'FF...FF'

	'6F4B'
	Extension 2
	'00FF...FF'

	'6F4C'
	Extension 3
	'00FF...FF'

	
	
	

	
	Continued....
	


	File Identification
	Description
	Value

	'6F4D'
	Barred Dialling Numbers
	'FF...FF'

	'6F4E'
	Extension 5
	'00FF...FF'

	'6F4F'
	Capability configuration parameters 2
	'FF...FF'

	'6F50'
	CBMIR
	'FF...FF'

	
	
	

	'6F54'
	SetUp Menu Elements
	Operator dependant 

	'6F55'
	Extension 4
	'FF...FF'

	'6F56'
	Enabled services table
	Operator dependant

	'6F57'
	Access point name control list
	'00FF…FF'

	'6F58'
	Comparison method information
	'FF…FF'

	'6F5B'
	Initialisation value for Hyperframe number
	'F0 00 00 F0 00 00'

	'6F5C'
	Maximum value of START
	Operator dependant

	'6F60'
	User controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F61'
	Operator controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F62'
	HPLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F65'
	RPLMN last used Access Technology
	'0000'

	'6F73'
	Packet switched location information
	'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F78'
	Access control class
	Operator dependant 

	'6F7B'
	Forbidden PLMNs
	'FF...FF'

	'6F7E
	Location information
	'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F80'
	Incoming call information
	'FF…FF 000000 00 01FFFF'

	'6F81'
	Outgoing call information
	'FF…FF 000000 01FFFF'

	'6F82'
	Incoming call timer
	'000000'

	'6F83'
	Outgoing call timer
	'000000'

	'6FAD'
	Administrative data
	Operator dependant 

	'6FB5'
	EMLPP
	Operator dependant

	'6FB6'
	AaeM
	'00'

	'6FB7'
	Emergency call codes
	Operator dependant

	
	
	

	'6FC3'
	Key for hidden phone book entries
	'FF…FF'

	'6FC4'
	Network Parameters
	'FF…FF'

	'6FC5'
	PLMN Network Name
	Operator dependant

	'6FC6'
	Operator Network List
	Operator dependant

	'6FC7'
	Mailbox Dialling Numbers
	Operator dependant

	'6FC8'
	Extension 6
	'00 FF...FF'

	'6FC9'
	Mailbox Identifier
	Operator dependant

	'6FCA'
	Message Waiting Indication Status
	'00 00 00 00 00'

	'6FCB'
	Call Forwarding Indication Status
	'xx 00 FF...FF'

	'6FCC'
	Extension 7
	'00 FF...FF'

	'6FCD'
	Service Provider Display Information
	

	‘6FCE’
	MMS Notification
	’00 00 00 FF…FF’

	‘6FCF’
	Extension 8
	'FF...FF'

	‘6FD0’
	MMS Connectivity Parameters
	‘FF…FF’

	‘6F61’
	MMS User Preferences
	‘FF…FF’


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].

Annex F (informative):
Examples of coding of LSA Descriptor files for SoLSA
Void.
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