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Reason for change:
(

It is essential that "trusted" executables are still secure prior to being launched.  A potential threat is that executables may be securely authenticated at the time of download, but tampered with prior to being launched.  Further a certificate may be compromised or expired.

From a security perspective, this is implicitly required in the specification, with indirect references to this.  For example section 8.11 Optimised application signature verification, proposes an alternative to pre-launch authentication to reduce overheads

… the potentially excessive overhead of checking a signature each time an application is launched…

Further, the same section states:-

… When launching an application or downloading an applet, the hash shall be performed as for when computing the signature. The verified application list shall then be checked; if the hash value is present and the entry has not expired then the application or applet may execute. If no list entry exists for this object, or the entry has expired, the process shall then proceed with the full signature verification…

A clear and explicit requirement is therefore required to ensure the integrity and security of downloaded applications.
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The subclause is modified to explicitly identify that executables must be authenticated prior to being launched.
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8.11
 MExE executable pre-launch signature verification

If the 3 MExE security domains defined in subclause 8.1 "Generic security" are not supported, then the pre-verification of MExE executables at launch time described in this subclause is optional.
A potential threat is that MExE executables may be securely authenticated at the time of download, but tampered with prior to being launched.  Further a certificate may be compromised or expired.  As authentication of a MExE executable at the time of download does not ensure the integrity of that MExE executable when it is subsequently launched, all MExE executables shall be authenticated immediately prior to each and every launch.  
Authentication of MExE executables prior to being launched shall be performed by performing a full signature verification, or by performing an optimised authentication mechanism to reduce launch time overheads (see 8.11.1 "Optimised pre-launch signature verification").
Note: The definition of full signature verification requires further elaboration.
8.11.1
 Optimised pre-launch signature verification


This is an optional feature added to eliminate the potentially excessive overhead of checking a signature each time an application is launched. 

To use this process the MExE device shall create a hash of the executable object (executable object fingerprint) as if checking the signature. This shall be stored in a protected verified application list, along with indication of the domain permissions for the application. The hash used shall be the same type as that used for signing the object. When launching an application or downloading an applet, the hash shall be performed as for when computing the signature. The verified application list shall then be checked; if the hash value is present and the entry has not expired then the application or applet may execute. If no list entry exists for this object, or the entry has expired, the process shall then proceed with the full signature verification. Note that the lists for applications and applets should be separate and that an implementation determines management policy for the lists (e.g., ageing policy, which entries to delete when trying to add a new entry to a full list etc.). One restriction imposed that shall be enforced is that the maximum number of uses for an entry before it is marked invalid is limited to some maximum value. 

In the event that a new CCM is received by the MExE MS, all verified application list entries shall be marked invalid unless some mechanism to determine the validity of an authorising certificate entry for each application is provided by the ME implementation. 
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