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Security

8.1
Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is:

· a framework of permissions which defines the permissions transferred MExE executables have within the MExE MS;

· the secure storage of these permissions (and permission type as defined in subclause 8.3 "User permission types");

· conditions within the execution environment that ensure that MExE executables can only perform actions for which they have permission.

The MExE permissions framework is defined in 3GPP TS 22.057 and is as follows (there is no implied hierarchy):

· MExE Security Operator Domain (MExE executables authorised by the HPLMN operator);

· MExE Security Manufacturer Domain (MExE executables authorised by the terminal manufacturer);

· MExE Security Third Party Domain (trusted MExE executables authorised by trusted third parties);

· MExE Untrusted Area. Untrusted MExE executables are not permitted to execute in a security domain (i.e. Operator domain, Manufacturer domain or Third Party domain) and execute in the Untrusted area, and have very reduced privileges as described in subclause 8.2.1 "MExE executable permissions for operator, manufacturer and third party security domains" for Classmark 1 and Classmark 2, and in subclause 8.2.2. "MExE executable permissions for untrusted MExE executables" for Classmark 3.

MExE device shall support either all three security domains or no domains. If the security domains are not supported, then all applications shall be untrusted. The MExE device shall not support any subset of the three security domains.  Support of the MExE Untrusted area is mandatory.

8.2
MExE executable permissions

Support of MExE executable permissions as detailed in this subclause is mandatory.

8.2.1
MExE executable permissions for operator, manufacturer and third party security domains

The following Table 6 "Security domains and actions" specifies the permissions of operator, manufacturer and third party security domains in the order of restriction.

The actions listed in the security Table 6 "Security domains and actions" are generic actions. These actions can only be performed by MExE executables via application programming interfaces (APIs) (which are intrinsically part of the MExE implementation) The security restrictions shall apply to MExE executables whether the API functionality is called directly or indirectly by the MExE executable. Explicit user permission is required for all actions by MExE executables in all domains. Types of user permission are defined in subclause 8.3 User permission types.

Untrusted MExE executables are not permitted access to any actions which access the phone functionality (phone functionality includes all the actions in Table 6 "Security domains and actions") except for the exceptions identified in 8.2.2 "MExE executable permissions for untrusted MExE executables".

Actions available using interfaces giving access to the phone functionality (either in existence at the time of approval of this specification or not) that are not listed in the security Table 6 "Security domains and actions" shall be categorised into one of the groups in the security Table 6 "Security domains and actions" by comparing its action against the groups in order as they are listed in the Table 6 "Security domains and actions". If an action can be categorised into a more 


Support for the following formats in Datagram recipient addressing: raw text-only GSM SMS message, UDP datagram via IP, and WAP datagram via GSM SMS message(s)
6.2.3.3
O
M
O


Support any other Java APIs which comply with the MExE security requirements in Table 6 "Security domains and actions"
6.2.4
O
O
O


Support for network protocols as per Table 5 "Support for network protocols"
6.2.5.2
O
M/O
O


Support of MIDlet discovery and management via a browser using MIME type text/vnd.sun.j2me.app-descriptor
6.2.3
O
O
O


Indication of MIDlets and MIDlet suites to the user (with a tag or icon and tag) 
6.2.3
O
O
O


Support of charging regimes of MExE services (charging mechanisms are outside the scope of MExE specification). 
7.1
O
O
O


Support of the untrusted area
8.1
M
M
M


Support of all three security domains together (i.e. operator, manufacturer and third party), or no security domains at all
8.1
M
M
M


Security restrictions shall apply to MExE executables when API functionality is directly or indirectly called by MExE executables 
8.2
M
M
M


Support for permissions of operator, manufacturer and third party security domains in the order of restriction (as defined in Table 6 "Security domains and actions" of MExE specification).
8.2
M
M
M


Access by MExE untrusted executables limited to the functionality specified in the Table 7 "Executable permissions for untrusted MExE executables" of MExE specification
8.2.2
M
M
M


Separation of the user interface input and output streams between different MExE executables (except for the MIDlets in the same MIDlet suite)
8.2.2
M
M
M


Support of single action permission with a prompt for the user
8.3
M
M
M


Support of session permission and blanket permission with a prompt for the user
8.3
O
O
O


Indication to the user whenever user permission is sought by an untrusted MExE executable
8.3
M
M
M


Ability of the user to request to be informed of the “subject” field of the certificate of the signer (if secure domains supported)
8.3
M
M
M


Support for public key based solution of content authentication (if secure domains supported)
8.4
M
M
M


Support of certificate chains (if secure domains supported)
8.4
M
M
M


Support at least one level of certificate under operator, manufacturer or Third Party root public keys (if secure domains supported)
8.4
M
M
M


Secure installation of root public keys in the MExE UE (if secure domains supported)
8.4.1
M
M
M


Prohibition to share public keys between domains (if secure domains supported)
8.4.1
M
M
M


Support the use and management of an operator root public key on the USIM (if secure domains supported)
8.5.1
M
M
M


Prohibition of the user to add or delete any type of operator public keys (if secure domains supported)
8.5.1
M
M
M


Support of operator and manufacturer disaster recovery root public keys (if secure domains supported)
8.5.
O
O
O


Support of the use and management of the operator root public key (if secure domains supported)
8.5.1.1
M
M
M


Support of the use and management of the manufacturer root public key (if secure domains supported)
8.5.2
M
M
M


Support of the use and management of the third party root public keys (if secure domains supported)
8.5.3
M
M
M


Support of the use and management of the administrator root public key (if secure domains supported)
8.5.4
M
M
M


Support of the administrator designation mechanism (if secure domains supported)
8.5.4
M
M
M


Support of the certificate configuration management (if secure domains supported)
8.6
M
M
M


Use of the CCM by MExE device to determine the third party certificates that are trusted for the use on the MExE UE (if secure domains supported)
8.7
M
M
M


Additional support of other means to enable/disable root certificates (if secure domains supported)
8.7
O
O
O


Support of authorised CCM download mechanisms (if secure domains supported)
8.7.1
M
M
M


When the administrator is changed, then the CCM shall also be changed.  (if secure domains supported)
8.7.4
M
M
M


Support of provisioned mechanism for designating administrative responsibilities and adding third parties in a MExE device (if secure domains supported)
8.8
M
M
M


Support of the cases: the user is the owner, the user is at remote location, the owner of the MExE-SIM wants to be a temporary administrator (if secure domains supported)
8.8
M
M
M


Support for determining the administrator of the MExE UE (if secure domains supported)
8.8.1
M
M
M


Either sandbox or fine grain Java security shall be supported
8.9.1
N/A
M
N/A


Support for trusted applets (if secure domains supported)
8.9.1
N/A
O
O


Verification of the certification of the application or applet (if secure domains supported)
8.9.2
M
M
M


Java loading native libraries that are intrinsically part of the ME implementation, and MExE native libraries 
8.9.3
O
O
O


No loading of other native libraries
8.9.3
N/A
M
N/A


Support of the JAR file format devices for securely packaging objects that are to be downloaded and installed on the ME
8.10
N/A
M
M


Support for other proprietary means of downloading and installing objects
8.10
O
O
O


Support of MExE native library signed package installation
8.10.1
N/A
O
O


Support for the case when a certificate containing an Administrator root public key is thus contained in a signed package, the signed package (JAR) shall contain two files: the Administrator root public key and the CCM (if secure domains supported).
8.10.2
N/A
M
M


Support of installation of other signed data (e.g. proprietary binaries or Java classes such as native DSP code, provisioned functionality upgrades and patches) (if secure domains supported).
8.10.3
O
O
O


Support for administrator root certificate mechanism (if secure domains supported).
8.10.4
M
M
M


Support of alternative methods to download an administrator root certificate (if secure domains supported).
8.10.4
O
O
O


Support of pre-verification of applications (if secure domains supported).
8.11
O
O
O


Support of QoS API by MExE UE
9
O
O
O


Support of a basic QoS operations
9.1
O
O
O


Support of MExE QoS API by MExE QoS Manager
9.2
O
O
O


Provision of the MExE QoS Manager functions
9.2
O
O
O


Ability to manage QoS through the device's MMI
9.2
O
O
O


QoS control by MExE QoS Manager, if it is not provided in the network control 
9.3
O
O
O


Provision of a standard set of parameters by a QoS API to MExE executable
9.4
O
O
O


Ability of MExE QoS Manager to deal independently with each of the several simultaneous QoS streams
9.6
O
O
O
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