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1. Introduction
This contribution is adding relationship between OPC UA and FF architecture into Annex C.
2. Reason for Change
This contribution is adding relationship between OPC UA and FF architecture into Annex C.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v0.9.0.
* * * First Change * * * *

Annex C:
Analysis of relationship between OPC UA and FF architecture
Annex C.1
Overview

OPC 10000-1 [20] presents the concepts and overview of OPC UA. OPC UA is applicable to components in all industrial domains, such as industrial sensors and actuators, control systems, Manufacturing Execution Systems and Enterprise Resource Planning Systems, including the Industrial Internet of Things (IIoT), Machine To Machine (M2M) as well as Industrie 4.0. These systems are intended to exchange information and to use command and control for industrial processes. OPC UA defines a common infrastructure model to facilitate this information exchange by specifies the following: 

-
The information model to represent structure, behaviour and semantics. 

-
The message model to interact between applications. 

-
The communication model to transfer the data between end-points. 

-
The conformance model to guarantee interoperability between systems. 
The OPC UA specifications are layered to isolate the core design from the underlying computing technology and network transport. This allows OPC UA to be mapped to future technologies as necessary, without negating the basic design. Mappings and data encodings are described in OPC 10000-6 [21]. Three data encodings are defined: 

-
XML/text 

-
UA Binary 

-
JSON 

In addition, several protocols are defined: 

-
 OPC UA TCP 

-
 HTTPS 

-
WebSockets 

The OPC UA systems architecture models Clients and Servers as interacting partners (Client Server model using TCP, HTTPS, WebSockets as transport protocols). OPC UA Client can send and receive OPC UA Service requests and responses to the OPC UA Server. OPC UA Client also can send publishing requests and receive notifications to the OPC UA Server. OPC UA Server to OPC UA Server interactions in the Client Server model are interactions in which one Server acts as a Client of another Server, it supports aggregation of data from lower-layer Servers and concentrator interfaces to Clients for single points of access to multiple underlying Servers. OPC UA Connection establishes a full duplex channel between a Client and Server by TCP/IP and WebSockets.A socket is the TransportConnection in the TCP/IP implementation. The URL scheme for endpoints using OPC UA TCP is ‘opc.tcp’. 
In addition to the Client Server model, OPC UA defines a mechanism for Publishers to transfer the information to Subscribers using the PubSub model which is described in OPC 10000-14 [22] (PubSub model using UDP, Ethernet, AMQP, MQTT as transport protocols). With PubSub, OPC UA Applications do not directly exchange requests and responses. Instead, Publishers send messages to a Message Oriented Middleware, without knowledge of what, if any, Subscribers there may be. Similarly, Subscribers express interest in specific types of data, and process messages that contain this data, without knowledge of what Publishers there are. Message Oriented Middleware is software or hardware infrastructure supporting sending and receiving messages between distributed systems. 
To cover a large number of use cases, OPC UA PubSub supports two largely different Message Oriented Middleware variants. These are: 

-
A broker-less form, where the Message Oriented Middleware is the network infrastructure that is able to route datagram-based messages. Subscribers and Publishers use datagram protocols like UDP multicast. 

-
A broker-based form, where the Message Oriented Middleware is a Broker. Subscribers and Publishers use standard messaging protocols like AMQP or MQTT to communicate with the Broker. All messages are published to specific queues (e.g. topics, nodes) that the Broker exposes and Subscribers can listen to these queues. The Broker may translate messages from the formal messaging protocol of the Publisher to the formal messaging protocol of the Subscriber. 

OPC UA covers the communication and information layer of reference architecture model for Industrie 4.0 which is defined in RAMI4.0 [23]. Specially, for communication in the field OPC UA now start to design to use UDP and specialized protocols like TSN or 5G for deterministic communication by PubSub extensions.
3GPP TS 22.104 [3] defines service requirements for vertical applications (e.g., mobile robots and augmented reality, etc.). 3GPP TS 22.263 [24] defines service requirements for video, imaging and audio for professional applications (VIAPA). The OPC UA information modeling framework turns data into information. OPC UA provides information models to support vertical applications (e.g., Robotics, Machine Vision, etc.)

Annex C.2
Relationship between OPC UA and FFAPP
FFAPP is playing the role of middleware and using the OPC UA framework. The FF application specific layer and the FF Application Enabler (FAE) layer support OPC UA Client Server model or OPC UA PubSub model. OPC UA PubSub and Client Server are both based on the OPC UA Information Model and Communication Stack. 
Editor’s Note 1: OPC UA Communication Stack is layered set of software modules between the application and the hardware that provides various functions to encode, encrypt and format a Message for sending, and to decode, decrypt and unpack a Message that was received. How FFAPP using OPC UA Communication Stack is software/hardware design scope, out of scope of the present document.
Editor’s Note 2: How FFAPP expose 3GPP network capabilities through OPC UA Information Model is FFS. How OPC UA Information Model supporting 3GPP network capabilities will defined in OPC UA future work “Deterministic communication using 5G” and is out of scope of the present document.
C.2.1
Local Application to Controller/Device
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Figure Annex C.2.1-1: Local Application to Controller/Device
Figure Annex C.2.1-1 shows the corresponding relationship between OPC UA and FFAPP under local Application to Controller/Device.

For FFAPP to integrate with OPC UA Client Server model, as follows:
-
The FAE client corresponding to the Controller/Device acts an OPC UA Server.

-
The FF application specific client corresponding to the local application acts an OPC UA Client.
For FFAPP to integrae with OPC UA PubSub model, as follows:
-
The FAE client corresponding to the Controller/Device acts an OPC UA Publisher.

-
The FF application specific client corresponding to the local application acts an OPC UA Subscriber.

C.2.2
Controller/Device to IT system
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Figure Annex C.2.2-1: Controller/Device to IT system
Figure Annex C.2.2-1 shows the corresponding relationship between OPC UA and FFAPP under Controller/Device to IT system.

For FFAPP to integrate with OPC UA Client Server model, as follows:
-
The FAE client corresponding to the Controller/Device acts an OPC UA Server.

-
The FAE server corresponding to the middleware of factory IT system acts an OPC UA Client.
-
Where the FAE server acts as the chained server, and in this case the FAE server acts as OPC UA Client towards the FAE client and the FAE server acts as OPC UA Server towards the FF application specific server.
For FFAPP to integrate with OPC UA PubSub model, as follows:
-
The FAE client corresponding to the Controller/Device acts an OPC UA Publisher.

-
The FAE server corresponding to the middleware of factory IT system acts an OPC UA Subscriber.
C.2.3
Controller/Device to Controller/Device
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Figure Annex C.2.3-1: Controller/Device to Controller/Device
Figure Annex C.2.3-1 shows the corresponding relationship between OPC UA and FFAPP under Controller/Device to Controller/Device.

For FFAPP to integrate with OPC UA Client Server model, as follows:
-
The FAE client corresponding to the Controller/Device x acts an OPC UA Server.

-
The FAE client corresponding to the Controller/Device y acts an OPC UA Client.
-
For peer to peer interactions, the FAE clients acts as OPC UA Server/ OPC UA Client in peer to peer connection towards each other.
For FFAPP to integration with OPC UA PubSub model, as follows:
-
The FAE client corresponding to the Controller/Device x acts an OPC UA Publisher.

-
The FAE client corresponding to the Controller/Device y acts an OPC UA Subscriber.
-
For peer to peer interactions, the FAE clients acts as OPC UA Publisher/OPC UA Subscriber in peer to peer connection towards each other.
C.2.4
IT system to ERP/Cloud application
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Figure Annex C.2.4-1: IT system to ERP/Cloud application
Figure Annex C.2.4-1 shows the corresponding relationship between OPC UA and FFAPP under IT system to ERP/Cloud application.

For FFAPP to integrate with OPC UA Client Server model, as follows:
-
The FAE server corresponding to the middleware of factory IT system (acting as OPC UA Client) is fetching information from multiple FF application specific servers (acting as OPC UA Servers) e.g. ERP, MES, SCADA servers and further FAE server (acting as OPC UA Server) offers the aggregated information towards the Cloud AS (acting as OPC UA Client).
For FFAPP to integrae with OPC UA PubSub model, as follows:
-
The FAE server corresponding to the middleware of factory IT system (acting as OPC UA Subscriber) is fetching information from multiple FF application specific servers (acting as OPC UA Publishers) e.g. ERP, MES, SCADA servers and further FAE server (acting as OPC UA Publisher) offers the aggregated information towards the Cloud AS (acting as OPC UA Subscriber).
* * * End Change * * * *

