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1. Introduction
This pCR introduces a method of defining UE ID.
2. Reason for Change
The existing UE ID only contains GPSI, which is hard to get from 3GPP core network and may have security issue.
3. Conclusions

It’s necessary to define new UE ID to identify UE.
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS 23.558-040>.
* * * First Change * * * *

7.2.6
UE ID

The UE ID uniquely identifies a particular UE within a PLMN domain. Following identities are examples that can be used:

a)
GPSI, as defined in 3GPP TS 23.501 [02].

b)
Encrypted GPSI created by 3GPP core network, which is specific to different application.
c)
User ID created by AF.
While UE/EAS/EES passes ip address to 3GPP core network, it also bring a user ID together. After core network determined which GPSI this IP address is related to, it will maintain the mapping between GPSI and the user ID, so that in the next time, UE/EAS/EES can only provide user ID to core network to identify UE. 
* * * Next Change * * * *

8.6.5.2
Procedure

Figure 8.6.5.2-1 illustrates the interactions between the Edge Enabler Server and the Edge Application Server. 

Pre-conditions:

1.
The Edge Application Server is authorized to discover and to use UE Identifier API provided by the Edge Enabler Server.
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Figure 8.6.5.2-1: UE Identifier API

1.
The Edge Application Server invokes UE Identifier API exposed by the Edge Enabler Server

2.
The Edge Enabler Server uses the received user information in the step 1 (e.g. IP address) and obtains the UE identifier.


3.
The Edge Enabler server provides the obtained UE identifier as Edge UE ID to the Edge Application Server. The Edge UE ID is specific to the given Edge Application Server and may be assigned by the EES or the 3GPP Network.
Editor's note:
Whether and how user's consent is obtained to share the UE identifier with a particular EAS is SA3's responsibility.

4.
The Edge Application Server uses the Edge UE ID received in step 3 to invoke capability exposure API(s) provided by the Edge Enabler Server over EDGE-3.

The Edge Enabler Server can provide an updated Edge UE ID to the Edge Application Server if the Edge UE ID has changed due to privacy reason (e.g., change of GPSI).

The Edge Enabler Server can also invalidate an Edge UE ID, previously provided to an Edge Application Server, if there is no need to support the Edge UE ID for capability exposure API(s) anymore.
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1. UE Identifier API request


1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



