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1. Introduction
SA3 will develop the security solution for the “Architecture for enabling Edge Applications” based on our security and privacy requirements. 
2. Reason for Change
At the previous meeting we agreed to send LS to SA3 with the existing security and privacy requirements knowing that what we have is not complete. This document proposes missing privacy requirements that was discussed at previous meeting when we discussed how to handle personal data like permanent identifiers.

3. Conclusions

We currently allow both pre-configured end point to ECS and dynamic discovery of the ECS and we need to ensure that the dynamic discovery mechanism support that the UE is able to authenticate that the discovered ECS is trusted before any personal data like permanent identifiers are sent from the UE to the ECS. If it is pre-configured, then it is possible to pre-configure the UE with the needed information to authenticate the ECS.  
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.558 0.3.0.
* * * First Change * * * *

5.2.6.2
Requirements

[AR-5.2.6.2-a]
The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the Edge Enabler Client. 

[AR-5.2.6.2-b]
The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the Edge Application Servers. 

[AR-5.2.6.2-c]
Communication between the functional entities of the application layer architecture shall be protected.

[AR-5.2.6.2-d]
The authentication and authorization for the use of Edge Computing services shall support the deployment where the functional entities providing the Edge Computing services are in the same trust domain as the 3GPP system, different trust domains or both. 

[AR-5.2.6.2-e]
The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

[AR-5.2.6.2-f]
The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.

[AR-5.2.6.2-g]
The application layer architecture shall support Edge Application Servers to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).
[AR-5.2.6.2-h]
The application layer architecture shall provide mechanisms for the UE to authenticate the Edge Computing Service Provider before any personal data is sent from the UE.
NOTE:
Security requirements are in the scope of SA3 to resolve.

* * * End of Change * * * *

