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1. Introduction
This contribution discusses a key issue for Monitoring network situation of 3GPP systems by Factories of the Future related applications.
2. Reason for Change
One of the objective of FS_FFAPP is to develop key issues corresponding architecture requirements to make the service enabler for “Factories of the Future” applications over 3GPP networks. 
Monitoring network situation may have impact on application layer support for Factories of the Future
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v0.2.0.
* * * First Change * * * *

5
Key issues

5.x
Key issue x – support communication monitoring for CAV applications 
According the following requirements from 3GPP TS 22.261[2]:
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to monitor the network slice used for the 3rd party.
Based on operator policy, the 5G network shall expose a suitable API to allow an authorised 3rd party to monitor the resource utilisation of the network service (radio access point and the transport network (front, backhaul)) that are associated with the 3rd party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to monitor the status (e.g., locations, lifecycle, registration status) of its own UEs.
The communication behaviour of the devices hosting Cyber-physical control applications normally can be predefined or predicted by OT control system, i.e. one device communicates with the specified applications or specified devices. The 3GPP network is able to monitor the communication of the devices according to the predicted behaviour information provided by OT control system, so it can detect the abnormal communication behaviour of the devices and the potential attack on the devices and perform the necessary actions to ensure the security of the devices and control applications. The applications that are utilized by devices such as AGV and Sensor devices in smart factory. Based on the agreement between factory owner and factory OT network operator, the authorized OT control system is allowed to provide the preferred communication behavior information to 3GPP network.

The OT server provides the preferred behavior information per device or a group of devices to 3GPP network, including the allowed application information, the expected action when detecting the abnormal communication behavior i.e. blocking the data communication between the device and the un-allowed application. According to the information from OT control system, 3GPP network monitors UE behavior.
Open issues：
How to support communication monitoring for CAV applications?
* * * End Change * * * *

