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Abstract: This paper discusses the editor’s notes in the agreed CR 0150 for 3GPP TS 23.282 (tdoc S6- 190884 from SA6#30) and introduces a revision for this CR.

1 Introduction

With CR0150 for 3GPP TS 23.382 was agreed in SA6#30 the reuse of the MBMS download delivery method for MCData File Distribution over MBMS.

The agreed revision for this CR includes 3 editor’s notes: 

Editor's note: instantiation of MBMS user service and MBMS session will also be made possible within the MCData server for a transmission over MB2.

Editor's note: if appropriate security can not be added to prevent Denial of Service attack during file repair, use of xMB will be removed.

Editor's note: it is FFS how the service announcement channel (3GPP TS 26.346) to deliver the MBMS user service metadata can be used.

Before being sent for approval in the next plenary, the following changes are proposed in S6-191040.
1 MBMS download delivery method over MB2

The current CR includes, in the on-network architecture, the MBMS user service architecture, where the MBMS download delivery method is made available to the application servers over the xMB reference point.
In SA6#31, was asked to make also possible the usage of the MBMS download delivery method over MB2, to only include the GCSE architecture: 
Editor's note: instantiation of MBMS user service and MBMS session will also be made possible within the MCData server for a transmission over MB2.

With such option, the MBMS download delivery method would be fully located within the MCData server (file fragmentation, application of forward correction, generation of the SA file, delivery with the FLUTE protocol) and transmitting the streams over MB2.

The proposed revision includes this option. For instance, the procedure Use of pre-established MBMS user service is revised to provide the 2 alternatives:
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Figure 7.3.x.1.2-1: Use of pre-established MBMS user service (proposed revision)
2 Denial of Service attack against file repair server

With the MBMS download delivery method, the URL of the file on the file repair server may be transmitted unencrypted with the FDT of the FLUTE session (see "Alternate-Content-Location-1" element in 3GPP TS 26.346). This led to the concern that a malicious UE could scan the band, monitor the MBMS bearers, parse the FDT and trigger a DoS attack on the file repair server.
Several points can be considered to evaluate the reality/importance of the threat:

· The APN to be use to access to the file repair can be set within the SA file (see accessPointName attribute in 3GPP TS 26.346). Only UEs with the access rights for this particular PDN will be able to access to the file repair server.

· There if 2 possible mechanisms for file repair: symbol range and byte range (see 9.3 in 3GPP TS 26.346). The URL on the file repair server is exposed within the FDT only if the byte range mechanism is used. If the file repair is done with the symbol based mechanism, the concern is not present.

· With the use of forward error correction, the (large) majority of target UE will receive the distributed files without any need of file repair. A DoS attack on the file repair server would only affect a minority of UEs. These UEs could nevertheless achieve the reception of the file by requesting it directly to the content storage server (Group standalone FD using HTTP).

These considerations lead us to propose the removal of the following editor’s note: 
Editor's note: if appropriate security can not be added to prevent Denial of Service attack during file repair, use of xMB will be removed.

3 Usage of the SACH (Service Announcement CHannel)

The SACH is a specific MBMS bearer in charge of delivering the MBMS user service metadata, specified in 3GPP TS 26.346 (Clauses 5.2.3 and L.2). 

The SACH is fully managed by the BM-SC (coverage, QoS) and is not controlled by the xMB reference point. In particular, an MCData server could not controlled over xMB the radio resource allocated to the SACH.

In addition, metadata transported by the SACH are not encrypted.
For these reasons, it is proposed to not use the SACH and to remove the editor’s note: 
Editor's note: it is FFS how the service announcement channel (3GPP TS 26.346) to deliver the MBMS user service metadata can be used.
4 Proposal 
It is proposed to agree the CR revision proposed in S6-191040.
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