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The onboarding should not contain a functionality for authorize which APIs the API invoker can access subsequently to successful onboarding, which is the functionality covered by API discovery requirement in clause 4.2.2:
[AR-4.2.2-c] The CAPIF shall provide a mechanism to restrict the discovery of the published service API information by the API invokers, based on configured policies.

Besides, TS 23.501 clause 7.2.1 gives the guidence for SBI design therefore the onboarding and discovery should be decoupled.
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* * * First Change * * * *

8.1.2.2
Onboard API invoker response

Table 8.1.2.2-1 describes the information flow onboard API invoker response from the CAPIF core function to the API invoker.

Table 8.1.2.2-1: Onboard API invoker response
	Information element
	Status
	Description

	Onboarding status
	M
	The result of onboarding request i.e., success indication is included if the API invoker is granted permission otherwise failure.

	Enrolled information
	O (NOTE 1)
	Information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs

	
	
	

	Reason
	O (NOTE 2)
	This element indicates the reason when onboarding status is failure.

	NOTE 1:
Information element shall be present when onboarding status is successful.
NOTE 2:
Information element shall be present when onboarding status is failure.


* * * Next Change * * * *

8.1.3
Procedure

Figure 8.1.3-1 illustrates the procedure for onboarding the API invoker to the CAPIF. The security aspects of this procedure are specified in subclause 6.1 of 3GPP TS 33.122 [12].
Pre-conditions:

1.
The API invoker is not a recognized user of the CAPIF.

2.
The API invoker has visibility to APIs information (e.g., API catalogue or dashboard - central place for the API provider to manage which APIs are displayed, giving API invokers the ability to enroll for).
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Figure 8.1.3-1: Procedure for onboarding the API invoker to the CAPIF

1.
For enrollment of the API invoker to be a recognized user of the CAPIF, the API invoker triggers onboard API invoker request towards the CAPIF core function, providing the information as required for the API management.

2.
The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information that the API invoker can access the APIs subsequently to successful onboarding may also be created. 

NOTE 1:
Completion of onboarding process can require explicit grant by the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF can handle the grant process internally without the need of explicit grant by the CAPIF administrator.

NOTE 2:
The API invoker profile consists of at least the identity information for the API invoker, information required for the authentication and authorization by the CAPIF and the CAPIF identity information.
3.
If the API invoker has triggered the onboard API invoker request and is granted permission, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs.

4.
As a result of successful onboarding process, the CAPIF core function is able to authenticate and authorize the API invoker.

* * * Next Change * * * *
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