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1. Introduction
TR 23.796 lists the following key issue on allowed private communications (key issue #1):
An MCPTT server verifies, during the private call setup, whether an MCPTT user can initiate and receive private calls, i.e. the server verifies whether a user is allowed to use private calls or not. The verification is described in 3GPP TS 23.379 [7] by step 4 in subclause 10.7.2.2.1 and by step 4 in subclause 10.7.2.2.2. Further restrictions are possible by configuring for a specific MCPTT user a list of MCPPT users to which outgoing calls are allowed. Similar mechanisms exist for MCVideo and MCData.

New Rel-16 stage 1 requirements were agreed which shall allow to limit incoming private communications as well by configuring MC service users from which a specific MC service user can receive private communications.

Gaps:

-
Evaluate which existing private call setup can be re-used or must be extended (for MCPTT, MCData and MCVideo).

-
Study which entity acts as enforcement entity and how required policies are made available to this entity.

-
Study which configuration data is needed.

The solution suggested below addresses the key issue with the gaps listed above.
2. Reason for Change
The pCR provides a solution for an identified key issue.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.796v020.
* * * Change * * *
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7.X
Solution #X – Restricting incoming private communications
7.X.1
Solution description

7.X.1.1
General

This solution addresses key issue #1 described in subclause 5.1 on limiting private communications.
According stage 1 requirements (3GPP TS 22.280 [2] [R-6.7.3-007], [R-6.7.3-007a]) an MC service user shall only have private communications with those MC service users which are configured, whereas private communications with other MC service users shall not be allowed. Existing solutions already allow to limit outgoing private communications, related solutions for incoming private communications are missing.
7.X.1.2
Mission Critical Push-to-Talk
7.X.1.2.1
Private call setup procedures
An MCPTT server verifies whether an MCPTT user can initiate and receive private calls, i.e. the server verifies whether a user is allowed to use private calls as such. The verification is described in 3GPP TS 23.379 [7] by step 4 in subclause 10.7.2.2.1 and by step 4 in subclause 10.7.2.2.2. Further restrictions are possible when configuring for a specific MCPTT user a list of MCPPT users to which outgoing calls are allowed. The list of MCPTT users is part of the MCPTT user profile configuration data and is available in the MCPTT server acting as policy enforcement entity. To restrict incoming private calls, the MCPTT user profile configuration data can be enhanced by adding a list of those MCPPT users from which private calls are allowed. The MCPTT server acts as the policy enforcement entity for incoming private calls as for outgoing private calls with the current specification.
7.X.1.2.2
Configuration data for private calls
To limit the MCPTT users from which private MCPTT calls can be received, the following user profile configuration data needs to be added:
Table 7.X.1.2.2-1: MCPTT user profile data (on and off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	[R-6.7.3-007a] of 3GPP TS 22.280 [2]

	List of user(s) from which private calls can be received
	
	
	
	

	
	> MCPTT ID
	Y
	Y
	Y
	Y

	
	> User info ID
	Y
	Y
	Y
	Y

	
	> ProSe discovery group ID
	Y
	Y
	Y
	Y

	3GPP TS 33.180 [xx]
	> KMSUri for security domain of MCPTT ID
	Y
	Y
	Y
	Y

	[R-6.7.4-004] of 3GPP TS 22.280 [2]
	> Presentation priority relative to other users and groups
	Y
	Y
	Y
	Y

	[R-6.7.3-007a] of 3GPP TS 22.280 [2]
	Authorised to receive a private call from users not included in "list of user(s) from which private calls can be received"
	Y
	Y
	Y
	Y


NOTE:
In current Table A.3.1 of 3GPP TS 22.280 [2], the requirement [R-6.7.4-004] of should be moved from line "List of user(s) who can be called in private call" down to line "> Presentation priority relative to other users and groups (see NOTE 2)". And requirement [R-6.7.3-007] of 3GPP TS 22.280 [2] should be added to line "List of user(s) who can be called in private call".
7.X.1.3
Mission Critical Video
7.X.1.3.1
Private video call setup procedures

An MCVideo server authorizes whether an MCVideo user is authorized to initiate a private video call and whether the other MCVideo user is authorized to receive the private video call. The authorization is described in 3GPP TS 23.281 [9] by step 3 in subclause 7.2.2.3.1 (automatic commencement mode) and by step 3 in subclause 7.2.2.3.2 (manual commencement mode). Current standard allows to define a list of MCVideo user(s) who can be called. The list of MCVideo users is part of the MCVideo user profile configuration data and is available in the MCVideo server. To restrict incoming private video calls as well, the MCVideo user profile configuration data can be enhanced by adding a list of those MCVideo users from which private video calls are allowed. The MCVideo server can act as the policy enforcement entity for incoming private video calls as for outgoing private video calls today.
7.X.1.3.2
Configuration data for private video calls
To limit the MCVideo users from which private MCVideo calls can be received, the following user profile configuration data needs to be added:

Table 7.X.1.3.2-1: MCVideo user profile data (on and off network)
	Reference
	Parameter description
	MCVideo UE
	MCVideo Server
	Configuration management server
	MCVideo user database

	[R-6.7.3-007a] of 3GPP TS 22.280 [2]
	List of user(s) from which private video calls can be received
	
	
	
	

	
	> MCVideo ID
	Y
	Y
	Y
	Y

	
	> Presentation priority relative to other users and groups
	Y
	Y
	Y
	Y

	3GPP TS 33.180 [xx]
	> KMSUri for security domain of MCVideo ID
	Y
	Y
	Y
	Y


7.X.1.4
Mission Critical Data

7.X.1.4.1
One-to-one communication procedures

An MCData server authorizes whether an MCData user is authorized to initiate a one-to-one communication. The authorization is described in 3GPP TS 23.282 [10]:

-
step 3 in subclause 7.4.2.2 (One-to-one standalone short data service using signalling control plane)
-
step 3 in subclause 7.4.2.3 (One-to-one standalone short data service using media plane)
-
step 3 in subclause 7.4.2.4 (One-to-one short data service session)
-
step 3 in subclause 7.5.2.4 (One-to-one file distribution using HTTP)
-
step 3 in subclause 7.5.2.5 (One-to-one file distribution using media plane)
Current standard allows to define a list of MCData user(s) this MCData user is authorized to initiate a one to-one communication. The list of MCData users is part of the MCData user profile configuration data and is available in the MCData server. To restrict incoming private video calls as well, the MCVideo user profile configuration data can be enhanced by adding a list of those MCData users from which one-to-one communications are allowed. The MCData server can act as the policy enforcement entity for incoming one-to-one communications as for outgoing one-to-one communications today.

7.X.1.4.2
Configuration data for one-to-one communication
To limit the MCData users from which one-to-one communications can be received, the following user profile configuration data needs to be added:

Table 7.X.1.4.2-1: MCData user profile data (on and off network)
	Reference
	Parameter description
	MCData UE
	MCData Server
	Configuration management server
	MCData user database

	
	One-to-one communication
	
	
	
	

	[R-6.3.1.2-007] of 3GPP TS 22.282 [5] and 3GPP TS 33.180 [xx]
	> List of MCData users this MCData user is authorized to initiate a one‑to-one communication
	
	
	
	

	
	>> MCData ID
	Y
	N
	Y
	Y

	
	>> Discovery Group ID
	Y
	N
	Y
	Y

	
	>> User info ID
	Y
	N
	Y
	Y

	
	>> KMSUri for security domain of MCData ID
	Y
	Y
	Y
	Y


7.X.2
Solution evaluation

The solution uses existing functionalities without requiring architectural changes.
There are no changes to existing procedures needed.

The MC service user profile configuration data must be extended.
* * * End of Change * * *
