
3GPP TSG-SA WG6 Meeting #20
S6-171855
Reno, Nevada, USA, 27th Nov – 1st Dec 2017
(revision of S6-171816)
Source:
Samsung
Title:
Pseudo-CR on administrators
Spec:
3GPP TS 23.222
Agenda item:
8.8
Document for:
Approval
Contact:
Basavaraj (Basu) Pattan, basavarajjp@samsung.com
1. Introduction
The document proposes to move the editor's note related to multiple administrators under architecture requirements for multiple API provider.
2. Reason for Change
Following EN is proposed to be addressed by adding definition and using the terminology consistently:
Editor's Note:
The role of administrators in CAPIF and whether administrator of an API provider is also administrator in CAPIF is FFS.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 V0.1.0
* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's note:
Removing definitions not used in this specification is FFS.

API: The means by which an API invoker can access the service.

API invoker: The entity which invokes the CAPIF or service APIs.
API invoker profile: The set of information associated to an API invoker that allows that API invoker to utilize CAPIF APIs and Service APIs.
API exposing function:  The entity which provides the service communication entry point for the service APIs.

CAPIF administrator: An authorized user with special permissions for CAPIF operations.
Common API framework: A framework comprising common API aspects that are required to support service APIs.

Northbound API: A service API exposed to higher-layer API invokers.

Onboarding: One time registration process that enables the API invoker to subsequently access the CAPIF and the service APIs.
Service API: The interface through which a component of the system exposes its services to API invokers by abstracting the services from the underlying mechanisms.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 32.240 [4] apply: 

Offline charging

Online charging
* * * Next Change * * * *

4.7.2
Logging events related to service API invocations

[AR-4.7.2-a] The CAPIF shall provide mechanisms for service API invocation event logging and storage functionality.
[AR-4.7.2-b] The service API invocation log shall be stored for a configurable time period, according to the service API provider's policy.

[AR-4.7.2-c] The service API invocation log shall be stored securely, and shall only be accessed by CAPIF administrators of the service API provider.

4.7.3
Logging events related to API invoker onboarding 

[AR-4.7.3-a] The CAPIF shall provide mechanisms for API invoker onboarding event logging and storage functionality.
[AR-4.7.3-b] The API invoker onboarding log shall be stored at least for the duration during which the onboarding is valid.

[AR-4.7.3-c] The API invoker onboarding log shall be stored securely, and shall only be accessed by CAPIF administrators.


4.7.4
Logging events related to API invoker interaction with the CAPIF

[AR-4.7.4-a] The CAPIF shall provide mechanisms for the event logging of API invoker interactions with the CAPIF (e.g. authentication, authorization, discover service APIs).
[AR-4.7.4-b] The API invoker interactions log shall be stored for a configurable time period.

[AR-4.7.4-c] The API invoker interactions log shall be stored securely, accessed only by CAPIF administrators. 
4.8
Auditing service API invocation
4.8.1
Introduction

The CAPIF includes auditing capabilities. This enables the service API provider to identify illegal service API invocations e.g. by querying the service API invocation log.
4.8.2
Requirements
[AR-4.8.2-a] The CAPIF shall provide mechanisms to query the service API invocation log, by CAPIF administrators.
* * * Next Change * * * *

Annex A (informative):
Overview of CAPIF operations

Depicted in figure A.1-1 is the overview of CAPIF operations. CAPIF operations occur between different actors involving API invoker, CAPIF core function, API exposing function, API publishing function and API management function. High level CAPIF interactions between the actors are shown in figure A.1-1. This figure is only provided for illustration purposes, and does not represent the order of operations.
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Figure A.1-1: Overview of CAPIF operations

The following operations enables the communication between the API invoker and the service API:

-
API invoker is onboarded to CAPIF. Onboarding of API invoker is an independent operation and essential in order to discover and access the service APIs. This operation can happen at any time during the lifetime of the APIs but is essential prior to discovering and accessing APIs. 

-
In order for the service APIs to be discoverable by the API invoker, the service APIs need to be published at the CAPIF core function. 

-
API invoker interactions with the CAPIF core function and API exposing function requires the API invoker to be authenticated by the respective entities. 

-
API invoker should be authorized to invoke service APIs.

-
API invoker upon authorization can invoke service APIs subjected to access control.

-
The API invoker interaction with service API may result in the API exposing function to log the service API invocation and also charging the service API invocation.

-
The events at the CAPIF core function can be subscribed by the API invoker and the API management function for receiving the event notifications. This operation can occur any time. 

-
API management function allows the CAPIF administrator at the API provider to interact with the CAPIF core function for various management operations such as monitoring and querying logs for purpose of auditing.

[image: image2.jpg]Y




