
3GPP TSG-SA WG6 Meeting #20
S6-171693
Reno, Nevada, USA, 27th Nov – 1st Dec 2017
(revision of S6-171652)
Source:
Huawei, Hisilicon
Title:
Solution to EN on requirement for service API publish authorization
Spec:
3GPP TS 23.222 v0.1.0
Agenda item:
8.8
Document for:
Approval
Contact:
Niranth (namogh@huawei.com)
1. Introduction
This contribution proposes the solution to EN on requirement for service API publish authorization.
2. Reason for Change
In TS 23.222 the following EN exists:
	8.2.3
Procedure

Figure 8.2.3-1 illustrates the procedure for publishing the service APIs. The service API publish mechanism is supported by the CAPIF core function. 

Pre-conditions:

1.
The CAPIF core function is configured with the authorization details of the API publishing function; and

2.
API invokers may have subscribed with CAPIF core function to obtain new service API information.

Editor's Note:
The requirement for API publishing function authorization in CAPIF is FFS.
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Figure 8.2.3-1: Publish service APIs
1.
The API publishing function sends a service API publish request to the CAPIF core function, with the details of the service API.

2.
Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to publish service APIs. If the check is successful, the service API information provided by the API publishing function is stored at the CAPIF core function (API registry).

3.
The CAPIF core function provides a service API publish response to the API publishing function indicating success or failure result and triggers notifications to subscribed API invokers as described in subclause 8.Y.




Only authorized API publishing function recognized in CAPIF shall be able to publish service APIs. So, proposed to add a requirement for authorization of API publishing function.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 v0.1.0.
* * * First Change * * * *

4.3
Security
4.3.1
Introduction

This subclause specifies the security related requirements for API invokers.

4.3.2
Requirements

[AR-4.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the PLMN trust domain from the API invokers accessing the service APIs from outside the PLMN trust domain.

[AR-4.3.2-b] The CAPIF shall provide mechanisms to authenticate API invokers prior to accessing the service APIs.

[AR-4.3.2-c] The CAPIF shall provide mechanisms to authenticate API invokers upon the service API invocation.

Editor's note:
[AR-4.3.2-d] The CAPIF shall provide mechanisms to authorize API invokers to access the service APIs.

[AR-4.3.2-e] The CAPIF shall provide mechanisms to validate authorization of the API invokers upon the service API invocation.

[AR-4.3.2-f] The CAPIF shall provide mechanisms for mutual authentication between the CAPIF and the API invoker.

[AR-4.3.2-g] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

[AR-4.3.2-h] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-4.3.2-i] The communication between the CAPIF and the API invoker shall be integrity protected.
[AR-4.3.2-x] The CAPIF shall provide mechanisms to authenticate the service API publishers to publish and manage the service API information.

[AR-4.3.2-y] The CAPIF shall provide mechanisms to authorize the service API publishers to publish and manage service API information.
[AR-4.3.2-z] The CAPIF shall provide mechanisms to validate authorization of the service API publishers to publish and manage service API information.
4.3.3
Additional requirements for 3rd party API provider

[AR-4.3.3-a] The CAPIF shall provide mechanisms to hide the topology of the 3rd party API provider trust domain from the API invokers accessing the service APIs from outside the 3rd party API provider trust domain.
[AR-4.3.3-b] The CAPIF shall provide authorization mechanism for service APIs from the 3rd party API providers.

[AR-4.3.3-c] The CAPIF shall provide data confidentiality (across API providers) for data (e.g. logging, charging) related to service APIs from multiple API providers.
* * * Second Change * * * *

8.2.3
Procedure

Figure 8.2.3-1 illustrates the procedure for publishing the service APIs. The service API publish mechanism is supported by the CAPIF core function. 

Pre-conditions:

1.
The CAPIF core function is configured with the authorization details of the API publishing function; and

2.
API invokers may have subscribed with CAPIF core function to obtain new service API information.
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Figure 8.2.3-1: Publish service APIs
1.
The API publishing function sends a service API publish request to the CAPIF core function, with the details of the service API.

2.
Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to publish service APIs. If the check is successful, the service API information provided by the API publishing function is stored at the CAPIF core function (API registry).

3.
The CAPIF core function provides a service API publish response to the API publishing function indicating success or failure result and triggers notifications to subscribed API invokers as described in subclause 8.Y.

* * * End Change * * * *
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