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1. Introduction
This contribution proposes CAPIF relationship with network exposure of 3GPP systems.
2. Reason for Change
2.1 CAPIF relationship with 3GPP EPS network exposure
2.1.1 Introduction to 3GPP EPS network exposure
For 3GPP EPS, in TS 23.682, the Service Capability Exposure Function (SCEF) is specified which enables the 3GPP network to securely expose its services and capabilities to external 3rd party applications. The 3GPP architecture for SCEF and functionalities supported by SCEF are illustrated as below (extracted from TS 23.682). 
	Figure 4.2-2 shows the overall architecture for Service Capability Exposure which enables the 3GPP network to securely expose its services and capabilities provided by 3GPP network interfaces to external 3rd party service provider SCS/AS hosting an Application(s).
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Figure 4.2-2: 3GPP Architecture for Service Capability Exposure

-----------SKIPPED TEXT---------
4.4.8
Service Capability Exposure Function

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. The SCEF provides a means for the discovery of the exposed services and capabilities. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network APIs) defined over T8 interface. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols.

Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are supported.

The SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain.
The functionality of the SCEF may include the following:

-
Authentication and Authorization:

-
Identification of the API consumer,

-
Profile management,

-
ACL (access control list) management.
NOTE 1:
The details of security aspects of T8 interface are outside the scope of this specification.

-
Ability for the external entities to discover the exposed service capabilities
-
Policy enforcement:

-
Infrastructural Policy: policies to protect platforms and network. An example of which maybe ensuring that a service node such as SMS-SC is not overloaded.

-
Business Policy: policies related to the specific functionalities exposed. An example may be number portability, service routing, subscriber consent etc.

-
Application Layer Policy: policies that are primarily focused on message payload or throughput provided by an application. An example may be throttling.
-
Assurance:

-
Integration with O&M systems,

-
Assurance process related to usage of APIs.
-
Accounting for inter operator settlements.

NOTE 2:
The details of accounting aspects of T8 interface are outside the scope of this specification.

-
Access: issues related to external interconnection and point of contact
-
Abstraction: hides the underlying 3GPP network interfaces and protocols to allow full network integration. The following functions are among those that may be supported:

-
Underlying protocol connectivity, routing and traffic control,

-
Mapping specific APIs onto appropriate network interfaces,

-
Protocol translation.
NOTE 3:
Abstraction is applied only in cases where required functionality is not natively provided by 3GPP network

The services and capabilities offered by SCEF to SCS/AS include:

-
Group Message Delivery (see clause 4.5.5),

-
Monitoring events (see clause 4.5.6),

-
High latency communication (see clause 4.5.7),

-
Informing about potential network issues (see clause 4.5.8),

-
Resource management of background data transfer (see clause 4.5.9),

-
E-UTRAN network resource optimizations based on communication patterns provided to the MME (see clause 4.5.10),

-
Support of setting up an AS session with required QoS (see clause 4.5.11),

-
Change the chargeable party at session set-up or during the session (see clause 4.5.12),

-
Non-IP Data Delivery (see clause 4.5.14),

-
Packet Flow Description management (see clause 4.5.15),

-
Enhanced Coverage restriction control (see clause 4.5.17),

-
Network Parameter Configuration (see clause 4.5.20),

-
Accessing MTC-IWF Functionality via T8 (see clause 5.17),
The SCEF shall protect the other PLMN entities (e.g. HSS, MME) from requests exceeding the permission arranged in the SLA with the third-party service provider.
When needed, the SCEF supports mapping between information exchanged with SCS/AS (e.g. geographical identifiers) and information exchanged with internal PLMN functions (e.g. cell-Id / ENB-Id / TAI / MBMS SAI , etc.). This mapping is assumed to be provided by the SCEF based on local configuration data.
-----------SKIPPED TEXT---------
4.3.3.12
T8 Reference Point Requirements

The T8 reference points shall fulfil the following requirements:

-
connect one or more SCEF to one or more SCS/AS;

-
use API-based communication model;
NOTE:
The details of API aspects are left to Stage 3.




The text highlighted in yellow corresponds to the framework related services provided by SCEF. There are no detailed stage 2 procedures corresponding to the framework related servcies. The text highlighted in blue corresponds to the capabilities and services of the network exposed by SCEF and detailed procedures are specified in TS 23.682.
2.1.2 Relationship of CAPIF and EPS network exposure 
The following table shows the relationship between CAPIF and EPS network exposure aspects.

	Aspects
	CAPIF
	EPS network exposure

	Entity providing the APIs to external or 3rd partyapplications
	AEF
	SCEF

	Entity providing framework related services to the applications (discovery, authentication, authorization, etc)
	CAPIF core function
	SCEF

	Entity representing the external or 3rd party applications
	API invoker
	SCS/AS

	Entity providing framework related services to support the APIs operation and management (publish, policy enforcements, charging)
	CAPIF core function
	SCEF

	Interface/Reference point for exposing network capabilities as APIs
	CAPIF-2 (Does not include the service specific aspects)
	T8

	Interface/Reference point for exposing framework services as APIs to the applications
	CAPIF-1
	Not specified. (May be via T8)

	Interface/Reference point for framework services to support the APIs operation and management
	CAPIF-3, CAPIF-4 and CAPIF-5
	Internal to SCEF


2.1.3 Deployment models of CAPIF for EPS network exposure 
Based on the above relationship table the following deployment models for CAPIF are possible to enable EPS network exposure.

OPTION 1: SCEF architecture is based on CAPIF
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SCEF can implement the functionalities of CAPIF core function, API exposing function, API publishing function and API management function.
According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. T8 can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by SCEF (AEF) to the SCS/AS (API invoker). 

SCEF can additionally provide CAPIF-1 (CAPIF APIs) to the SCS/AS (API invokers) via T8.

OPTION 2: SCEF implements the service specific aspect of the CAPIF architecture
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3GPP EPS can deploy CAPIF core function, API publishing function, API management function along with SCEF.

SCEF can implement the functionalities of API exposing function.

According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. T8 can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by SCEF (AEF) to the SCS/AS (API invoker). 

SCEF can implement the CAPIF-3 reference point/interface to the CAPIF core function.

2.2 CAPIF relationship with 3GPP 5GS network exposure
2.2.1 Introduction to 3GPP 5GS network exposure
For 3GPP 5GS, in TS 23.501, the Network Exposure Function (NEF) is specified which enables the 3GPP network to securely expose its services and capabilities to external 3rd party applications and in addition enables the means for the applications to provide information to 3GPP. It means the Application functions can provide service to 3GPP network via NEF. The NEF entity illustration is specified as shown below (extracted from TS 23.501).
	6.2.5
NEF

The Network Exposure Function (NEF) supports the following functionality:

-
It provides a means to securely expose the services and capabilities provided by 3GPP network functions for e.g. 3rd party, internal exposure/re-exposure, Application Functions, Edge Computing as described in clause 5.13. In addition, it provides a means for the Application Functions to securely provide information to 3GPP network, e.g. Expected UE Behaviour. In that case the NEF may authenticate, authorize and throttle the Application Functions.

-
It translates between information exchanged with the AF and information exchanged with the internal network function. For example, it translates between an AF-Service-Identifier and internal 5G Core information such as DNN, S-NSSAI, as described in clause 5.6.7.

-
The Network Exposure Function receives information from other network functions (based on exposed capabilities of other network functions). NEF stores the received information as structured data using a standardized interface to a Unified Data Repository (UDR) (interface to be defined by 3GPP). The stored information can be accessed and "re-exposed" by the NEF to other network functions and Application Functions, and used for other purposes such as analytics.
NOTE:
The NEF can access the UDR located in the same PLMN as the NEF.
The services provided by the NEF are specified in clause 7.2.8.

-----------SKIPPED TEXT---------
6.2.10
AF

The Application Function (AF) interacts with the 3GPP Core Network in order to provide services, for example to support the following:

-
Application influence on traffic routing (see clause 5.6.7),

-
Accessing Network Exposure Function (see clause 5.20),

-
Interacting with the Policy framework for policy control (see clause 5.14),

Based on operator deployment, Application Functions considered to be trusted by the operator can be allowed to interact directly with relevant Network Functions.

Application Functions not allowed by the operator to access directly the Network Functions shall use the external exposure framework (see clause 7.4) via the NEF to interact with relevant Network Functions.
The functionality and purpose of Application Functions are only defined in this specification with respect to their interaction with the 3GPP Core Network.




The external exposure framework via NEF are currently being specified in TS 23.502 and is not complete. It currently includes 5GS specific services aspects like identification of network capabilities to be exposed, information of events exposed, aspects of exposure of analytics. Currently the framework related services are not specified for NEF.
2.2.2 Relationship of CAPIF and 5GS network exposure 
The following table shows the relationship between CAPIF and 5GS network exposure aspects.

	Aspects
	CAPIF
	5GS network exposure

	Entity providing the APIs to external or 3rd partyapplications
	AEF
	NEF

	Entity providing framework related services to the applications (discovery, authentication, authorization, etc)
	CAPIF core function
	NEF (Not specified yet)

	Entity representing the external or 3rd party applications
	API invoker
	AF

	Entity providing framework related services to support the APIs operation and management (publish, policy enforcements, charging)
	CAPIF core function
	NEF (Not specified yet)

	Interface/Reference point for exposing network capabilities as APIs
	CAPIF-2 (Does not include the service specific aspects)
	Nnef

	Interface/Reference point for exposing framework services as APIs to the applications
	CAPIF-1
	Nnef (Not specified details yet)

	Interface/Reference point for framework services to support the APIs operation and management
	CAPIF-3, CAPIF-4 and CAPIF-5
	Internal to NEF


2.2.3 Deployment models of CAPIF for 5GS network exposure 
Based on the above relationship table the following deployment models for CAPIF are possible to enable 5GS network exposure.

OPTION 1: NEF architecture is based on CAPIF
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NEF can implement the functionalities of CAPIF core function, API exposing function, API publishing function and API management function.

According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. Nnef can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by NEF (AEF) to the AF (API invoker). 

NEF can additionally provide CAPIF-1 (CAPIF APIs) to the AF (API invokers) via Nnef.

OPTION 2: NEF implements the service specific aspect of the CAPIF architecture for exposure of network services
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3GPP 5GS can deploy CAPIF core function, API publishing function, API management function along with NEF.

NEF can implement the functionalities of API exposing function.

According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. Nnef can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by NEF (AEF) to the AF (API invoker). 

NEF can implement the CAPIF-3 reference point/interface to the CAPIF core function.

2.3 Conclusion
The main purpose of this contribution is to provide information of possible ways of integrating CAPIF with the entities in different 3GPP systems which expose services/APIs to 3rd party applications.

Both EPS and 5GS have specified entities to expose capabilities of network as services (APIs). SCEF and NEF can both expose network capabilities as services (APIs) to external applications. NEF in addition allows application information to be consumed by network functions.

CAPIF is a framework which allows API invokers to access service APIs provided via AEF.
The framework services/APIs specified for CAPIF can be used by SCEF for EPS and NEF for 5GS for the purpose of interacting with external applications.

As the core network (5GC) of 5GS employs a service based architecture, the framework aspects of CAPIF can be used by 5GC as the model for internal communications.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 v0.1.0.
* * * First Change * * * *

Annex A (informative):
CAPIF relationship with network exposure aspects of 3GPP systems
This annex provides the relationship of CAPIF with network exposure aspects of 3GPP systems. Network exposure aspects of EPS and 5GS are considered for illustration. Any system exposing capabilities as service APIs can implement CAPIF.
A.1
CAPIF relationship with 3GPP EPS network exposure
A.1.1
General 
The table A.1.1-1 shows the relationship between CAPIF and EPS network exposure aspects. The details of SCEF and its role in exposing network capabilities of EPS to 3rd party applications are specified in 3GPP TS 23.682 [x1]
Table A.1.1-1: CAPIF relationship with 3GPP EPS network exposure
	Aspects
	CAPIF
	EPS network exposure

	Entity providing the APIs to external or 3rd partyapplications
	AEF
	SCEF

	Entity providing framework related services to the applications (discovery, authentication, authorization, etc)
	CAPIF core function
	SCEF

	Entity representing the external or 3rd party applications
	API invoker
	SCS/AS

	Entity providing framework related services to support the APIs operation and management (publish, policy enforcements, charging)
	CAPIF core function
	SCEF

	Interface/Reference point for exposing network capabilities as APIs
	CAPIF-2 (Does not include the service specific aspects)
	T8

	Interface/Reference point for exposing framework services as APIs to the applications
	CAPIF-1
	Not specified. (May be via T8)

	Interface/Reference point for framework services to support the APIs operation and management
	CAPIF-3, CAPIF-4 and CAPIF-5
	Internal to SCEF


A.1.2
Deployment models 
A.1.2.1
General 
Based on the relationship captured in table A.1.1-1, the following deployment models for CAPIF are possible to enable EPS network exposure.

A.1.2.2
SCEF implements the CAPIF architecture
Figure A.1.2.2-1 illustrates the deployment model where SCEF implements the CAPIF architecture.
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Figure A.1.2.2-1: SCEF implements the CAPIF architecture 
SCEF can implement the functionalities of CAPIF core function, API exposing function, API publishing function and API management function.

According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. T8 can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by SCEF (AEF) to the SCS/AS (API invoker). 

SCEF can additionally provide CAPIF-1 (CAPIF APIs) to the SCS/AS (API invokers) via T8.

A.1.2.3
SCEF implements the service specific aspect compliant with the CAPIF architecture
Figure A.1.2.3-1 illustrates the deployment model where SCEF implements the service specific aspect compliant with the CAPIF architecture.
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Figure A.1.2.3-1: SCEF implements the service specific aspect compliant with the CAPIF architecture
3GPP EPS can deploy CAPIF core function, API publishing function, API management function along with SCEF.

SCEF can implement the functionalities of API exposing function.

According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. T8 can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by SCEF (AEF) to the SCS/AS (API invoker). 

SCEF can implement the CAPIF-3 reference point/interface to the CAPIF core function.

A.2
CAPIF relationship with 3GPP 5GS network exposure
A.2.1
General
The table A.2.1-1 shows the relationship between CAPIF and 5GS network exposure aspects. The details of NEF and its role in exposing network capabilities of 5GS to 3rd party applications are specified in 3GPP TS 23.501 [x2] and The details of SCEF and its role in exposing network capabilities of EPS to 3rd party applications are specified in 3GPP TS 23.502 [x3]
Table A.2.1-1: CAPIF relationship with 3GPP 5GS network exposure
	Aspects
	CAPIF
	5GS network exposure

	Entity providing the APIs to external or 3rd partyapplications
	AEF
	NEF

	Entity providing framework related services to the applications (discovery, authentication, authorization, etc)
	CAPIF core function
	NEF (Not specified yet)

	Entity representing the external or 3rd party applications
	API invoker
	AF

	Entity providing framework related services to support the APIs operation and management (publish, policy enforcements, charging)
	CAPIF core function
	NEF (Not specified yet)

	Interface/Reference point for exposing network capabilities as APIs
	CAPIF-2 (Does not include the service specific aspects)
	Nnef

	Interface/Reference point for exposing framework services as APIs to the applications
	CAPIF-1
	Nnef (Not specified details yet)

	Interface/Reference point for framework services to support the APIs operation and management
	CAPIF-3, CAPIF-4 and CAPIF-5
	Internal to NEF


A.2.2
Deployment models 
A.2.2.1
General

Based on the relationship captured in table A.2.1-1, the following deployment models for CAPIF are possible to enable 5GS network exposure.
A.2.2.2
NEF implements the CAPIF architecture
Figure A.2.2.2-1 illustrates the deployment model where SCEF implements the CAPIF architecture.
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Figure A.2.2.2-1: NEF implements the CAPIF architecture
NEF can implement the functionalities of CAPIF core function, API exposing function, API publishing function and API management function.

According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. Nnef can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by NEF (AEF) to the AF (API invoker). 

NEF can additionally provide CAPIF-1 (CAPIF APIs) to the AF (API invokers) via Nnef.

A.2.2.3
NEF implements the service specific aspect compliant with the CAPIF architecture

Figure A.2.2.3-1 illustrates the deployment model where SCEF implements the service specific aspect compliant with the CAPIF architecture.
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Figure A.2.2.3-1: NEF implements the service specific aspect compliant with the CAPIF architecture
3GPP 5GS can deploy CAPIF core function, API publishing function, API management function along with NEF.

NEF can implement the functionalities of API exposing function.

According to the CAPIF architecture, CAPIF-2 consists of framework aspects and service specific aspects. The service specific aspects are out of scope of CAPIF. Nnef can implement the service specific aspects of CAPIF-2 and can provide the service APIs exposed by NEF (AEF) to the AF (API invoker). 

NEF can implement the CAPIF-3 reference point/interface to the CAPIF core function.

* * * Second Change * * * *
2
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3GPP TS 23.501: "System Architecture for the 5G System".
[x3]
3GPP TS 23.502: " Procedures for the 5G System".
* * * Third Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Editor's note:
Removing abbreviations not used in this specification is FFS.

5GS
5G System

ACL
Access Control List
AEF
API Exposing Function

AF
Application Function

API
Application Program Interface

AS
Application Server

BM-SC
Broadcast Multicast Service Centre

CAPIF
Common API Framework
CRUD
Create, Read, Update, Delete

DNS
Domain Name Servers

ETSI
European Telecommunications Standards Institute 

EPS
Evolved Packet System
GS
Group Specification
HATEOAS
Hypermedia As The Engine Of Application State
HPLMN
Home PLMN

HTTP
Hyper Text Transfer Protocol

HTTPS
Hypertext Transfer Protocol Secure
IDL
Interface Definition Language

IoT
Internet of Things

IP
Internet Protocol

IP-CAN
IP Connectivity Access Network

JSON
JavaScript Object Notation
MBMS
Multimedia Broadcast and Multicast Service
MEC
Multi-access Edge Computing

MTC
Machine Type Communication

NAPS
Northbound API for SCEF – SCS/AS Interworking

NDS/IP
NDS for IP based protocols
NEF
Network Exposure Function
NFV
Network Functions Virtualization

NGSI
Next Generation Service Interfaces 

OAI
Open API Initiative

OAuth
Open Authorization
OMA
Open Mobile Alliance

PC
Protocol Converter

PCC
Policy and Charging Control

PCRF
Policy control and Charging Rules Function

PLMN
Public Land Mobile Network

REST
REpresentational State Transfer
RPC
Remote Procedure Call

RTP
Real Time Protocol

SCEF
Service Capability Exposure Function

SCS
Service Capability Server

TCP
Transmission Control Protocol

TLS
Transport Layer Security
TSSF
Traffic Steering Support Function

UE
User Equipment

URI
Uniform Resource Identifier

URL
Uniform Resource Locator

VPLMN
Visiting PLMN
XML
eXtensible Markup Language
* * * End Change * * * *
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