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It is proposed to agree the changes below, to 3GPP TS 23.222 v0.1.0, in order to address the following:
· Correction of some styles, addition of tabs in notes, addition of hard spaces for some references;
· Instead of listing LTE in the scope, it is proposed to list E-UTRA;
· Addition of a couple of new abbreviations that are not yet listed in subclause 3.3, including the newly introduced E-UTRA abbreviation;
· Correction of a subclause reference in 8.2.3;
· In 8.3.2.2: the Service API information information element status is indicated as "M", while from the note it seems to be rather optional. Status is changed to "O";
· In 8.4.2.2: the Subscription identifier information element status is indicated as "M", while from the note it seems to be rather optional. Status is changed to "O";
· Figure number in Annex A should be A-1.

* * * First Change * * * *

Introduction

In 3GPP, there are multiple northbound API-related specifications (e.g. APIs for Service Capability Exposure Function (SCEF) functionalities defined in 3GPP TS 23.682 [2], API for the interface between MBMS service provider and BM-SC defined in 3GPP TR 26.981[3]). To avoid duplication and inconsistency of approach between different API specifications, 3GPP has considered the development of a common API framework (CAPIF) that includes common aspects applicable to any northbound service APIs.

The present document specifies the functional model, procedures and information flows needed to support the CAPIF, and the guidelines for consistent northbound API (service and CAPIF APIs) development in 3GPP.

NOTE:
It is possible to use the CAPIF defined common aspects for other APIs as well, apart from northbound APIs. 

* * * Next Change * * * *

1
Scope

The present document specifies the architecture, procedures and information flows necessary for the CAPIF. The aspects of this specification include identifying architecture requirements for the CAPIF (e.g. registration, discovery, identity management) that are applicable to any service APIs when used by northbound entities, as well as any interactions between the CAPIF and the service APIs themselves. The common API framework applies to both EPS and 5GS, and is independent of the underlying 3GPP access (e.g. E-UTRA, NR).
* * * Next Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's note:
Removing definitions not used in this specification is FFS.

API: The means by which an API invoker can access the service.

API invoker: The entity which invokes the CAPIF or service APIs.
API invoker profile: The set of information associated to an API invoker that allows that API invoker to utilize CAPIF APIs and Service APIs.
API exposing function:  The entity which provides the service communication entry point for the service APIs.

Common API framework: A framework comprising common API aspects that are required to support service APIs.

Northbound API: A service API exposed to higher-layer API invokers.

Onboarding: One time registration process that enables the API invoker to subsequently access the CAPIF and the service APIs.
Service API: The interface through which a component of the system exposes its services to API invokers by abstracting the services from the underlying mechanisms.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 32.240 [4] apply: 

Offline charging

Online charging
* * * Next Change * * * *
Note from the editor: the abbreviations in yellow are currently unused in 3GPP TS 23.222.
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Editor's note:
Removing abbreviations not used in this specification is FFS.

5GS
5G System
ACL
Access Control List
AEF
API Exposing Function

AF
Application Function
API
Application Program Interface

AS
Application Server

BM-SC
Broadcast Multicast Service Centre

CAPIF
Common API Framework
CRUD
Create, Read, Update, Delete
DDoS
Distributed Denial of Service

DNS
Domain Name Servers
E-UTRA
Evolved Universal Terrestrial Radio Access
EPS
Evolved Packet System

ETSI
European Telecommunications Standards Institute 

GS
Group Specification
HATEOAS
Hypermedia As The Engine Of Application State
HPLMN
Home PLMN

HTTP
Hyper Text Transfer Protocol

HTTPS
Hypertext Transfer Protocol Secure
IDL
Interface Definition Language

IoT
Internet of Things
IP
Internet Protocol

IP-CAN
IP Connectivity Access Network

JSON
JavaScript Object Notation
MBMS
Multimedia Broadcast and Multicast Service
MEC
Multi-access Edge Computing

MTC
Machine Type Communication
NAPS
Northbound API for SCEF – SCS/AS Interworking

NDS/IP
NDS for IP based protocols

NFV
Network Functions Virtualization

NGSI
Next Generation Service Interfaces 

NR
New Radio

OAI
Open API Initiative
OAuth
Open Authorization

OMA
Open Mobile Alliance
PC
Protocol Converter

PCC
Policy and Charging Control

PCRF
Policy control and Charging Rules Function
PLMN
Public Land Mobile Network

REST
REpresentational State Transfer
RPC
Remote Procedure Call
RTP
Real Time Protocol
SCEF
Service Capability Exposure Function

SCS
Service Capability Server
TCP
Transmission Control Protocol

TLS
Transport Layer Security

TSSF
Traffic Steering Support Function

UE
User Equipment
URI
Uniform Resource Identifier

URL
Uniform Resource Locator

VPLMN
Visiting PLMN

XML
eXtensible Markup Language
* * * Next Change * * * *

8.2.3
Procedure

Figure 8.2.3-1 illustrates the procedure for publishing the service APIs. The service API publish mechanism is supported by the CAPIF core function. 

Pre-conditions:

1.
The CAPIF core function is configured with the authorization details of the API publishing function; and

2.
API invokers may have subscribed with CAPIF core function to obtain new service API information.

Editor's Note:
The requirement for API publishing function authorization in CAPIF is FFS.
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Figure 8.2.3-1: Publish service APIs
1.
The API publishing function sends a service API publish request to the CAPIF core function, with the details of the service API.

2.
Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to publish service APIs. If the check is successful, the service API information provided by the API publishing function is stored at the CAPIF core function (API registry).

3.
The CAPIF core function provides a service API publish response to the API publishing function indicating success or failure result and triggers notifications to subscribed API invokers as described in subclause 8.4.

* * * Next Change * * * *

8.3.2.2
Service API discover response

Table 8.3.2.2-1 describes the information flow Service API discover response from the CAPIF core function to the API invoker.

Table 8.3.2.2-1: Service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
	O (See NOTE)
	List of service APIs corresponding to the request, including API description such as API name, API type, interface details (e.g. IP address, port number, URI), protocols, version, data format

	NOTE:
Shall be present if the Result information element indicates that the service API discover operation is successful. Otherwise service API information shall not be present.


* * * Next Change * * * *

8.4
Subscription and notifications for the CAPIF events related to service APIs
8.4.1
General

The CAPIF core function enables the API invoker to subscribe to the CAPIF events related to service API changes such as availability events of service APIs (e.g. active, inactive), change in service API information, etc.

NOTE:
Support for subscriptions and notifications can also be part of the actual service APIs. That type of subscriptions and notifications is not covered by the provisions in this clause.
* * * Next Change * * * *

8.4.2.2
Event subscription response

Table 8.4.2.2-1 describes the information flow event subscription response from the CAPIF core function to the API invoker.

Table 8.4.2.2-1: Event subscription response

	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the event subscription operation

	Subscription identifier
	O (see NOTE)
	The unique identifier for the event subscription.

	NOTE:
Shall be present if the Result information element indicates that the event subscription operation is successful. Otherwise event identifier shall not be present.


* * * Next Change * * * *

8.6.2
Information flows

NOTE:
It is in SA3 scope to develop the information flows for this procedure.

Editor's Note:
Reference to the appropriate SA3 specification is needed.
* * * Next Change * * * *

8.7.3
Procedure

Figure 8.7.3-1 illustrates the procedure for CAPIF topology hiding.

Pre-conditions:

1.
The API invoker has performed the service discovery and received the details of the service API which includes the information about the service communication entry point of the AEF-1 in the CAPIF.

2.
The API invoker is authenticated and authorized to use the service API.

3.
The AEF-1 in the CAPIF is configured with a policy for topology hiding including the entry point address of the service API (provided via AEF-2).
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Figure 8.7.3-1: Procedure for CAPIF topology hiding

1.
The API invoker performs service API invocation according to the interface of the service API by sending a service API invocation message towards the AEF-1 which exposes the service API towards the API invoker, and acts as topology hiding entity.

2.
If the policy for topology hiding is not configured in AEF-1, then the AEF-1 may obtain the policy for the topology hiding from the CAPIF core function.

NOTE:
Steps 3 and 4 are not necessary when the AEF-1 is capable to serve the service API invocation request. 

3.
The AEF-1 further resolves the actual destination service API address information according to the topology hiding policy and forwards the incoming service API invocation message to the service API of the related AEF-2.

4.
The AEF-1 receives a response message for service API invocation from service API provided by AEF-2.

5.
The AEF-1 resolves the destination API invoker address and also modifies the source address information of the AEF-2 within the response message as per topology hiding policy and forwards the response message to the API invoker.
* * * Next Change * * * *
Note from the editor: the figure below is not editable.
Annex A (informative):
Overview of CAPIF operations

Depicted in figure A-1 is the overview of CAPIF operations. CAPIF operations occur between different actors involving API invoker, CAPIF core function, API exposing function, API publishing function and API management function. High level CAPIF interactions between the actors are shown in figure A-1. This figure is only provided for illustration purposes, and does not represent the order of operations.
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Figure A-1: Overview of CAPIF operations
The following operations enables the communication between the API invoker and the service API:

-
API invoker is onboarded to CAPIF. Onboarding of API invoker is an independent operation and essential in order to discover and access the service APIs. This operation can happen at any time during the lifetime of the APIs but is essential prior to discovering and accessing APIs. 

-
In order for the service APIs to be discoverable by the API invoker, the service APIs need to be published at the CAPIF core function. 

-
API invoker interactions with the CAPIF core function and API exposing function requires the API invoker to be authenticated by the respective entities. 

-
API invoker should be authorized to invoke service APIs.

-
API invoker upon authorization can invoke service APIs subjected to access control.

-
The API invoker interaction with service API may result in the API exposing function to log the service API invocation and also charging the service API invocation.

-
The events at the CAPIF core function can be subscribed by the API invoker and the API management function for receiving the event notifications. This operation can occur any time. 

-
API management function allows the administrator at the API provider to interact with the CAPIF core function for various management operations such as monitoring and querying logs for purpose of auditing.

* * * End of Changes * * * *
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