3GPP TSG SA WG3 (Security) Meeting #88Bis Adhoc
S3-172418
9-13 October, 2017, Singapore
revision of S3-17xabc
Source:
Sepura plc, Harris Corporation, Thales


Title:
Key management of end-to-end encryption for mission critical communications between between LMR users and 3GPP users
Document for:
Information and discussion

Agenda Item:
4.4
1
Decision/action requested

This is a company contribution to SA3 providing an overview of LMR key management and how it might work for end-to-end encrypted interworking between LMR users and MC services user.
SA3 is asked if it would technically endorse this as an acceptable method if it is agreed by SA6.
2
References

[1]
3GPP TS 22.179 V15.0.0 Mission critical push to talk (MCPTT) over LTE; Stage 1
[2]
3GPP TS 22.282 V14.3.0 Mission critical data services over LTE
[3]
3GPP TR 23.782 V15.0.0 Study on mission critical communication between LTE and non-LTE systems

[4]
3GPP TS 23.283 V0.1.0 Mission critical communication interworking with land mobile radio systems

[5]
3GPP TS 23.282 V15.1.0 Functional architecture and information flows to support mission critical data (MCData); stage 2
3
Rationale

3.1
Introduction and purpose

The purpose of this document is to provide SA3 with an overview of LMR key management as it applies to MC services-LMR interworking and to inform SA3 of the design considerations that SA6 is considering as a result. It is hoped that this will be of use to SA3 as it considers the evolution of the security architecture. The authoring companies note that SA3 has requested that SA6 complete security-related aspects of Release-15 at the SA6#19 meeting that is running concurrently to the SA3#88bis meeting, and so SA6 will be asked to make decisions at its current meeting although the timing prevents a formal liaison and response cycle to SA3 within this week. 

In addition, the following mechanism is being proposed to SA6 as part of the interworking solution, and SA3 is asked to technically endorse the key management proposal described in the present document.

-
The present document provides a proposal for a mechanism for managing E2EE keys on both sides of the interworking interface, including conveyance of rekeying messages. 

-
Adoption of the proposed method method is not intended to preclude the use of alternative methods that make more use of MC Service key management facilities and algorithms.

-
SA3 is asked to technically endorse the use of the proposed method so that SA6 can incorporate the method into a future version of TS 23.283.
3.2 
Requirements and background

3GPP TR 22.179 [1] contains the following requirements on secure interworking:
[R-6.18.3.2-005] Interworking between the MCPTT Service and P25 shall support end-to-end encrypted MCPTT Group Calls between MCPTT Users and P25 subscriber units and consoles.

[R-6.18.3.2-016] Interworking between the MCPTT Service and P25 shall support end-to-end encrypted PTT Private Calls (with Floor control) between an MCPTT User and a P25 subscriber unit or console.

[R-6.18.3.3-005] Interworking between the MCPTT Service and TETRA shall support end-to-end encrypted MCPTT Group Calls between MCPTT Users supporting the TETRA voice codec and end-to-end encryption and TETRA mobile stations and consoles.

[R-6.18.3.3-012] Interworking between the MCPTT Service and TETRA shall support end-to-end encrypted PTT Private Calls between an MCPTT User supporting TETRA codec and encryption and a TETRA mobile station or console.

3GPP TR 22.282 [2] contains the following requirement on data interworking:
[R-7.1-001] Interworking between the MCData SDS and TETRA Short Data Service [5] shall be supported. 

3GPP TR 23.782 [3] is a study on mission critical communications interworking between land mobile radio users and 3GPP users. TR 23.782 illustrates an interworking architecture and explains that for interworking of voice (MCPTT) services, the use of end-to‑end encryption (E2EE) requires the MCPTT UE to use a P25‑compliant vocoder and encryption scheme for interworking with P25 units and requires the MCPTT UE to use a TETRA‑compliant vocoder and encryption scheme for interworking with TETRA.
TR 23.782 explains that both P25 and TETRA have options for key management and goes on to say: "Keys may be provided manually or automatically over the air. Interworking with MCPTT requires mechanisms that allow the same keys to be used on the systems on both sides of the interworking interface, including conveyance of rekeying messages." However, TR 23.782 does not offer a solution for key management for interworking E2EE, and this remains a gap in the most recent draft of the stage 2 interworking specification TS 23.283 [4].
4
Detailed proposal

The MCData specification [5] specifies the use of the short data service (SDS). An MCData SDS message contains a data payload with limited size and variable content type. MCData SDS messages can be sent to groups or as individual messages. The MCData service supports the use of "disposition" (delivery) reports such as "delivered" and "read". The data payload is labelled with an application identifier that identifies the application for which the payload is intended. The application identifier can contain e.g. a text string, port address, or URI.
3GPP TR 23.782 [3] provides for the interworking of MCData SDSs with LMR systems via an interworking function (IWF) – see figure 1.
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Figure 1:
 General interworking architecture for voice calls and standalone SDS between MCData and LMR Systems (adapted from TR 23.782)

P25 and TETRA use out-of‑band mechanisms for introducing root keys (and related material) into radio equipment.
For all E2EE key management functions other than root key delivery, P25 and TETRA systems use secured messages that can be sent over the air. P25 uses Key Management Messages (KMMs) to transport and manage keys from the P25 KMF to the P25 radio. KMMs are protected by encryption via the user's root key or keys derived from the user's root key. TETRA uses Over The Air Keying (OTAK) nessages, transported via the the TETRA SDS service, for E2EE key management. These messages can be sent to groups or individual radio units. P25 and TETRA key management messages are end-to-end encrypted and protected against integrity, replay and impersonation attacks.
It is proposed that LMR key management messages can be sent from LMR systems to mission critical LTE clients (and vice versa) using the MCData service. It is further proposed to define MCData application identifiers: "P25 message", “TETRA SDS", potentially "DMR message" etc. (or similar text to be agreed by SA6 or CT) to identify which application the MC client has to use to extract and decrypt the contained LMR key management message. (An alternative would be to define a generic "LMR message" application identifier, and inside this specify P25 or TETRA, etc.) This mechanism can be used by an LMR key management facility hosted by the mission critical system (see figure 2) or by an LMR key management facility hosted by the LMR system (see figure 3). In the case of messages arriving at the IWF from the LMR system, the IWF embeds the messages in MCData SDSs. In the case of an MCData SDS arriving at the IWF from a mission critical server, the IWF extracts the data payload and delivers it to the LMR system using the appropriate LMR protocol. In no case does the IWF need to (and cannot) understand the content of the embedded LMR message or MCData SDS payload. 
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Figure 2: General architecture for LMR key management when the LMR key management facility is connected via the MCData server.
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Figure 3:
 General architecture for LMR key management when the LMR key management facility is connected via the LMR system.

In the case of TETRA, the same messages can be used to manage the keys for the end-to-end encryption of TETRA SDSs. This creates a design implication on the 3GPP side because although the IWF might be able to detect from the payload that a received TETRA SDS is a key management message, it cannot detect from the payload whether the message is intended for key management within the MCPTT domain or the MCData domain. Any key management message delivery solution on the 3GPP side has to be able to cope with this behaviour, and should also consider the risk of traffic analysis techniques allowing collection of key management messages or identification of those users using E2EE.
Advantages of this proposal: 
-
existing LMR key management messages can be passed directly into mission critical service clients that support the appropriate LMR voice codec, messaging service and  end-to-end encryption service;
-
the key management messages and their contained keys are private to the LMR key management facility and the particular LMR and mission critical service clients addressed by the messages – this is important where one part of a mission critical organization needs to keep its communications private from another part of the same organization;

-
minimal additional specification work required by 3GPP working groups.

-
corresponding minimal impact on MC networks that do not support LMR interworking, or are evolving from hybrid to pure LTE-based.

Disadvantages:

-
does not use 3GPP‑specified mechanisms for mission critical security – this could be a disadvantage where LTE and LMR keys are managed by the same facility – however, for such an arrangement a different mechanism could be specified;

-
requires out-of-band root key loading (however a proposal is being developed that would allow provision of root keys by a trusted IWF using LTE-based mechanisms);
-
LMR key management usually manages keys for the radio unit, not the user (LMR keys do not normally follow users when users change radio units) because a radio-specific root key is generally manually loaded in the radio unit. LMR users get around this by allocating specific radio units to specific users and re-loading root keys when radio units change hands. This is only an issue in the case of manual root-key loading. The above-mentioned proposal for root key delivery via the IWF would overcome this disadvantage.

-
LMR encryption and key management mechanisms are generally confidential so cannot be directly refenced by 3GPP documents.  Genuine users and manufacturers can obtain the necessary specifications through their respective user orgnizations.

-
Additional work may be required to adapt some LMR key management messages for use by LTE mission critical clients; however this would be done by LMR user organisations so would not affect 3GPP working groups.
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