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1. Overall Description:

SA3 would like to inform SA6 that it has agreed to support 'Signalling Proxies' as a deployment option within the MC architecture in Rel-15. S3-172544 contains the CR which will implement signalling proxies within TS 33.180. 
Signalling Proxies are optional network elements for use at the edge of the MC Domain. They allow the MC Domain to protect itself at the network edge by implementing a subset of MCX Server functionality at the network edge. They perform similar security functions to a Session Border Controller (as defined in RFC 5853), or IMS IBCF (as defined in Annex I of 3GPP TS 23.228), but for the MC application signalling layer. 
SA3 has decided to support Signalling Proxies as an option for the following reasons:

-
A network element at the edge can be hardened against attacks, reducing the attack surface without compromising performance of the MC Domain. 

-
When required, the mission critical domain's core network architecture is not exposed to MC clients. The MC client no longer knows the SIP URI of each distinct MCX Server to which it connects. 

-
Intrusion detection within the XML signalling link is possible at the network edge. 
-    Enables internal network interfaces to be unencrypted.
-
Policies can be assigned to signalling on entry to the Mission Critical network.

-
The number of keys required by the client and the MC Domain can be reduced.

-
Multicast bearers can be shared more easily across multiple MCX Servers.

Like HTTP Proxies, it is important that Signalling Proxies are hardened network elements. This is because when deployed, Signalling Proxies will become a focal point for attacks on the MC Domain.
At a high level, Signalling Proxies may perform the following functions:

-
Topology hiding (by replacing the SIP URI of the internal network entity with its own SIP URI);
-
Resilience against attacks;
-
CSK, MuSiK and MSCCK key management (per client);

-
Protection of MC signalling over unicast bearers, multicast bearers and between MC Domains (application layer signalling, MCData signalling and floor/transmission control signalling).
2. Impact of use of Signalling Proxy on MC clients:
The signalling proxy is invisible to the MC client (other than all network entities in the MC Domain may share the same SIP URI). Hence there is no requirement to change client procedures in Rel-15 to support signalling proxies.
3. Impact of use of Signalling Proxy on the MC Domain:
If signalling security is not used (including Application layer signalling security (XML), Floor/Transmission control security (RTCP), MCData signalling security) the use of the signalling proxy will be invisible to the network entities in the MC Domain.

If signalling security is used by the MC Domain, signalling security will be performed by the Signalling Proxy towards the MC client. Consequently, the network entities in the MC Domain should not use signalling security when Signalling Proxies are in use. The network entities proceed as when signalling security is not used. Apart from this change, the signalling proxy doesn’t impact network entities within the MC Domain.

4. Additional Signalling Proxy interfaces:
Signalling Proxies:

- 
require use of the CSC-9 interface, to obtain key material from the KMS. 

-
require use of the CSC-5 interface, to obtain configuration management information related to signalling security. 

-
require use of the CSC-3 interface, to obtain group documents to support multicast signalling security. 

The Signalling Proxy uses each interface in the same way as the MCX Server, hence no additional interfaces need to be defined. 

5. Summary of impact on MC architecture and interfaces

SA3 requests that SA6 supports the option to use of Signalling Proxies within the Rel-15 MC System. To support signalling proxies, the addition of a 'Signalling Proxy' configuration parameter is required such that when it is enabled:
- 
MCX Servers do not enable signalling security regardless of whether signalling security is enabled by the MC Domain.

-
Signalling Proxies enable signalling security if signalling security is enabled by the MC Domain.

-
MC clients enable signalling security if signalling security is enabled by the MC Domain (no change).

There is no other impact on existing MC interfaces.
6. Actions:

To SA6 group.

ACTION: 
SA3 asks SA6 group to take the above information into account, and include support for Signalling Proxies in its Rel-15 specifications.
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